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high probability and at substantially lower cost than solutions that

guarantee to always detect violations.

NFAuditArchitecture:NFAudit achieves thehigh-level goal of real-

timeauditingbydeployingauditingagents at key locations alongnet-

work paths to be audited. These agents can generate active measure-

ments for auditing (e.g., end-to-end latency measurements) or can

passively monitor traffic flowing through the provider network (e.g.,

for verifying that customer traffic is traversing deployed NFs). To es-

tablish trust for customer-issued audits,we rely on secure enclaves in

the provider that can attest to the fidelity of code, data, and computa-

tion foragents (andtheircorrespondingNFs) in thoseenclaves.When

an auditing violation occurs, it is essential that the correct auditing

data ismade available to all parties involved so they can conduct post-

hoc resolution. To support this communication, the agents use secure

connections to transmit theirauditingdata for storage inadistributed

append-only log (e.g., a ledger) hosted by an independent third party.

Auditing Primitives: NFAudit supports a wide range of NF audits

via composable auditing primitives. These primitives allow cus-

tomers and NF vendors to specify audits as a combination of these

common building blocks for many auditable properties in NF de-

ployments. These primitives can address the following auditable

properties (as non-exhaustive examples):➀ Packet traversal: Does

a packet travel from node𝐴 to 𝐵 (or along some path 𝑃 )? ➁ NF per-

formance: Is NF packet processing time below the agreed latency?

➂Policy compliance: Are policy rules such as łensure packets sent

by A never reach Bž enforced? ➃ Network performance: What

are the latency, packet loss, bandwidth along path 𝑃?

Fidelity/CostTrade-offs: Priorwork ensureshigh-fidelity auditing

by instrumenting every packet that traverses a provider. In NFAudit,

we not only support such per-packet audits, but also allow auditing

users to reduce this cost at the expense of auditing coverage. We use

probabilistic audits, where measurement of auditing properties is

performed on one of the packets with probability 𝑟 (typically ran-

dom). Assuming that the adversary cannot predict when the audit

will occur, such audits place limits on how often the adversary can

violate audited guarantees without detection.

4 TRAVERSALAUDITING EXAMPLE

To make our approach concrete, we now focus on traversal auditing

as an example. In this scenario, referring to Fig. 1, we assume that

the adversary manipulates (at least some of) the packet contents

before entering the NF (X), or after leaving the NF (i.e., along paths

{X’, Y’, Y} or {X’, Z}). Our goal is to detect this manipulation with high

probability and low cost.

Auditing with primitives: We use a primitive that collects per-

packet payload hashes at each agent along the path. NFAudit then

detects violations of traversal without modification by comparing the

payload hashes collected by any pair of agents.

Evaluation of trade-offs: We now demonstrate the trade-offs be-

tween auditing coverage and cost, when compared to approaches that

use per-packet auditing. For this analysis, wemust specify the rate of

packets traversing the system. In the case of 40Gbps link, there will

be22Mpps if thepacket size is 64 B, or 2.75Mpps if theaveragepacket

size is 500 B. We denote the fraction of traffic that the adversary will

modify as 𝑝 (drawn from a binomial distribution), the sampling rate

of NFAudit to be 𝑟 , and the number of packets in the time frame is𝑚.

The probability of detecting such an attackwithin one second is 𝑃𝑟 =

System Setup
2.75Mpps 22Mpps

Overhead 𝑃𝑟𝑒𝑣𝑎𝑑𝑒 Overhead 𝑃𝑟𝑒𝑣𝑎𝑑𝑒

AuditBox
𝑝 =0.001, 𝑟 =1 2 66.0MB/s, 2,750 kops/s 0 528.0MB/s, 22,000.0 kops/s 0

𝑝 =0.0001, 𝑟 =1 ž 0 ž 0

VRP (OPT)
𝑝 =0.001, 𝑟 =1 231.0MB/s, 5,500 kops/s 0 1,848.0MB/s, 44,000.0 kops/s 0

𝑝 =0.0001, 𝑟 =1 ž 0 ž 0

NFAudit
𝑝 =0.001, 𝑟 =0.001 0KB/s, 5.5 kops/s 0.0638 0KB/s, 44.0 kops/s 2.76E-10

𝑝 =0.0001, 𝑟 =0.01 0KB/s, 55.0 kops/s 0.0639 0KB/s, 440.0 kops/s 2.79E-10

Table 1: Auditing overhead and coverage comparison of
AuditBox [4], OPT [1], and NFAudit to detect an attack.
łOperationž means MAC/GMAC of the packet payload or
pseudo-random function (only for VRP). TheMB/s denotes the
size of required headers or trailers.

1−(1−𝑝)𝑚∗𝑟 .Note that in thisexampleweassumetheadversaryuses

a binomial distribution to generate attacks, and the auditing system

uses simple random sampling over all packets for detection. In gen-

eral, the attackermayusearbitrarymodels togenerate adversarial be-

havior. NFAudit can in turn adopt different auditing sampling meth-

ods according to different adversarial models and auditing goals.

Importantly, the probability of evading detection is vanishingly

small even for low auditing sampling rates. For example, the attacker

will evade detection for one second of time with a probability of

2.76E-10 given a packet rate of 22Mpps, an auditing sample rate of

1/100 packets (𝑟 =0.01), and a stealthy adversary that manipulates

only 1/10,000 packets (𝑝 =0.0001). Even with a lower packet rate of

2.75Mpps, the likelihood of evasion for one second is only 0.0638,

and this becomes exponentially smaller with additional monitoring

time (1.139E-12 with 10 seconds).

Table 1 compares the auditing overhead and coverage of recent

approaches and NFAudit. To simplify the setup we do not consider

the impact of hops as VRP (OPT [1]) will perform the operations for

everyhop. Themain takeaway is thatNFAudit canprovide extremely

high fidelity (up to nine 9’s of coverage) at three orders of magnitude

less overhead.

5 DISCUSSION

Targeted attacks: Our previous example works when large frac-

tions of traffic are subject to attack. This approach would not apply

for targeted attacks (e.g., a handshake attack) or auditing goals (e.g.,

a customer that need only audit connection establishment). NFAudit

could support these scenarios by focusing auditing measurements

on a subset of traffic that can be monitored with greater frequency.

Generality:We believe that a large set of auditable properties can be

assessed with auditing primitives. However, it is unclear whether all

performance- or liveness-related properties are auditable by NFAu-

dit, or howaccurateNFAudit iswhenusing probabilistic auditingÐat

topic of future work.

6 CONCLUSION

We proposed a flexible approach to NF monitoring that can achieve

flexible auditing goals with configurable cost, and demonstrated

its advantages using audits of packet-traversal guarantees. We are

building a prototype of NFAudit that uses Intel SGX for a secure

enclave, and developing, implementing, and evaluating proposed

auditing primitives. Key future work entails building more audit-

ing use cases and evaluating cost/benefit trade-offs for alternative

implementation choices.
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