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a b s t r a c t 

The availability of a multitude of data sources has naturally increased the need for subjects to collaborate 

for supporting distributed computations that combine different data collections for their elaboration and 

analysis. Due to the quick pace at which datasets grow, often the authorities collecting and owning such 

datasets resort to external third parties (e.g., cloud providers) for their storage and management. Data un- 

der the control of different authorities are autonomously encrypted (using different encryption schemes 

and keys) for their external storage. This makes distributed computations combining these sources dif- 

ficult to support. In this paper, we propose an approach enabling collaborative computations over data 

encrypted in storage, selectively involving also subjects that might not be authorized for accessing the 

data in plaintext when their collaboration is considered economically convenient. We also consider the 

possible adoption of trusted hardware components, to enable the evaluation of operations over plain- 

text data at non-fully trusted computational providers. The experimental results confirm the economic 

benefits that can be enabled by our proposal. 

© 2022 The Authors. Published by Elsevier Ltd. 

This is an open access article under the CC BY-NC-ND license 

( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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. Introduction 

Our society and economy ever-increasingly rely on the knowl- 

dge that can be generated by analysis and computations combin- 

ng data produced and/or controlled by different parties. The cloud, 

hanks to a variety of storage and computational providers with 

ifferent costs and performance guarantees, represents an acceler- 

tor for such scenarios. Data owners can in fact outsource their 

ata to storage providers, making them (selectively) available for 

omputations with reduced management burden at their side. At 

he same time, users requiring analysis can (partially) delegate ex- 

ensive computations to computational providers, with clear per- 
� A preliminary version of this paper appeared under the title “Distributed query 

valuation over encrypted data,” in Proc. of the 35th Annual IFIP WG 11.3 Conference 

n Data and Applications Security and Privacy (DBSec 2021) , Calgary, Canada, July 19- 

0, 2021 ( De Capitani di Vimercati et al., 2021b ). 
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ormance and economic benefits ( De Capitani di Vimercati et al., 

017 ). However, complications can arise since some of the data 

an be sensitive, proprietary, or more in general subject to ac- 

ess restrictions, all factors that can affect the possibility of rely- 

ng on external cloud providers for data management and process- 

ng ( Gritzalis et al., 2021; 2019; Li et al., 2018; Xie et al., 2021 ). 

To ensure data protection while permitting the consideration 

f a large spectrum of providers for computations, a recent ap- 

roach proposed a simple, yet flexible, authorization model that 

nriches the traditional yes/no visibility that a subject can have 

ver data with a third visibility level, granting a subject visibil- 

ty over an encrypted version of the data ( De Capitani di Vimer- 

ati et al., 2017 ). In this way, subjects that are economically advan- 

ageous, but possibly not fully trusted for accessing data content, 

ay still be involved in computations by restricting them to oper- 

te on encrypted data. To enforce the authorization policy, visibility 

ver data is dynamically adjusted by applying encryption on-the- 

y before sending data to subjects not trusted for plaintext access. 

imilarly, decryption can be applied on-the-fly when authorized 

ubjects need plaintext visibility for executing query operations. 

The authorization model in De Capitani di Vimercati et al. 

2017) operates under the assumption that the datasets involved in 

he distributed computation are stored in plaintext. This assump- 
nder the CC BY-NC-ND license ( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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ion is however viable only when data are either stored at their 

wners, or outsourced at providers that are trusted to access data 

n plaintext, hindering the consideration of storage providers that, 

hile being economically convenient, are not authorized to see the 

laintext content of the data. Intuitively, the spectrum of potential 

roviders that could be adopted for storing datasets could be en- 

arged if data were encrypted by their owners, before outsourcing 

hem for storage. The joint adoption of the authorization model 

n De Capitani di Vimercati et al. (2017) and of encrypted stor- 

ge would benefit both users requiring computations, and own- 

rs wishing to make their data selectively available to others. Eco- 

omically convenient providers can then be leveraged by users for 

omputation, and by owners to outsource their datasets with the 

uarantee that their data will not be improperly exposed in storage 

r in computation. The consideration of data encrypted in storage 

n collaborative computations brings however complications, since 

he encryption adopted for protecting data in storage is not specif- 

cally selected according to the computations to be performed and 

ay not support them, which could hence require additional de- 

ryption and re-encryption operations. 

In this paper, we build on the authorization model in De Capi- 

ani di Vimercati et al. (2017) and propose a solution for collabora- 

ive computations over distributed data that can be stored, in en- 

rypted form, at external and possibly not fully trusted providers. 

he main contributions of this paper can be summarized as fol- 

ows. First, we re-define the information flows enacted by a com- 

utation, necessary for authorization enforcement, based on the 

ossibility of some data being stored in encrypted form. Second, 

e identify the need, and propose a solution for, re-encryption op- 

rations, to be introduced when the encryption adopted in stor- 

ge (which is pre-determined by the data owner) does not support 

peration execution. Third, we provide an approach for comput- 

ng an economically convenient assignment of operations to sub- 

ects in complete obedience of authorizations and provide an ex- 

erimental evaluation demonstrating the economic benefits that 

an be enabled by our approach. Finally, we discuss the integration 

f trusted hardware components in our model to enable plaintext 

omputations within the trusted boundaries of the trusted hard- 

are made available by possibly non fully trusted providers. 

The remainder of this paper is organized as follows. 

ection 2 discusses related works. Section 3 introduces the rela- 

ion profiles modeling information flows entailed by computations, 

nd presents the authorization model. Section 4 illustrates how 

uthorizations are compared against relation profiles to determine 

hen a subject is authorized for performing an operation, and 

ormulates the problem of determining a minimum cost assign- 

ent of operations in a query plan to subjects. Section 5 presents 

 heuristic approach for solving such minimum cost assignment 

roblem. Section 6 illustrates experimental results. Section 7 ex- 

ends our model to the use of trusted hardware components. 

inally, Section 8 concludes the paper. The proofs of the theorems 

re reported in Appendix A . 

. Related work 

The work closest to ours is represented by the solution for 

istributed query evaluation in the respect of access restrictions 

roposed in De Capitani di Vimercati et al. (2017) , on which our 

pproach builds. The model in De Capitani di Vimercati et al. 

2017) introduces the idea of specifying different visibility levels 

ver data, including an encrypted visibility level, to the aim of en- 

bling the delegation of computations over encrypted data to non- 

ully trusted subjects. This authorization model has been extended 

n De Capitani di Vimercati et al. (2021a) to queries including also 

et and rename operators, and to the consideration of the encryp- 

ion cost in the allocation of operations to subjects. This model 
2 
as been integrated into a real world query optimizer in Dimitrova 

t al. (2019) . The work in De Capitani di Vimercati et al. (2017,

021a) is based on the assumption that base relations are stored 

n the premises of the authorities owning them. Hence, base re- 

ations are available in plaintext and can be selectively encrypted 

n-the-fly, as needed to protect data visibility in query evaluation. 

ur proposal extends such an approach to consider the more gen- 

ral scenario where base relations might be stored, in encrypted 

orm, at an external provider that might be not authorized to know 

he plaintext data. The consideration of encrypted storage has been 

rst investigated in De Capitani di Vimercati et al. (2021b) . In this 

aper, we considerably extend the work in De Capitani di Vimer- 

ati et al. (2021b) by enriching its analysis, both theoretically and 

xperimentally, by providing advanced considerations on the prop- 

rties enjoyed by candidate sets along the query plan, and by ex- 

ending the proposal to the adoption of trusted hardware compo- 

ents. 

Techniques aimed at the management of distributed computa- 

ions proposed in the literature (e.g., Alkowaileet et al., 2018; Arm- 

rust et al., 2015; Kossmann, 20 0 0; Levy et al., 1995; Rheinländer 

t al., 2017 ) do not take into consideration access restrictions. In 

he context of relational databases, solutions aimed at enforcing 

ccess restrictions (e.g., view-based access control De Capitani di 

imercati et al., 2014; Guarnieri and Basin, 2014; Rizvi et al., 2004 , 

ccess patterns Amarilli and Benedikt, 2018; Benedikt et al., 2015 , 

ata masking Kwakye and Barker, 2016 ) instead do not consider 

ncryption for protecting confidentiality. 

Recent works have addressed the problem of protecting data 

onfidentiality in distributed computation. The proposed solu- 

ions aim at controlling (explicit and/or implicit) information 

ows among subjects in the context of distributed computations 

e.g., De Capitani di Vimercati et al., 2011; Oktay et al., 2017; Sal- 

aneschi et al., 2019; Zeng et al., 2015 ). The approach in De Capi-

ani di Vimercati et al. (2011) regulates implicit information flows 

ue to joins among relations in the authorizations, and differs from 

urs as it requires collaborative specification of authorizations. The 

olution in Oktay et al. (2017) instead focuses on computations in 

ybrid clouds, and aims at limiting leakage of sensitive information 

o the public untrusted components of the clouds. The proposal 

n Zeng et al. (2015) considers different join execution strategies 

n distributed query evaluation, but it does not consider implicit 

nformation flows. The approach in Salvaneschi et al. (2019) aims 

t controlling information flows for enforcing privacy constraints 

n operator placement for distributed query processing. This solu- 

ion leverages on programming language techniques for providing 

rivacy while maximizing performance. On a related line of work, 

n Farnan et al. (2014) the authors propose a solution aimed at pro- 

ecting the confidentiality of the intents of a query to the providers 

nvolved in the evaluation of the query itself. 

The use of encryption for protecting data confidentiality, 

hile supporting query evaluation, has been widely studied 

e.g., Agrawal et al., 2006; Hacigümüs et al., 2002; Popa et al., 

011; Tu et al., 2013 ). Alternative solutions proposed the adoption 

f secure multiparty computation and homomorphic encryption 

e.g., Bater et al., 2017; Chow et al., 2009 ). These approaches are 

omplementary to our work, which can rely on these techniques 

or delegating the evaluation of operations in the query plan (e.g., 

onditions and/or computations over attributes) to subjects who 

re authorized only for encrypted visibility over (a subset of) the 

ttributes involved in the delegated operation. Recently, the use 

f trusted execution environments has been investigated for (dis- 

ributed) computations over sensitive data (e.g. Priebe et al., 2018; 

harma et al., 2020; Thoma et al., 2019; Vinayagamurthy et al., 

019 ). These solutions require the presence of trusted hardware 

omponents for protecting data in computations over them. Our 

pproach is complementary to those proposal, and is more gen- 
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Fig. 1. An example of a query plan (a) and of authorizations on relations Flight 

and Company (b). 
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ral. In fact, our approach can leverage trusted hardware compo- 

ents for enabling computations over plaintext data at untrusted 

roviders, but it does not require them, and is therefore applica- 

le also to more traditional scenarios that are not equipped with 

rusted execution environments. 

. Relation profiles and authorizations 

We consider a scenario characterized by: i) data authorities , 

ach owning one or more relations possibly stored at external 

torage providers ; ii) users , submitting queries over relations under 

he control of different authorities; and iii) computational providers , 

hich can be involved in query evaluation. Since relations may be 

tored at external providers, (a subset of) their attributes might be 

ncrypted by the data authority, to prevent visibility of sensitive 

nformation by the storage provider. Queries can be of the gen- 

ral form “select from where group by having ” and can include 

oins among relations under the control of different data authori- 

ies. Execution of queries is performed according to a query plan 

here projections are pushed down to avoid retrieving data that 

re not necessary for query evaluation. Graphically, we represent 

uery plans as trees whose leaf nodes correspond to projection 

ver the base relations of the attributes involved in the query. For 

implicity, but without loss of generality, we assume that attributes 

nvolved the relations have different names. 

xample 3.1. Consider two data authorities, a flight company and 

 commercial company, with one relation each, respectively: rela- 

ion Flight (N,D,P,C) reports the social security Number and Date 

f birth of passengers, and the Price and Class of their tickets; re- 

ation Company (S,J,I) reports the Social security number, Job, and 

ncome of the company employees. These relations are stored in 

ncrypted form at external storage providers F and C , respectively. 

e consider also three computational providers X , Y , and Z . In our

unning example, we consider the following query submitted by 

ser U : “select C, sum (P), sum (I) from Flight join Company on 

 = S where J = ‘manager’ group by C having sum (P) > 0 . 1 ∗sum (I)”,

etrieving the classes for which the overall price of tickets bought 

y managers is greater than the 10% of the summed incomes of 

he buyers. Figure 1 (a) illustrates a plan for the execution of the 

uery. For simplicity, in the figure and in the following, we denote 
3 
 set of attributes with the sequence of the attributes composing 

t, omitting the curly brackets and commas (e.g., NPC represents 

N,P,C}). 

elation profile. Besides the attributes included in its schema, a 

elation resulting from a computation might also convey informa- 

ion on other attributes. The information content explicitly and im- 

licitly conveyed by a (base or derived, that is, resulting from the 

valuation of a sub-query) relation is captured by the profile of the 

elation. We extend the definition of relation profile in De Capi- 

ani di Vimercati et al. (2017) to account for the possible encrypted 

epresentation of attributes encrypted in storage. 

efinition 3.1 (Relation Profile) . Let R be a relation. The profile 

f R is a 6-tuple of the form [ R vp , R ve , R vE , R ip , R ie , R � ] where: R vp ,

 
ve , and R vE are the visible attributes appearing in R’s schema in 

laintext ( R vp ), encrypted on-the-fly ( R ve ), and encrypted in-storage 

 R vE ); R ip and R ie are the implicit attributes conveyed by R, in plain- 

ext ( R ip ) and encrypted ( R ie ); R � is a disjoint-set data structure
epresenting the closure of the equivalence relationship implied by 

ttributes connected in R’s computation. 

In the definition, R vp corresponds to the set of plaintext at- 

ributes visible in the schema of R. We then distinguish between 

he visible attributes encrypted on-the-fly ( R ve ) and the visible at- 

ributes encrypted in storage ( R vE ), due to their different nature. In- 

torage encryption is enforced once, independently from the query 

o be answered, with an encryption scheme and a key that do not 

hange over time and known only to the data owner. On-the-fly 

ncryption is enforced at query evaluation time and both the en- 

ryption scheme and the encryption key are decided by the user 

ormulating the query and can be shared among different parties 

hen different attributes need to be compared (e.g., for a join eval- 

ation). Implicit components ( R ip , R ie ) keep track of the attributes 

hat have been involved in query evaluation for producing relation 

. Even if they do not appear in R’s schema, query evaluation has 

eft a trace of their values in the query results (e.g., attributes in- 

olved in selection or group by operations). Note that we do not 

istinguish between in-storage and on-the-fly encryption in the 

mplicit component of the profile. Indeed, the information leaked 

y the evaluation of an operation over an encrypted attribute is 

ot influenced by the time at which encryption has been enforced 

or by the subject enforcing it. The equivalence relationship ( R � ) 
eeps track of the sets of attributes that have been compared for 

uery evaluation (e.g., for the evaluation of an equi-join). The com- 

onent allows accounting for the fact that attributes involved in 

ome comparison can leak one the values of the other. In fact, even 

f one of the attributes in the equivalence set has been projected 

ut from the relation schema, its values can still be inferred from 

ther (equivalent) attributes. 

The profile of a base relation R has all components empty, ex- 

ept R vp and R vE that contain the attributes appearing in plaintext 

nd encrypted in storage, respectively, in the schema of the rela- 

ion. The profile of a derived relation (i.e., resulting from the eval- 

ation of an operation) depends on both the operation and the 

rofile of the operand(s). Figures 2 and 3 illustrate the profiles re- 

ulting from the evaluation of relational algebra operators ( Fig. 2 ), 

nd of encryption, decryption, and re-encryption (i.e., decryption 

ollowed by encryption with a different scheme and/or key) oper- 

tions ( Fig. 3 ), which are peculiar of our model. For each operator, 

e report the general formula on the left hand side of the figures, 

nd an example on the right hand side of the figures. Graphically, 

e represent the profile of a relation as a tag attached to the re- 

ation’s node (or the node of the operator producing it in case of 

 derived relation), with three components: v (visible attributes in 
 
vp and, on a light blue background, R ve and R vE ), i (implicit at- 

ributes in R ip and, on a light blue background, R ie ), and � (sets of



S. De Capitani di Vimercati, S. Foresti, S. Jajodia et al. Computers & Security 127 (2023) 103056 

Fig. 2. Profiles resulting from relational operations. 

4 
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Fig. 3. Profiles resulting from encryption, decryption, and re-encryption operations. 
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i
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c

s

quivalent attributes in R � that have been compared for R’s com- 

utation). We represent encryption and decryption operations as 

ight blue nodes and white nodes, respectively, containing the at- 

ributes to be encrypted/decrypted, attached to the operand or the 

esulting relation, respectively. Re-encryption operations are repre- 

ented as light blue and white nodes containing the attributes to 

e re-encrypted. In the following, we illustrate those components 

f relation profiles that are impacted by the evaluation of relational 

lgebra operators and of encryption, decryption, and re-encryption. 

s it is visible from Figs. 2 and 3 , projection πA maintains in the

isible components of the resulting relation profile only the at- 

ributes in A . A selection of the form σa op x includes attribute a

n the implicit component of the resulting profile (plaintext or en- 

rypted, depending on whether a is plaintext or encrypted for the 

election). A selection of the form σa i op a j , comparing attributes a i 
nd a j , inserts { a i , a j } in the equivalence set of the resulting pro-
le. Cartesian product × merges each of the components of its 

perands in the resulting relation profile. Similarly, join �� a i op a j 
erges each of the components of its operands and, requiring the 

omparison between a i and a j , adds { a i , a j } to the equivalence set
f the resulting profile. Group by γA, f (a) , grouping the input rela- 

ion by a set A of attributes and evaluating an aggregate function f

n an attribute a, maintains only a and attributes in A in the visi- 

le components of the resulting profile, and adds A to the implicit 

encrypted or plaintext, depending on whether A is encrypted or 

laintext) component of the resulting profile. Encryption and de- 

ryption move attributes from the visible plaintext to the visible 

ncrypted component (and vice-versa) of the profile of the result- 

ng relation. Re-encryption moves attributes from the encrypted 
5 
n-storage component to the encrypted component. Figure 4 illus- 

rates the profiles of the relations resulting from the evaluation of 

he operations in the query plan in Fig. 1 (a), assuming attributes 

S and PI to be decrypted for enabling computations over them. 

Authorizations. Authorizations regulate data flows intended for 

omputations. Authorizations can specify, for each subject, whether 

he has plaintext visibility, encrypted visibility, or no visibility for 
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erforming computations over the attributes in the relations, and 

re defined as follows. 

efinition 3.2 (Authorization) . Let R be a relation and S be a set 

f subjects. An authorization is a rule of the form [ P , E ] → S , where

 ⊆R and E⊆R are subsets of attributes in R such that P ∩ E= ∅ , and
∈S∪{ any } . 
Authorization [ P , E ] → S states that subject S can access in plain- 

ext attributes in P , in encrypted form attributes in E, and has no 

isibility over the attributes in R\ ( P ∪ E). Subject ‘any’ can be used

o specify a default authorization applying to all subjects for which 

o authorization has been explicitly defined. Authorizations regu- 

ating access for computation over (encrypted) attributes in rela- 

ion R are defined by the data authority who owns the relation, 

ndependently from the provider storing it. Note that the autho- 

izations of storage providers depend on whether they are to be 

onsidered also for computations, independently from the fact that 

hey store a specific relation and its (encrypted or plaintext) form. 

he user formulating a query is expected to have plaintext visibil- 

ty over a subset of the attributes in the relational schemas, and 

e assume that she is authorized for the attributes involved in the 

uery. 

xample 3.2. Figure 1 (b) illustrates an example of authorizations 

egulating access to relations Flight and Company of Example 3.1 . 

ser U has plaintext visibility over a subset of the attributes of the 

wo relations, storage providers F and C have encrypted visibility 

ver the attributes in the relation they store, and encrypted visibil- 

ty over some of the attributes of the other relation, computational 

roviders X , Y , and Z have either plaintext or encrypted visibility 

ver a subset of the attributes in the two relations. 

Authorization verification. To be considered authorized to 

iew a relation, a subject needs plaintext visibility over plaintext 

ttributes ( R vp and R ip ) and plaintext or encrypted visibility over 

ncrypted attributes ( R ve , R vE , and R ie ). Note that there is no need

o distinguish between in-storage and on-the-fly encryption for au- 

horization verification, as the information conveyed by encrypted 

ttributes is independent from the time at which encryption has 

een applied. The subject also needs to have the same visibility 

plaintext or encrypted) over attributes appearing together in an 

quivalence set. This is required to prevent subjects having plain- 

ext visibility on one attribute in the equivalence set and encrypted 

isibility on another to be able to exploit knowledge of plaintext 

alues of the former to infer plaintext values of the latter. 

In the following, for simplicity, we will denote with P S ( E S , re-
pectively) the set of attributes that a subject S can access in plain- 

ext (encrypted, respectively) according to her authorizations. The 

ollowing definition identifies subjects authorized to access a re- 

ation, extending the definition in De Capitani di Vimercati et al. 

2017) to take the two kinds of encryption into consideration. 

efinition 3.3 (Authorized Relation) . Let R be a relation with pro- 

le [ R vp , R ve , R vE , R ip , R ie , R � ]. A subject S ∈ S is authorized for R iff: 

1. R vp ∪ R ip ⊆ P S (authorized for plaintext ) ;
2. R ve ∪ R vE ∪ R ie ⊆ P S ∪E S (authorized for encrypted ) ;
3. ∀ A ∈ R � , A ⊆P S or A ⊆E S (uniform visibility). 

xample 3.3. Consider a relation R with profile [P,C,S, _ , _ ,{IP}] and 

he authorizations in Fig. 1 (b). Provider Z is not authorized for R

ince it cannot access P in plaintext (Condition 1); C and F are not 

uthorized for R since they cannot access P and S, respectively, in 

ny form (Condition 2); X is not authorized since it does not have 

niform visibility on P and I (Condition 3). Provider Y and user U 

re instead authorized for R. 

For simplicity, in the following we will use notation R i to denote 

he relation resulting from the evaluation of node n in the query 
i 

6 
ree plan. When clear from the context, we will use n i to denote 

nterchangeably the node and the corresponding relation. 

. Extended minimum cost query plan 

Given a query tree plan, denoted T (N ) , corresponding to a query 

 formulated by a user U , our goal is to determine, for each node,

 subject for its evaluation, possibly extending the query plan with 

ncryption, decryption, and re-encryption operations to guarantee 

he satisfaction of authorizations and enable the evaluation of op- 

rations. 

.1. Candidates 

Given a query tree plan T (N ) , we first need to identify, for

ach node, the subjects authorized for evaluating it (i.e., its can- 

idates). Given a node n in a query tree plan, a subject S is au- 

horized for its execution if she is authorized for its operand(s) 

nd for its result. Indeed, S needs to access the operands of the 

ode for its evaluation, and the profile of the result captures all 

he information directly and indirectly conveyed by the evaluation 

f the operation. Starting from relations where attributes may be 

ncrypted for storage, it could be necessary to inject decryption 

nd re-encryption (i.e., decryption followed by encryption with a 

ifferent scheme and/or key) to guarantee that operations can be 

valuated when they require plaintext visibility over the involved 

ttributes, or they are not supported by the encryption scheme 

dopted in storage, respectively. For instance, we cannot expect 

ifferent data authorities to use the same encryption scheme and 

ey for attributes that will be compared in an equi-join. Hence, 

ven if equality conditions can easily be supported over encrypted 

ata (e.g., using deterministic encryption), the evaluation of equi- 

oins requires re-encryption of the join attributes. Besides decryp- 

ion and re-encryption for enabling query evaluation, also encryp- 

ion operations could be injected for enforcing authorizations: en- 

ryption could enable a subject to perform an operation that she 

ould otherwise not be authorized to evaluate, due to the plain- 

ext representation in the operand relation(s) of some attributes 

hat she can access only in encrypted form. 

xample 4.1. With reference to the query tree plan in Fig. 4 , Y can

valuate the join operation if attributes N and S are re-encrypted 

sing a deterministic encryption scheme with the same encryption 

ey. Similarly, attributes P, I, and J must be encrypted, all with the 

ame key, for Z to be authorized to execute the group by operation. 

We observe that, if all the attributes in the schema of the 

perand relation(s) appear in encrypted form, the set of subjects 

hat are authorized for evaluating the operation is possibly larger. 

n fact, encrypted attributes are also accessible by subjects with 

laintext visibility ( Definition 3.3 ). To determine candidates for op- 

ration execution, we therefore assume that all the attributes in 

he operand relation(s), but those that have to be in plaintext for 

peration execution, are encrypted. Any attribute of the operand(s) 

an be decrypted by the subject who is in charge for the evalua- 

ion of the operation, since otherwise it would not be authorized 

o evaluate it. Formally, we define candidates for the evaluation of 

 node as follows. 

efinition 4.1 (Candidate) . Let T (N ) be a query tree plan, n∈ N be a

on-leaf node, and n l , n r ∈ N be its left child and right child (if any),

. A p be the set of attributes that need to be plaintext for evaluat- 

ng n, and S be a set of subjects. A subject S∈S is a candidate for 

he execution of a node n iff S is authorized for: 

1) n l and n r , assuming the encryption of all the visible attributes 

( Definition 3.3 ); 

2) attributes in n. A p in plaintext; 
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Fig. 5. Extended query plan with candidates (a) and with assignees (b). 
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3) n, assuming the encryption of all the visible attributes in its 

operand(s) ( Definition 3.3 ). 

The set of candidates for node n is denoted �( n). 

xample 4.2. Figure 5 (a) reports, for each node in the query tree 

lan in Fig. 4 , the candidates that can evaluate the operation rep- 

esented by the node. In the example, we assume that: i) the se- 

ection over J and the computation of the sums over I and P can 

e evaluated on their encrypted in-storage representation; ii) the 

valuation of the join and of the group by clause over C require 

he re-encryption of the involved attributes; and iii) the compar- 

son of sum (P) and sum (I) can be performed on plaintext values 

nly. 

A query tree plan T (N ) complemented with encryption, decryp- 

ion, and re-encryption operations represents an extended query 
7 
lan , and is denoted T'(N') . Encryption, decryption, and re- 

ncryption operations are inserted into the query plan to enforce 

uthorizations and ensure operation execution. The injection of op- 

rations that change attribute visibility (i.e., encryption and de- 

ryption) depends on the subject selected, among all the candi- 

ates, for the execution of each operation in the query plan. To 

nable the evaluation of operation at node n, which requires plain- 

ext visibility over encrypted attribute a, we inject decryption of 

as a child node attached to n. Similarly, to hide visibility over 

laintext attribute a to the subject in charge of evaluating n, but 

hich can access a only in encrypted form, we inject encryption of 

as a parent node attached to the child of n including a in its pro- 

le. We note that encryption and decryption operations can always 

e enforced by the subject evaluating the operation to which they 

re attached (i.e., the child node where the attribute appears in 

laintext for encryption, and the parent node that requires plain- 

ext visibility on the attribute for decryption). For this reason, we 

o not need to explicitly compute the candidates for encryption 

nd decryption nodes (and we do not report candidates for such 

odes in our figures). The consideration of re-encryption opera- 

ions, necessary when the in-storage encryption scheme does not 

upport operation execution, deserves a special treatment. To en- 

ble the evaluation of the operation, not supported by in-storage 

ncryption, at node n over attribute a, we inject re-encryption of a

n the subtree rooted at n. Re-encryption is not necessarily injected 

s a child of n. In fact, it might be that neither the subject evalu-

ting n nor the subject in charge of the evaluation of its operand 

re authorized for it. If this is the case, re-encryption needs to be 

nforced at a lower level in the query plan tree. As an example, re- 

ncryption of a can be injected as the parent of the leaf node rep- 

esenting the base relation to which a belongs. Another difference 

ith respect to encryption and decryption operations, is that the 

eed for injecting a re-encryption operation depends on the oper- 

tions in the query plan (and not on the subject to which they are 

ssigned), based on whether they are supported by the in-storage 

ncryption. For the reasons above, for re-encryption operations, it 

s necessary to reason on (and hence define) the set of subjects 

hat can perform them. The definition of candidates therefore ap- 

lies also to re-encryption nodes. 

xample 4.3. Figure 5 (a) illustrates an example of an extended 

ersion of the query tree plan in Fig. 4 , where attributes N, C, and

 are re-encrypted, and attributes I and P are decrypted. The de- 

ryption of attributes I and P can be performed by either U or 

 , which are candidates of the selection operating on the decryp- 

ion result and can access I and P in plaintext. Figure 5 (a) reports,

or the two re-encryption operations, the set of candidates that are 

uthorized to re-encrypt the involved attributes. Note that the re- 

ncryption of attribute S cannot be assigned to C (to which the 

election σJ= ′ manager ′ could be assigned), nor to X or Y (to which 

he join could be assigned). Indeed, none of these subjects can ac- 

ess S in plaintext (see authorizations in Fig. 1 (b)). It could instead 

e assigned to Z . 

The sets of candidates associated with the nodes of a query tree 

lan enjoy a nice monotonicity property, according to which the 

andidates of a node are a subset of the candidates of its descen- 

ants in the query tree plan. This property applies to all nodes rep- 

esenting operations that are executed over encrypted attributes or 

hat need to be executed over plaintext attributes and leave a trace 

f such attributes in the plaintext implicit component of the result- 

ng relation profile (i.e., n. A p ⊆R ip ). 

The consideration of re-encryption operations introduces a lo- 

al gap in the monotonicity property. Since the subject in charge 

f re-encryption must be authorized for the profile of the operand 

elation, the set of candidates for a re-encryption operation is a 
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ubset of the candidates of its operand node n c . However, the can- 

idates of the parent n p of the re-encryption operation might not 

e a subset of the re-encryption candidates. In fact, nothing can 

e said on the set containment relationship between re-encryption 

andidates and those of its parent n p , since a candidate for re- 

ncryption could not be authorized for n p and vice-versa: while 

 subject must be authorized for plaintext visibility on the at- 

ributes to be re-encrypted to be candidate for re-encryption, n p 
ight not require (and its candidate might not have) plaintext vis- 

bility on these attributes. Similarly, the evaluation of n p might re- 

uire plaintext visibility over attributes that do not need to be vis- 

ble in plaintext for re-encryption. The profile of the result of re- 

ncryption is the same as the one of its operand (i.e., it does not 

ove attributes from the encrypted to the plaintext components 

or vice-versa). Note that the set of candidates for n p is a subset 

f the set of candidates for n c , since a candidate for n p needs to

ave at least visibility on the relation produced by n c . 

xample 4.4. With reference to the extended query tree plan in 

ig. 5 (a), the set of candidates for the nodes in the original query 

ree plan decreases while going up in the tree. Consider the node 

or the re-encryption of attribute S. The set of candidates for this 

ode is a subset of the set of candidates for the selection opera- 

ion, child of re-encryption (i.e., { U , Z } ⊆ { C , U , X , Y , Z } ). Also, the
et of candidates for the re-encryption of S is a subset of the set 

f candidates for the join operation, parent of re-encryption (i.e., 

 U , Z } ⊆ { U , X , Y , Z } , since only U and Z are authorized for plain-

ext visibility over S). 

Formally, the monotonicity property among the sets of candi- 

ates is stated by the following theorem. 

heorem 4.1 (Monotonicity of the candidate set) . Let T (N ) be a 

uery tree plan and N r the set of re-encryption nodes injected into 

 (N ) to enable query evaluation. ∀ n x , n y ∈ N ∪ N r such that n x , n y are

on-leaf nodes of T (N ) , n y is a child of n x , and n y . A p ⊆R 
ip 
x : 

1. �( n x ) ⊆�( n y ), if n x , n y ∈ N ; 

2. �( n z ) ⊆�( n y ), if n x ∈ N r and n z ∈ N is the parent of n x . 

Given a query tree plan T (N ) and the candidates for each of 

he nodes in N and for re-encryption operations, it is necessary to 

elect, for each node and re-encryption operation, a subject (cho- 

en among its candidates) in charge of the evaluation of the cor- 

esponding operation (i.e., the assignee λ(n) of the node n rep- 

esenting the operation). There can exist different possible assign- 

ents that respect authorizations and permit query execution. In 

he next sub-section, we discuss how to determine an authorized 

ssignment. 

.2. Authorized assignment and minimum cost query plan 

Given a query tree plan T (N ) and the set �(n) of candidates for

ach node n ∈ N , our goal is to determine an assignment of nodes

o subjects taken from the corresponding set of candidates. This 

an require to inject encryption, decryption, and re-encryption op- 

rations in T (N ) (i.e., generating an extended query plan T'(N') 

or T (N ) ) to enforce authorizations and ensure that operations can 

e computed. An assignment of nodes to subjects exists if i) each 

ode has at least a candidate and, ii) for each attribute a that 

eeds to be re-encrypted, there exists a subject who can access 

in plaintext and the other attributes in the schema of the base 

elation to which a belongs in encrypted or plaintext form. Encryp- 

ions are inserted to enforce authorizations and attached to the 

hild of the node assigned to a subject authorized for encrypted 

isibility only. Decryptions are inserted to adjust attributes visi- 

ility for operation evaluation, and are attached to the node re- 

uiring plaintext visibility for operation evaluation. As discussed in 
8 
ection 4.1 , these operations can be performed by the same sub- 

ect as that assigned to the nodes to which they are attached, and 

ence the assignee of an encryption or a decryption operation is 

he assignee of the node on which it operates. Re-encryption, on 

he contrary, could be assigned to a different subject (as discussed 

n Section 4.1 , a re-encryption operation has its own candidates 

nd may be assigned to neither the assignee of its parent, nor to 

he assignee of its child). We also note that re-encryption opera- 

ions could be inserted at any point in the query plan, in the sub- 

ree rooted at the node that represents the operation for which 

e-encryption is needed. We recall that the need for re-encryption 

f an attribute a does not depend on the choice of assignments, 

ut only on: i) the in-storage encryption (scheme and key) of a; 

nd ii) the operations to be evaluated over a for query execution. 

ence, independently from the selected assignment, if no subject 

as plaintext visibility over a and encrypted (or plaintext) visi- 

ility over all the other attributes in the base relation to which 

belongs, there cannot exist any authorized assignment for the 

uery plan. On the contrary, if such a subject exists, there is at 

east an authorized assignment for the query plan. Indeed, the re- 

ncryption operation can be evaluated as early as when the rela- 

ion leaves the storage provider. 

xample 4.5. Consider attribute C of Example 3.1 , which needs 

o be re-encrypted for the evaluation of the group by clause in 

ig. 1 (a). An authorized assignment requires a subject that can ac- 

ess attributes N and P in encrypted form and C in plaintext for 

e-encryption of C. Since U , X , and Z can access N and P encrypted

nd C plaintext, in the worst case scenario, re-encryption of C can 

e injected as a parent of the leaf node representing base relation 

light and can be assigned to one among U , X , and Z . 

The existence of an authorized assignment is formalized by the 

ollowing theorem. 

heorem 4.2 (Existence of an authorized assignment) . Let T (N ) be 

 query tree plan, S be a set of subjects, and ∀ n ∈ N , n . A e be the set

f attributes that need to be re-encrypted for the evaluation of n and 

(n) be the set of candidates for n. If ∀ n∈ N , �(n) � = ∅ and, ∀ a∈ n.A e ,

here exists at least a subject S∈S s.t. a∈P S and R⊆P S ∪E S , with R

he base relation to which a belongs, then there exists at least an ex- 

ended query plan T'(N') of T (N ) and an assignment λ : N ′ → S of

ubjects to nodes in T'(N') such that: 

1. λ(n) = λ(n p ) , with n p the parent of n , if n is a decryption opera-

tion; 

2. λ(n) = λ(n c ) , with n c the child of n, if n is an encryption opera-

tion; 

3. λ(n) ∈ �(n) , otherwise; 

hat does not violate any authorization. 

We can then conclude that, if there exists a set of candidates 

or each node of a query tree plan, any combination of subjects 

hosen from the sets of candidates of the nodes in the query plan 

an be made authorized by injecting encryption, decryption, and 

e-encryption operations. Indeed, injecting re-encryption of all the 

ttributes encrypted in-storage as parent of leaf nodes permits to 

ake any assignment selected from the candidate set authorized 

imply by adjusting attributes visibility with encryption/decryption 

perations, as demanded by authorizations and operations eval- 

ation (see De Capitani di Vimercati et al., 2017 ). For instance, 

ig. 5 (b) illustrates an extended query plan that makes the assign- 

ent on the left of each node authorized according to the autho- 

izations in Fig. 1 (a). 

Among the possible assignments, we expect the user formulat- 

ng the query to be interested in selecting the one that optimizes 

erformance, economic costs, or both of them. In the considered 
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Fig. 6. Pseudocode of our heuristic algorithm. 
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loud scenario, we expect the economic cost to be the driving fac- 

or in the choice of the candidates. The economic cost for the eval- 

ation of a query includes two main factors: i) computational cost 

or the evaluation of the operations in the query tree plan; and ii) 

ata transfer cost for the relations exchanged between subjects for 

uery evaluation. 

The cost of query evaluation is obtained by summing the com- 

utational and data transfer costs, taking into consideration also 

ncryption, decryption, and re-encryption operations. Formally, the 

roblem of computing an assignment that minimizes the cost of 

uery evaluation is formulated as follows. 

roblem 4.1 (Minimum cost query tree plan) . Let T (N ) be a query

ree plan and S be a set of subjects. Determine an extended query 

lan T ′ (N ′ ) of T and an assignment λ : N ′ → S such that: 

1. ∀ n ∈ N 
′ : λ(n) = λ(n p ) , with n p the parent of n , if n is a de-

cryption operation; λ(n) = λ(n c ) , with n c the child of n , if n is

an encryption operation; λ(n) ∈ �(n) , otherwise; 

2. ∀ n ∈ N 
′ , λ(n) is authorized for the profiles of n and of its

children; 

3. � T 
′′ , λ′ such that T 

′′ is an extended query plan of T and λ′ an
assignment for T 

′′ such that ∀ n∈ N , λ′ (n) ∈ �(n) and cost ( T 
′′ ,

λ′ ) < cost ( T 
′ , λ) , with cost ( T 

′ , λ) ( cost ( T 
′′ , λ′ ) , resp.) the cost of

evaluating T 
′ with assignment λ (of evaluating T 

′′ with assign- 

ment λ′ , resp.). 

The problem of computing a minimum cost query plan is hard. 

e therefore propose a heuristic approach for its solution. 

. Computing assignment 

In this section, we illustrate our heuristic approach for com- 

uting an assignment (and the corresponding extended query tree 

lan) that satisfies authorizations, while minimizing the economic 

ost. For simplicity, but without loss of generality, in the descrip- 

ion and in the pseudo-code, we assume all attributes in base re- 

ations to be encrypted in storage. The algorithm receives as input 

 query tree plan T (N ) and the set S of subjects that the user is

illing to involve in query evaluation with their authorizations. It 

omputes an extended query tree plan and an assignment. We il- 

ustrate our heuristic approach in Section 5.1 and analyze its cor- 

ectness and complexity in Section 5.2 . 

.1. Heuristic approach for computing a minimum cost query tree 

lan 

The proposed heuristics operates in four steps (see Fig. 6 ). The 

rst step, corresponding to a pre-processing, pre-computes the 

omputation costs which would result when assigning sub-trees 

f the input query plan to each possible subject in S . The sec- 
nd step identifies the set of candidates associated with the nodes 

f the query plan. The third step chooses, for each operation in 
9 
he query plan, the subject (among the corresponding candidates) 

n charge of its execution, and inserts re-encryption operations 

s needed. The last step inserts encryption and decryption oper- 

tions. The procedures corresponding to these steps are reported 

n Figs. 7 , 8 , 9 , and 10 and described in the following. In the dis-

ussion and in the procedures, given a node n, we denote with n p 
ts parent, and with n l and n r its left and right child, respectively. 

Compute costs . Recursive procedure Compute_Cost ( Fig. 7 ) vis- 

ts the query plan in post-order and pre-computes the cost of the 

valuation of the subtree rooted at n, assuming to assign the entire 

ubtree to subject S, for each node n in the query plan and each 

ubject S. The computed costs are stored in a matrix having a row 

or each node of the query plan and a column for each subject. 

alue comp_cost [ n , S ] represents the cost of evaluating the subtree 

ooted at n at S. To precompute costs, the procedure performs a 

ost-order visit of the query plan. Starting from the leaves, for each 

ode n, the procedure computes comp_cost [ n , S ] summing the cost 

f the evaluation of the subtrees rooted at the children of n at S

ith the cost of evaluating n at S, for each subject S. Note that, 

hen visiting n, the costs comp_cost [ n l , S] and comp_cost [ n r , S] of

valuating the left and right children of n at S have already been 

omputed. The cost of evaluating n at S is instead computed by 

ultiplying the estimated computational complexity of evaluating 

he operation represented by n by the computational price of S. 

Identify candidates . Recursive procedure Identify_Candidates 

 Fig. 8 ) performs a post-order visit of the query tree plan to iden-

ify, for each node, the candidates for its evaluation. To this end, 

or each node n, the procedure needs to compute its profile. For 

eaf nodes (lines 4–6), all components are empty but n. vE , which 

ontains all the attributes in the schema of the base relation that 

urvive the first (pushed-down) projection ( Section 3 ). The pro- 

edure then initializes the set of candidates for the leaf nodes 

o the entire set S of subjects of the system (line 7): this is 

one to simplify the computation of the candidates of the other 

odes in the tree (clearly, leaf nodes are assigned to the stor- 

ge provider storing the corresponding base relation, regardless 

f the candidates identified at this step). For non-leaf nodes, ac- 

ording to Definition 4.1 , the procedure computes the candidates 

ssuming that all the attributes in the operands are encrypted, 

nless demanded for the evaluation of n (lines 9–13). To com- 

ute the candidates of a non-leaf node n (lines 16–22), the pro- 

edure leverages the monotonicity property among candidate sets 

 Theorem 4.1 ) and checks, for each of the candidates of its chil- 

ren, whether the subject is also a candidate for n. When the op- 

rations at the child(ren) require plaintext visibility on attributes 

i.e., n l .A p ∪ n r .A p � = ∅ ) and those attributes did not leave a trace in
he profile of n (i.e., n l .A p ∪ n r .A p �⊆n. ip ), the algorithm searches for

andidates among all subjects. If no subject is a candidate for 

, the procedure terminates (line 23) since n cannot be evalu- 

ted without violating at least an authorization. Procedure Iden- 

ify_Candidates also sets variables n. T otA p ( n. T otA e , resp.) to the
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Fig. 7. Pseudocode of procedure Compute_Cost . 

Fig. 8. Pseudocode of procedure Identify_Candidates . 
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et of attributes that must be plaintext (encrypted on the fly, resp.) 

or the evaluation of the subtree rooted at n (lines 8, 14–15). 

Compute assignment . Recursive procedure Compute_ 

ssignment ( Fig. 9 ) performs a pre-order visit of the query 

ree plan. Intuitively, for each visited node, the procedure chooses 

etween assigning the evaluation of the node to the same subject 

s its parent n p (without paying any transfer cost), and moving 

t to a different subject, if economically convenient. Economic 

onvenience is evaluated comparing the cost of evaluating the 

hole subtree rooted at n at each subject S candidate of the 

ode (note that, as illustrated in Theorem 4.1 , if a subject S is 

 candidate for a node n in the original query plan, it is also a 

andidate for all its descendants in the plan). To estimate the cost 

f delegating the evaluation of the subtree rooted at n to S, we 

onsider the following cost components. 

• Data transfer cost (lines 21–22) applies only when n is assigned 

to a subject S different from its parent, and is the cost of trans- 

ferring the relation generated by n from S to the subject in 

charge of n p . Data transfer cost is computed as the product be- 

tween the estimated size of the relation generated by n and 

the transfer price of the subject S in charge of evaluating n (in 

line with cloud market price lists, we consider only outbound 

traffic). 
10 
• Computational cost (line 23) models the costs entailed by the 

evaluation of the operations in the subtree rooted at n by 

S. It is computed as the sum of the costs (pre-computed 

by procedure Compute_Cost and stored in matrix comp_cost ) 

of evaluating all the nodes in the subtree rooted at n by 

subject S. 

• Decryption cost (lines 24–25) is the cost of decrypting the at- 
tributes that need to be plaintext (or encrypted on-the-fly) for 

the evaluation of n or one of its descendants (i.e., any node in 

the subtree rooted at n that S is in charge of evaluating). The 

decryption cost is estimated by multiplying the decryption cost 

of each attribute a by the computational price of S. 

• Re-encryption cost (lines 26–30) includes the cost of re- 

encryption operations performed by S as well as of re- 

encryption operations necessary for the evaluation of n but that 

need to be delegated to a different subject since S is not autho- 

rized for plaintext visibility on (a subset of) these attributes. 

To keep track of the attributes that require re-encryption, we 

use variable to_enc_dec , which lists the attributes that require 

re-encryption for the evaluation of the ancestors of n. If S

can access a subset of the attributes in to_enc_dec in plaintext, 

the algorithm assigns its re-encryption to S (lines 29–30). If 

S needs to operate on an attribute a encrypted on-the-fly on 

which she does not have plaintext visibility, S clearly cannot 
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Fig. 9. Pseudocode of procedure Compute_Assignment . 

p

t

t

a

i

a

i

decrypt a, which is then to be re-encrypted by another subject. 

In this case, the algorithm estimates the cost of injecting a re- 

encryption operation into the query plan, performed by a third 

party authorized for it. Such a cost is estimated as the sum of 

the costs for encrypting and decrypting the attribute of inter- 

est (assuming the average computational price of the subjects 

in the system), and the transfer cost for sending the relation 

to the subject in charge of re-encryption and then back to S
(lines 26–28). i

11 
Among the candidates for node n, procedure Com- 

ute_Assignment selects the subject S min with minimum es- 

imated cost (line 33). Depending on the chosen assignee λ(n) , 

he procedure injects re-encryption operations and updates vari- 

ble to_enc_dec : λ(n) is assigned the re-encryption of attributes 

n to_enc_dec that it is authorized to access in plaintext, and these 

ttributes are removed from to_enc_dec (lines 36–39). Attributes 

n n. A e that λ(n) cannot access in plaintext are instead inserted 

nto to_enc_dec , to push re-encryption down in the query plan 



S. De Capitani di Vimercati, S. Foresti, S. Jajodia et al. Computers & Security 127 (2023) 103056 

Fig. 10. Pseudocode of procedure Extend_Plan . 
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t

line 40). Attributes in n. A e that λ(n) can access in plaintext 

re re-encrypted by λ(n) . To this purpose, the algorithm injects 

 re-encryption operation, assigned to λ(n ) , as a child of n 

lines 41–43). Note that λ(n) can decide to decrypt the attributes 

hat need to be re-encrypted before evaluating n, and encrypt 

hem (on the fly) after the evaluation of n. Since re-encryption 

perations are already assigned to a subject upon injection in the 

ree, further recursive calls of procedure Compute_Assignment do 

ot need to operate on them ( if condition, line 19). 

Leaf nodes deserve a special treatment, since they do not rep- 

esent operations and can only be assigned to the provider stor- 

ng the corresponding base relation (lines 3–4). However, when 

he visit reaches a leaf node, it is necessary to verify whether 

ll needed re-encryption operations have already been injected in 

he tree or if any re-encryption operation has been pushed down 

o the leaves. In this case, it is necessary to insert, as parent of 

he leaves, a set of re-encryption operations to ensure that the 

uery can be executed. When visiting a leaf, the procedure checks 

hether the base relation R represented by the leaf includes at- 

ributes appearing in to_enc_dec (line 5). If this is the case, the 

rocedure checks the subjects in increasing order of computational 

nd transfer prices. It assigns to a subject the re-encryption of all 

he attributes it can access in plaintext, in the attempt of limit- 

ng encryption costs. The procedure then inserts, for each subject 

selected for a re-encryption operation, a re-encryption node as 

arent of the leaf, assigned to S and operating on all the attributes 

or which S has been selected (lines 6–15). Clearly, if there is an 

ttribute a to be re-encrypted and no subject authorized to re- 

ncrypt it, the entire procedure terminates (lines 16–17). We note 

hat the need to involve a subject for these re-encryption opera- 

ions happens only if no subject assigned to the other operations 

n the query plan can access in plaintext the attribute(s) that need 

o be re-encrypted. 

Extend plan . Recursive procedure Extend_Plan ( Fig. 10 ) per- 

orms a post-order visit of the query plan to inject encryption and 

ecryption operations as needed. For the root node, the proce- 

ure injects a decryption of the encrypted attributes in the root 

lines 3–5). For each non-root node n, the procedure injects a de- 
12 
ryption node for each of n’s children if n requires plaintext visibil- 

ty over attributes that are encrypted in the profiles of its children. 

hese decryption nodes are injected as parents of n’s children, and 

re assigned to λ(n) (lines 6–13). The procedure then computes 

he profile of n (line 14). Lastly, the procedure injects an encryp- 

ion node for the attributes that are plaintext in n’s profile but that 

an only be accessed in encrypted form by the assignee λ(n p ) of 

’s parent n p . This encryption node is injected as parent of n, and

s assigned to λ(n) (lines 15–18). 

xample 5.1. Considering the query tree plan and authorizations 

n Fig. 1 , the algorithm first visits the tree in post-order and iden- 

ifies the candidates for each node ( Fig. 5 (a)). The algorithm then 

isits the tree in pre-order and selects, for each node, the can- 

idate that is more promising from an economic point of view 

 Fig. 5 (b)). For instance, assuming that Y is less expensive, the root 

ode is assigned to Y . Similarly, we assume that evaluating the 

roup by clause at Y is more convenient than moving it to X or 

 . However, since Y cannot access attribute C ∈ n.A e in plaintext, C 

s inserted into set to_enc_dec and its re-encryption pushed down 

n the tree. Assuming that the less expensive alternative for join 

valuation is Z , since Z can re-encrypt C, a re-encryption opera- 

ion for C is inserted into the tree as child of the join node. Also,

ince both S and N need to be re-encrypted for the evaluation of 

he join operation and Z is authorized for this operation, Z de- 

rypts and re-encrypts also S and N. We note that Z can evaluate 

he join over plaintext values, being authorized for such visibility, 

nd encrypt their values before sending the join result to Y . Finally, 

e assume that the selection over J can be evaluated over the at- 

ribute encrypted in storage and is then evaluated by the provider 

toring relation Company (i.e., C ). The third step of the algorithm 

njects encryption and decryption operations as needed: in the ex- 

mple, the decryption of P and I by Y for the evaluation of the root

ode. 

.2. Complexity and correctness analysis 

In this section, we analyze the complexity and correctness of 

he algorithm in Fig. 6 . 
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Fig. 11. Normalized cost for evaluating different queries with different authoriza- 

tion configurations. 
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heorem 5.1 (Complexity) . Let T (N ) be a query tree plan, A be the

et of attributes in the base relations of the plan, and S be the set of

ubjects. The complexity of the algorithm in Fig. 6 is O (| N |·|S|·|A| ) in
ime. 

Our heuristic approach guarantees that, if there exists an autho- 

ized assignment for the query tree plan, the algorithm finds it and 

enerates the corresponding extended query plan. Formally, this is 

tated by the following theorem. 

heorem 5.2 (Correctness) . Let T (N ) be a query tree plan and S be

he set of subjects. If there exist an extended query tree plan T'(N') 

f T (N ) and an assignment λ : N ′ → S such that: 

1. ∀ n ∈ N 
′ : λ(n) = λ(n p ) , with n p the parent of n , if n is a de-

cryption operation; λ(n) = λ(n c ) , with n c the child of n , if n is

an encryption operation; and λ(n) ∈ �(n) , otherwise; 

2. ∀ n ∈ N 
′ , λ(n) is authorized for the profile of n and of its children

(Definition 3.3 ); 

the algorithm in Fig. 6 terminates and finds it. 

. Experimental results 

To test the economic benefits brought by our approach, we per- 

ormed a set of experiments comparing the costs of executing its 

omputed extended query plans with respect to a baseline, rep- 

esenting the costs of executing the original query plans at the 

ser side. For our experiments, we considered a set of queries that 

s representative of a use-case, provided by a large manufactur- 

ng company that applies data analysis to extract information from 

roduction data combined with customers data and data provided 

y external agencies. The queries operate on four relations, stored 

n encrypted form at three storage providers. The query tree plans 

iffer in the number of relations involved (ranging from 2 to 4), in 

he shape of the query plan, and in the number of nodes in the 

lans (ranging from 2 to 4) corresponding to operations whose ex- 

cution requires the re-encryption of some attributes. 

The cost parameters considered in the experimental evaluation 

ave been derived from the price lists of the major cloud providers. 

he services offered by cloud providers have currently become 

uite varied, with increasingly complex price lists. Still, the ma- 

or elements that contribute to the evaluation of the cost paid for 

he execution of queries remain the use of computational resources 

nd the cost for the transfer of data, as captured by our proposal. 

ith respect to the use of computational resources, a clear recent 

volution is the greater flexibility in the determination of this cost: 

t is still common to evaluate the cost in terms of hours of use of

 virtual machine with a given cpu/ram configuration, but some 

ervices offer the option to pay at finer granularity, even at the 

cale of the number of seconds that a given computational solu- 

ion has been used. With respect to the transfer of data, the cost is 

n many cases linearly associated with the size of the data trans- 

itted, often giving to customers free use of data bandwidth in- 

oming into the cloud provider infrastructure. The determination 

f the cost parameters in the model will then have to consider the 

pecific configuration and price list associated with the providers 

n the considered scenario. We note that the experiments do not 

ocus on the absolute values, but on the ratio between the cost of 

esources offered by cloud providers and the cost of the baseline. 

ased on considerations from our use case and on the price lists of 

he most common cloud providers on the market, we set the cost 

alues input to the experiments considering, as it is to be expected 

n our scenarios, a relatively high cost for the direct involvement of 

he user. In particular, we assumed the cpu usage and data transfer 

osts of the user to range from 10 ( 10x ) to 100 ( 100x ) times that

f providers. 
13 
As for authorizations, which open the possibility of involving 

xternal providers in query execution, we considered two autho- 

ization configurations: 

• P c P re , where external providers are trusted for operation exe- 

cution (i.e., they have at least encrypted visibility over the in- 

volved attributes) as well as for re-encryption (i.e., they have 

plaintext visibility over the re-encrypted attributes) 

• P c U re , where external providers are trusted only for operation 

execution but cannot re-encrypt data, which is hence delegated 

to the user (who can then rely on providers for computation 

only). 

Figure 11 illustrates the economic benefits, compared to the 

ocal execution at the user, considering the 10x and 100x cost 

onfigurations combined with the two authorization configurations 

additional experiments considering intermediate configurations in 

he 10-100 range show similar results). The figure reports the costs 

n a normalized form assuming, as unitary cost for each query, lo- 

al execution at the user. The figure shows that the involvement 

f cloud providers enables significant savings, since our approach 

ermits to partially delegate computation, when economically con- 

enient. When re-encryption is required, cost savings can increase 

f cloud providers can be involved, besides for computation, also 

or re-encryption ( P c P re ). For all queries, the higher the cost ratios, 

he higher the economic benefits: the already significative savings 

n the 10x cost configuration (reaching 86% for q 3 in the P c P re au- 

horization configuration) further increases in the 100x scenario 

reaching 95% for q 2 and q 5 in the P c P re authorization config- 

ration). The delegation of re-encryption operations to economi- 

ally convenient providers enables larger savings (89% on average). 

here are, however, significant benefits also in the P c U re authoriza- 

ion configuration (in our use-case, the saving obtained involving 

he user for re-encryption reaches 35% for q 1 , with an average of 

6%). 

. Integration of trusted hardware components 

Our approach for enforcing authorizations is based on the dy- 

amic (on-the-fly) adjustment of the visibility over data to ensure 

hat no information be improperly leaked to a subject involved 

n a computation. Plaintext data are then encrypted before being 

assed to a subject not trusted to access them in plaintext. Re- 

ently, many hardware producers have developed novel platforms 

quipped with trusted processor and secure storage space (e.g., In- 

el SGX), for enabling secure computation on the premises of non- 
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Fig. 12. An example of an operation assigned to a trusted hardware component (a) 

and of authorizations (b). 
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ully-trusted providers. With reference to our scenario, the avail- 

bility of trusted hardware components permits to rely on a non- 

ully trusted provider to evaluate operations over sensitive data in 

laintext, even if the computational provider is not authorized for 

laintext visibility over the involved attributes. Encryption and de- 

ryption operations, in fact, would take place within the bound- 

ries of the trusted hardware, and the computational provider 

osting it would not learn anything about the (plaintext) values 

ver which the trusted hardware works. This possibility can be rel- 

vant to our problem, for example, when operations need plaintext 

isibility to be executed. In the remainder of this section, we il- 

ustrate how our approach can leverage the availability of trusted 

ardware components that may be available at some of the com- 

utational providers in S . We first discuss how the use of trusted 

ardware components can be reflected in the specification of au- 

horizations. Then, we discuss the impact on candidate definition 

nd on profile computation. 

Authorizations. Consider a provider S, equipped with a trusted 

ardware component. We expect authorizations regulating access 

o attributes for the trusted hardware component to be more per- 

issive than the authorizations for the provider hosting it. For this 

eason, given a provider S equipped with a trusted hardware com- 

onent, the trusted hardware should be treated as a different sub- 

ect S t , related to S but with its own authorizations. Clearly, the 

uthorizations of S and of its trusted component S t are not inde- 

endent. For instance, if S can access an attribute in plaintext, the 

ame attribute should be accessible in plaintext also to the (more 

rusted) component S t . Given a relation R and the authorization 

 P , E ] → S regulating access for S to R, and [ P t , E t ] → S t the autho- 

ization regulating access for S t to R, we expect the following con- 

itions to hold. 

1. P ⊆ P t : the trusted hardware component can access in plaintext 

a superset of the plaintext attributes that the provider hosting 

it can access; 

2. ( P t ∪ Et ) ⊆( P ∪ E): the trusted hardware component can access a

subset of the attributes that the provider hosting it can access, 

independently from their representation. 

Condition 1 ensures that S t can access in plaintext at least the 

ame attributes accessible to S. This is in line with the fact that 

 t is considered more trusted than S. Condition 2 ensures that S t 
annot operate on attributes for which S is not authorized. This 

eflects the fact that the transmission of data to the trusted hard- 

are component is mediated by the provider hosting it. To illus- 

rate, consider an attribute a such that a ∈ P t ∪ E t and a �∈ P ∪ E (i.e.,

 t is authorized to access a in plaintext or encrypted form, while S

an access a in neither plaintext nor encrypted form). Even though 

 t is authorized to access a, the possibility for S t to be involved in

 computation over a would be prevented by the fact that, being S t 
osted at S , a would still need to pass through S to be delivered to

 t , a possibility ruled out by the fact that S is not authorized for a

n any form. Hence, authorizing a trusted hardware component for 

n attribute over which the hosting subject does not have visibility 

ould not bring any benefit. 

xample 7.1. Consider a provider J equipped with a trusted hard- 

are component J t , and authorizations [ _ ,N] → J and [NP, _ ] → J t .

hile satisfying Condition 1, these authorizations do not satisfy 

ondition 2. In particular, attribute P can be accessed only by J t . 

or this reason, no relation including in its profile attribute P could 

e assigned to J t , since it would disclose P also to the provider J

osting J t , violating authorizations. 

andidates. The fact that transmission of data to the trusted hard- 

are component is mediated by the provider hosting it has an 

mpact on the definition of candidates. In particular, to determine 

hether S t is a candidate for the evaluation of a node n of a query 
14 
lan, checking whether S t satisfies Definition 4.1 (like it is done 

or regular subjects) is not sufficient. It is also necessary to verify 

hether the flow of information passing through S, and entailed 

y the evaluation of n at S t , is authorized. In other words, when 

hecking whether S t is a candidate for n, it is also necessary to 

heck whether S can access the input to n (which S receives from 

’s children and passes to S t for computation) as well as the out- 

ut of n (which S receives from S t and passes to n’s parent). S

ust be authorized for such profiles assuming that all the visible 

ttributes appear encrypted: trusted hardware component can de- 

rypt the attributes that need to be plaintext for the evaluation of 

, and re-encrypt them when generating the result. 

xample 7.2. Consider the selection over attribute P in Fig. 12 (a), 

nd the authorizations in Fig. 12 (b) for subjects H and K , and for

heir hosted trusted hardware components H t and K t . While being 

uthorized for both the input and the output profile of the selec- 

ion, the trusted component K t cannot be considered a candidate 

or the selection, since its hosting subject K is not authorized for 

he profile of the input relation ( K does not have uniform visibil- 

ty over attributes N and S). Indeed, since the input relation would 

e passed to K t by K , this would entail an unauthorized informa- 

ion flow. On the contrary, H t is a candidate for the selection, since 

xposing the input and output relations to the hosting subject H 

ould not entail unauthorized information flows. 

rofiles. Even if S t operates on plaintext data, provider S hosting 

t (as well as any cloud provider) can observe anything on the op- 

rations executed by S t , thanks to the security guarantees of the 

rusted hardware component. In fact, data are locally decrypted at 

 t , and no information can leak from it. For this reason, operations 

xecuted at S t do not leave a plaintext trace (as it instead happens 

ith regular subjects when executing operations on plaintext data) 

n the profile of the resulting relation. In other words, the profile 

f the result of operations evaluated by trusted hardware compo- 

ents are obtained assuming that the operations are evaluated over 

ncrypted data (even if the trusted hardware component decrypts 

he attributes for computation and then re-encrypts them). 

xample 7.3. Consider the selection over attribute P in Fig. 12 (a) 

nd assume that it is assigned to trusted hardware component H t , 

hich is authorized for P in plaintext. Even if H t performs the se- 

ection over plaintext values, P is decrypted and re-encrypted in a 

ransparent way for its hosting subject H . H would in fact receive 

he result of the selection after the re-encryption by H t , without 

laintext information flows. Hence, as illustrated in the figure, the 

rofile of the resulting relation includes P in the implicit encrypted 

omponent, in the same way as if the selection were computed 

ver encrypted data. 
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From the discussion above, it is clear that trusted hardware 

omponents, while requiring some care in the specification of au- 

horizations and in the evaluation of candidates and profiles, can 

uccessfully be integrated in our model for distributed query eval- 

ation, permitting computations over plaintext data without en- 

ailing unauthorized plaintext information flows. 

We close this section with a consideration on the impact that 

he adoption of trusted hardware components can have on the 

conomic cost of query evaluation since we expect such costs to 

e a driving factor for delegating computations to external and 

on-fully trusted subjects. The price lists applied by computa- 

ional providers for using trusted hardware components tend to be 

igher than the cost for using regular hardware. On the contrary, 

e do not expect differences in terms of data transfer costs. We 

lso note that, even if the trusted and regular hardware of a sub- 

ect are physically hosted on two different servers, we do not ex- 

ect any data transfer cost implied by the exchange of information 

etween them, as data never leave the premises of the computa- 

ional provider. 

. Conclusions 

We proposed an approach for leveraging storage and compu- 

ational providers to enable distributed query execution involv- 

ng data possibly stored in encrypted form. Our solution permits 

ollaborative query execution, selectively involving computational 

roviders to reduce the cost of query execution, while ensuring 

bedience of authorizations. The proposed heuristics aims at lim- 

ting the economic cost of query evaluation by choosing, for each 

ode, the candidate that is locally more economically convenient. 

he experimental evaluation confirms that our approach provides 

conomic advantages to users who can leverage external providers 

or (distributed) query evaluation. We also investigated the in- 

olvement of computational providers offering a trusted hardware 

omponent for the evaluation of operations over sensitive data 

n plaintext, relying on the security guarantees provided by the 

rusted hardware component. 

eclaration of Competing Interest 

The authors declare that they have no known competing finan- 

ial interests or personal relationships that could have appeared to 

nfluence the work reported in this paper. 

ata availability 

Data will be made available on request. 

cknowledgments 

This work was supported in part by the Office of Naval Research 

nder grant N0 0 014-20-1-2407, by the Army Research Office un- 

er grant W911NF-13-1-0421, by the National Science Founda- 

ion under grant CNS-1822094, by the EC under projects MARSAL 

101017171) and GLACIATION (101070141), by the Italian MUR un- 

er PRIN project HOPE and by project SERICS (PE0 0 0 0 0 014) under

he NRRP MUR program funded by the EU-NGEU. 

ppendix A. Proofs of theorems 

heorem 4.1 (Monotonicity of the candidate set) . Let T (N ) be a 

uery tree plan and N r the set of re-encryption nodes injected into 

 (N ) to enable query evaluation. ∀ n x , n y ∈ N ∪ N r such that n x , n y are

on-leaf nodes of T (N ) , n y is a child of n x , and n y . A p ⊆R 
ip 
x : 

1. �( n x ) ⊆�( n y ), if n x , n y ∈ N ; 
15 
2. �( n z ) ⊆�( n y ), if n x ∈ N r and n z ∈ N is the parent of n x . 

roof. We separately prove the two conditions. 

1. Assume, by contradiction, that ∃ S ∈ �(n x ) s.t. S �∈ �(n y ) (i.e., S is

a candidate for the parent node n x but not for the child node 

n y ). By Definition 4.1 , S is not a candidate for n y if it is not au-

thorized for at least one among: i) the relation produced by its 

children n l and n r considering all visible attributes encrypted; 

ii) n y . A p in plaintext; and iii) the relations produced by n y con-

sidering all visible attributes encrypted. We separately prove 

that all these conditions contradict our hypothesis. 

i) If S is not authorized for the relation produced by n l and 

n r with all visible attributes encrypted (condition i) ), but S

is a candidate for n x , then the profiles of n l and/or n r must

include at least an (encrypted) attribute a that S cannot ac- 

cess or a pair of equivalent attributes a i and a j for which 

S does not have uniform visibility. We note however that 

no attribute is removed from the profile of R y by the exe- 

cution of the operation represented by n y . Hence, a, a i , and 

a j also belong to the profile of the ancestors of n l and n r .

To demonstrate that no attribute is removed from the pro- 

file of R y , we analyze how the components of the profile are 

affected by operations. With respect to the (plaintext and 

encrypted) implicit component and the equivalence compo- 

nent, it is immediate to see from Figs. 2 and 3 that no oper-

ation removes attributes from these components. With re- 

spect to the (plaintext and encrypted) visible component, 

on the other hand, while selection σ , cartesian product ×, 

and join �� operations do not remove attributes, projec- 

tion π and group by γ operations remove attributes from 

the visible component of their operand. However, the at- 

tributes removed by these operations already belong to the 

implicit components of the profile (from which, as already 

observed, they never disappear). Indeed, since projections 

are pushed down in the tree, only attributes explicitly in- 

volved in operations in the query plan and those returned 

by the query survive projections operating on leaf nodes. 

Hence, the attributes removed by projections that do not 

operate on leaf nodes, or by group by operations are at- 

tributes on which some operation has been evaluated be- 

fore the projections/group by. These operations include: i) 

selection σ , which however inserts the involved attribute(s) 

in either the implicit or the equivalent component of the 

result; ii) join �� , which however inserts the involved at- 

tributes in the equivalent component of the result. Cartesian 

product ( ×) does not explicitly operate on any attribute, and 

attributes subject to aggregations either belong to the query 

result, or are involved in operations. Since no attribute can 

disappear from the profile of n l and n r , all the attributes 

in the visible components of the relation profiles are en- 

crypted, and n x is an ancestor of n l and n r , if S is not au-

thorized for n l or for n r , S cannot be a candidate for n x . 

ii) If S is not authorized to access n y . A p in plaintext (condition 

ii) ), then S is also not a candidate for n x since, by hypothesis, 

n y . A p ⊆R 
ip 
x . 

iii) If S is not authorized for the relations produced by n y 
considering all visible attributes encrypted (condition iii) ), 

then S cannot be a candidate for n x (condition 1) of 

Definition 4.1 ). 

Therefore, S �∈ �(n y ) �⇒ S �∈ �(n x ) , contradicting our hypothesis. 

2. Since re-encryption operations do no have effect on the profile 

of its operand, the profile of R x is the same as the profile of R y .

Hence, condition 1) above applies between n z and n y . �

heorem 4.2 (Existence of an authorized assignment) . Let T (N ) be 

 query tree plan, S be a set of subjects, and ∀ n ∈ N , n . A e be the set
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f attributes that need to be re-encrypted for the evaluation of n and 

(n) be the set of candidates for n. If ∀ n∈ N , �(n) � = ∅ and, ∀ a∈ n.A e ,

here exists at least a subject S∈S s.t. a∈P S and R⊆P S ∪E S , with R

he base relation to which a belongs, then there exists at least an ex- 

ended query plan T'(N') of T (N ) and an assignment λ : N ′ → S of

ubjects to nodes in T'(N') such that: 

1. λ(n) = λ(n p ) , with n p the parent of n , if n is a decryption opera-

tion; 

2. λ(n) = λ(n c ) , with n c the child of n, if n is an encryption opera-

tion; 

3. λ(n) ∈ �(n) , otherwise; 

hat does not violate any authorization. 

roof. We prove the existence of T'(N') and λ by construction. 

iven query plan T (N ) , we can assign each node n∈ N to one of its

andidate λ(n) ∈ �(n) , since by hypothesis �(n) � = ∅ . We then ex-

end T (N ) including the following three sets of nodes, and define 

he corresponding assignments. 

• N e : set of encryption nodes. For each pair of nodes n and n c in 

T (N ) such that n is the parent of n c in T (N ) and ∃{ a i , . . . , a j } ⊆
R 

vp 
c s.t. { a i , . . . , a j } ⊆ E λ(n) , we insert an encryption node n e for

attributes { a i , . . . , a j } as child of n and parent of n c . This makes

λ(n) authorized for n. Since { a i , . . . , a j } ⊆ R 
vp 
c , λ(n c ) is autho-

rized for { a i , . . . , a j } in plaintext. Hence, setting λ(n e ) = λ(n c )

does not violate any authorization. 

• N d : set of decryption nodes. For each pair of nodes n and n p 
in T (N ) such that n is a child of n p in T (N ) and ∃{ a i , . . . , a j } ⊆
R ve s.t. { a i , . . . , a j } ⊆ n p .A p , we insert a decryption node n d for

attributes { a i , . . . , a j } as parent of n and child of n p . Since

{ a i , . . . , a j } ⊆ n p .A p , λ(n p ) is authorized for { a i , . . . , a j } in plain-

text. Hence, setting λ(n d ) = λ(n p ) does not violate any autho- 

rization. 

• N r set of re-encryption nodes. For each attribute a s.t. ∃ n ∈ N , 

a ∈ n.A e , we insert a re-encryption node n r for a as parent of

the leaf node representing base relation R i such that a∈ R vE 
i 
. 

Since, by hypothesis, ∃ S ∈ S such that a ∈ P S and R i ⊆ P S ∪ E S ,
�(n r ) � = ∅ , and the choice of any λ(n r ) ∈ �(n r ) does not violate

any authorization. 

We conclude that there exists an extended query plan T'(N') 

nd an assignment λ that does not violate authorizations. �

heorem 5.1 (Complexity) . Let T (N ) be a query tree plan, A be the

et of attributes in the base relations of the plan, and S be the set of

ubjects. The complexity of the algorithm in Fig. 6 is O (| N |·|S|·|A| ) in
ime. 

roof. The algorithm in Fig. 6 calls procedures: Compute_Cost 

 Fig. 7 ), Identify_Candidates ( Fig. 8 ), Compute_Assignment 

 Fig. 9 ), and Extend_Plan ( Fig. 10 ). 

Procedure Compute_Cost has cost O (| N |·|S| ) , since it visits the 
ree T (N ) (lines 1–2) and, for each node, computes the cost of eval-

ating the node at each of the subjects in S ( for each loop at 

ine 3). 

Procedure Identify_Candidates has cost O (| N |·|S| ) , since it vis- 
ts the tree T (N ) (lines 1–2) and, for each node, in the worst case,

t checks each subject in S to determine whether it is a candidate 

or the node ( for each loop at line 20). 

Procedure Compute_Assignment has cost O (| N |·|S|·|A| ) . In- 
eed, the procedure visits the tree T (N ) (lines 44–45). For each 

on-leaf node (line 20), the procedure compares the costs of the 

andidates for the node. In the worst case, the set of candidates 

ncludes the whole set S of subjects ( for each loop at line 19 in

ig. 8 ). For each subject it then identifies and estimates the cost 

f the attributes that need to be decrypted, encrypted, and re- 

ncrypted, respectively. We note that, in the worst case, the for 
16 
ach loops at lines 24, 26, and 29 consider all the attributes in 

 and that no attribute is considered by more than one of the 

or each loops. For each leaf node (line 3), the procedure instead 

hecks which of the subjects in S can be a candidate for n by ver- 

fying its privileges over the attributes in the corresponding base 

elation R ( while loop at line 8). 

Procedure Extend_Plan has cost O (| N | ) since it visits the tree 
 (N ) (lines 1–2) and, for each node, possibly inserts an additional 

ncryption/decryption node and recomputes the node profile. All 

hese operations have constant cost. 

The complexity of the algorithm in Fig. 6 is then obtained 

y summing the costs of all the invoked procedures, that is, 

 (| N |·|S| )+ O (| N |·|S| )+ O (| N |·|S|·|A| )+ O (| N | ) = O (| N |·|S|·|A| ) . �

heorem 5.2 (Correctness) . Let T (N ) be a query tree plan and S be

he set of subjects. If there exist an extended query tree plan T'(N') 

f T (N ) and an assignment λ : N ′ → S such that: 

1. ∀ n ∈ N 
′ : λ(n) = λ(n p ) , with n p the parent of n , if n is a de-

cryption operation; λ(n) = λ(n c ) , with n c the child of n , if n is

an encryption operation; and λ(n) ∈ �(n) , otherwise; 

2. ∀ n ∈ N 
′ , λ(n) is authorized for the profile of n and of its children

(Definition 3.3 ); 

the algorithm in Fig. 6 terminates and finds it. 

roof. We first prove that the assignment produced by the al- 

orithm satisfies the conditions of the theorem ( correctness ), and 

hen show that, if such an assignment exists, the algorithm termi- 

ates ( termination ) and finds it ( completeness ). 

• Correctness. We separately prove Condition 1 and Condition 2 of 

the theorem. 

1. The algorithm in Fig. 6 calls procedure Com- 

pute_Assignment ( Fig. 9 ) to assign a subject to each 

node in the input query plan T (N ) . Procedure Com- 

pute_Assignment performs a visit of T (N ) and, for each 

non-leaf node n, selects a subject S in �(n) as the assignee 

of n (line 35). Indeed, �(n) is populated by procedure 

Identify_Candidates , which inserts S into �(n) only if S

satisfies Definition 4.1 (lines 21-22, Fig. 8 ). Hence, for each 

node n ∈ N , λ(n ) ∈ �(n ) . Procedure Compute_Assignment 

also checks whether λ(n) can re-encrypt: i) the attributes 

that need to be re-encrypted for the evaluation of n

(line 41); and/or ii) the attributes that needed to be re- 

encrypted higher in the tree but whose re-encryption had 

been pushed down since the assignee of the ancestors 

of node n cannot perform it (line 36). Note that, to be 

considered for the re-encryption of attribute a , λ(n ) must 

have plaintext visibility over a (lines 36 and 41) and, being 

a candidate for n , λ(n ) is by construction a candidate for 

the re-encryption of a. If, when reaching a leaf in the tree, 

there exists at least an attribute a whose re-encryption has 

not been assigned, the procedure determines whether there 

is a subject S that can perform it and, if so, assigns the 

re-encryption to S (lines 5–15). 

Encryption and decryption nodes are injected by proce- 

dure Extend_Plan ( Fig. 10 ), which is executed after proce- 

dure Compute_Assignment . The assignee of each encryp- 

tion node is the same as its child (line 18), and the assignee 

of each decryption node is the same as its parent (lines 9 

and 13). Hence, the assignment computed by the algorithm 

in Fig. 6 satisfies Condition 1 of the theorem. 

2. For each node n∈ N , by Condition 1 above, λ(n) ∈ �(n) and

is then authorized for the profile of n and of its children, 

assuming that all the visible attributes are encrypted. Given 

the assignment of operations to subjects computed by pro- 

cedure Compute_Assignment , procedure Extend_Plan in- 
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serts an encryption node between n and its parent n p to 

encrypt all the attributes that n p cannot access in plain- 

text. Note that decryption nodes inserted by procedure Ex- 

tend_Plan do not violate authorizations since they involve 

only attributes in n. A p that, by Definition 4.1 , any candidate 

subject in �(n) can access in plaintext. Hence, the assign- 

ment computed by the algorithm in Fig. 6 satisfies Condi- 

tion 2 of the theorem. 

• Termination. The algorithm in Fig. 6 terminates since it invokes 

only procedures that terminate. Indeed, each of the procedures 

invoked by the algorithm in Fig. 6 performs a visit of the query 

tree plan T (N ) and, for each visited node, the for , for each , and

while loops terminate, since they operate on finite sets (of at- 

tributes and of subjects). 

• Completeness. We assume, by contradiction, that there exists 

an extended query tree plan T'(N') and an assignment λ
that does not violate any authorization, but the algorithm in 

Fig. 6 does not find it. The algorithm can fail in computing 

an assignment and the corresponding extended query tree plan 

due to two reasons: i) it does not find a subject S to which a 

node n∈ N can be assigned without violating authorizations, or 

ii) it does not find a subject S that can re-encrypt an attribute 

a that requires re-encryption. 

We first note that, according to our assumption, �(n) � = ∅ , ∀ n ∈
N . Also, procedure Identify_Candidates ( Fig. 8 ) identifies all the 

subjects in �(n) . Indeed, for a node n, the procedure checks 

all the subjects in �(n l ) ∪ �(n r ) (line 18) and, according to

Theorem 4.1 , no other subject can be a candidate for n. We 

also note that, for leaf nodes, �(n) is set to S (line 7). There- 

fore, for the parents of leaf nodes (as well as for nodes that do 

not satisfy Theorem 4.1 ) the procedure checks all the subjects 

(line 19). Procedure Compute_Assignment ( Fig. 9 ), which eval- 

uates all the subjects in �(n) to choose an assignment for n

(line 20), will find an authorized assignment for n, if such an 

assignment exists. Note that the choice of any candidate sub- 

ject in �(n) can be made authorized by injecting encryption 

over the attributes that the subject cannot access in plaintext, 

as a child of n. As already discussed, this is always possible and 

is enforced by procedure Extend_Plan ( Fig. 10 ). 

We note that, according to our assumption, for each attribute 

a that needs to be re-encrypted, there exists a subject S∈S
that is authorized to access attribute a in plaintext and all 

the attributes in the corresponding base relation in encrypted 

form. Since, in the worst case, procedure Compute_Assignment 

( Fig. 9 ) evaluates each subject S in S and verifies whether S is 

authorized to access a in plaintext and the corresponding re- 

lation in either plaintext or encrypted form (lines 11-12), if a 

subject authorized for re-encryption exists, the procedure finds 

it. �
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