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Abstract. Over the past two decades, behavioral research in privacy has made consider-
able progress transitioning from acontextual studies to using contextualization as a
powerful sensitizing device for illuminating the boundary conditions of privacy theories.
Significant challenges and opportunities wait, however, on elevating and converging indi-
vidually contextualized studies to a context-contingent theory that explicates themechanisms
through which contexts influence consumers’ privacy concerns and their behavioral
reactions. This paper identifies the important barriers occasioned by this lack of context
theorizing on the generalizability of privacy research findings and argues for accelerat-
ing the transition from the contextualization of individual research studies to an inte-
grative understanding of context effects on privacy concerns. It also takes a first step
toward this goal by providing a conceptual framework and the associated methodo-
logical instantiation for assessing how context-oriented nuances influence privacy con-
cerns. Empirical evidence demonstrates the value of the framework as a diagnostic de-
vice guiding the selection of contextual contingencies in future research, so as to
advance the pace of convergence toward context-contingent theories in information
privacy.
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1. Introduction
Understanding consumers’ desires for privacy has
emerged as a task front and center for firms and pol-
icy makers in addressing the rapidly growing collec-
tion of consumer data in today’s digitally connected
world. Recent privacy laws such as the California
Consumer Privacy Act and the European Union’s
General Data Protection Regulation are frequently at-
tributed as regulatory responses to consumers’ need
for privacy protection. On the research side, a rich lit-
erature has emerged across multiple disciplines (e.g.,
information systems, marketing, economics, psychol-
ogy, and computer science), aiming to understand the
factors that drive people’s desires for privacy and
their related behavior (e.g., Smith et al. 2011; Acquisti
et al. 2015, 2016, 2020).

This rich literature also highlighted the complexity
of consumers’ privacy desires (Acquisti et al. 2013)
and noted the importance of conceptualizing privacy
in a contextualized manner (Nissenbaum 2009): for ex-
ample, by implicating a particular context in studying
consumers’ attitudes, beliefs, and perceptions toward

the disclosure of their private information (e.g., Solove
2002, Xu et al. 2012). Although having a specific con-
text is important for measuring a “fluid” construct
like the cognition and perceptions of privacy (Acquisti
et al. 2015, 2016), the limitations of a context-specific
approach should also be noted. First, most context-
specific privacy studies focused on one or a few con-
texts (e.g., online shopping in one study, social media
in another). This defers the comparisons between find-
ings from different contexts, and the development of
broad-range context-contingent theories, to the time
when a sufficient number of context-specific studies
have been accumulated to allow for theory-grounded
meta-analyses. Second, in many research studies, re-
searchers have the freedom to choose from numerous
possible contexts (e.g., by adjusting the type of per-
sonal information (emails or online purchase records),
the entity posing privacy threats (online advertisers or
social media websites), etc.). Ideally, decisions as to
whether a particular context is appropriate for a study
should be grounded in theory. Yet, in the extant litera-
ture, the specification of a context is often only
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recorded in a post hoc descriptive fashion rather than
theoretically designed or empirically examined. This,
once again, makes it rather slow to develop a theoreti-
cal framework that can guide the selection of contexts
in future research.

Given the significant interest by firms and policy
makers in understanding consumers’ privacy desires,
the absence of a theoretical framework guiding con-
textualization represents a considerable gap in the lit-
erature and is thus the focus of this paper. Specifically,
the objective of the paper is to examine the multiplic-
ity of contexts and their impact on consumers’ cogni-
tion and perceptions of privacy, identify challenges
researchers may face in contextualizing privacy re-
search, and offer possible ways forward. Because our
goal was to explicate how a context could affect a
wide range of attitudinal and perceptual constructs
about privacy, we followed Smith et al. (2011) in using
privacy concerns as an umbrella term that encompasses
the “beliefs, attitudes, [and] perceptions” (Smith et al.
2011, p. 998) about privacy. Conceptually, we drew
from the situational strength theory (Mischel 1977,
Meyer et al. 2020) to develop a two-dimensional
framework for explicating how two pronounced effects
of context, range restriction and situational uncertainty, al-
ter the grounds on which people ascribe meanings to
“privacy concerns.” To operationalize this framework
as a diagnostic device for contextualizing privacy
studies, we drew from a recent methodological ad-
vance in psychology (Finch and Hernández Finch
2020) and sociology (Iannario et al. 2020) for the statis-
tical analysis of self-reported data, the combination of
(discrete) uniform and (shifted) binomial distribution
(CUB) model1 (Piccolo and Simone 2019), and adapted
it in privacy research to develop a quantitative frame-
work for assessing the magnitude of the two effects
occasioned by a given context. After illustrating the
usage of the framework with an empirical demonstra-
tion, we conclude the paper with a summary of the
potential applications of our framework and a set of
recommended practices it entails for future privacy
research.

2. Conceptual Development
2.1. From Contextualization to Context

Theorizing in Privacy Research
The importance of context in theory development was
well recognized in information systems (Avgerou
2019) and beyond (Johns 2006). The information pri-
vacy literature, in particular, witnessed repeated calls
for greater consideration of context over the last de-
cade (Smith et al. 2011, Acquisti et al. 2015). Recently,
the movement toward contextualization in privacy re-
search was based on the notion of context serving as a
sensitizing device that illuminates the potential boundaries

to the paradigm within which privacy theories are
nested. Through this lens, context is conceptualized as
encompassing all situational opportunities and con-
straints that shape the meanings attached to privacy-
related constructs and/or influence the functional re-
lationships between these constructs. Nissenbaum
(2009), for example, defined contextualization as link-
ing privacy violations to a set of contextual factors
such as the type of private information, the entities in-
volved, and the transmission principles (e.g., buying
or selling, consent, or coerced), which together make
the conception of privacy more accurate and com-
plete. Simply put, such “situational linking” allows re-
searchers to more accurately assess the applicability of
privacy theories whilst making their interpretation of
empirical findings more robust.

There is little doubt that the contextualization of
privacy theories is an area ripe for exploration, espe-
cially given the highly dynamic nature of the techno-
logical landscape pertaining to privacy. However,
after many studies started exploring the sensitization
of theory to a plethora of contexts, we began facing a
vexing problem in the field: the variation of research
findings from one study to another. For example, one
study might find privacy concerns to be a strong pre-
dictor of privacy behavior in one context (Dienlin and
Trepte 2015), another might find the two to be virtu-
ally uncorrelated in another context (Reynolds et al.
2011), and yet another could find the two to be nega-
tively correlated in a third context (Sheehan and Hoy
1999). Treating context as a sensitizing device, we
would simply accept this variation as an “error var-
iance” and take it under advisement when setting the
situational boundaries of our theory. This, unfortu-
nately, falls well short of what firms and policy
makers need in practice, which is a context-contingent
theory that incorporates context as a critical driver of
privacy concerns by explicating the mechanisms
through which a context influences consumers’ pri-
vacy concerns and their associated behavioral
reactions.

When contexts are studied in a piecemeal fashion,
the development of a broad-range context-contingent
theory is often left to comparative studies or meta-
analyses that synthesize the results of many studies
(e.g., Jawahar and Williams 1997). For privacy re-
search, this strategy faces two obstacles. First, it re-
quires a sufficient number of context-specific studies
to be coalesced over time. With the phenomena of in-
formation privacy being so amorphous, we are still far
from forming a critical mass of context-specific studies
to enable theoretical synthesis. Indicatively, a recent
meta-analysis was only able to identify and test mod-
erating variables at the country level (e.g., the level of
privacy protection afforded by law) (Baruh et al.
2017). Second, unless the contextualization in each

Xu and Zhang: Assessing Context Effects in Privacy Research
2 Management Science, Articles in Advance, pp. 1–19, © 2022 INFORMS



study is theory grounded, it is unreasonable to expect
a fast convergence toward a context-contingent theory
(Kozlowski and Klein 2000). Unfortunately, there is
not yet a framework that can guide the theorizing and
assessment of context effects in privacy research, rep-
resenting a considerable gap in the literature.

This article takes a first step toward bridging this
gap. Its intended substantive contribution is to offer a
conceptual and quantitative framework for assessing
how contexts may influence people in forming and/or
expressing their beliefs, attitudes, and perceptions
about privacy, so as to enable a proper understanding
and delineation of the context effects on privacy con-
cerns. Such an understanding is not only theoretically
salient—in illuminating the potential elements of a
context-contingent theory—but practically pertinent
to the validity (Cook and Campbell 1976) of future re-
search for two reasons. First, it addresses a potential
threat to internal validity in terms of conflating con-
text effects with the underlying privacy concerns or
the dynamics between privacy concerns and other
constructs (e.g., privacy-related behavior). Such a con-
flation often occasions anomalous findings, especially
when the underlying dynamics are countervailed by
the context effects (Johns 2006). Second, it also allows
researchers to maximize external validity by making
more informed decisions in contextualizing their stud-
ies and demarcating the boundary conditions of their
findings.

2.2. Context Effects on Privacy Concerns
Although the importance of context effects has long
been recognized in behavioral research (Cronbach
1957), a notorious challenge is the lack of a consensual
structure for studying context effects (Johns 2006).
Some viewed context effects through the lens of valid-
ity threats (Rousseau and Fried 2001), and others ex-
amined how context conditions cognition, affect, and
behavior (Johns 1991); yet others conceptualized con-
text effects as moderating functional relationships be-
tween variables (Xie and Johns 1995), incurring sign
reversals, changing causal directions, or tipping pre-
carious relationships. In spite of the dissensus, the
prevailing theoretical arguments (Johns 2006) point to
two main context effects pertaining to an intrapsychic
construct. One is range restriction, which limits the ob-
servations of the construct to only a portion of its full
range. The other is situational uncertainty, which asso-
ciates the construct with ambiguous meanings that
are interpreted differently by different individuals.
Both have their scholarly roots in the situational
strength theory (Mischel 1977, Meyer et al. 2020),
which contends that contexts vary considerably in
their situational strength (i.e., the power of a context on
abetting or constraining human agency). When the sit-
uational strength of a context on an individual is too

“strong,” it constrains the individual’s expression (of
the underlying construct) by making it more likely to
conform to the norm, thereby imposing a range restric-
tion on the observed expressions from multiple indi-
viduals. On the flip side, when the situational strength
of a context on an individual is too “weak,” it fosters a
variety of meanings that the individual may discretio-
narily ascribe to the construct, thereby introducing
considerable situational uncertainty to its observations.
In the passages that follow, we discuss the manifesta-
tion of these two prominent context effects on peo-
ple’s stated privacy concerns.

2.2.1. Range Restriction. Mischel (1977) contended
that a context is “strong” to an individual if it introdu-
ces norms that replace the individual’s discretion as
the most salient factor in forming his or her attitudes
and behavior. Consequently, if a context exerts a high
situational strength to multiple individuals, then the
expressions of these individuals become considerably
more homogeneous than would be expected based on
each individual’s trait profile, indicating a range re-
striction on the associated (observed) variables
(Johns 2006).

Such strong contexts frequently emerge in privacy
research, making the range restriction effect widely
prevalent. For example, when a context involves the
disclosure of Social Security numbers (SSNs), we are
likely to observe a drastic increase in the base rate of
self-reported privacy concerns for almost all individu-
als in the United States, effectively restricting the ob-
served range by raising its floor. Similarly, when a
context involves the disclosure of Facebook profiles
for behavioral targeting in a political campaign, the
negative connotation fueled by the Cambridge Analy-
tica scandal would introduce a clear norm to people
who are familiar with the scandal, elevating the situa-
tional strength of the context and consequently, re-
stricting the range of self-reported privacy concerns
(again by raising its floor).

As can be seen from the two examples, a unique
characteristic of the range restriction effect in privacy
research is that the restricted range tends to be at the
higher end (i.e., reflecting heightened privacy con-
cerns). Indicatively, Marreiros et al. (2017) demon-
strated that the range of people’s self-reported privacy
concerns trends higher after exposure to a wide vari-
ety of contextual stimuli (e.g., after reading a newspa-
per article), no matter if such exposure is commonly
perceived as positive, neutral, or negative for privacy.
Such an upward trend was well recognized in the pri-
vacy literature, as researchers and practitioners fre-
quently cited consumers’ stated privacy concerns as
“inflated” (Wittes and Liu 2015) and noted that con-
sumers often express heightened privacy concerns yet
refuse to take trivial actions to protect their privacy.
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For example, Acquisti and Grossklags (2005) found
among people who stated “high” concerns about the
collection of their personal information such as name
and address that 87.5% offered exactly such informa-
tion in exchange for a free loyalty card.

In terms of the implications of range restriction on
the validity of research findings, the methodology lit-
erature noted that range restrictions on the indepen-
dent variable tend to deplete its predictive power
(and correspondingly, its imputed importance)
(Hunter and Schmidt 2004), potentially leading to null
findings. The range restriction effect could also limit
the generalizability of a study, as its finding could
apply only to a portion of the full range of an indepen-
dent (and/or dependent) variable. This limited gener-
alizability naturally manifests as inconsistencies when
comparing across studies, as the contexts specified in
different studies could vary considerably in the extent
to which they suffer from the range restriction. In
sum, the prevalence of the range restriction effect sug-
gests a contextual imperative in privacy research to
detect and appreciate the range restrictions in eliciting
privacy concerns (and other related constructs).

2.2.2. Situational Uncertainty. Context, as a frame of
reference, has the potential to shape the very meaning
of the focal construct (Johns 2006). When the situa-
tional strength of a context is too “weak” (Mischel
1977) for an individual, he or she might attach a vari-
ety of meanings to the situational stimuli, leading to a
profound effect of situational uncertainty in how differ-
ent individuals ascribe different meanings to the
construct (e.g., privacy concerns)—uncertainties that
transcend people’s reasoning about the construct no
matter if the form of reasoning is purposive, instru-
mental, or calculative (Solove 2002).

Weak contexts frequently emerge in privacy re-
search. For example, consider a context that involves
the disclosure of one’s political views. Compared with
SSN disclosure, this context is clearly much weaker
for most people in the United States. Consequently, it
permits considerable latitude for one’s own under-
standing of “political views” (or the lack thereof) to
imbue the meaning of “privacy concerns.” In other
words, the situational uncertainty entailed by the con-
text of “political views” makes the underlying (pri-
vacy-related) construct more malleable than stable
(e.g., as indicated by an individual’s lack of an attitude
in a coherent form).

The privacy literature has repeatedly noted this un-
certainty with regard to privacy concerns, leading to
the consensual belief that people are “likely to be un-
certain about their own privacy preferences” (Acquisti
et al. 2015, p. 510). Even though uncertainty is com-
mon for self-reported attitudes and beliefs (Bertrand
and Mullainathan 2001), what is unique here is that

the uncertainty does not appear limited to just a few
inattentiveness respondents but prevalent in a large
part of the population for a wide range of privacy is-
sues, from their attitudes toward privacy (Acquisti
et al. 2018) to the perceived effectiveness of privacy
protection (Gates 2011) to even whether they consider
themselves ignorant on issues pertaining to privacy
(Acquisti et al. 2018).

In terms of implications on privacy research, situa-
tional uncertainty directly entails excessive variability
in people’s stated privacy concerns. Moreover, it
could lead to people “casting around” for subtle cues
(often unrelated to privacy) in expressing their pri-
vacy concerns (Acquisti 2009; Acquisti et al. 2015,
2018), with such cues ranging from the design and ap-
pearance of a survey instrument (John et al. 2011)
to even the physical environment the individual hap-
pens to be in at the time (Acquisti et al. 2018). As
different people may resort to different cues in accor-
dance with their personal identities (Powell and Baker
2014), this cue-seeking tendency could give rise to
even more randomness in their stated privacy
concerns.

Statistically, such randomness could attenuate the
observed correlation between different variables
(Hunter and Schmidt 2004). Methodologically, Van
Bavel et al. (2016) noted that the attenuation may be
exacerbated by the fact that the situational uncertainty
induced by the same context has markedly different
effects on attitudes and the associated behavior. Sub-
stantively, Hoffmann et al. (2016) posited that uncer-
tainty could lead to “privacy cynicism,” with which
people deliberately “discount risks or concerns” to
cope with the excessive uncertainty. All these issues,
no matter statistical, methodological, or substantive,
could become the “tipping point” for an already pre-
carious relationship between different privacy-related
constructs (cf. Adjerid et al. 2018), leading to inconsis-
tent findings in the literature and giving primacy to
situational uncertainty as a key context effect to study
in privacy research.

2.3. Explicating Context Effects with a
Two-Dimensional Framework

2.3.1. Why Two Dimensions? For the same individ-
ual, the two context effects are, by definition, two op-
posite ends of one spectrum; range restriction emerges
when the situational strength of a context is too
strong, whereas situational uncertainty arises when it
is too weak. Yet, if we shift the unit of analysis from
the individual level to the population level (i.e., by
considering how a context affects the privacy concerns
expressed by a large number of individuals), we must
examine not only how strongly the context influences
one individual but also how such influence varies
across individuals in the observed population (e.g.,
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how many individuals are not strongly affected by the
context). This means that the two context effects,
range restriction and situational uncertainty, could
very well coexist at the population level. That is, be-
cause the situational strength of a context may vary
considerably between individuals (as people are dif-
ferentially sensitive to cues related to the situational
strength) (Spector et al. 1995), the effect of the same
context could manifest as situational uncertainty on
some individuals, range restriction on some others,
and neither on the rest. To fully capture the effects of
a context at the population level, we need to treat (the
aggregated magnitudes of) situational uncertainty
and range restriction separately rather than as two
ends of one spectrum. As illustrated in Figure 1(a), do-
ing so is essential for differentiating between contexts
with situational strength that is (1) consensually mod-
erate (green), in which case neither range restriction
nor situational uncertainty is significant, versus (2) too
strong for some individuals yet too weak for others
(purple), leading to a pronounced range restriction ef-
fect on some individuals and considerable situational
uncertainties for others.

Reflecting the need of separate assessments for range
restriction and situational uncertainty, we develop a
two-dimensional framework to explicate how a context
modifies the observed privacy concerns through the
two effects. The goal is to enable the comparison of

different contexts and to help researchers make more
informed decisions when contextualizing an empirical
study in future research. Traditionally, such explication
is done descriptively and qualitatively, making the
extent of the context effects difficult to quantify or to
statistically compare in a meta-analysis. To address this
issue, our framework is grounded in the quantitative
assessment of such effects. That is, we aim to develop
quantitative metrics for the effects of range restriction
and situational uncertainty, so as to understand how
the two context effects together influence and shape
people’s privacy concerns.

Note that the dimensionality of our framework (i.e.,
its use of two separate dimensions to capture the
range restriction and situational uncertainty effects)
does not mean that the two effects must be indepen-
dent of each other. For example, improving the clarity
of a context is known to simultaneously reduce situa-
tional uncertainty and strengthen the range restriction
effect2 (Meyer et al. 2010). Although this suggests a
potential correlation between (the magnitudes of) the
two effects, it by no means indicates that a context
with a stronger range restriction effect always has a
lower situational uncertainty. For example, a context
associated with a conspiracy theory could exert strong
range restriction effects on believers of the theory
while inducing pronounced uncertainties among
those who have never heard of it. Thus, the two

Figure 1. A Two-Dimensional Framework

Notes. (a) A quadrant view of the situational strength. (b) Conceptual illustration of our framework. (a) Both green and purple quadrants feature
contexts with situational strength that, when averaged over all individuals in the population, falls in the middle of the spectrum. Yet, these two
quadrants manifest qualitatively distinct context effects at the population level, as the situational strength of a context in the purple quadrant has
a much higher heterogeneity across different individuals. (b) Our two-dimensional framework measures heterogeneity and uncertainty as the
proxies for the range restriction and situational uncertainty effects, respectively.
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dimensions cannot be collapsed into one when exam-
ining the context effects at the population level, indi-
cating the necessity of a two-dimensional framework.

2.3.2. Assessing Context Effects Through Between-
Individual Variability. Because contexts typically rest
on a unit of analysis above those constructs being ex-
pressly studied, most existing work on context effects
recognized the importance of quantifying such effects
through the distributional properties of the observed
variable, specifically its between-individual variability
(Johns 1991, 2006) (e.g., how people’s stated privacy
concerns vary from one individual to another). The
pertinence of this variability is obvious in our frame-
work, as range restriction clearly reduces it while
situational uncertainty increases it (Johns 2006). The
challenge lies in the fact that the observed variability
derives from a mixture distribution (McLachlan and
Peel 2004), as different individuals may be subject to
the context effects to different degrees (or to different
context effects altogether) (Spector et al. 1995). In this
case, to delineate different types of context effects, we
must statistically unpack the observed variability into
different components corresponding to the magnitude
of the different effects.

From a methodological perspective, the unpacking
is untenable under the traditional normality assump-
tion. Instead, one must treat the observed variable as a
mixture distribution and then use a process known as
mixture decomposition (McLachlan and Peel 2004) to
identify its components. Still, the decomposition is in-
feasible if all components follow the exact same distri-
bution. Fortunately, as noted recently in psychology
(Finch and Hernández Finch 2020) and sociology
(Iannario et al. 2020), the components corresponding
to the effects of range restriction and situational un-
certainty likely follow distinct distributions. This ena-
bles us to leverage the statistical tools for mixture
decomposition to estimate the extent of the two context
effects for privacy research. Although we defer the
mathematical details to the next section, in what follows,
we provide a conceptual illustration of the decomposi-
tion idea and the resulting two-dimensional framework
we developed for privacy research.

Consider a self-reported variable capturing an atti-
tudinal or perceptual construct about privacy. When
the variable is elicited with a given context (from a set
of individuals), we conceptualize the between-
individual variability of the construct as being com-
posed of two sources. The first is the part of variability
driven by the idiosyncrasy of people’s attitudes to-
ward privacy (i.e., the deviation of their attitudes
from the norm for the context (Hollander 1958)),
which is clearly constrained by the range restriction
effect. We refer to this part of the variability as hetero-
geneity.3 The second source of variability stems from

an individual’s lack of a coherent attitude toward pri-
vacy (again, in the given context). We refer to this part
of the variability as uncertainty:

(1)

Although the mathematical definitions of heteroge-
neity and uncertainty will be discussed in the next sec-
tion, the correspondence is clear between their values
and the magnitude of the context effects. Uncertainty,
as a measure for the situational uncertainty effect,
rises when the context induces situational uncertainty
for a larger number of individuals. Heterogeneity, on
the other hand, decreases when the context imposes a
stronger range restriction effect on each individual (not
subject to the situational uncertainty effect).4 Further,
Equation (1) illustrates the qualitative relationship be-
tween heterogeneity/uncertainty and the observed
variability of people’s privacy concerns. When the
observed variable has a small variance, both heteroge-
neity and uncertainty must be low (red quadrant in
Figure 1(a)) because a high level of either ensures a
high overall variability. On the other hand, a larger ob-
served variance could be a result of high heterogeneity
(green quadrant), high uncertainty (purple quadrant),
or both (yellow quadrant). In this case, discerning the
two metrics is salient for explicating the effects of a con-
text on privacy concerns.

Considering heterogeneity and uncertainty in tandem,
the two-dimensional framework depicted in Figure 1(b)
elucidates how a specific context may reground people’s
privacy concerns. This framework maps the four-
quadrant division of situational strength in Figure 1(a)
to the four high/low combinations of the heterogeneity
and uncertainty metrics. Each context is corresponding
to a point in the two-dimensional space, and contexts in
different quadrants feature qualitatively distinct charac-
teristics. In the following discussions, we use sample
contexts in privacy research as idealized types to discuss
the four quadrants in a stylized manner. That is, al-
though the characteristics for each quadrant are ex-
pected to hold, the partitioning is not a typology, and
there are bound to be exceptions (especially near the
boundaries between quadrants).

2.3.3. Quadrant 1. The strong situational strength
here yields privacy concerns that are “consistent and
certain” (i.e., low heterogeneity, low uncertainty). As
predicted by the situational strength theory (Meyer
et al. 2020), contexts in this quadrant tend to be psy-
chologically proximal to the focal construct, so people
are more likely to think concretely about the situa-
tional stimuli. An example is the aforementioned con-
text of disclosing SSN. This context is obviously
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proximal to the notion of privacy given SSN’s de facto
status as a national identification in the United States.
Because almost everyone will express severe privacy
concerns in this context, a strong range restriction ef-
fect emerges, leading to a low variability of privacy
concerns associated with disclosing SSN. As recog-
nized in the methodology literature (Le and Schmidt
2006), this range restriction could bias the observed
association between privacy concerns and other varia-
bles. Further, if the underlying association is a more
complex (e.g., U-shaped curvilinear) relationship,
then different contexts in quadrant 1 could give pri-
macy to different “segments” of the relationship,
some increasing and others decreasing, because of the
different range restrictions exerted by these contexts
(cf. Pierce and Aguinis 2013). This could threaten both
the internal and external validity of the re-
search findings.

2.3.4. Quadrant 2. With neither context effect being
particularly strong, the contexts in this quadrant elicit
“divergent but certain” privacy concerns (i.e., high
heterogeneity, low uncertainty). An example is a con-
text associated with the public sharing of social media
posts. Because most social media users consciously
and regularly adjust the visibility of their posts (Boyd
and Hargittai 2010), there is likely strong familiarity
and little ambiguity associated with the context, elimi-
nating a major source of situational uncertainty
(Meyer et al. 2010). Further, the regular adjustment of
visibility settings, a decision clearly related to privacy,
requires social media users to pay deliberate attention
to the thematic deliberations involved in privacy-
related decisions. Engagement in such thematic delib-
erations, in turn, makes their privacy attitudes
manifest and illuminated, further depleting the situa-
tional uncertainties. Meanwhile, according to a Morn-
ing Consult poll5 in 2018, about 45% of social media
users kept all their accounts private, whereas 19%
shared all their social media posts publicly. Although
this poll probed people’s behavior rather than atti-
tudes, their attitudes almost certainly have to be more
idiosyncratic than consensual to account for such no-
table variation in their behavior, consistent with an
absence of the range restriction effect. In sum, because
neither range restriction nor situational uncertainty
are likely to dominate, contexts in this quadrant help
bring the underlying dynamics between privacy con-
cerns and other variables to the fore in research stud-
ies and increase the likelihood for findings in one
context to be generalizable to another in the quadrant.

2.3.5. Quadrant 3. The situational strength of a con-
text here could be simultaneously too strong for some
individuals and too weak for others, entailing privacy
concerns that are “consistent but uncertain.” That is,

although situational uncertainty may arise for a sub-
stantial part of the population, for the other individu-
als (i.e., those who are “certain”), the range restriction
effect applies (leading to consistent responses within
the “certain” subpopulation). For example, consider a
question asking individuals in the United States for
their privacy concerns about disclosing a combination
of ZIP code, gender, and date of birth (DOB). For an
individual who is aware of the landmark finding by
Sweeney (2000) that the vast majority (87%) of Ameri-
cans can be uniquely identified based on ZIP code,
gender, and DOB, the context in the question introdu-
ces a norm of heightened privacy concerns, leading to
a marked range restriction effect. In contrast, people
who are unaware of the finding may consider the
question rather ambiguous, with no clear expectation
pertaining to a specific course of action. This lack of
clarity, in turn, leads to a weak situational strength
(Meyer et al. 2010), making these individuals bear the
brunt of situational uncertainties. Consider the two
subpopulations in tandem; the observed variability is
likely dominated by uncertainty (i.e., the component
driven by a large part of the population lacking a
coherent attitude rather than heterogeneity), as little
divergence of attitude exists among those who are cer-
tain of their responses. Thus, this quadrant is identi-
fied by low heterogeneity and high uncertainty.

There are pronounced differences between this
quadrant and the previous two. First, the overall vari-
ability of responses is not as low as in quadrant 1,
ameliorating the obstacle facing the detection of the
underlying true score associations. Second, unlike
quadrant 2, the observed variability in quadrant 3 is
mostly driven by uncertainty rather than true hetero-
geneity. As a result, an association empirically identi-
fied between privacy concerns and another variable
could be predicated on the covariation between the
other variable and the individuals’ uncertainty about
their privacy concerns (rather than their true atti-
tudes). This is not a validity threat in and of itself, as
uncertainty has been given prominent theoretical con-
sideration in the privacy literature (e.g., in the devel-
opment of privacy cynicism) (Hoffmann et al. 2016).
Nonetheless, it does require researchers to be mindful
of the role of uncertainty in interpreting their research
findings.

2.3.6. Quadrant 4. The weak situational strength here
yields privacy concerns that are “divergent and un-
certain” (i.e., high heterogeneity, high uncertainty).
According to the situational strength theory, contexts
in this quadrant are psychologically distal to the focal
construct, forcing people to think abstractly and de-
pleting the situational strength (Meyer et al. 2020). An
example here is a context that involves social or politi-
cal issues distal to privacy, like the sharing of people’s
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religious belief. Uncertainty is likely high in countries
like the United States because many people do not
have a clear religious belief (Lipka 2015). Meanwhile,
among those who are religious, their attitudes toward
sharing their beliefs or keeping them private could
vary widely. According to a Pew Research Center sur-
vey in 2014, about 20% of U.S. adults shared their
religious belief online during the preceding week, yet
another 54% stated that they have never seen anyone
sharing “something about their religious faith” online
(Cooperman et al. 2014). With both heterogeneity and
uncertainty running high—the former because of the
absence of a range restriction effect and the latter be-
cause of the presence of situational uncertainties—the
observed variation of privacy concerns could conflate
heterogeneity and uncertainty. In the example, when
two individuals reported different levels of privacy
concerns, the difference could be driven by their vary-
ing attitudes toward privacy or by one having a reli-
gious belief and the other not having a religious belief.
The existence of alternative explanations confronts re-
searchers with the challenges of first discerning het-
erogeneity from uncertainty and then delineating the
potentially complex associations between these two
factors and the other variables involved in research.
Although feasible using modern latent mixture model
methods (McLachlan and Peel 2004), this challenge
necessarily complicates the research design and limits
the generalizability of findings to contexts in the
other quadrants.

2.3.7. Summary. The conceptualization of the frame-
work can support a qualitative appraisal of how a
context affects the meanings ascribed to privacy con-
cerns and how such meanings alter the tenor of inter-
actions between privacy concerns and other variables.
Yet, the value of the framework is better appreciated
when the conceptual structure is instantiated with a
quantitative assessment of heterogeneity and uncer-
tainty, which we will focus on in the next section. For
this reason, we defer to the end of the paper a compre-
hensive discussion of how to use the framework and
the recommended practices it entails for future re-
search. Before concluding the conceptual discussions,
however, we stress that the framework not only indi-
cates what is distinctive about each context but also
identifies the similarity between contexts. As we will
demonstrate through an example in the results sec-
tion, by identifying which contexts tend to cluster with
each other in the two-dimensional framework, we
could stimulate the future accumulation and integra-
tion of research results across contexts in a cluster,
which in turn, contributes to the development and
pruning of a parsimonious context-contingent theory
(Leavitt et al. 2010).

3. Mathematical Formulation
In this section, we instantiate our two-dimensional
conceptual framework with a method that quantita-
tively assesses the heterogeneity and uncertainty of
privacy concerns elicited in a specific context. As dis-
cussed earlier, both heterogeneity and uncertainty are
latent variables that must be inferred from the ob-
served variable (e.g., individuals’ expressed privacy
concerns). A well-established paradigm for such infer-
ences is to develop a latent variable model (Shadish et al.
2002) that relates the observable variable with the la-
tent ones. Depending on the nature (e.g., discrete or
continuous) of the variables involved, a wide variety
of latent variable models has been developed, includ-
ing factor analysis (Child 2006), latent mixture models
(McLachlan and Peel 2004), the Rasch model (Bond
and Fox 2015), latent class models (Hagenaars and
McCutcheon 2002), etc.

In our case, the observed variable is usually mea-
sured on an ordinal scale with multiple ordered options
(e.g., for privacy concerns, from “very concerned” to
“not at all concerned”). A latent mixture model special-
ized in handling an ordinal observed variable is the
CUB model, which was initially developed by statisti-
cians (Piccolo 2003) before being introduced to a variety
of social science fields such as psychology (Finch and
Hernández Finch 2020) and sociology (Iannario et al.
2020) for the analysis of self-reported ordinal data. In
what follows, we first briefly review the CUB model be-
fore developing our latent variable model that directly
links the observed variable with our target metrics (i.e.,
heterogeneity and uncertainty). At the end of the sec-
tion, we discuss the computational methods for estimat-
ing the parameters of our latent mixture model and the
metrics and indices for assessing its fit.

3.1. CUB Model
Consider an ordinal observed variable R (e.g., an indi-
vidual’s stated privacy concerns) with m possible
responses6 1, 2, … m (e.g., m ! 7 for a seven-point
Likert scale). According to the CUB model, the distri-
bution of R (over a population sample we hereinafter
refer to as respondents) is a function of two latent varia-
bles: ξ ∈ [0, 1], which captures the true attitudes of the
respondents, and π ∈ (0, 1], which is inversely related
to the uncertainty of the respondents toward their re-
sponse. Specifically, for all possible responses
r ∈ [1,m], the CUB model specifies

P(R ! r) ! π · m− 1
r− 1

( )
· ξm−r · (1− ξ)r−1

[ ]
+ (1−π) · 1

m
:

(2)

As can be seen from Equation (2), the CUB model
characterizes the probability distribution of R as a
mixture of two distributions pertaining to the true
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attitudes and the uncertainty of the respondents, re-
spectively. The first attitude component is modeled as
a (shifted) binomial distribution B(m− 1, 1− ξ) with
mean (m− 1) · (1− ξ) + 1. That is, the larger ξ is, the
“smaller” R is likely to be. The choice of a binomial
distribution has been common in modeling ordinal
data (Johnson and Albert 2006), mostly for its parsi-
mony and also because any multinomial distribution
can be factored into a sum of binomial distributions
(Teicher 1954).

The second mixture component is a uniform distri-
bution over all response categories, designed to cap-
ture the uncertainty of responses. That is, for all
r ∈ [1,m], there is P2(R ! r) ! 1=m. The choice of the
uniform distribution not only achieves model parsi-
mony but is supported by ample empirical evidence
on probed answers (Manisera and Zuccolotto 2014).
Note from Equation (2) that the two mixture compo-
nents are weighted according to the latent variable π
(i.e., P(R ! r) ! π ·P1(R ! r) + (1−π) ·P2(R ! r)). The
larger π is, the more likely it is for R to be driven by
true attitude rather than the randomness stemming
from the uncertainty component.

3.2. Our Latent Variable Model
Although the CUB model defines the mixture composi-
tion of the ordinal observed variable R, in order to con-
struct the latent variable model for our purpose, we still
need to link R to the two latent variables of our interest,
heterogeneity and uncertainty, which we henceforth
denote as h and u, respectively. The link between R and
u is straightforward. Because the CUB model captures
the uncertainty of responses with the second mixture
component P2, we can directly map u to the weight of
P2 in the mixture distribution. That is, u ! 1−π. With
this translation, the link between u and R naturally fol-
lows from Equation (2). To link heterogeneity h to the
observed variable R, we start with a simple definition of
h as the remaining standard deviation of R after taking
into account the variance from the uncertainty compo-
nent (i.e., after subtracting the second mixture compo-
nent from the observed distribution). That is,

h !

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%
∑m

r!1

1
1− u

· fr −
u
m

( )
· r−

∑m

s!1

s
1− u

· fs −
u
m

( )[ ]( )[ ]2√√√
,

(3)

where fr ∈ [0, 1] is the observed frequency of R in the rth
category. Although this definition of h fits the concep-
tual framework, it unfortunately cannot make h and u
the model parameters because there are obviously many
possible combinations of f1, : : : , fm that could result from
the exact same pair of h and u. To address this identifi-
ability issue, we consider an approximation of Equation
(3) by defining the heterogeneity measure h according to

the standard deviation of the first mixture component in
the CUB model (i.e.,

%%%%%%%%%%%%%%%%%%%%%%%%
(m− 1) · ξ · (1− ξ)

√
for the

shifted binomial distribution B(m− 1, 1− ξ)). Specifi-
cally, after removing a constant factor of

%%%%%%%%
m− 1

√
(in

order to standardize the range of h to [0, 1/2]), we
define the heterogeneity measure as h !

%%%%%%%%%%%%%
ξ · (1− ξ)

√
.

Taking the definitions of u and h into Equation (2),
we have the following definition of our latent vari-
able model. Note that although we assume ξ ≥ 1=2
(given the earlier discussions of the range restriction
effect inflating the observed privacy concerns), the
definition can be easily adapted to cases where
ξ < 1=2, especially because h remains constant when
changing the value of ξ to 1− ξ.

Definition 1. For given (latent) heterogeneity h and
uncertainty u, our latent variable model specifies the
probability distribution of the observed ordinal re-
sponse variable R ∈ [1,m] as

P(R ! r) ! (1− u) ·
[
m− 1
r− 1

( )
· 1
2m−1 ·

(
1+

%%%%%%%%%%
1− 4h2

√ )m−r

·
(
1−

%%%%%%%%%%
1− 4h2

√ )r−1]
+ u
m
: (4)

Online Appendix A, specifically Theorem 1, de-
scribes the relationship between the model parameters
and the mean and variance of the observed variable,
as stipulated by the latent variable model in the defi-
nition. The definition can also be extended to include
covariates. The extension is discussed in Online
Appendix B.

3.3. Estimating Model Parameters and Assessing
Model Fit

Regardless of whether covariates are involved, the model
parameters can be estimated using the expectation maxi-
mization (EM) algorithm (Dempster et al. 1977) for the
log-likelihood function L !∑n

i!1 log (P(Ri ! ri)), where ri
is the actual response reported by the ith respondent and
P(Ri ! ri) is the probability predicted by the latent
variable model on the ith respondent reporting ri. In
the covariate-free case, P(Rj ! r) is constant for all
j ∈ [1,n], simplifying the log-likelihood function to
L !∑m

r!1(nr · log (P(R ! r))), where nr is the frequency
of r in the responses and P(R ! r) is as defined in
Equation (4). The only requirement for using EM is
that the answer scale must have at least four catego-
ries (i.e., m ≥ 4), in which case the model was proven
identifiable (Iannario 2010).

The relative fit of our latent variable model can be
assessed with general purpose fit indices such as the
Akaike information criterion (AIC) (Vrieze 2012), the
Bayesian information criterion (BIC) (Vrieze 2012),
and the information complexity measure (ICOMP)
(Bearse et al. 1997), all designed to balance fit with
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model parsimony. In terms of the absolute model fit,
we followed the F2 statistic (Iannario 2012) developed
specifically for an ordinal observed variable:

F2 ! 1 − 1
2
·
∑m

r!1
| fr − P(R ! r)|, (5)

where fr ∈ [0, 1] is the observed frequency of responses
in the rth category, whereas P(R ! r) is the predicted fre-
quency according to the latent variable model. As can
be seen from Equation (5), F2 can be interpreted as the
proportion of responses that can be accurately predicted
by the model, with a value of 0.90 or higher deemed as
reflecting good fit (Iannario 2012, Punzo et al. 2018).

4. Empirical Examination
In this section, we start with a discussion of the design
imperatives of the empirical examination. That is, we
outline the important characteristics of the two-
dimensional framework that need to be empirically
examined. Then, we describe the data sets used and
the design of the empirical examination followed by
the empirical results.

4.1. Imperatives of the Empirical Examination
The goal of the empirical examination was to study
the aptness of our two-dimensional framework in cap-
turing context effects in privacy research. To this end,
three key properties arise as central issues to examine
for assessing the effectiveness of the framework.

• Prevalence of context effects. First, we need to exam-
ine whether there is a significant degree of either effect
(or both effects) in real-world contexts. After all, if both
situational uncertainty and range restriction are a rarity
in practice, our framework would be of little use to pri-
vacy research. Although our conceptual development
elucidates the existing theories and evidence that point
to the prevalence of both effects, it is important to em-
pirically confirm such prevalence.

• Completeness of the two-dimensional framework. Sec-
ond, we should study whether heterogeneity and un-
certainty, in combination, account for most of the
between-individual variability observed in practice.
This verifies the completeness of our framework, en-
suring that the two dimensions capture a comprehen-
sive view of the context effects in privacy research.

• Irreducibility into one dimension. Finally, we need to
ascertain that the two effects cannot be collapsed into a
single dimension. That is, one cannot remove either
heterogeneity or uncertainty in our model of response
variability (i.e., Equation (1)), making it a single-
dimensional model, without incurring a considerable
loss of model accuracy.

Given the vast space of contextual contingencies
(Johns 2006), our empirical examination is of necessity
more illustrative than comprehensive. That is, as it is

infeasible to exhaustively examine all possible con-
texts, our empirical examination was predicated on
the notion of using a small number of contexts as ide-
alized examples to appreciate the complexity of
context effects in practice and to demonstrate the
effectiveness of our two-dimensional framework—in
particular, prevalence, completeness, and irreducibil-
ity, the three aforementioned properties.

4.2. Data Sets
To promote the practice of Open Science (National
Academies of Sciences, Engineering, and Medicine
2018) and to demonstrate the value of our framework
in guiding the selection of contextual contingencies in
future research and practices, the data used in our em-
pirical examination are a publicly accessible nationally
representative survey of U.S. residents. The nationally
representative samples featured in the data alleviate
the possible confounding of context effects with the
statistical distortion introduced by sampling biases.

4.2.1. Pew Research Center Privacy Panel. Commis-
sioned by the Pew Research Center, this collection of
four surveys was conducted by the GfK Group using
KnowledgePanel, its nationally representative online
research panel recruited through a combination of
random digit dialing and address-based sampling
methodologies (Madden et al. 2014). The final sample
was weighted using an iterative technique that
matches gender, age, education, race, Hispanic origin,
household income, metropolitan area or not, and re-
gion to parameters from the March 2013 Census Bu-
reau’s Current Population Survey (Madden et al.
2014). This privacy survey was administered in four
waves in the beginning of 2014, the middle of 2014,
the end of 2014, and the beginning of 2015. The initial
wave included a nationally representative sample of
607 adults (i.e., 18 years old or older) in the United
States, of whom 417 (69%) participated in all four
waves of the panel. To offset panel attrition, new par-
ticipants were recruited in latter waves. Although all
results reported in the paper were based on the 417
participants who participated in all four waves, we
also repeated all analyses when including the latter-
round recruits and found no noticeable differences in
the results. The survey items used in this article are
summarized in Online Appendix D.

Two groups of questions in the Pew surveys are
particularly relevant to our empirical examination: (1)
demographic variables and (2) perceptions and beliefs
about privacy. In terms of demographics, the respond-
ents indicated their gender, age, household income,
and highest education completed.7 In terms of
privacy-related questions, the respondents were asked
about their perceived sensitivity for various types of
personal information (wave 1), their perceived
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concerns on different types of companies keeping
their information private (wave 2), their expectation
of how long each company should store their informa-
tion (wave 2), and their level of concern on the gov-
ernment monitoring various types of their private
information (wave 3). The questionnaire design is ob-
viously different from academic surveys. Instead of
featuring a rigorous theoretical grouping of questions,
the Pew surveys clustered questions by topics of inter-
est and probed a wide variety of conceptually related
yet qualitatively distinct constructs central to people’s
privacy concerns (e.g., perceived sensitivity, privacy
expectations, etc.). Further, instead of contextualizing
the questions with one or a few closely related con-
texts—as in most academic surveys (e.g., Xu et al.
2012)—the Pew surveys implicated each construct be-
ing probed in a plethora of contexts, from credit card
companies keeping track of purchase history to gov-
ernment agencies monitoring search engine activities,
and reported the different responses.

The design of the Pew surveys fits well with our
purpose of assessing the effectiveness of the two-
dimensional framework. First, the assortment of real-
world contexts studied in the surveys enabled us to
examine the prevalence of range restriction and situa-
tional uncertainty effects in practice. The variety of
constructs probed, on the other hand, testified to the
versatility of our framework and allowed questions
like whether a set of contexts exerting similar effects
on one construct also exerts similar effects on a related
construct. Last but not least, the high profile of the
Pew privacy surveys—which are known to shape
public discourses, policies, and practices—demon-
strates the practical value of our framework beyond
academic research.

4.2.2. Gallup Internet Privacy Survey 2011/2018. This
collection of two surveys was conducted by Gallup in
January 2011 and April 2018, both through telephone
interviews on landline and cellular phones selected by
random digit dialing. To form a nationally representa-
tive sample, in both cases, the final sample was
weighted by gender, age, race, Hispanic ethnicity, ed-
ucation, etc. and corrected for sampling biases such as
the double coverage of landline and cell phone users.
Note that, although the sampling processes were simi-
lar,8 the samples in the two surveys were indepen-
dently selected. Because the surveys focused on the
privacy attitudes of Facebook and Google users, the
questions about Facebook or Google were asked of re-
spondents who self-reported to use the two services,
respectively. The 2011 survey included 1487 adults, of
whom 559 (38%) were Facebook users and 904 (61%)
were Google users. The 2018 survey included 1,509
adults, of whom 785 (52%) were Facebook users and
1,106 (73%) were Google users.

Unlike the Pew surveys, the Gallup surveys pro-
vided a more holistic view of people’s privacy con-
cerns, as the surveys directly probed the respondents’
level of concern on “invasion of privacy” in the con-
text of Facebook and Google (the detailed survey
items are summarized in Online Appendix D). Be-
cause the public opinions about both services shifted
considerably between the two surveys (i.e.,
2011–2018), the Gallup surveys provided a unique op-
portunity for examining how their context effects on
privacy concerns changed accordingly in this period.

4.3. Design of the Empirical Examination
Recall from earlier discussions that the empirical ex-
amination was designed to focus on three key proper-
ties (i.e., prevalence (of context effects), completeness (of
the two-dimensional framework), and irreducibility
(into one dimension)). Juxtaposing different contexts
with our two-dimensional framework enables the as-
sessment of all three properties. Specifically, the esti-
mated magnitudes (and their statistical significance)
of the context effects would signal their prevalence
across contexts. The goodness of fit between (the la-
tent variable model underlying) our framework and
the observed data would verify the completeness. Fi-
nally, by comparing the goodness of fit of our frame-
work with that of the baseline single-dimensional
models, the superiority of our framework would dem-
onstrate its irreducibility into a single dimension.

Although juxtaposing any set of contexts would al-
low the assessment of the three properties, we started
by grouping contexts according to the two underlying
contextual factors that were given prominent roles in
the existing studies of privacy attitudes and beliefs
(Xu et al. 2012): (1) different types of information
collected from individuals (e.g., purchase records, lo-
cation, and emails) and (2) different types of organiza-
tions (e.g., specific vendors, online marketers, and
social networking sites) collecting and/or using such
information. Then, we continued with three addi-
tional analyses. First, we considered contexts that in-
volve the collection of five types of information (from
phone records to search engine logs) by the govern-
ment (i.e., the type of organization). Second, we exam-
ined the idiosyncrasy of individual-level context
effects. Given the importance of demographic varia-
bles in shaping people’s privacy concerns (Sheehan
1999), we included four demographic variables (gen-
der, age, household income, and education) as covari-
ates in our latent variable model to examine whether
there are substantial regularities in the context effects
that transcend individual-level differences. Finally,
we applied our framework over the Gallup data to as-
sess the change of context effects over time. In all
these studies, our goal was to examine the aforemen-
tioned prevalence, completeness, and irreducibility of our
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framework for assessing the context effects and not to
delineate the specific mechanism through which each
contextual factor alters the overall effect of a context.
The latter requires theorizing beyond the scope of the
current work, as we further elaborate in the discussion
of future research at the end of the paper.

4.4. Results
4.4.1. Contextual Factor 1 (Type of Information). We
first analyzed the responses to 16 survey items adminis-
tered in the first wave of the Pew survey, which asked
the respondents to rate their perceived sensitivity for 16
types of information on a four-point scale (from “very
sensitive” to “not at all sensitive”). Figure 2(a) depicts
the heterogeneity and uncertainty of the responses
to each survey item, with the detailed parameter
estimates for the model summarized in Table 1 in
Online Appendix C. Although we refer readers to
Online Appendix C for the detailed model fit (and
its comparison with alternative models), we summa-
rize here the three main findings corresponding to
the three aforementioned properties (i.e., prevalence,
completeness, and irreducibility).

First, our model provides ample support for the
prevalence of context effects in the responses. In terms
of the situational uncertainty effect, the parameter

estimates for uncertainty were statistically signifi-
cant (p < 0.05) for all but one type of information
(i.e., purchasing records in the top left corner of
Figure 2(a)). Further, the wide dispersion of esti-
mated uncertainties (from 0.00 for purchasing re-
cords to 0.82 for religion) indicates that the magni-
tude of the situational uncertainty effect likely varies
considerably between contexts. Although the statis-
tical significance of the range restriction effect can-
not be directly tested,9 the estimated heterogeneity
for some contexts was clearly much smaller (i.e.,
more restricted) than others (e.g., 0.11 for SSN com-
pared with 0.47 for browsing records). This wide
dispersion of estimated heterogeneity indicated the
existence of range restriction for many contexts. Sec-
ond, in terms of completeness, our latent variable
model fits well with the data. The F2 statistic for the
absolute model fit exceeds the recommended thresh-
old of 0.90 (Iannario 2012) for all 16 items, indicating
that the model-predicted response distributions
were very close to the observed distributions. Third,
according to the aforementioned fit indices, our two-
dimensional framework outperformed the single-
dimensional baseline model in all 16 contexts even
after taking into account model parsimony, speaking
to the final property of irreducibility.

Figure 2. Comparison of Context Effects

Notes. (a) Contextual factor 1: Type of information. (b) Contextual factor 2: Type of organization. (a) Browsing ! websites visited. Call content !
content of phone conversations. Call record ! numbers called/texted. Emails ! content of email messages. Health ! state of health andmedicine
regularly taken. Fav media ! favorite media (e.g., music, movies, books). Friends ! identities of friends. Location ! physical location gathered
from Global Positioning System (GPS) in mobile devices. Politics ! political views and candidates supported. Religion ! religious and spiritual
views. Romantic ! history of romantic relationships. Searching! searches made using online search engines. SMS ! content of text messages. (b)
Cable ! cable television companies. Cellular ! cellular telephone companies. Credit card ! credit card companies. Email ! email providers.
Landline ! landline telephone companies. Online ads ! online advertisers. Search ! search engine providers. Social media ! social media com-
panies. Video ! online video websites. In both panels, the estimated heterogeneity/uncertainty and the fit statistics are included in Online Ap-
pendix C. Heterogeneity was plotted in the adjusted logarithmic scale, as discussed in Online Appendix C.
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Having confirmed the three properties, we note
that Figure 2(a) also highlights the wide dispersion
of context effects across the 16 types of information,
which form four obvious clusters in the two-
dimensional space. Among all 16 types, SSN is the
lowest on heterogeneity, forming its own cluster
(cluster A) in quadrant 1. As discussed earlier, the
situational strength of the SSN context depletes the
variance of people’s expressed privacy concerns,
making 90.71% of respondents choosing the (high-
est) “very sensitive” category and reducing both
heterogeneity and uncertainty to near zero. Forming
a sharp contrast to SSN are the five types of infor-
mation in cluster B, which all reside in quadrant 2.
Compared with the SSN context, the situational
strengths of these contexts are not as strong, as these
types of information are not associated with any
obvious privacy-related norm. Meanwhile, the situ-
ational uncertainty induced by these contexts
remains low, as people tend to be intimately famil-
iar with the types of information in this cluster and
the implications of disclosing them. Overall, the
contexts in cluster B feature a combination of high
heterogeneity and low uncertainty.

Compared with cluster B, the contexts in cluster C
have smaller heterogeneity but larger uncertainty.
Consider the context of disclosing DOB as an exam-
ple. On one hand, it introduces an obvious norm to
people who are aware of the association between
SSN and DOB (Acquisti and Gross 2009) or to those
who use their DOB as a security question for online
authentication (Pinchot and Paullet 2012). On the
other hand, to those who are unaware of these asso-
ciations, DOB would appear rather distal to privacy,
as they are unlikely to have devoted any previous
thought on DOB being sensitive. Because people are
known to be uncomfortable with acknowledging ig-
norance or even the appearance of being ignorant, a
“distal” context such as DOB likely manifests as a
strong situational uncertainty effect. When a context
exerts a significant degree of both effects (albeit on
two different parts of the population), an assessment
of the context effects at the population level tends to
exhibit (1) a considerable uncertainty, reflecting the
situational uncertainty effect on one part of the pop-
ulation, and (2) a low heterogeneity—reflecting the
range restriction effect on the other part of the popu-
lation—given that heterogeneity is inversely related
to the magnitude of the range restriction effect. This
is what we observe in the figure for cluster C. Fi-
nally, politics and religion form their own cluster D
in quadrant 4, where heterogeneity and uncertainty
both run high. This is again consistent with our ear-
lier discussions, as both items fit into the type of
“controversial issues” that tend to incur consider-
able situational uncertainty.

4.4.2. Contextual Factor 2 (Type of Organization).
Next, we analyzed the responses to survey items in
the second wave, which asked two different questions
for (each of) 10 types of companies ranging from on-
line service providers like social media to traditional
financial companies like credit card issuers. The first,
which we refer to as the perception items, asked about
the respondents’ perceived confidence in personal
information being kept private by the companies
(four-point scale, from “not at all confident” to “very
confident”). The other, which we refer to as the expec-
tation items, asked the respondents about privacy
expectations, specifically in terms of how long a
company should retain their personal information
(five-point scale, “should not save any information,”
“a few weeks,” “a few months,” “a few years,” “as
long as they need to”).

Figure 2(b) depicts the heterogeneity and uncer-
tainty imputed from the responses, with the detailed
parameter estimates summarized in Table 2 in Online
Appendix C. Like in the first study, the results sup-
ported prevalence, completeness, and irreducibility. In
terms of prevalence, uncertainty was statistically sig-
nificant (p < 0.05) for 18 of 20 contexts, whereas het-
erogeneity varied widely across contexts (between
0.10 and 0.49). In terms of completeness, our F2 ex-
ceeded 0.80 for all 20 items and 0.90 for 15 of them,
demonstrating a good fit. Further, the fit indices sug-
gest that our model outperformed the baseline model
on all 20 items, indicating irreducibility.

Other than affirming the three properties, the con-
trast between perception and expectation items al-
lowed us to examine two additional questions: (1)
whether the types of companies that manifest similar
context effects for one item also have similar effects
for the other and (2) whether the context effects mani-
fested by the same type of company differ between
the perception and expectation items. The answers to
the two questions are obvious from the figure. First,
note from Figure 2(b) that the context effects exerted
by the 10 types of companies form three clearly sepa-
rated clusters. Interestingly, the companies that clus-
ter together for the perception item are also clustered
together for the expectation one. This is an encourag-
ing observation for the generalizability of privacy re-
search across contexts, as it demonstrates that the
crosscontext generalizability (e.g., between two com-
panies in the same cluster) for one privacy-related
construct likely extends to other privacy-related con-
structs. Second, equally obvious from the figure is that
the context effects exerted by the same company could
vary drastically from one construct to another. Specifi-
cally, for every 1 of the 10 types of companies, the het-
erogeneity of responses is considerably lower—and
the uncertainty considerably higher—for the expecta-
tion item than the perception item. This is remarkably
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consistent with the arguments by Hong and Thong
(2013) that survey questions focusing on people’s ex-
pectations may not be able to elicit their idiosyncratic
attitudes or beliefs toward privacy because of the ab-
sence of a real trade-off in the question design.

4.4.3. Other Empirical Evaluations. Figure 3 depicts
the results of the three remaining analyses, with
their detailed parameter estimates and fit statistics
summarized in Tables 3–5 in Online Appendix C,
respectively. Before discussing each study in detail,
we note that the results, once again, supported the
three key properties of our framework (i.e., preva-
lence, completeness, and irreducibility). As can be
seen from Tables 3 and 5 in Online Appendix C, for
all items, the estimates for uncertainty were statisti-
cally significant (prevalence), the fit statistic F2 was
above 0.90 (completeness), and our model outper-
formed the single-dimensional baseline model on all
fit indices (irreducibility).

4.4.3.1. Government Surveillance. We analyzed the
responses to five survey items administered in the
third wave of the Pew survey, which asked the re-
spondents to rate, on a four-point scale (from “very
concerned” to “not at all concerned”), their level of
concern on government collecting five types of infor-
mation. As can be seen from Figure 3(a), all five
contexts fell in quadrant 4, indicating pronounced
situational uncertainty. This echoes our earlier con-
ceptual development suggesting that situational un-
certainty arises from contexts involving “controversial
issues” (e.g., the role of the government in balancing
national security with individual privacy). The social

discourse regarding such issues and the divided
opinions (Dinev et al. 2008) suggest the lack of an es-
tablished norm (and a dearth of range restriction),
driving the contexts into quadrant 4.

4.4.3.2. Demographics as Covariates. To under-
stand how context effects covary with demographic
variables, we introduced gender, age, income, and ed-
ucation as covariates in the model. Table 4 in Online
Appendix C summarizes the coefficient estimates link-
ing heterogeneity and uncertainty to the demographic
covariate for each item. Overall, the demographics of
respondents do not appear to substantially improve
the fit of the model. Indicatively, two of three fit indi-
ces, BIC and ICOMP, always suggest the covariate-free
model as a better fit.10 This fit deficit is indeed good
news for future studies of context effects, as it suggests
that such effects are unlikely to vary radically from
one population sample to another. Figure 3(b) also tes-
tifies to this generalizability. Although income level
does covary with the heterogeneity and uncertainty of
people’s responses in all contexts, it does not change
the insights we discussed earlier for the contexts, as
the composition of the four clusters remains stable re-
gardless of the income level.

Notwithstanding the overall observation, Table 4 in
Online Appendix C highlights a few demographic
variables that may shift the context effects. For exam-
ple, more education generally reduces uncertainty
(p < 0.05 for the perceived sensitivity of DOB, SSN,
and romantic relationships). Age tends to increase it
(p < 0.001 for the perceived sensitivity of DOB and the
expected time frame for search engines to store pri-
vate information). In terms of heterogeneity, women

Figure 3. Other Empirical Evaluations: Government Surveillance, Demographics, and Temporal Changes

Notes. (a) Government surveillance. (b) Demographics as covariates. (c) Temporal changes. (a) All items asked about respondents’ level of con-
cern on government monitoring of certain activities. Social media ! activity on social media websites. Search ! on search engines. Phone ! on
cell phone. Apps ! on mobile apps. Email ! email messages. (b) See the note in Figure 2 for the meaning of item names. Each arrow is pointing
from the parameter estimates for respondents with household income less than or equal to the median (i.e., category 13, $60,000 to $74,999) to
those with income greater than or equal to the median income. The label (i.e., the variable name) is positioned close to the origin of each arrow.
(c) All items asked about respondents’ level of concern of invasion of privacy when using the corresponding service. 11 ! survey conducted in
2011. 18 ! survey conducted in 2018.
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tend to have less divergent attitudes than men (p <
0.001 for the perceived sensitivity of text messages
(SMS), call content, and call record), with the only ex-
ception on political views, for which the heterogeneity
is higher for women (p < 0.01). Similarly, more educa-
tion usually reduces heterogeneity, with one notable
exception of religion, for which highly educated peo-
ple tend to have more divergent attitudes (p < 0.01).
Considering this in tandem with the well-known cor-
relation between income and education, we have a po-
tential explanation for the “outlier” direction of the ar-
row for religion in Figure 3(b). Overall, the shift of
context effects with these demographic variables sug-
gests additional subtleties to be considered when ex-
amining the association between demographics and
people’s privacy-related behavior in a specific context
(cf. Goldfarb and Tucker 2012).

4.4.3.3. Temporal Change of Context Effects. Finally,
we analyzed the responses to the Gallup surveys in 2011
and 2018, both of which probed the respondents on their
level of concern over the invasion of privacy when using
Facebook and Google. As can be seen from Figure 3(c),
for both Facebook and Google, the context effect shifted
between 2011 and 2018, in particular with a reduction of
both heterogeneity and uncertainty, indicating an in-
crease of the situational strength. This is consistent with
our earlier conceptual development, as the growing us-
age of these web services11 and the constant social dis-
course about the privacy implications of such use (e.g.,
Rader 2014) both contributed to the institution of societal
norms that increase their situational strengths.

5. Discussions
5.1. Research Implications
Contextualization is increasingly important in privacy
research thanks (at least in part) to the rapidly diversi-
fying landscape of technological issues from which
privacy concerns arise. The need to contextualize will
only be reinforced in the future by the ever-growing
diversity of technologies and perspectives. This makes
it all the more important for researchers to be mind-
ful of the theoretical and methodological implica-
tions of the contextual contingencies they chose. For
each study, a theory-driven contextualization is inte-
gral to the proper interpretation and generalizability
of the findings. For the longer-term goal of develop-
ing a context-contingent theory, theory-driven con-
textualization is even more critical, as it accelerates
the convergence of context-specific research into an
integrative understanding of the effects of context
contingencies.

With this backdrop, the research implications of our
findings are threefold. First, our findings demonstrated

how context can substantially shift the distributional
properties of people’s perceptions, attitudes, and be-
liefs about privacy. Some contexts, like those involv-
ing SSN or the collection of personal data by online
advertisers, could institute an obvious norm that se-
verely constrains people’s idiosyncratic differences
on a privacy-related construct. Other contexts, like
those involving the disclosure of political views,
could permit so much latitude in an individual’s in-
terpretation of privacy that a privacy-related con-
struct could be conflated with factors such as whether
the individual has a clear political view. The wide
variability of context effects in our findings substanti-
ated the need for privacy researchers to assess such
effects, both conceptually and quantitatively, when
contextualizing future research studies.

Second, our findings represented the first steps to-
ward a systematic understanding of context effects
in privacy research. Specifically, drawing from the
situational strength theory, we identified range
restriction and situational uncertainty as the two
main effects a context may exert on people’s percep-
tions, attitudes, and beliefs about privacy. Further,
by introducing to the privacy literature an emerging
method for survey data analysis in psychology (Finch
and Hernández Finch 2020) and sociology (Iannario
et al. 2020), we were able to quantitatively assess the
degree of the two effects through two metrics, hetero-
geneity and uncertainty, which together form our two-
dimensional quantitative framework for assessing the
effects of a context on privacy-related constructs.
Through an empirical examination of the results of
two nationally representative surveys, we showed that
the two-dimensional framework fit well with the data,
as the two dimensions together accounted for the vast
majority of the observed variability between individu-
als. Further, both dimensions are essential, as the two-
dimensional framework was far superior to a wide
spectrum of baseline single-dimensional models in
terms of model fit.

Finally, with an easy to use visualization, our two-
dimensional framework also serves as a diagnostic
device for comparing and contrasting the effects of
different contexts, so as to help understand how the
meanings people ascribe to an underlying privacy-
related construct shift from one context to another.
Such a diagnostic device not only provides scholarly
guidance for the selection of contextual contingencies
in future privacy research but also, allows a proper
understanding of whether research findings in one
context are likely generalizable to another context. It is
our hope that our framework would motivate more
privacy researchers to make the choice of context a
matter of research design integrative to the framing of
a study, so as to advance the pace of convergence
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toward context-contingent theories in information
privacy.

5.2. Recommended Practices for Contextualizing
Future Privacy Research

Our two-dimensional framework provides a concep-
tual and quantitative account for how a context
regrounds privacy concerns in terms of (1) the range
restriction effect, as measured by heterogeneity, and (2)
the situational uncertainty effect, as measured by
uncertainty. Together, they underpin the following
practices we recommend for contextualizing future
privacy research:

First, we recommend researchers consider the use
of heterogeneity and uncertainty measures to identify
potential caveats stemming from the context effects.
For example, if both measures firmly place the context
effects in the lower left corner of the first quadrant, a
researcher might want to further scrutinize whether
enough variability could emerge from the range-
restricted privacy concerns to support the detection of
any underlying true score associations.

Second, we recommend researchers demarcate the
boundary conditions of their findings based on the
context effects quantified by our framework. As dis-
cussed earlier, whether to situate privacy concerns in
the context of social media or e-commerce could con-
siderably alter the meanings a respondent ascribes to
privacy. Similarly, contexts may exert varying degrees
of influences on the range of attitudes and behaviors
captured in a study. As a result, although a finding
from a social media context might readily generalize
to the context of online ads, it might not apply as well
to e-commerce websites (see Figure 2(b)). Our frame-
work could help researchers demarcate the contextual
boundaries based on the quantified effects of the
study context and the target one.

Finally, we echo the call for the incorporation of
context effects into theoretical models when feasible
(Johns 2006). This means not to gloss over the differ-
ences between contexts but to explicitly examine the
potential roles the context might play in interpreting
the focal phenomena and/or moderating the focal re-
lationship. For observational studies in particular, we
caution against the practice of simply “controlling
away” contextual factors. The remarkable strengths of
the context effects are evident from the results in the
paper. Such strengths, in turn, challenge the notion
that the association between substantive variables
holds roughly constant across contexts, a tacit as-
sumption made in including contexts as control
variables.

5.3. Limitations and Future Research
One limitation of our work relates to the data sets we
used. Although rich in contextualization, they lack in

the complexity of dispositional factors when com-
pared with the context-free multidimensional opera-
tionalizations of privacy concerns (e.g., Smith et al.
1996, Malhotra et al. 2004). Such emphasis on contex-
tual contingencies fits our purpose, as it arguably
simplifies the differential unfolding of the effects that
context variations occasion. However, it cannot fully
explicate the nuances of people’s privacy concerns.
Future work can apply our framework on a data set
that incorporates context into the multidimensional
operationalization of privacy concerns, so as to glean
new insights on how contexts may affect different di-
mensions of people’s privacy concerns.

Although we designed the two-dimensional frame-
work to assess the effects of a context on one privacy-
related construct, future research could use the
framework to study how the effects of a context vary
across different privacy-related constructs. For exam-
ple, our empirical examination demonstrated that the
effects exerted by the same (or substantively isomor-
phic) context varied substantially when the focal
construct was perceived confidence versus privacy ex-
pectation. This introduces an intriguing question to re-
search studies that examine the relationships between
different privacy-related constructs. If a context affects
different measured variables in different ways, how
should we capture the influence of context effects on a
relationship that involves multiple such variables? To
answer this question, future research could examine
the various ways in which context effects may modify
empirical findings about a relationship (e.g., reducing
the statistical power, inducing false positives) (Le and
Schmidt 2006) when applying to an independent vari-
able, the dependent variable, or one of the moderating
or mediating variables.12

Another important topic for future research is how
the various characteristics of a context (e.g., its clarity,
as discussed earlier in the paper) influence and shape
the effects of the context. To this end, researchers may
draw from the various contextual factors examined in
the situational strength theory (Meyer et al. 2010),
vary each contextual factor individually, and examine
the change of heterogeneity and uncertainty associ-
ated with the resulting context. Understanding the
link between contextual factors and the overall
context effects is not only helpful for the proper syn-
thetization of studies (with different contexts) in a
meta-analysis but also, instrumental for the design
and selection of contexts in future research studies.

6. Conclusion
The notion of context has long been a subject of sub-
stantive debates both in the field of information sys-
tems (e.g., whether context is ephemeral and transient
or stable and enduring) (Avgerou 2019) and in the
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literature of information privacy (Nissenbaum 2004).
Unfortunately, although researchers have grappled with
the question of what context is, still nascent is a system-
atic understanding of how contexts alter the grounds on
which people form their privacy concerns. In this paper,
we take the first step toward addressing this problem by
developing a conceptual and quantitative framework
for assessing how different contextual factors influence
people’s stated privacy concerns. The resulting two-
dimensional framework enables the quantitative ap-
praisal of context effects and provides researchers with a
diagnostic device guiding the selection of contextual
contingencies in future privacy research. It is our hope
that the findings of this paper inspire more studies on
context effects in privacy research, which together ad-
vance the pace of our transition from using contextuali-
zation as a sensitizing device to developing and testing
context-contingent theories for information privacy.
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Endnotes
1 Note that the full name of the model has also been referred to as
“covariates in a uniform and shifted binomial mixture” (Finch and
Hernández Finch 2020). The substance of the model remains un-
changed regardless of the name variation.
2 The reason why removal ambiguity also strengthens the range re-
striction effect is because the clarified context (now) clearly defines
the specific behaviors expected from individuals, further restricting
the expressions of those who are familiar with the norm.
3 Note that our use of the term “heterogeneity” derives from its
meaning in econometrics (Arellano 2003) and is distinct from statis-
tical heterogeneity as measured by Shannon’s entropy, Gini index,
etc.
4 It is important to note that heterogeneity does not indicate the ab-
solute magnitude of the range restriction effect. Measuring the ab-
solute magnitude would require comparing the heterogeneity of a
variable elicited with a context against that of a “vanilla” variable
without any context effect. The latter, unfortunately, is infeasible to
capture as any attempt in doing so would give rise to important
conceptual challenges, such as what privacy concerns mean without
any context (Nissenbaum 2009). For this reason, we adopt a differ-
ent set of names for the metrics (i.e., heterogeneity and uncertainty)
rather than reusing those for the context effects.
5 See https://www.statista.com/statistics/934874/.
6 We do not consider nonresponses (e.g., refusal to answer a ques-
tion, “Don’t Know” responses if such an option is available) for both
theoretical and practical reasons. Theoretically, survey researchers
have long debated whether allowing nonresponses improves or de-
grades response quality, with recent arguments favoring the latter
given findings that nonresponses are more often from respondents
who lack motivation rather than those who are truly uncertain
(e.g., Krosnick et al. 2002). Practically, the number of nonresponses is
very small in our main data set, rendering the point moot. For

variants of the CUB model that do consider nonresponses, see Mani-
sera and Zuccolotto (2014).
7 The household income was categorized into 19 levels according to
the standard categorization used by the Federal Reserve in the an-
nual Survey of Household Economics and Decision making
(SHED). Education was categorized into four levels, again accord-
ing to the definition in SHED.
8 One exception was the weighting process used to obtain a nation-
ally representative sample. The demographic weighting target was
the March 2010 version of the U.S. Current Population Survey (pub-
lished by the U.S. Census Bureau and the U.S. Bureau of Labor Sta-
tistics) for the 2011 data and the March 2017 version for the 2018
data.
9 As discussed earlier, this is because of the infeasibility of measur-
ing the full range in a context-free manner.
10 The covariate-free model is the one with two parameters, hetero-
geneity and uncertainty. Although AIC does suggest the model
with demographic covariates to be better fitting for some survey
items, AIC is known to emphasize less on model parsimony, and
thus, it is more likely to prefer more complex models like the one
with covariates (Vrieze 2012).
11 For example, as discussed earlier, the percentages of respondents
who use Facebook and Google grew from 38% and 61% in 2011 to
52% and 73% in 2018, respectively.
12 Note that many privacy-related constructs have been theorized
to serve different roles in a relationship. For example, trust has been
theorized as an antecedent to privacy concerns (Belanger et al.
2002), an outcome of privacy concerns (Malhotra et al. 2004), a mod-
erator for the influence of privacy concerns on behavior (Bansal and
Zahedi 2008), and a mediator between privacy concerns and behav-
ior (Xu et al. 2005).
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