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What Happens to COVID-19 Data After the
Pandemic? Socio-Technical Lessons

Abstract—The COVID-19 global pandemic outbreak meant a
complete reevaluation of societal interactions, business processes,
and government policies. For decades, the scientific and technical
communities had contemplated the possibility of an all-out air-
borne virus and had postulated how technology might be used
in response, for example, in the reduction of transmission rates.
In this paper, we examine the Australian COVID-19 technologi-
cal response, focused initially on using a contact tracing app that
would continually be broadcasting for known recorded cases, one
nearby smartphone to another, and to the successive deployment
of a QR-code-based solution requiring checking in and checking
out of a place of congregation, like a closed or open campus
setting. Despite the lackluster outcomes of the high-fidelity solu-
tions, government continued, and in some instances, persisted in
relying on QR codes for a considerable period. These solutions
necessitated the collection of data pertaining to an individual
for functioning, prompting a series of questions regarding the
collection, storage, dissemination, and use of this data, both at
the height of the pandemic and presently. On reflection, was the
data effectively used or integrated into the proposed processes?
Could the data be utilized in an unauthorized manner? And
how might we circumvent its unauthorized use moving forward?
Are there any potentially positive use cases that we could envis-
age? And, significantly, in the context of this piece, what are
the broader socio-technical lessons or learnings that could be
derived from such implementations that can be reinstituted into
the design of future health-oriented systems? This paper pro-
vides an overview of Australia’s contact tracing app, from here
on referred to as COVIDSafe, and the subsequent use of QR
Codes that were state based and governed by the Services arm
of the Australian Government, to present design insights relevant
to both the Australian context and beyond.

Index Terms—COVID-19, data, data collection, use, access,
privacy, security, retrospective use, scope creep, function creep,
socio-technical, laws, regulations.

I. CONTACT TRACING APPS: AUSTRALIA’S COVIDSAFE

C
ONTACT tracing is not new. In 2017, the World Health

Organization (WHO) identified three basic steps to any

form of contact tracing: contact identification, contact list-

ing, and follow-up [1]. Due to the COVID-19 pandemic, the

topic of contact tracing became the subject of much debate

as governments across the world sought to explore the role

of technology in automating, semi-automating and or aug-

menting contact tracing processes. Some of these digitally

transformed processes, not only attempted a ‘trace’ but also a

‘track’, meaning Bluetooth was used to determine when two

smartphones came into proximity (about 1.5 meters apart), and

automatic location identification was used to mark an end-

user’s position [2]. The aim of these apps was to perform
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health surveillance, which could help governments respond to

the coronavirus crisis by proactively identifying and placing

confirmed and suspected cases in quarantine [3], [4]. Data from

these apps generally were stored for a predefined time, 14-21

days in the Australian context for COVIDSafe, to help monitor

and ideally contain the spread of the disease [5]. With respect to

uptake, a range of considerations inevitably influenced citizens’

decisions to utilize the app. For example, public deliberations

in Australia pointed to issues such as privacy, trust, voluntari-

ness, proportionality, and fairness, among others as playing

a key role in an individual’s willingness to use contact trac-

ing apps such as COVIDSafe [6]. But most contact tracing

apps [7], [8] of this nature did not live up to expectations

despite being touted as state-of-the-art technology [9], [10].

The apps, for many nations that simply relied on the Bluetooth

sensor, demonstrated a case of how not to build socio-technical

systems, mostly due to a lack of public consultation [11] and

a lack of extensive testing of a prototype prior to deployment,

in addition to many other pertinent considerations relevant to

accounting, accountability and the calculative nature of digital

technologies that remained unaddressed [12].

II. QR CODES: CHECKING IN AND CHECKING OUT

As the pandemic continued, and lockdowns were relaxed

in Australia, the next wave of technological intervention was

introduced in the form of solutions utilizing QR codes, which

were instituted on a state-by-state basis, whereby data was to

be retained for up to 28 days (Fig. 1). These solutions were

less about continuous tracking and more about the identifi-

cation of individual patrons and small groups (e.g., depen-

dents, family members, friends) that frequented a premises

or venue. For example, in NSW, it was mandatory for peo-

ple to check-in at the following businesses: retail stores and

supermarkets; individual shops within shopping centers; gym-

nasiums; offices, including call centers; and manufacturers

and warehouses. Institutions were not exempt, inclusive of

universities and colleges and schools including teachers and

visitors (such as parents and contractors) but excluding stu-

dents [13]. Businesses such as hospitality and hairdressers that

were already using the QR code had to also ensure the check-in

of staff and visitors, such as maintenance workers and deliv-

ery drivers. Even hospitality businesses had to extend the use

of the Service NSW COVIDSafe check-in to all customers

including for takeaway orders. If any business was found in

breach of compliance to these health order requirements, they

would be subject to fines and even temporary closure [14].

By default, a venue is a fixed location with a civic address

that can be converted to a geodetic address. So, while it
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Fig. 1. COVID-19 QR code data compared across Australian states and
territories. Courtesy of 360infoTM [15].

seemed the government was merely interested in collecting

identity information, the location of a venue was implicit.

Many Australians who came out of lockdown, having felt

isolated during the COVID experience, traded their personal

information for the right to exercise their freedom to move in

public and semi-public spaces. Australians, comparatively to

previous contexts, shared disproportionately more data during

the pandemic than they would have ordinarily been comfort-

able in sharing, simply to gain the right to enter a supermarket

or frequent a café. As noted, state-level Quick Response

(QR) code mandates [16] required people to check-in and out

everywhere, even at the entrance of children’s playgrounds,

libraries, national parks, and other remote spaces (Figure 2).

Fig. 2. Top: QR Code Check-In and COVIDSafe Information at Ben Boyd
National Park, NSW. Bottom: QR Code Check-In at Severs Beach. Courtesy
of Katina Michael 14 December 2020.

These QR-code measures were intended to notify people

who had come into proximity with a confirmed COVID-19

case, but it also came at a price: citizens were handing over an

unprecedented amount of sensitive information to governments

— their name, their location at a specific date and time and,

often, details of accompanying dependents [17], and all of this

digitally through a government mandated app. Groups gather-

ing in small numbers of 3-4 would often register on a single

handset, utilizing a single check-in submission, thus somewhat

(unsuspectingly) sharing their physical social network as well.

Databanks like these for COVID-19 application should be

stored securely and governed carefully, given the collection

of personally identifiable information (PII) [18]. This has not

been the case in general, and Australia was certainly not alone

in the “deploy now, address issues later” approach. Laws sur-

rounding the mandatory collection of data gathered by QR

code-based check-ins have either come “after the fact” or have

not been communicated well to the public [19].

III. DIFFERENTIATING QR CODE TYPES

BY SERVICE PROVIDER

While it was mandatory for businesses to record customer

visits during COVID, they could opt to choose from a small

number of implementation options. Initially there was great

confusion among, for example, café owners regarding the

state-based directives they would have to comply with, such

as having an attendant at the front of the store [20], or ensur-

ing that only people who had a vaccination certificate and

who were willing to record at least their name and mobile
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phone number could gain access to the café [21]. Additionally,

businesses who were not digitally equipped felt particularly

alienated by the process of which they as the merchant would

have to bear the cost of any QR Code digital systems imple-

mentation. Some employers also created their own internal

systems to ensure workers had checked-in and out from the

company’s physical premises.

Notwithstanding the possibility of government penalties on

business owners, certain businesses opted for what they per-

ceived to be suitable and or cheap third-party solutions, which

resulted in a host of custom QR code based options and a mul-

titude of service providers, before an ‘official’ Government

solution was made available. For example, third-party suppli-

ers, MyGuestList and ImpactData [22], stored tens of millions

of check-ins on their databases by developing their own cus-

tom check-in apps using the state government’s Application

Programming Interface (API) [23]. These third-party solutions

are not without their own risks. That is, there was nothing

to prevent private companies from exploiting data collected

for the purposes of COVID-19 to be used for their own ben-

efit [24], or their clients’ benefit. The law in Australia, for

instance, does not prohibit these entities from analyzing the

collected data to determine users’ spending patterns [25], if the

business’s annual turnover is less than $3 million a year [26].

Australians who have broadly complied with this new

level of monitoring may do so because of the public health

imperative, but also because of assurances made by govern-

ments. Citizens were informed by government bodies [27] that

their data would be safe, but there have been demonstrated

breaches of trust. For example, after repeated claims [28]

that QR code check-in apps would retain data for only 28

days, SA Health breached its own guidelines, storing QR

code data indefinitely until an audit discovered the error

alleged to be unintentional [29]. It is reported that on at

least six occasions, [30] state police forces in Australia (e.g.,

Western Australian Police [31] without a search warrant and

Queensland Police [32] with a search warrant) accessed check-

in data for criminal investigations after assurances this would

not be permitted. Victoria Police [33] also attempted to access

the data and were prevented from doing so.

In a positive development, some states (e.g., NSW) [34]

introduced laws preventing the retrospective or secondary use

of COVID QR code data. The Service NSW (One-stop Access

to Government Services) Amendment (COVID-19 Information

Privacy) Bill 2021 came into effect in November 2021 [35],

over a year after the COVID check-in mandate was introduced

in October 2020, and five months after the extended man-

date [13]. However, Australians who first raised alarm over

whether their COVID-19 check-in data was being housed on

servers in the United States — which was purportedly the

case for the federal government’s COVIDSafe app [36] —

are still waiting for clarification, though the debate has some-

what shifted post lockdown. Yet, storing Australian data in

the United States would subject Australians to the Cloud Act,

American legislation that allows personal information to be

accessed under subpoena. Legislative and regulatory consider-

ations of this nature were not always explicitly conveyed. This

challenge is not new, as Australia and other nation states have

encountered similar ambiguity and lack of clarity regarding the

regulatory landscape and legislative requirements; for instance

in response to emergencies and other scenarios in the context

of location-based services [51], [52].

With respect to the COVID-19 context, this lack of clarity

and transparency was of concern given how much personal

information had been stored: within four months of launch-

ing in Oct. 2020, for example, the Service NSW app lodged

30 million check-ins [37] noting the population of NSW at

the time was 8.172 million. Indicative numbers for Service

NSW report 50.6 million check-ins [23] in May 2021 alone.

With a population of 6.62 million, Victoria, that experi-

enced significantly longer lockdown measures beyond that of

NSW, an estimated 18 million check-ins [23] were recorded

in the fortnight of May 13 and May 31, 2021. This num-

ber grew over time in Victoria as more people returned to

work, to 24.2 million check-ins in the first week of October

2021, and 25.2 million in the second week of October 2021.

Furthermore, weekly check-ins rose to over 40 million in

November and to over 45 million in December when lock-

downs were ended [38]. According to the Department of

Health in Victoria, the number of check-ins plummeted in mid-

January to mid-February 2022, when only about 20 million

check-ins were registered weekly until the app was abandoned

as people became complacent about checking-in and perhaps

suspicious about why the data was still being collected when

COVID-19 cases had diminished.

Still, all of this continued compliance by citizens, amounted

to billions of data points of Australians’ whereabouts and other

potentially sensitive details being collected, if we count just

Victoria and NSW, while the QRCode was actively in oper-

ation. A concern in this regard is that not only did citizens

provide data that linked their identity to their movements on

the app [39], but they at times also offered the identities of

dependents when checking in on behalf of family members or

friends. If there was a major hack of any of the state’s major

cloud service providers, this data would be compromised.

It would provide the capability to potentially create a web

of cyber-physical-social connections unforeseen in Australia’s

history, beyond the most recent Optus [40] and Medibank

Private [41] data breaches.

IV. LESSONS LEARNED MOVING FORWARD

The perceived shortcomings and lack of transparency con-

cerning data, in addition to the absence of clarity in communi-

cation / awareness campaigns regarding the use and implemen-

tation of both COVIDSafe and the QR code-based solutions in

Australia, provide valuable insights regarding the future design

of socio-technical systems that are in the public interest [42].

These lessons apply beyond the Australian context, to a global

setting and can potentially inform future socio-technical inter-

ventions in times of crisis but also more broadly, in order to

promote the responsible design and development of technol-

ogy toward desirable and positive use cases, that preserve and

are in alignment with fundamental values such as privacy.

For instance, lessons regarding transparency with respect to

data can be observed in the example of the QR code solution,

whereby data storage related concerns and perceived lack of
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transparency partly arose from public health directives deliv-

ered hastily. This resulted in businesses scrambling to figure

out how they would address new government rules, with very

little notice or guidance, before more prescriptive directions

were delivered [43].

This is a major lesson for the government, organizations,

and the Australian public to be better prepared for technology

rollouts during periods of emergency declaration or disas-

ter [44], [45], [53], [54]. Australia has experience using apps

and visualization dashboards in its bushfire history, for exam-

ple, the Rural Fire Service’s app, FiresNearMe [46]. This

preparedness requires not only learning from previous suc-

cessful and unsuccessful instances of deployment, but also

engaging in consultative and participatory processes during

the crises, as well as prior to technology design and devel-

opment efforts, by establishing mechanisms to capture both

professional expertise relevant to a given crisis but also the

lived experience and requirements of citizens [42], [55], [56].

This proposed approach ensures that potential socio-

technical challenges can be identified and addressed prior to

implementation to avoid challenges that were encountered dur-

ing the COVID-19 pandemic. For instance, the COVIDSafe

app implementation demonstrated issues of accessibility [23]

and the QR code system rollout overlooked inclusivity, for

example it did not account for those living with vision

impairment [47]. Such issues likely would have been iden-

tified through consultative and participatory approaches to

solution design.

This paper, and the lessons learned from the Australian

case study presented within, also suggests that suitable gov-

ernance frameworks are necessary to harness the power of

technology in the public interest [42]. This point requires

further reflection, attention and the commitment of multiple

stakeholders. It is everyone’s responsibility [48]. While new

technologies are not silver bullet solutions, we are able to

draw on our experience of technological responses in the

context of the pandemic and other associated cases of imple-

mentation, to enhance our approach to socio-technical systems

design and development in a given (national or community)

context [57].

In the case of Australia, it was demonstrated that stake-

holders must be more considered in their actions, as they

chart a course toward a post-pandemic life. Actions relevant to

data collected during the pandemic, and applicable beyond the

Australian setting, require governments and other stakeholders

to ponder and answer persisting questions, the major ques-

tion being: Moving forward, what will happen to the gathered

data [58]?

V. CONCLUSION

This question and others must be contemplated and resolved

to avoid technological solutions, systems, and other processes

and measures, introduced during the pandemic becoming

default mechanisms after the public health crisis ends.

Furthermore, we need to avoid normalizing certain actions that

will eventually become “habits” for citizens and other stake-

holders alike. For instance, when states terminated check-in

mandates after vaccination rates reached 95 percent in New

South Wales, Australia [49], the challenge of breaking this

ingrained habit of checking in on “auto-pilot” began. It demon-

strated that once a process had been digitally transformed

and normalized it was difficult to return to the status quo.

For many, handing over sensitive data already feels like an

obligatory action, like wearing a mask in a healthcare facility.

However, citizens need to be made aware of their rights and

we need to learn from this experience, deliberately and con-

certedly drawing on the socio-technical lessons and insights

from this experience to inform, enhance and adapt existing

technology design and development processes.
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