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Abstract—Sharing time-to-event data is beneficial for en-
abling collaborative research efforts (e.g., survival studies),
facilitating the design of effective interventions, and advancing
patient care (e.g., early diagnosis). Despite numerous privacy
solutions for sharing time-to-event data, recent research studies
have shown that external information may become available
(e.g., self-disclosure of study participation on social media)
to an adversary, posing new privacy concerns. In this work,
we formulate a cohort inference attack for time-to-event data
sharing, in which an informed adversary aims at inferring
the membership of a target individual in a specific cohort.
Our study investigates the privacy risks associated with time-
to-event data and evaluates the empirical privacy protection
offered by popular privacy-protecting solutions (e.g., binning,
differential privacy). Furthermore, we propose a novel ap-
proach to privately release individual level time-to-event data
with high utility, while providing indistinguishability guaran-
tees for the input value. Our method TE-Sanitizer is shown to
provide effective mitigation against the inference attacks and
high usefulness in survival analysis. The results and discussion
provide domain experts with insights on the privacy and the
usefulness of the studied methods.
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I. INTRODUCTION

Temporal health data have been increasingly collected and
shared to promote data-driven research and to advance pa-
tient care. For example, the temporal data about the COVID-
19 pandemic [1] have made it possible for the research
community to gain useful insights about the infection rate of
the virus, as well as its impact on vulnerable populations [2]—
[4]. Among all applications, the sharing of time-to-event data
can provide great benefits in population and epidemiology
studies [5]-[7]. Specifically, time-to-event data capture the
length of time until the occurrence of certain clinical events
(e.g., survival study events and hospital discharges), which
can be utilized to estimate a survival function and to facil-
itate the design of effective interventions. As an example,
recent research conducted survival analysis on time-to-event
data collected during the COVID-19 pandemic to predict
patient length of stay [8] as well as time until severe
outcomes [9].

In time-to-event analysis (e.g., survival studies), time-
to-event data are shared at aggregate level (e.g., survival
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functions) or at individual level in an de-identified manner,
and therefore do not contain PHI information about individ-
uals. However, an adversary may leverage publicly available
data or background knowledge to infer sensitive information
about target individuals in the data. Our prior work [10]
shows that a powerful adversary may infer an individual’s
participation in the data by observing updates in the survival
curve. While such an attack may be challenging to carry
out, the privacy risk exists inherently. In fact, recent studies
have shown that data contributors may inadvertently disclose
information about their participation to research studies on
social media, such as the study name and the time of data
contribution [11], [12]. An informed adversary may utilize
the acquired information about the target individual as well
as the shared study dataset and learn the target’s membership
in a specific cohort (e.g., case group), thus revealing the
target’s phenotype data.

To address these privacy concerns, several privacy-
protecting solutions have been proposed for sharing time-
to-event data in biomedical applications [10], [13]-[15].
Among them, binning with suppression (also known as
thresholding) is commonly used in applications. In this ap-
proach, time-to-events are aggregated over disjoint temporal
bins and bin counts are reported only if they meet a pre-
determined threshold (e.g., more than 5 patients per bin).
While this approach is popular and intuitive, it may lead
to the loss of time-to-events where the threshold is not
met. To mitigate the data loss, researchers have proposed
perturbation-based approaches, in which the output results
are perturbed with random noise [14], [15]. However, these
approaches do not provide provable privacy guarantees. A
recent approach [10] adopted differential privacy [16] in
privacy-protecting survival studies. In this privacy model,
the output results are perturbed with calibrated random noise
to ensure that they are “indistinguishable” regardless the
presence or absence of any individual data contributor. Due
to the strong privacy guarantee, the injected random noise
may limit the clinical usefulness of the shared data.

The goal of this work is two-fold. First, we propose a new
privacy-protecting solution for sharing time-to-event data
at the individual level. Our solution achieves time-to-event
indistinguishability (TI), a relaxed privacy notion compared



to standard differential privacy, in which indistinguishability
is guaranteed within a bounded temporal window. Evalua-
tions demonstrate that our approach significantly improves
the usability of the shared data compared to existing pri-
vacy methods, while providing provable privacy guarantees.
Second, we investigate the privacy risk of sharing time-to-
event data by formulating an inference attack, in which an
informed adversary aims at inferring the cohort membership
of a target individual in the study. Under this adversarial
model, our evaluations show that existing privacy approaches
may provide unbalanced privacy protection between cohorts,
where strengthening the privacy for some cohorts may
decrease the protection for others, and may provide limited
usability when input dataset is small. Overall, our results
with two real-world datasets provide domain experts (e.g.,
clinicians) with useful insights on the effectiveness and
usability of current privacy solutions for time-to-event data,
which may help them identify suitable privacy solutions for
specific applications.

II. METHODS

We consider a dataset of n individuals D = {(c;, )},
where each individual ¢ is associated with a cohort label
¢i € {1,...,C}, and a temporal value ¢; denoting the
time-to-event information, e.g., the length of time until the
occurrence of a survival study event or hospital discharge.
While other covariates may be recorded for each individual,
they are omitted in the problem definition for brevity and we
will discuss the privacy implications of additional covariates
in Section IV.

Beyond representing the study cohort, ¢; may represent
the result of patient grouping either via additional analysis
(e.g., cluster analysis using genomic data [17]) or by at-
tribute values (e.g., age group, gender). While privacy meth-
ods could be applied to hide individual cohort membership
(e.g., perturbing the cohort label), preserving the truthfulness
of cohort information is essential for applications. Therefore,
in this work, we investigate the privacy risks and solutions
for sharing individual-level time-to-event ¢;, while preserv-
ing the cohort label ¢; to maximize data truthfulness.

A. Current Privacy Solutions

Current solutions for time-to-event data sharing build on
a variety of privacy techniques [14], [18]-[20]. Below, we
summarize the approaches most relevant to the problem
studied in this manuscript.

Binning-based Privacy Methods. A common privacy prac-
tice for sharing time-to-event data relies on aggregation and
statistical disclosure control, where an individual is hidden
within a sufficiently large group. Specifically, this privacy
strategy produces aggregate-level statistics (e.g., number
of individuals in cohort ¢ at time-to-event t), which are
shared with external users (e.g., researchers). As an example,

binning with suppression produces aggregate counts of time-
to-event data over disjoint temporal bins of fixed length (e.g.,
temporal interval of 10 time units), where only bin counts
larger than a threshold are released (e.g., at least 5 indi-
viduals in the bin). Intuitively, in binning with suppression,
the number of time-to-events is shared only if a sufficient
number of time-to-events occur in the same bin.

Perturbation-based Privacy Methods. Over the years,
researchers have proposed a variety of methods that achieve
privacy via data perturbation. As an example, studies have
developed methods to consistently shift the dates to hide
the original temporal information in each record. This
privacy technique hides the absolute date values and pre-
serves relative information between records (e.g., the gap
between two visits). However, it is challenging the quantify
the privacy protection provided by shifting. Among the
perturbation-based approaches, the differential privacy [16]
(DP) model has shown to provide rigorous privacy protection
for aggregate-level data sharing. In this model, privacy is
achieved by injecting random noise in the output results.
The magnitude of the noise is carefully calibrated to hide the
presence of any individual in the data. Our recent study [10]
has demonstrated the applicability of the DP model in
sharing aggregate time-to-event data for survival studies.

Randomized Response Privacy Methods. To enable fine-
grained data sharing, researchers have proposed new pri-
vacy methods that extend the traditional differential pri-
vacy model to individual-level data. An example is the
local differential privacy model (LDP), in which individual-
level data are protected using randomized response methods
(e.g., in structured survey interviews [21]). Recent privacy
works have shown that LDP methods can be used to build
strong privacy solutions and provide individual-level indis-
tinguishability for any input data value [22]-[24]. Despite
promising results, it is challenging to preserve individual-
level data usability when the input domain is large. For
example, the staircase mechanism [25] may lead to output
results with high variance for strong privacy, resulting in
output data values that are significantly different from the
original data, thus reducing the usefulness of the shared data.
To address this limitation, the metric privacy model [26]
extends the standard differential privacy model over generic
metric spaces, enabling the privacy mechanism to provide
a more flexible privacy protection. While this protection
may be weaker than traditional DP, the shared data tend
to preserve better usability. As an example, when applied
to the geospatial domain, the metric privacy model can
significantly improve the usability of shared locations [27],
while providing a reasonable privacy protection.

B. Time-to-event Sanitization with TE-Sanitizer

In this section, we present our approach for time-to-
event data sharing. There are two key differences that



distinguish our approach from existing privacy solutions.
(1) Our method achieves privacy at individual-level by
perturbing the recorded time-to-event t;, while preserving
the clinical information in the data (i.e., cohort label c;)
for applications. (2) Our method builds on the principle of
randomized response to protect the individual time-to-event
data. Compared to standard LDP, our approach constrains
the output space to a temporal window, which helps retain
the usefulness of the data.

We first define the indistinguishability notion for time-
to-event data. Intuitively, given a window size W and any
sanitized time-to-event 7, the privacy method should provide
indistinguishability for any pair of ?;,¢; in input that are
within W time units from ¢. Formally,

Definition IL.1 (Time-to-event Indistinguishability (TI)).
For any output ¢ and any pair of time-to-events t;, t; €D
such that |t; —{| < W and [t; — {| < W, a mechanism
M satisfies (eW)-TI, if and only if the following inequality
holds:

=1 _
_— 1
P ﬂ < ey
where W is a pre-deﬁned window size in time units (e.g.,
days or months).

With the TI definition, time-to-events that are temporally
close will be indistinguishable to an adversary who observes
the output results of M, while time-to-events that are far
apart may not be. In practice, users may choose a larger
W (e.g., entire duration of the study) to provide stronger
privacy, i.e., indistinguishability for all time-to-event pairs.
We vary W values in our evaluation to study the effects of
the parameter empirically.

Our overall solution is outlined in Algorithm 1. Given an
input time-to-event ¢ and the window size W, our method
randomly samples a sanitized time-to-event ¢ according to
the following probabilities:

0 if [t—¢ >W
—D /(1 tee) ift—i=W
e e
Pr|M(t) =t = i n
[M(t) 1 e—e(t—t)/(l +e ) ift—t=W
L_(c; : —e|t—{] otherwise

)

The sampling method can be seen as an adaptation of
the Truncated Symmetric Geometric Mechanism, which has
shown to achieve near-optimal utility [28]. The sanitized
dataset D in Algorithm 1 contains records with the ob-
fuscated time-to-event # instead of ¢, with the cohort label
unchanged.

The following result states the privacy guarantee provided
by our solution.

Theorem II.1. Algorithm 1 satisfies (eWW)-TI.

Algorithm 1 TE-Sanitizer
1: procedure TE-SANITIZER(D,e,W) >
Sanitize the input dataset D, with privacy parameter e,
and gime window W

2: D+ 0

3 for (t,c) in D do

4: Sample ¢ using equation (2)

5: D=DuU {(t,e)}

6: end for

7 return D > The sanitized dataset
8:

end procedure

Proof: (Sketch.) Our algorithm uses the sampling pro-
cedure in equation (2) to generate the sanitized time-to-event
as output. For any t and t;,t; such that |t; — {| < W and
[t; — {| < W, we analyze four possible cases below. The
remaining cases are symmetric thus omitted.

e Case (a): t; > t; > ,0<ti—t<W,and 0 < tj_t?<

w

M) =1 e <t
PriM(t;) =1 et

— e—e(ti—tj) S eEW

o Case (b): t; >t;,0<t;—t<W,and0<i—t; <W

PriM(t;) =1 e<ti—D
PriM(t;) =1 ety
efe(ti72£+tj) < W

e Case (c): ti>tj,ti—£:W,andf—tj:W

PriM(t;) =1 ecti=O
t) =1 e—eli-ti)

e—e(ti—Qt—O—tJ) — 1 S eEW

o Case (d): ti>tj,0<ti—f<W, andf—tj:W

PriM(t) =8 _ (1—e et _
PrM(t;) =1 e—c(i—t;) -
(1 _ e—e)e—e(ti—f—W) < 66W
This concludes the proof. [ ]

Theorem II.1 shows that our method provides quantifiable
privacy protection for individual-level time-to-event data.
Moreover, the user-defined window size W bounds the
noise introduced in the data, thus improving the usability
of the shared data. We will demonstrate the benefits of our
proposed approach with extensive empirical evaluations in
Section III.



C. Measuring Privacy Risk

In this work, we assume an informed adversary who:
(1) has access to the sanitized dataset D, (2) has prior
knowledge about a target individual’s participation to a
study (i.e., in dataset D) and their time-to-event ¢, and
(3) has knowledge of the privacy mechanism M used to
generate D (i.e., how privacy is achieved, values of privacy
parameters etc.) [29]. Our work protects the privacy of
data contributors against untrusted data recipients, hence the
first assumption. The second assumption is motivated by
recent studies which show that individuals may accidentally
disclose their participation to research studies, for example,
in social media [11]. Therefore, the risk of an adversary
possessing prior information about the target inherently
exists. The third assumption has been suggested by Kifer
and Lin [30], in which all information about the privacy
mechanism M should be assumed public (i.e., privacy
should not be achieved by obscurity).

Under those assumptions, the adversary’s goal is to infer
the cohort ¢ of the target individual, upon receiving the
sanitized data D with obscured time-to-event values. Specif-
ically, given a target individual’s time-to-event ¢ € D and
the dataset D = M (D) that has been sanitized by a privacy
mechanism M, an adversary aims at inferring the target’s
cohort ¢ by linking the real time-to-event ¢ with published
time-to-events £ in D.

Inference Attack. In our setting, we consider the risk of
inferring the cohort ¢ of a target individual with time-to-
event t. Specifically, the adversary may compute a likelihood
score for reconstructing the cohort with é € {1,...,C} as
follows:

CL(¢,t) =Y Prleli]Prit|{] 3)

where Pr[¢|t] can be estimated by observing the occurrences
of cohort ¢ among records with time-to-event t in ﬁ and
Pr[t|t] is equivalent to Equation 2 (i.e., knowledge of the
mechanism). In practice, the attacker may assign the target
to the most likely cohort, i.e., ¢* = arg é_n{laxc{C’L(é, t)}.

III. EVALUATIONS

This section describes our evaluation methodology and
results. Note that additional details and results can be found
in the Supplementary Material which is included in the full
version of the manuscript [31].

A. Methodology

Datasets. For empirical evaluation, we use two real-
world datasets: METABRIC [32] and COVID-19 [33]. The
METABRIC dataset contains 2,509 patients diagnosed with
breast cancer. Among all the patients, we consider 1,444
patients who are divided into three different cohorts repre-
senting different cancer stages: cohort 1 (stage 1) with 501

patients, cohort 2 (stage 2) with 825 patients, and cohort 3
(stage 3) with 118 patients. The time-to-event in this dataset
represents the patient’s survival event duration in months.
The COVID-19 dataset is an epidemiological dataset from
the COVID-19 outbreak. We process the data as suggested
in [8], resulting in a total of 186,396 patients divided in
four cohorts according to age group: cohort 3 (age > 60)
with 42,786 patients, cohort 2 (47 <age< 60) with 65,739
patients, cohort 1 (35 <age< 46) with 17,711 patients, and
cohort 0 (0 <age< 35) with 60,160 patients. The time-to-
event in this dataset represents the patient length of stay in
days.

Comparisons. We evaluate our proposed technique (TE-
Sanitizer) as well as other privacy solutions that are com-
monly used in practical applications: binning with suppres-
sion and differential privacy. Each method and its param-
eter(s) are described below. The adopted parameter values
are reported in Table I.

e TE-Sanitizer(e, W): this is our proposed privacy
method, which sanitizes each record’s time-to-event to
achieve (eW)-TIL.

e BinSup(timeBin, sizeBin): this privacy method
produces aggregate counts for each cohort about time-
to-events over disjoint temporal intervals (i.e., bins of
timeBin time units), where the count for each bin is
released if it is at least sizeBin (i.e., count threshold)
and 0 otherwise. In other words, it only reports counts
for temporal intervals that contain a sufficient number
of time-to-events or it returns a zero answer. The
released aggregates are used to generate the sanitized
data D: sanitized records are created for bins with non-
zero counts, each with the real cohort and the time-to-
event rounded to the start of the interval.

e DPTime(e): this approach builds on the original al-
gorithm proposed in [10] to conduct survival analysis
for non-parametric models (e.g., Kaplan-Meier). Here
we adapt the algorithm such that it first computes
aggregate statistics satisfying e-differential privacy and
then generates sanitized data D as done in BinSup.

Table I
ALGORITHM PARAMETERS. DEFAULT VALUES ARE BOLDFACED.
[ Parameter | Description I Values |
€ Privacy parameter for TE-Sanitizer and DPTime [0.1,0.2,0.4,0.8,1.6,3.2]
W Size of the temporal window for TE-Sanitizer [5,10, 25,50, 100]
TimeBin Length of the temporal bins for BinSup [1,5,10]
SizeBin Count threshold of each temporal bin for BinSup [1,5,10,20]

Utility Measure. To measure the utility of the sanitized
data, we consider two metrics, namely the Kullback-Leibler
divergence (K L) and mean absolute error (MAE) between
the original and sanitized data. The Kullback—Leibler diver-
gence (K L) quantifies the distance between the distributions
of time-to-event of the original and the sanitized data. The



mean absolute error (MAE) captures the average distortion
of the time-to-event in time units. For both measures, smaller
values indicate stronger similarity between the original and
sanitized data, thus higher usability of the sanitized data.
A formal description for these measures is reported in the
Supplementary Material.

Privacy Risk Measure. To measure the risk of cohort
inference, we adopt a common setting used in previous
membership inference studies (e.g., [34]). In our study, we
use the cohort likelihood scores to assign a target individual
to a cohort and measure the precision of the attacker in in-
ferring the real cohort. Specifically, we construct a balanced
test set Dp,; C D with an equal number of individuals
sampled from each cohort, i.e., 100 patients per cohort.
Given a target individual in Dy,; with time-to-event t;, we
compute the cohort likelihood score C'L(c,t;) for every
¢ € {1,...,C} as in Equation 3. Then, for each cohort
¢, we rank all individuals in the test set by C'L(c,t;) and
those with score greater than 95% individuals are assigned to
cohort c. Finally, we compute the precision on the attacker’s
success in inferring the real cohort for individuals in Dy
and report the results among 100 random samples of Dyg;.
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Figure 1. Adversary’s precision of the inference attack in the
non-private setting - NPriv. (Top) METABRIC dataset. (Bottom)
COVID-19 dataset.

B. Privacy and Utility Evaluations

Here we study the privacy and utility performance for all
privacy methods. We first report the privacy risk measures
obtained in the non-private setting, i.e., releasing the real
time-to-event for each individual. We then evaluate how
method-specific privacy parameters impact the utility of the
sanitized data and may mitigate the privacy risks compared
to the non-private data.

1) Privacy risks in the non-private setting: Figure 1
reports the attacker’s precision on the non-private data (i.e.,
when D = D). The boxplots also describe the 95% confi-
dence interval for each cohort. Note that for non-private data,
the C'L score can be simplified as CL(¢é,t) = Pr[¢|t], where
Pr[¢|t] is estimated from D for any ¢. We observe that the
attack is more successful in METABRIC. For example, the
median precision for cohort 3 in METABRIC is above 70%,
which is significantly higher than random guess (i.e., 33%
for 3 cohorts). We believe that the larger size of the COVID-
19 data helps reduce the privacy risk, as individuals from
multiple cohorts may share the same time-to-event value.
However, the privacy risk in COVID-19 is not negligible, as
the median precision for every cohort is higher than random
guess (i.e., 25% for 4 cohorts).

2) Evaluations on METABRIC Data: Figure 2 reports
the privacy and utility results on the METABRIC data for
all privacy methods. Note that additional results on MAE
and parameter study are reported in Figure 7, Figure 8§,
and Figure 9 in Supplementary Material. For TE-Sanitizer,
we observe that smaller values of the privacy parameter e
can greatly reduce the attack precision. As an example, for
e = 0.1, the adversary’s precision is reduced by roughly
15% for all cohorts compared to the non-private setting. We
also observe that the sanitized data by TE-Sanitizer retain
good utility. For example, the KL divergence between the
original and sanitized data is quite low across all € settings.
Additionally, TE-Sanitizer leads to MAE< 7 time units (Fig-
ure 9 in Supplementary Material), indicating high usability
for individual-level data, whereas BinSup and DPTime inflict
much higher MAE errors due to data loss and perturbation,
respectively. Moreover, the parameter W has less impact on
usability and privacy compared to the parameter € (Figure 7
in Supplementary Material).

Regarding the DPTime method, which satisfies differential
privacy, we observe lower attack precision compared to TE-
Sanitizer (i.e., indicating stronger empirical privacy protec-
tion). However, this enhanced privacy protection comes at
the expense of higher utility loss. In fact, we observe that
the sanitized data produced by DPTime exhibit significantly
higher KL divergence and MAE (Figure 9 in Supplementary
Material) compared to the results of TE-Sanitizer.

For BinSup, we observe that the parameter SizeBin,
which controls the threshold for the number of individuals
in each bin, can have complex implications on the privacy
protection in each cohort. For example, for cohort 1 and
3, the attack precision decreases significantly as SizeBin
increases. However, this parameter may have adverse effects
on cohort 2, where larger values of SizeBin improve the ad-
versary’s precision. Our evaluations suggest that this method
may suppress more counts in cohorts 1 and 3 and preserve
the data in cohort 2, as cohort 2 contains the majority of
the data. Regarding the usability, KL divergence tends to
increase with SizeBin, as more temporal events may be
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Evaluations on METABRIC - impact of the privacy parameters. (Top) Adversary’s precision of inference attack using the

sanitized data. (Bottom) Utility of the sanitized data in KL divergence.
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suppressed !. The suppression of events also inflicts a large
utility loss in terms of MAE (Figure 9 in Supplementary
Material). Overall, the sanitized data exhibit a utility loss that
is comparable to the standard differential privacy solution

IThe KL divergence for cohort 3 at SizeBin = 20 is not reported, as
all data for the cohort have been removed
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Figure 4. Precision of the inference attack for different size of the
data measured on the original COVID-19 data (NP).

(i.e., DPTime). Additionally, we investigate the impact of
the T'tmeBin parameter on the privacy and usability of the
sanitized data (Figure 8 in Supplementary Material). Our
evaluations show that larger temporal intervals can reduce
the attack precision but may inflict a significant utility loss
for the sanitized data.

3) Evaluations on COVID-19 Data: For brevity, we
present in Figure 3 a subset of results obtained with the
default parameters and 10k individuals sampled from the
COVID-19 dataset. The complete results with varying pri-
vacy parameters are reported in Figure 10 in Supplementary
Material.

In Figure 3, all three privacy methods provide similar
privacy protection in attack precision. Specifically, the me-
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dian attack precision ranges from 24% to 33%, whereas in
the non-private setting the median precision is constantly
higher than 30%. In terms of utility, we observe that TE-
Sanitizer achieves the lowest KL divergence, demonstrat-
ing that the sanitized data are highly usable. Furthermore,
DPTime method provides significantly better data usability
compared to BinSup on this dataset. In fact, COVID-19
dataset contains a large number of individuals within a
short time period, which suits well the differentially private
DPTime method.

4) Input Data Size: We also study the impact of the
input data size on the privacy and utility measures. In these
evaluations, we vary the number of individuals in the range
[0.5k, 25k], randomly sampled without replacements from
the COVID-19 dataset. For each dataset size, we report
results over 100 sampled datasets of the given size.

We first report in Figure 4 the inference attack precision
in the non-private setting. The attack precision in general
decreases as the number of individuals in the dataset in-
creases. In other words, the privacy risks are lessened in
larger datasets. One exception we observe is that the attack
precision for cohort 1 is low with 500 dataset size, i.e.,
25% median precision. As the smallest cohort, very few
patients from cohort 1 are sampled into a dataset of 500
patients; due to the short time period in COVID-19 data,
those patients are likely to share time-to-event values with
patients of other cohorts. As a result, Pr{c =‘1|t] takes a
small value for most ¢ and patients of other cohorts have
the same Pr[c =*1"|t] score as cohort 1 patients when they

have the same time-to-event value ¢, hence the low attack
precision for cohort 1.

Figure 5 report the results with the sanitized data gener-
ated by privacy mechanisms. We observe that all privacy
methods reduce the inference attack precision compared
to the non-private setting, even when the dataset size is
very small, i.e., 500. In fact, in order to achieve an attack
precision < 35% for every cohort, 500 dataset size is
sufficient for TE-Sanitizer and DPTime, 1000 for BinSup;
but 5000 dataset size is required in the non-private setting.
Figure 5 also shows the utility loss decreases as more
individuals are included in the data and TE-Sanitizer shows
lower utility loss than other privacy methods, despite the
size of input data. The utility results in MAE are reported
in Figure 12 in Supplementary Material, in which we also
observe a superior performance from TE-Sanitizer.

C. Case Study I: Survival Analysis for Breast Cancer Pa-
tients

In this case study, we evaluate the applicability of the
privacy-protecting methods for time-to-event data in survival
analysis for breast cancer patients. As a proof of concept,
we adopt the Kaplan-Meier model, a non-parametric survival
model that is extensively used in survival analysis [8], [35],
[36], which estimates the survival probability directly from
the time-to-event data. More details on the Kaplan-Meier
model are provided in Supplementary Material.

Figure 6 top row depicts the comparison of survival
curves obtained using different privacy methods on the
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Figure 6. Case studies on the Kaplan-Meier analysis. (Top) Survival curves computed for the three cohorts 1,2, and 3 on non-private data,
the sanitized data by TE-Sanitizer, BinSup, and DPTime. The parameters are: ¢ = 1.0, W = 10, Size_Bin=2, and Time_Bin=10.
(Bottom) Discharge curves (i.e., discharge-time probability) computed for the cohorts 0, 1,2, and 3 on the non-private data, the sanitized
data by TE-Sanitizer, BinSup, and DPTime. The parameters are: ¢ = 1.0, W = 10, Size_Bin=5, and Time_Bin=1.

METABRIC dataset. Overall, all the privacy methods are
able to preserve the general trend of the survival function
of each cohort. Among all the privacy methods, the survival
curves computed on the sanitized data generated by TE-

Table III
LOG-RANK STATISTICS FOR THE KAPLAN-MEIER
DISCHARGE-TIME PROBABILITY CURVES WITH RESPECT TO THE
NON-PRIVATE CURVES.

Sanitizer best resemble the non-private curves. Additionally,
we measure similarity between the survival curves on the

[ Methods [ Cohort 0 [ Cohort 1 [ Cohort 2 | Cohort 3 |
TE-Sanitizer 0.2429 0.0406 0.1380 0.0868
BinSup 3.4540 3.4539 4.7041* 5.3313*
DPTime 1.3207 31.6967* 1.6917 62.6090%*

original and sanitized data using the log-rank test [37]. From
the statistical results in Table II, only the curve for cohort 2
generated by DPTime solution is significantly different from
the non-private curve.

Table 11
LOG-RANK STATISTICS FOR THE KAPLAN-MEIER
SURVIVAL CURVES WITH RESPECT TO THE
NON-PRIVATE CURVES.

[ Methods [[ Cohort 1 | Cohort 2 | Cohort 3 |
TE-Sanitizer 0.0012 0.0013 0.0005
BinSup 0.2105 0.8558 1.5140
DPTime 1.9754 19.2220* 0.0074

*: significant at p-value< 0.05.

*: significant at p-value< 0.05.

D. Case Study II: Discharge Time for COVID-19 Patients

Similarly to the analysis in [8], we used the Kaplan-Meier
model to estimate the discharge time for patients diagnosed
with COVID-19 across different age groups. Figure 6 bottom
row presents the results using the non-private data as well
as the privacy-protecting methods considered in this paper.
Our approach TE-Sanitizer produces discharge curves that
best resemble those computed on the original data. In fact,
the analysis results in Table III show no statistical difference



Table IV

OVERVIEW OF THE SANITIZATION METHODS FOR TIME-TO-EVENT DATA ACROSS EIGHT DIMENSIONS.

Temporal Cohort Size Privac Empirical
Method Truthful- Truthful- A Privacy Usability Data Size Input Output
Protection .
ness ness Risk
Time-to- All individ- Pro.t ect Reduced Complex Robust  for . .
. individual . . Time-to- Time-to-
TE-Sanitizer | events are | uals are pre- . W.L.L. the | privacy varying data
time-to- L . event data event data
perturbed served original data | model sizes
event value
Time-to- Th? ngn}ber Protect Reduced Complex Lo .
. R of individu- | . .. . X Large size is | Time-to- Aggregate
DPTime events  are . individual’s W.I.t. the | privacy -
als is per- . L better event data Statistics
perturbed presence original data | model
turbed
Hi
. The number | . d}e}
Time-to- A individual May not be . . A .
. of individu- . Intuitive pri- | Large sizeis | Time-to- Aggregate
BinSup events  are . by grouping | reduced for h e
als may be vacy notion better event data Statistics
rounded and all cohorts
reduced .
suppression

between the curves computed with our method and the non-
private ones.

We can conclude that BinSup and DPTime have adverse
effects on the usability of sanitized data, despite the large
number of patients in the COVID-19 data (186,396 pa-
tients). Consider the BinSup method with SizeBin = 5
as illustrated in those results. Despite the small threshold,
those suppressed bin counts inflict significant changes in
the discharge curves for cohorts 2 and 3. For the DPTime
method, the perturbation noise is equally distributed across
all cohorts; as a result, cohorts with fewer individuals
(i.e., cohort 1 and cohort 3) are more affected, exhibiting
significant differences from the non-private survival curves.

IV. DISCUSSION

We analyze the three time-to-event data privacy methods
across eight different dimensions in Table IV. Combined
with observations from the evaluation results, our discussion
focuses on a few key aspects in Table IV, which we believe
may help domain experts identify suitable privacy-protecting
solutions.

We will first review the input and output of each privacy
method. As can be seen, all privacy methods take the time-
to-event dataset (i.e., D) as input. DPTime and BinSup
output aggregate statistics over temporal intervals for each
cohort, while TE-Sanitizer directly outputs a time-to-event
dataset with individual records (i.e., ﬁ). However, as done
in our evaluation, a simple procedure can be performed to
generate individual records according to the output aggregate
statistics of DPTime or BinSup, where the time-to-event
value in each generated record is rounded to the start of
the temporal interval.

An important aspect for privacy-protecting healthcare data
analytics is data truthfulness. In Table IV, we summarize
both temporal truthfulness for each individual and cohort
size truthfulness in the sanitized data. For temporal truthful-
ness, all the privacy methods studied in this manuscript mod-
ify the time-to-event values either by introducing random
noise (i.e., TE-Sanitizer, DPTime) or by rounding to disjoint

temporal intervals (i.e., BinSup). Among them, TE-Sanitizer
and BinSup allow the data curator to have fine-grained
control over the distortion for each time-to-event by tuning
parameters (i.e., W and T%meBin). In our evaluation, we
observe that DPTime and BinSup tend to inflict higher KL
divergence (as well as MAE errors) in the sanitized time-to-
events than TE-Sanitizer. For cohort size truthfulness, which
represents how well the sanitized data preserves the number
of individuals in each cohort, TE-Sanitizer does not change
the number of individuals in each cohort. However, DPTime
and BinSup may modify the number of individuals in each
cohort, due to perturbed and suppressed aggregates, leading
to cohort sizes different from real data. Furthermore, even
with a low count threshold, the data loss inflicted by BinSup
may significantly reduce the usability of the shared data, as
shown in our Kaplan-Meier case studies.

Another aspect is the type of privacy protection provided
these methods. TE-Sanitizer protects the time-to-event value
under the definition of (¢WW)-TI. DPTime hides the presence
of individual in the data under the e-DP model. Both TE-
Sanitizer and DPTime provide provable privacy guarantees.
On the other hand, BinSup hides individuals via grouping
and suppression, which may be more intuitive to practition-
ers.

The empirical privacy risk investigated in this
manuscript shows that an adversary, who has knowledge
about the target individual’s time-to-event value, may suc-
cessfully infer the cohort membership of the target. This
risk level can be quite high in the non-private setting, as
shown in Figure 1. Despite differences in the underlying
privacy notion, all privacy methods show reduced empirical
privacy risks in the sanitized dataset. The DPTime method,
which satisfies differential privacy, has shown to achieve the
lowest empirical privacy risk among all methods. We also
observe that the BinSup method may provide an unbalanced
privacy protection between cohorts, if the parameters are not
carefully selected.

The input data size has effects on the empirical privacy
risk in the non-private setting: our results show that the



privacy risk tends to decrease as the size of the dataset
increases. The privacy methods considered in this work are
effective in reducing the privacy risk, even with smaller
data sizes. As the data size increases, the utility of the
sanitize data increases for all privacy methods. TE-Sanitizer
provides better utility measures at varying dataset sizes,
greatly outperforming DP-Time and BinSup for smaller
datasets.

While sharing additional covariates privately is out of
the scope of this work, we provide our perspective briefly in
the following. Very often, additional covariates are recorded
along with the cohort label and time-to-event value for
each individual, e.g., demographic information and pathol-
ogy or test results. We have shown that the knowledge
of the time-to-event value will increase the adversary’s
precision in inferring the individual’s cohort label. It is a
reasonable belief that releasing additional covariates about
the individual will lead to a larger number of possible
inference attacks (e.g., with knowledge about a combination
of covariates) and thus higher empirical privacy risks. Recent
privacy protecting solutions for sharing tabular data include
applying randomized mechanisms to all attributes to achieve
local differential privacy [38], [39] and synthesizing data
records with generative adversarial networks [40], [41]. The
former approach provides strong privacy guarantees for each
attribute while introducing high perturbation cost. The latter
leverages recent machine learning techniques to generate
realistic synthetic data records; however, it is still an open
question whether the synthetic data may be private and
useful in specific analytics and applications [42].

V. CONCLUSION

In this work, we studied the applicability of privacy-
protecting solutions for sharing health data with time-to-
event values. We assessed the privacy-utility trade-off of
traditional privacy solutions that protect data at aggregate-
level (i.e., binning and differential privacy), and proposed
a new method for individual-level time-to-event privacy
protection. Overall, our study provides useful insights on
the practical privacy risk of sharing time-to-event data, and
aim to help domain experts (e.g., clinicians) identify privacy-
protecting solutions that best suit their specific application
settings.
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