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The Impact of Network Design Interventions on
the Security of Interdependent Systems
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Abstract— We study the problem of defending a Cyber-
Physical System (CPS) consisting of interdependent com-
ponents with heterogeneous sensitivity to investments. In
addition to the optimal allocation of limited security re-
sources, we analyze the impact of an orthogonal set of
defense strategies in the form of network design interven-
tions in the CPS to protect it against the attacker. We first
propose an algorithm to simplify the CPS attack graph
to an equivalent form which reduces the computational
requirements for characterizing the defender’s optimal se-
curity investments. We then evaluate four types of design
interventions in the network in the form of adding nodes
in the attack graph, interpreted as introducing additional
safeguards, introducing structural redundancies, introduc-
ing functional redundancies, and introducing new function-
alities. We identify scenarios in which interventions that
strengthen internal components of the CPS may be more
beneficial than traditional approaches such as perimeter
defense. We showcase our proposed approach in two prac-
tical use cases: a remote attack on an industrial CPS and
a remote attack on an automotive system. We highlight
how our results closely match recommendations made by
security organizations and discuss the implications of our
findings for CPS design.

Index Terms— Cybersecurity, cyber-physical systems,
game theory, attack graphs.

[. INTRODUCTION

Vulnerabilities in modern Cyber-Physical Systems (CPS)
are increasingly exploited by attackers to launch sophisticated
attacks on their safety-critical components. Automation, in-
terdependence between assets in a network, and connectivity
between different networks, all complicate the task of protect-
ing the many assets within a CPS. Further, modern attacks
are initiated and choreographed over multiple assets in the
network, with the attackers remaining undetected for long
stretches of time as they work their way to the most critical
targets [1]-[3]. In response, CPS operators need to decide on
an optimal allocation of their often limited security resources
throughout a network by taking into account the functionality
and security attributes of different components.

Given the conflicting goals of the attacker and the CPS
operator, game-theoretic modeling and analysis can be used
to provide insights and recommendations for the operators’
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optimal security decisions. In particular, there has been signif-
icant work on security games on networks for attack detection
and improving network resilience [4]-[15]. Several of these
works have used ‘“attack graph” models to study attacks on
interconnected CPS. The motivation for these models is that,
to successfully compromise targets internal to the network,
attackers generally initiate stepping-stone attacks from external
nodes, and gradually work their way to the critical assets.
As such, the nodes in the attack graph are used to represent
the CPS assets, while the connectivity between them shows
all the components that an attacker needs to (sequentially)
compromise in order to reach the CPS’s most critical assets.
In this paper, we similarly use an attack graph model to
analyze how a CPS defender can optimally deploy its security
resources to best protect the CPS against an attacker.

A. Contributions and paper overview

We present two main extensions over existing works that
have used an attack graph formalization to study CPS se-
curity: analyzing optimal security investments when assets
have heterogeneous return-on-investment, and assessing the
impacts of network design interventions. We detail each of
these extensions, along with the main analytical and practical
implications of considering them.

1) Modeling assets’ return-on-investment: First, we extend
the attack graph models studied in prior works (e.g. [7], [13],
[15]) by introducing a return-on-investment feature, x;, for
each asset v;. This term, which is heterogeneous across assets,
can be thought of as the rate of decrease in that asset’s security
risk per unit of investment. This captures realistic scenarios in
which investing in some assets can provide better “bang for
the buck”. To the best of our knowledge, an attack graph with
non-uniform node sensitivities has only been considered in
[16] but with a primary focus on numerical experiments. Our
work therefore extends this literature by introducing nodes’
sensitivities to investments and providing an analytical study
of the resulting games.

In particular, in Section III, we present an algorithm for
transforming the attack graph of the resulting security game
into an “equivalent” reduced form graph which considerably
simplifies the computation load of identifying the optimal
security investments and assessing the expected loss of the
network (this is achieved by reducing the number of decision
variables and constraints in the underlying minmax optimiza-
tion problem). We further show that the resulting equilibrium
investment strategies may recommend spreading investments
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on assets internal to the network; this is contrary to previous
results in the homogeneous return-on-investment model which
could only identify perimeter defense (as opposed to strength-
ening internal assets) and “min-cut” strategies (as opposed to

spreading investments) as optimal for the defender [13], [15].

2) Assessing the impacts of design interventions: Our sec-
ond contribution is to analyze an orthogonal set of defender
actions in the form of network design interventions. In particu-
lar, in addition to optimally allocating her security budget, the
defender can choose to modify the CPS by adding new nodes
in the attack graph (as detailed shortly). To the best of our
knowledge, the only other work considering network design
interventions is [14] which looks at hiding or revealing edges
of an attack graph to change an attacker’s perception, while
the original network is not modified.

Specifically, we focus on four possible re-design actions
that can be taken by a CPS operator, which result in the
introduction of additional nodes in the attack graph:

(a) Adding a node in series with existing nodes in the
graph. Examples include adding an encryption device, or
requiring stronger passwords.

(b) Adding a node in parallel with an existing node. Exam-
ples include adding an additional user to the CPS.

(c) A hybrid case of simultaneously adding a series and a par-
allel node to an existing node. Examples include adding
an additional sensor to provide redundant information for
anomaly detection.

(d) Adding additional input nodes. Examples include intro-
ducing an additional functionality in the system, such as
adding Bluetooth connectivity to a device.

In Section IV, we consider each of these interventions when
applied to a base network. We find the equilibrium outcomes of
the security game on the modified attack graph, and compare
the resulting expected network losses against that of the base
network to elaborate on the security implications of each
design intervention.

3) Numerical experiments and practical implications: In Sec-
tion V, we illustrate both our attack graph reduction algorithm
and our proposed design interventions in two (numerical) use
cases: a remote attack on an industrial SCADA system and
a remote attack on an automotive system. We also discuss
the practical implications of our findings. In particular, for the
SCADA system, we compare our recommended investment
strategy against a perimeter defense strategy. The strategy
recommended by our approach outperforms the perimeter
defense strategy which matches current trends in industry
practice [17]. Further, in our analysis of the automotive system
which follows the penetration testing report [18], we find that
our findings closely match the countermeasures recommended
by security agencies. These observations indicate the potential
value of our proposed framework as an analytical tool to help
in strategic decision-making.

B. Related work

Our work is within the literature on using an attack graph
formalization in the study of CPS security [5]-[7], [13]-[16],
as detailed in Section I-A. Complimentary to these models,

there exists a rich literature on network interdiction games
as an alternative approach to the study of optimal resource
allocation in networks (see [8] for a survey). In general, the
attacker in a network interdiction game aims to identify the
shortest path from the source nodes to the target assets, and
the defender’s security investments are aimed at “lengthening
of the arcs” in the attack graph to thwart the attacker. One
difference between network interdiction and attack graph
formulations is that the former models do not tend to capture
intermediate losses from the traversed assets in the attack path,
i.e., a loss is incurred only when the attacker reaches the
target asset through its selected (shortest) path. In contrast,
an attack graph formulation allows us to model the loss from
the intermediate assets, with a loss incurred even if the attacker
only manages to partially progress through an attack path. We
further compare our attack graph model parameters with those
in network interdiction games in Section II-B.

Optimal cyber-risk management and security resource allo-
cation has also been studied using concepts from Probabilistic
Risk Analysis (PRA) in [19]-[21]. The networks considered
in these works are different from stepping-stone attack graphs,
in that attacks may be targeted at any individual node directly.
Attack graphs models based on Bayesian graphs and Markov
chains have also been used to study the overall vulnerability
of IT systems in [6], [22], [23]; however, these works do not
consider design interventions or optimal investment decisions.

An earlier version of our work appeared in [15] for the
homogeneous return-on-investment model. We extend [15] by
generalizing our reduction algorithm and design interventions
to account for heterogeneous returns-on-investment. We show
that the recommendations from our new model outperform the
perimeter defense strategies recommended by [15] when asset
sensitivities are taken into account, and use two new case stud-
ies to show that our findings are close to realistic manufacturer
decisions and security agencies’ recommendations.

[I. THE SECURITY GAME FRAMEWORK
A. The attack graph

We consider a cyber-physical system (CPS) modeled as an
acyclic directed attack graph G = {V, £}, where V represents
the set of nodes and £ represents the set of edges of the graph.
A directed edge (v;,v;) € € connecting node v; to node v,
indicates that an attack on v; can be launched once v; is
compromised. The attacks can be initiated from any of the
outermost entry or source nodes of the graph, and are aiming
to reach the target or goal asset. The set of entry nodes is
represented as Vs C V and the unique target node is v, € V.

A path P;; between nodes v; and v; is a sequence of
connected nodes {v;, vit1,...,v;}, ie. By = {v; = vip1 —

- = vj}; let P;; denote the set of all such paths. All the
nodes that can be reached from a node v € V (through one or
more steps and including v itself) are denoted as Post(v), and
all the nodes from which v (including itself) can be reached
are denoted Pre(v). Each node v; is endowed with a stand-
alone loss (financial or functional) L; > 0, incurred if the
node is successfully compromised. We assume L, > 0, where
L, is the loss associated with the target asset v,. Table I in
Appendix I summarizes our notation.
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B. The security game

We study a Stackelberg game between an attacker and
a defender. The defender acts first by deploying defense
resources over the nodes of G. Let z; € R>( denote the
security investment on node v;. We assume that given an
investment x;, the probability of successful attack on node
v; is given by:

pi(w;) = ple=riv 1

Here, p € (0, 1] denotes the default probability of compro-
mise under no investment, and x; > 1 is a node’s sensitivity to
investments (with higher x indicating higher marginal benefit-
on-investment). Similar models have been considered in prior
works [7], [13], [15] when k; = 1,V i. Our work extends
these works by introducing node sensitivities and providing
an analytical study of the resulting games.!

We consider a game of full information, i.e., the attacker
and defender both have knowledge of the network topology,
all node attributes, and each other’s utility functions and
action sets. The attacker’s action consists of selecting one path
Py, € Py, to initiate a sequence of attacks starting from some
vs € Vs with the objective to reach and compromise the target
node v4. Assuming a worst-case attacker, its goal is to identify
the path to perform stepping-stone attacks that would lead
to the maximum expected loss on the CPS. In response, the
defender chooses an investment profile x = [x1, 2, ..., Z|y|]
to minimize the loss in face of such attacker.

Formally, the defender solves the following problem:

> L I
v; €Psg v;E€EPsgNPre(vj)
VI @)
s.t. inSB, and xz; >0, VieV .

i=1

min max

i max pj(z;)

Here, B is the security budget available to the defender. We
use x* and L* to denote the optimal solution of (2) and
the expected loss under this investment profile, respectively.
The solution to (2) determines the Stackelberg equilibrium
strategies for the defender. We note that the objective function
is strictly convex, and the feasible region is non-empty and
compact; therefore, a solution to (2) exists and is unique.

Throughout our analysis, we assume the defender can place
investments on nodes preceding the target node to protect
it, but not on the target itself (i.e. a:;; = 0). This is a
mild assumption, and resembles real-life scenarios where
security investments on certain components cannot be made
due to reasons such as conformance to standards, functional
requirements, or ownership. Additionally, we assume that the
defender has access to a sufficient budget B, formally stated
below. The proof is provided in Appendix III-A.

Lemma 1 (Sufficient budget): For any given instance of the
Stackelberg game on the attack graph, there exists a sufficient
budget B such that if the optimal investment on a non-entry

I'Similar elements appear in shortest path network interdiction game formu-
lations [8]. Specifically, an arc (v;, v;) in those models has length ¢;;4-d;jx;;
given the (typically binary) interdiction decision x;;. The parameters p? and
k4 in our model are similar to ¢;; and d;; in such models.

Fig. 1: An attack graph in its original form.

Fig. 2: Reduced attack graph of Fig. 1, with the gray/black
nodes in Fig. 1 reduced to a single gray/black node.

node v; is 7 = 0 at the solution of (2) given budget B, then
x; = 0 at the solution of (2) under any B’ > B.

This choice still allows us to evaluate how the defender
prioritizes the expenditure of a limited budget, without consid-
ering cases in which some nodes are not attended to due to lack
of resources. In other words, if a node receives zero investment
in the optimal profile under sufficient budget, it will continue
receiving no investment even if the defender procures more
security budget. All following analysis is performed assuming
sufficient budget is available.?

[1l. ATTACK GRAPH REDUCTIONS

We begin our analysis by showing that the attack graph G of
the security game described in Section II can be transformed
into an “equivalent” reduced form which considerably sim-
plifies the optimization problem in (2). Formally, we define
equivalence between attack graphs as follows.

Definition 1 (Equivalent graphs): Two attack graphs G;
and G- are equivalent if they have the same expected loss
L* under their respective optimal strategies x7 and x5. We
denote this by G, = G,.

Our motivation for proposing such attack graph reductions is
two-fold. First, our reduction procedure leads to an equivalent
attack graph with a reduced number of nodes, which simplifies
problem (2) by reducing the number of decision variables.
Moreover, we propose using this reduction algorithm in con-
junction with our network re-design interventions presented
in Section IV. Specifically, we are in general interested in
evaluating whether a network re-design intervention can be
effective by reducing the expected loss in the network. To
this end, it is sufficient to compare the losses on the reduced
forms of the attack graphs before and after the intervention.
This will in turn reduce the computational requirement when
assessing different candidate interventions. An illustration of
our reduction procedure’s outcome is shown in Figs. 1 and 2.

To see why the computational load of security assessment
can be lowered by our approach, first note that through the
addition of a variable, problem (2) can be converted into a
minimization problem with [Ps| inequality constraints where
P,y denotes the set of all the attack paths leading to wv,.
The current optimization problem has a total of m = n +
p + 1 constraints, were n indicates the number of assets, p

2We discuss the insufficient budget case in Appendix IV.
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indicates the number of paths from the source nodes to the
target, and the one additional constraint indicates the budget
constraint. In general, using interior-point methods, solving
this optimization problem with n variables and m constraints
has an overall computational complexity of O(n'-*m?3log(2)),
where e indicates the degree of accuracy within which the
solution is obtained [24], [25]. Accordingly, a reduction in the
number of variables (together with the resulting reduction in
the number of attack paths) will reduce the computation time
to solve (2). We provide numerical examples in Section V.

We present our reduction procedure as a number of sub-
routines to be applied to series paths, parallel paths, and
input nodes in the attack graph. All proofs in this section are
presented in the online appendix of the extended version of this
paper [26], and show that the attained reduced graph following
each subroutine leads to an equivalent graph (in the sense of
Definition 1) to the original graph.

A. Series path reductions

We first present attack graph reductions which ultimately
replace any series path {v; — v;41 — -+ — Vi With a
single equivalent node. Formally, we say {v; — v;41 — -+ —
Vitn } is a series path if Pre(vgy1) = {vi, Vi1, .- Uk, Vpt1}
and Post(vg) = {vk, k41, -, Vipn} for all k € {i,...,i +
n—1}. For readability, the default loss p? for individual nodes
is dropped in the remainder of this section. This is without loss
of generality, as they can be subsumed in the stand-alone loss
L; of the node.

We begin by identifying nodes that will receive a zero
investment at the optimal equilibrium profile, and show that
these can be subsumed in their preceding nodes to obtain an
equivalent attack graph.

Lemma 2 (Series zero investments): Consider a series link
{vi = Vig1 = - Vign—1 = Vign}-

o Start at m = ¢ + n. The pair of nodes v,,_; — v,, can

be replaced with a node with key = Kp—1 and Leg =
Ly,—1+ Ly, and z, = 0, if and only if

Km

L1 = ( — 1)Ly, . 3)

Rm—1
o If (3) is not satisfied, for ¢ < m < ¢ +n — 1, the pair
of nodes v,,—1 — v, can be replaced with a node with
Keq = Km—1 and Leg = Ly,—1 + Ly, and 2}, = 0, if
and only if
Rm—1

1
Rm—1 > Km OI Lm—l > (%)Lm . (4)

Intuitively, under the conditions in the lgﬁlma, either the
earlier node v; provides higher marginal return on invest-
ment, or has a substantially higher stand-alone loss than the
subsequent node v;, and as such, the defender is better off
adopting “perimeter defense” and investing all budget on the
outer node v;. Note that this finding is consistent with previous
results in [13], [15], [16], which had studied the special case
of k; = k;. Lemma 2 further extends these results as it
identifies conditions under which the defender distributes her
investments over inner nodes as well.

Note that by repeated application of Lemma 2, working our
way from the last node backwards to the first node, we can
convert any series path {v; — v;41 — *++ — Viyn} to a
reduced form in which all remaining nodes should have non-
zero investments at the optimal investment profile. Following
this, we conduct the remaining series reduction as detailed
below, which will result in any series path being replaced by
a single equivalent node.

Lemma 3 (Series reduction): Consider a series path {v; —
Vig1 =+ = Viyn — Ut }. Assume that x7 # 0 at all of these
nodes. Then, this path can be replaced by a single equivalent
node veq with K., = k; and stand-alone loss

i+n —ry
1 _firLi (’ij—l (’fj+1 — ) Lj ) w5
eq —
Rjt1 Ry = Rj—1/ Ly

Ri41 — K4 j
( "ii+n (Lern ) ) ﬁ
Kt — Kign \ Ly

B. Parallel path reductions

=i+1

(&)

After performing the proposed series link reductions, the
reduced attack graph can contain parallel paths of the form
{(Uz' — Vi1 — Uj),(’U,j — Vit — ’Uj),...,(’l)i — Vijtn —
v¢)}, where Pre(v;y;) = {v;} and Post(v;y;) = {v; }, for all
jeI:={1,2,3...,n}. In this section, we identify scenarios
under which parallel paths of this form can be replaced by a
single equivalent node v.g.

Similar to the series reduction case, we first identify cases
in which we can determine, a priori, if one or more of
the parallel nodes should receive zero investment under the
optimal investment strategy, and can therefore remove them
prior to solving for the optimal investment profile.

Lemma 4 (Parallel zero investments): Consider a set of
parallel paths {(v; — vip1 — vg),(v;i — Vg2 —
’Ug>,...,(’l)i — Vign — Ug)} with Liy; < Lije < --- <
Liyn. Let fipar := ) pcr i Then, zj,_, = 0 if and only if

1- RiKpar
L; > (#)(Li+l + Ly) (6)
Intuitively, the above lemma can be interpreted as follows.

It may arise that due to the security attributes of the parallel
nodes (which follow (6)), the optimal action is to equate the
losses across all paths to that of L; = L; + L; + L, where v;
is the loss the parallel node with the least stand-alone loss L;.
This lemma can be applied repeatedly: with v;y; receiving
no investment, we can check Lemma 4 over the remaining
nodes until no additional reductions of this type are possible.
Note also that in the special case when x; = k, Vi, through
repeated application of Lemma 4, the set of paths will be
replaced with the single path containing the parallel node with
the highest stand-alone loss; this matches our earlier results in
the homogeneous « model [15].

Following repeated application of Lemma 4, all remaining
parallel nodes in sets of the form {(v; = vit1 — vg), (v; —
Vita = Ug),..., (Vi = Vign — vg)} Will receive non-zero
investments. These sets can be further replaced by a single
equivalent node, as shown in the following lemma.

Lemma 5 (Parallel reduction): Consider a set of parallel
paths, {(’Ui — Viy1 — vg),(vi — Vit — ’l)g)7...,(’l)l‘ —

Authorized licensed use limited to: The Ohio State University. Downloaded on June 08,2023 at 18:01:49 UTC from IEEE Xplore. Restrictions apply.

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Control of Network Systems. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TCNS.2023.3272849

ORUGANTI et al.: THE IMPACT OF NETWORK DESIGN INTERVENTIONS ON THE SECURITY OF INTERDEPENDENT SYSTEMS 5

Vign — Vg)} With Kpgpr = Zf:; 1 ﬂ—lT such that the conditions

of Lemma 4 are not satisfied. Then G can be replaced with a
single equivalent node v.q, with k., = k; and

Li fasd RiRpar Lz ;?
1 — Rk H (1—52 (L~+L )) O
ivpar j=it1 ivpar J g

It is to be noted that the outcome of these steps can lead
to parallel paths being reduced to series links. In such a
scenario, further reduction of the attack graph can be achieved
by looping between the procedures in Lemmas 2-5, until no
further series or parallel reduction is possible.

Leg =

C. Input node reductions

Finally, we look at a possible reduction of multiple input
nodes. Similar to the previous sections, we begin by providing
a condition on input nodes given which one can a priori
guarantee that their first successor node, v;, will receives a
zero investment in the optimal investment profile.

Lemma 6: Consider a set of paths G = {(v; — v —
Vg), (Vit1 = v = vg), -+, (Vign — v — vg)} with
Ly = L, Vj € T = {i,i+ 1,4+ 2,...,4+ n}. Let
Kpar = ZZTJ;? H% Then, z; = 0 if and only if Kifper < 1 or
L Z (1 — K/t’k‘:pa'r‘)(Lt + Lg)

Similar to the result in [15], this lemma states that the
defender is better off choosing a “perimeter defense” if the
stand-alone loss v; is substantially lower than the input nodes;
it further extends that result by showing that the same is true if
the inner node v; has a relatively lower return-on-investment.

We now look at the case when the conditions of Lemma 6
are not satisfied (i.e., ; # 0), and show that multiple input
nodes can be replaced by a single equivalent node.

Lemma 7 (Source node reduction): Consider a set of input
paths {(v; = v¢), (Vix1 = V1), -, (Vign — v¢)} with equal
stand-alone loss input nodes, i.e., Ljy; = --- = Ly, = L.
Assume the conditions of Lemma 6 are not met. Then, this set
can be replaced with a single equivalent node v., such that

L/-emparl ( 1 ( L )) Ry ®

RiKpar — RiKpar — 1 Lt

Loy =

o i+n 1 o 1
where kpgr = > 7 and keqg = +—

r=t par

D. Reduction algorithm

We now present our proposed attack graph reduction proce-
dure in Algorithm 1. The statement and proof of Proposition 1
are based on the sequence of Lemmas 2-7 presented earlier.
This proposition generalizes our earlier work [15] as well as
related results in prior works [13], [16].

Proposition 1: Given a sufficient budget B, Algorithm 1
leads to an equivalent reduced form G, of attack graph G.

In Appendix III, we further detail how the optimal invest-
ments obtained from the reduced graph G, can be mapped
back to the optimal investments on the original graph G.

Algorithm 1 Reduction of attack graph G to an equivalent G,

1: Input: An attack graph G

2: Output: An equivalent reduced attack graph G,

3: while series or parallel paths reducible do

4: Series Paths Reduction Step:

5: Gather all series paths in graph G

6: Lemma 2: remove series nodes with no investment

7 Lemma 3: reduce remaining series links to one node

8 Update the set of series paths in G accordingly

9: Parallel Paths Reduction Step:

10: Gather all parallel paths in graph G

11: Lemma 4: remove (some) parallel paths

12: Lemma 5: reduce (some) parallel paths to one node

13: Update the set of parallel paths in G accordingly

14: end while

15: Input Node Reduction Step:

16: Consider all input nodes in graph G

17: Apply Lemma 6 if possible, else Lemma 7, to remove
(some) of the input nodes

18: Update the set of input nodes in G accordingly

19: return reduced graph G,

IV. NETWORK DESIGN INTERVENTIONS

While the attacker-defender games of Section II have been
studied in a number of prior works in the homogeneous return-
on-investment case (e.g., [7], [13]), their focus, similar to the
analysis presented in Section III, has been on the study of the
optimal investment strategy given a fixed network. In addi-
tion to extending these models by considering heterogeneous
return-on-investments «, this paper further evaluates the use of
an orthogonal set of defender actions, in the form of network
design interventions.

To illustrate the main ideas, we consider a minimal base
network and four re-design actions as illustrated in Fig. 4:
(a) adding a node in series; (b) adding a node in parallel;
(c) a combination of series and parallel additions; and (d)
adding an new entry node. We compare the overall loss on
the networks obtained through these actions against those of
the base network, and provide (intuitive) interpretations for the
potential effects of each type of intervention.

These four types of interventions can be made in any
general CPS. As mentioned earlier, our reduction approach in
Section III can be used to simplify the task of comparing the
expected losses following these interventions. In Section V,
we will elaborate on the effect of these interventions in more
general networks, and show that they match the intuitions
obtained from the analysis of the base network in this sec-
tion, using numerical examples motivated by applications in
industrial cyber-physical systems.

The Base network: Consider the minimal attack graph
shown in Fig. 3. This attack graph is minimal in the sense that
the target node v, is an interior node of the network, accessible
only through a stepping-stone attack by compromising the
entry node (v1) as well as an intermediate node (vs).

For simplicity, we let p) = p, Vi for the analytical results in
this section; in the numerical illustrations, we additionally set
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Fig. 3: A minimal base network.
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Fig. 4: Network design intervention alternatives.

p = 1 and highlight the impact of other problem parameters.
We also assume the problem parameters are such that the
conditions of Lemma 2 are not met, so that both nodes v; and
Vg receive non-zero investments at equilibrium. The expected
loss for the base network in this case is:

Lip )) "2 k1B
L2p2 + Lgp3

«  Likop K1
ol P

R2 — K1 2 — ki1

We will next assess which design interventions can help lower
this expected loss.

1) Series connection: increased endurance: The first in-
tervention we consider is that of an addition of a node in
series, as illustrated in Fig. 4(a). Security interventions in
the form of adding encryption devices or requiring (stronger)
passwords can be represented as this type of network re-
design. Intuitively, we might expect that the addition of a series
node will increase the endurance of the system as the attacker
now has to compromise an extra node to get to the target.

We consider two possibilities for such interventions: closer
to the target node (strengthening the core of the network) vs.
closer to the entry node (strengthening perimeter defenses). In
the former case when v3 is added after v, if the conditions of
Lemma 2 apply on v3, then x5 = 0. The loss of the modified
network then will be similar to Ly, but with L, replaced by
Ly + L3 and L, multiplied with p*. As L; is increasing in
Lo (since g?‘z > () this means that while the series addition
does reduce the probability of attack on the downstream node
(vgq here), there may arise scenarios were this may not offset
the increase in loss of the node immediately upstream (v
here). This means that, perhaps counter intuitively, attempts at
“strengthening” the core of the network with components with
lower return-on-investment or higher safety criticality (higher
L) tends to backfire and increase the total loss.

Next, we look at the case when the conditions of Lemma
2 for vg are not met, which implies 23§ # 0. Depending on
whether vg is introduced before (pre) or after (post) vs, the
equilibrium expected losses obtained are:

g
. _ Likap (H1(/€3—/€2) LlP) e
srs, post — o

P R2 — K1 \K3 \R2 — K1 L2P2

(( Ko ) Lop? )1? o~ B
K3 — ko) Lzp® + Lgp*

L

*
srs,pre

S}
w
IS

Fig. 5: Adding vz after (left) and before (right) vs in the base
network. The red line indicates the level curve of the base
expected loss Ly = 6. All values to the left of the curve
indicate a higher loss compared to the base.

Liksp (ﬂ(@ - fi3) Lip ) =3
K3 — K1 \Kg \K3 — K1/ L3p?

K3 Lsp?
((ng — /{3) Lop? + Lgp*

We compare these expected losses against that of the base
network numerically. In Fig. 5 we fix the values of L;, Lo,
and L, and compare the resulting loss L (indicated using the
red curve) against the losses L .. and L o as a function
of L3 and k3 of the added node. First, we note that in both
cases, the total expected loss increases with L3, meaning that
the added node should itself have a low stand-alone loss for the
expected loss to decrease relative to the base network. Further,
it can be seen that for a v3 added downstream (closer to the
target) to lower the expected loss relative to the base network,
it has to be a node with a relatively high return-on-investment.
Adding the same node upstream would lead to a decrease in
expected loss at lower k3.

Impacts of interventions on expected loss vs. attack prob-
ability on individual nodes: We note that there may exist
a trade-off between minimizing total expected loss and the
probability of attack on a given node. Figure 6a illustrates
a scenario where the attack probability on vy (given by
ps = pYpYe—r1#1—r222) changes depending on the security
attributes of a node vs added immediately downstream. It
can be seen that as xg increases, higher security investments
on vs lead to lower total expected losses, while the reduced
investment on vy leads to a higher probability of attack on
that node. That is, the designer opts to make interventions
that decrease overall loss, despite the (negative) impacts it
may have on some of the individual assets.

In summary, we observe that the addition of a series
node vs can help strengthen the network if the added node
has sufficiently low stand-alone loss L3 and sufficiently high
return-on-investment x3, with the benefits being higher if it is
feasible to add the node closer to the perimeter of the network.

2) Parallel connection: structural/physical redundancy: Next
we study the addition of a parallel connection, as illustrated
in Fig. 4(b). This intervention can be seen as improving the
number of redundant components in the system to improve
its tolerance to physical failures; examples include, adding
redundant communication lines, back-up generators, etc.

We split our analysis into two scenarios: 1) when the
condition of Lemma 4 is satisfied, and 2) when it is not. In

L; =

SIS, pre

ey
K2 —
) o—k1B
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(a) Trade-off between p3 and
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intervention (Fig. 4(b))
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(c) Expected loss vs. x3; hybrid
intervention (Fig. 4(c))

Fig. 6: Expected loss in different numerical scenarios studied

scenario 1, the node with the lower stand-alone loss between
v9 and vs receives no investment. The total expected loss here
depends on the relative value of Ly and Lg:

ey

(Lip + Lap® + Lyp®) (M) "2 emmB,

L2+Lgp
if Ly > Ls;
Lgar = 2= Lotl ;*‘1
(Lip+ Lop® + Lyp*) (£722) ™ o8,
if Ly < Lg.

In this scenario, since ko > k1 (assumption from the Pase
case), even for low Lg, L;;aI > L;. Additionally, since %LT";" >
0, the loss increases with increasing Ls. Increasing x3 (until
the condition of Lemma 4 satisfied) has no effect when Lo >
L3, and a limited effect in reducing loss when Ly < Lj. This
means that overall, the addition of v3 in this scenario tends to
increase the expected loss relative to the base case.
In scenario 2, letting K, = %2 + N%
Lyp )) m2
Lap? + Lgp3
K1

1 — K1Kpar (1 — K1Kpar (
Lip ))77,6_&13

( R1Kpar (
L3p2 + Lgp3

1 — K1Kpar

Figure 6b numerically illustrates the effect of varying L3 on
L}, in both scenarios, with the other nodes fixed at the same
attributes as in Fig. 5, and k3 is chosen such that it is the lowest
value at which both v, and v3 receive investment in scenario
2. Firstly, we observe that the parallel case has a higher total
expected loss than the base, irrespective of the scenario. This
is to be expected (in general) as the number of paths to the
target have increased and the designer has to potentially split
investments over multiple paths. Similar to the series case, it
can be shown that the total expected loss keeps increasing
with increasing L3 and decreases with increasing k3. As K3
increases, the investment on wvs decreases as it gives more
return-on-investment. In the limiting case (very high k3), vs
receives very little investment with all the budget going on v9
to balance losses across both paths. Hence the total expected
loss in the limiting case would be Lj . = Lip + (Lop® +
Lyp®)e="28  so that Lj; . = L;.

In summary, adding a structurally redundant node w3
does not in general improve the security posture compared
to the base architecture. At best, with (very) high return-on-
investment x3 or low stand-alone loss Ls, the total expected

—rq

Llp R1KRpar

* p—
Lo, =

loss remains close to the base case. Overall, adding such
redundancies can improve operational reliability, but increases
the attack surface (and hence expected loss) in the CPS.

3) Hybrid connection: functional/informational redundancy:
Our next intervention assesses the impact of introducing
functional redundancy in a system. A functionally redundant
component can be used to carry out the same tasks as an
existing node; for instance an additional sensor can be added
to attain signals for health monitoring, or anomaly detection
and isolation. While functioning independently, information
from such components is generally used in unison for decision
making. As a result, a successful attacker would need to
compromise both nodes (as least to some extent) to proceed
in the stepping stone attack towards vg. To capture this, we
add the nodes vo/ and vs/ after v3 and v, respectively.

Considering the similarity in the type of nodes v, and vs, we
assume Lo = L3 = L, and let the auxiliary nodes have zero
loss, i.e., Loy = L3 = 0. We again denote rpq, = %2 + n%,
The defender equalizes the expected losses over both paths,
leading to x5ke = x§k3. Here, 23 # 0 and x5 # 0 when

Ly < ( . 1)Lp+( . 1>Lgp3 .

Similar to the other sections, we divide our analysis into two
scenarios: 1) when Kikpqr > 2 and 2) when kikper < 2.
In scenario 1, it can be seen that the above condition fails
irrespective of the other security attributes leading to x5
x5 = 0. Similar to the previous sections, if the stand-alone
loss of the root of the paths is significantly more than that
of the other nodes, all investment is made on the root. Since
all of the parallel nodes have the same stand-alone loss, all
of them receive zero investment. In this case, we get the total
expected loss to be L, = (L1p + Lp* + Lyp*)e="1B which
does not depend on k3. Note that unlike the parallel case, L,
is multiplied with p* instead of p®. This reflects the additional
step that the attacker must perform to compromise the target.
As a result, the addition of such functional redundancies
(hybrid nodes) can reduce loss compared to the base network.

We next illustrate the effect of varying k3 numerically, in
both scenarios, in Figure 6¢. Decreasing x1kpq, (increasing

/ _ _Lp+2L,p® : * .
r3) beyond K = TitlntL,p® leads to decreas.mg Lhy'b. This
means that unlike the parallel case, the hybrid architecture
allows a significant reduction in total expected loss at higher
k3. This is expected: although new paths to the target are

included and it may seem that the the attack surface has

R1KRpar RiKpar
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increased, each path is more robust and harder to compromise,
since the information from all paths is fused at the target.

In summary, the addition of functionally/informationally
redundant nodes can decrease the expected loss. This is
because the probability of compromise at the target node
is reduced with the addition of the hybrid node due to the
additional series components included in these nodes. Further
improvements can be achieved if the return-on-investment of
the additional node vs also has high return-on-investment xg.

4) Additional input node: new features: We finally look at
the effect of adding entry nodes to the network, illustrated in
Figure 4(d). This intervention represents scenarios involving
adding additional features or functionalities; e.g., adding Blue-
tooth, wireless connectivity, etc., to improve user experience.
Considering equal stand-alone losses L for the input nodes,
we first consider the case when the conditions of Lemma
6 are satisfied. Informally, this happens when the return-
on-investment or the stand-alone loss of the entry nodes is
sufficiently higher than the next node v2 and hence z5 = 0.
In this case, the total expected loss is

—B
Lf;p (Lp+ Lop® + Lygp®)eTinr

where Kinp = =— —I— —. When the conditions of Lemma 6 are
not met, the total expected loss is

=1  _
Lp R2Kinp eﬁ
I\ L2p +Lgp° :

It can be shown (analytically and numerically) that both
effective losses are higher compared to the base case. This
follows intuition, since adding more functionalities only leads
to a larger attack surface, without providing any downstream
benefits as all prior attack paths remain unaffected.

* _ LK,Q Kinp 1
L; 1

mp ™ KoKinp— K2Kinp

V. APPLICATIONS

In this section, we provide numerical experiments to illus-
trate our previous analysis in two applications: a remote attack
on an industrial SCADA system, where the goal of the attacker
is to maliciously control physical actuators, and an attack on
an automotive system, where the goal of the attacker is to
remotely access the Controller Area Network (CAN) to send
malicious commands. All computations are done using the
CasADi optimization toolbox [27] with the IPOPT solver on
a generic laptop using an Intel i7 CPU @ 2.8 GHz.

A. Remote attack on a SCADA system

We look at an attack on an industrial CPS discussed in
[28]. Here the attacker tries to obtain the control of actuators
by performing the following steps: 1) gaining administrative
privileges; 2) bypassing DMZ firewalls; and 3) gaining access
to an industrial PLC. A simplified version of the attack graph
is shown in Fig. 7. The descriptions and security attributes of
each node are given in Table II in Appendix II. We utilize
the attack scoring mechanisms, the Common Vulnerability
Scoring System (CVSS) [29] to quantify p°. We quantify
the respective stand-alone losses L for each node subjectively
based on relative critically to the safety of the system.’

3Note that security quantification generally involves significant expert
judgement; the values here are chosen to showcase the proposed methodology.

0 Oéo

Fig. 7: Attack graph for a remote attack on an industrial CPS

We first solve (2) for this attack graph. This problem has 9
variables, 12 inequality constraints, and 1 equality constraint,
and it took around 0.030s to compute the optimal solution.
With a budget of B = 5 units, the optimal investment strategy
is x¥ 4, = {1.4689,1.4689,0,0,2.0447,0,0,0.0174} and the
expected loss is L7, = 586.67.

Next, we apply our reduction algorithm from Proposition
1 to first reduce the attack graph, and then find the optimal
solution. The reduction steps are detailed below:

o First, we identify the two series links {v; — wv3} and
{va — wv4}. We observe that k3 = k; and K4 = Ko.
From Lemma 2, we immediately obtain x5 = z} = 0.
Nodes {v; — v3} and {vs — v4} can be replaced with
equivalent nodes vy3 and voy.

o Next, we identify the parallel links {ve — vy — vg}
and {vg — vs — vy}. Since Kgkrs > 1, where k7g =
,%7 + ,%, from Lemma 4 we obtain x5 = 0.

o Next we identify the series link {vs — vg — wvg} and
observe that k5 = r¢. From Lemma 2, we get 2§ = 0
followed by a reduction of this link to a single node vsg.

o We finally look at the input nodes {vi3 — wv5} and
{U24 — 1)5}. Let Ly3 = Loy = L1o and k19 = %1 + '712
We observe that both the conditions from Lemma 6 are
not satisfied, i.e. k5k12 > 1 and L1 > (ksk12 — 1) L.
From Lemma 6 we get zf # 0 and from Lemma 7, nodes
{(v13 = vs6), (V24 — vs6)} can be replaced with a single
equivalent node v;,,.

Using this procedure, the attack graph in Fig. 7 is reduced to
Vin — Vg — Vg. The optimal loss on this network can again be
found to be L, = 586.67. This optimization problem now
has only 3 variables, 3 inequality constraints, and 1 equality
constraint, and took around 0.02s to solve. This is a 50%
reduction in the computation time. While the absolute speed
improvement seems minimal in this small problem, for much
larger systems (for example, large-scale electric grids), we will
get a significant improvement in absolute runtime as well.

Additionally, we look at how our obtained optimal defense
strategy compares with a baseline “perimeter defense” strat-
egy. Such a perimeter defense strategy is similar to the ones
recommended by [15] and [13] (where such strategies are
shown to be optimal in the homogeneous x case and with
rational defenders). Under such a strategy, only input nodes
v1 and v, would receive an investment of 2.25 each. The
total expected loss in this case would be 2.09 x 104, which
is much larger than L*. This highlights how accounting for
the heterogeneity of assets in their return-on-investment can
substantially impact optimal defense strategies.

B. Remote attack on an automotive system

1) System overview and quantification: Next, we consider
the remote attack on an automotive Controller Area Network
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Fig. 8: Attack graph for an attack on an automotive system

(CAN), similar to the ones reported in [30] and [18]. Modern
automotive systems provide many connectivity features such
as Wi-Fi, Bluetooth (BT), cellular connectivity (CELL), and
physical ports such as USB ports on the infotainment module.
OBD-II ports (legally mandated for vehicle diagnostics) allow
for a physical connection to the vehicle. In the worst-case,
vulnerabilities in the communication protocols, firmware of the
Electronic Control Units (ECUs), and software vulnerabilities
on the infotainment module may allow access to the CAN and
control of certain safety-critical actuators.

Once notified of a vulnerability or a flaw, the manufac-
turer is faced with making a decision on (optimal) resource
allocation for immediate as well as long-term security of the
vehicle [18]. This decision is complicated further by: 1) the
number of vulnerabilities with varying impacts and complex-
ity, and 2) fleet exposure based on hardware and software
version combinations. We apply our proposed approach on
this problem to showcase its benefits and possible insights in
such scenarios. The simplified attack graph from the attacks
described in [18] is shown in Fig. 8 and the descriptions of
the nodes are provided in Table III in Appendix II.

We have set the numerical values of the nodes’ attributes
as follows. For simplicity, we classify the base probability
of successful attack po using a {high, medium, low, very
low} ordinal scale with probabilities of 1, 0.75, 0.5, and 0.25,
respectively. The remaning security attributes for each node are
derived subjectively following discussions provided in [18].
For quantifying x, we have taken into account a few factors
such as user interaction with these units, fleet exposure, and
individual criticality. For example, Node-10 which represents
the firmware on the telematics unit itself, has been given a low
K as it may require user interaction, and as such we assume
that significant security improvement on this unit is harder as it
may degrade customer experience. Node-6 on the other hand,
represents remote communication procedures between back-
end manufacturer servers and the telematics unit to perform
diagnostic operations without user interaction, and hence we
have set it as having a higher &.

2) Optimal investment decisions: For this system, due
to standardization and being external to the manufacturer,
we assume that no investment is possible on Node-1
(z7 = 0). Assuming a budget B = 5 units, we obtain X, =
[0,0,0,0,0.8179,2.8317,0.0956, 0.3820, 0, 0.5796, 0, 0.2932,
0,0] and L 1.8837.

veh —

Since the numbers depend heavily on the quantification of
the security attributes, we only interpret the ranking of the
investments. It can be seen that Nodes 5, 6, and 10 receive the
highest investment. This indicates that immediate resources,

whether that be time, number of personnel, or monetary
resources, should be used for securing the nodes responsible
for remote access; in fact, according to [18], the manufacturer
prioritized Nodes 6 and 10 in its defense strategy.

3) Design interventions: When the product (nodes) are in
post-production, direct investment on these nodes may not be
possible, and the manufacturer may instead perform a network
redesign. The chosen countermeasure by the manufacturer in
reality was to forward the remote request from the backend
server (received from the customer) to another server which
updates the configuration on the vehicle only by HTTPS
allowing for a higher payload and security [18]. To perform the
intended command, the requested configuration must match
with the updated configuration. This can be seen as setting
up a hybrid communication completely in the backend with
minimal user interaction [31]. To capture this, we introduce the
hybrid node Node-15 after Node-6 and in parallel with Node-
10 with attributes L15 = Lo, p)s = 0.25, and k15 = k0.
With this redesign, we obtain L}_, = 1.7625, which is lower
than the original base loss, indicating the effectiveness of
the countermeasure in improving the vehicle’s security, and
matching the intervention analysis discussed in Section IV.

VI. CONCLUSION AND FUTURE WORK

We studied the effect of network design interventions on a
network of interdependent assets with varying sensitivity to
investment. We first proposed an algorithm to convert large
attack graphs to a reduced attack graph with fewer variables
and constraints, allowing for more computationally efficient
system level loss analysis and comparison. We then considered
four potential types of design interventions by a defender of
this system: a series node addition, a parallel node addition,
a hybrid node addition, and an additional input node. We find
that added endurance (series) or informationally redundant
(hybrid) components can help decrease the expected loss,
while adding new features (input) or physically redundant
(parallel) components in general increases expected loss, and
can only be justified if there is additional stand-alone benefit
to these additions. We further showcased the usability of the
proposed approach by applying it on two use cases. The
results recommended by this approach are close to realistic
decisions taken by the manufacturers and to outcomes from
studies performed by security agencies. Future work includes,
generalizing the reduction algorithm to consider scenarios with
insufficient budget, and extending our proposed framework
with Reinforcement Learning based techniques to study both
optimal security investments and network design interventions
in multi-stage attacker-defender games.
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APPENDIX |
SUMMARY OF NOTATION

TABLE I: Summary of notation

Symbol Description
G ={V,&} | Directed acyclic graph with nodes V and edges &
Vg Unique target node
Post(v) Set of all nodes that can be reached from v
Pre(v) Set of all the nodes from where v can be reached
P;; An attack path from v; to v;
Pij Set of all paths from v; to v;
T; Security investment on node v;

Probability of successful attack on v; given an
pi(@:) investment of x; on it
K Sensitivity of node v; to investments
p? Default probability of successful attack on v;
L; Stand-alone loss of v; if compromised
B Security budget of the defender

APPENDIX Il
DESCRIPTION AND SECURITY ATTRIBUTES FOR THE
NUMERICAL EXPERIMENTS IN SECTION V

TABLE II: Description and security attributes for Fig. 7

Node Description p° L (x10% [ &
1 Email host 0.18 0.01 1
2 Web app 0.18 0.01 1
3 Privilege 0.09 0.02 1

escalation
4 W‘;b app 0.09 0.02 1
ost

5 Defeat DMZ 0.09 20 3

access control
6 Connect to 0.13 02 3

firewall
7 Gain access o 1 50 | 1900 | 5
engg. workstation

Gain access to
8 SCADA controls 0.08 2000 3
g Manipulate PLC 1 10000 -
9 Manipulate PLC 0.07 50 5
g Malicious actuation - 100 -

TABLE Ill: Description and security attributes for of the nodes
and their characteristics in the attack graph illustrated in Fig.
8.

Node | Description p0 L [ &
1 Cellular connection 1 1 1
2 OBD-II 025 | 1 1
3 Wi-Fi 0.5 1 1
4 USB 025 |1 1
5 Connected services 075 | 5 3
6 Connection to vehicle 075 | 10 | 1
7 Internal network diagnostics | 0.75 | 5 3
8 Head Unit internal arch. 075 | 5 3
9 Connected services comm. 075 | 5 3
10 Remote diagnostic comm. 075 | 20 | 2
11 Telematics Control Unit 025 |20 | 2
12 Head unit 0.5 5 2
13 CAN tx/rx 025 | 5 1
14 Central Gateway 1 20 | 1
g Vehicle CAN 1 50 | -

APPENDIX Il
OBTAINING OPTIMAL INVESTMENTS ON THE ORIGINAL
GRAPH AND PROOF FOR LEMMA 1

While Algorithm 1 provides the final reduced graph and
the optimal expected loss. The resulting nodes may lose their
physical meaning through the reduction process. It is essential
for the defender to query the optimal investments on the nodes
of the original attack graph. These are obtained through the
reduction procedure and can be stored during each iteration of
Algorithm 1.

From Lemma 3, given some budget 7" invested over a series
link {v; = v;4+1 — ... = Vi4n — v: }, the optimal investment
on each node is given by:

-1 Li nvi4+n
x;:710g<%>7

Rt ("it_’fi+n)
—1 L. - . _ .
vy = —log (L (BT,
Ky leijJrl Rj —Rj—1
i+n
af =T -z} — Z af, Viel={i+1,i+2,...,i+n}
j=i+1

Similarly, from Lemma 5, the optimal investments on a parallel
network {(’Ul — Viy1 — ’Ug)7 (’Uz' — Viyo — ’Ug),. . (’Ui —
Vign — Ug)} i8 given by:

x;zg—flog(

RiKpar ( L;

) =1{i+1,..i+n}

1-— RiKpar Lj + Lg
i+n
x; =T — Z xj, Vj el
r=i+1

And from Lemma 7, for a graph {(v; — wv),(vis1 —
V), .., (Vign — vy)} with Ly = L, Vj € I, the optimal
investments on the nodes are given by:

= (L)
Ty = —10g | —F——=
¢ KRt Lt(l’itlﬁ]par — 1)
1
m§=7<T—xI>,W’EI.
’fjﬁpar

We see that other than the input nodes in each link, the
optimal investments on the other nodes do not depend on the
budget T'. Hence, any increase in budget would not change the
investment on these nodes. Additionally, a sufficient budget T’
over each link would then be the minimum budget 7' such
that:

+n

T- > ap>0

r=i+1

A sequence of steps that the defender could follow to assess
the utility of a design intervention would be:

1) Perform a network design intervention on the original
graph

2) Run Algorithm 1 to obtain the optimal expected loss af-
ter the intervention while storing the optimal investments
on the reduced nodes during each iteration.

3) Output the optimal investments on every node.
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A. Proof of Lemma 1

Proof: The proof is by construction, and follows directly
from the above arguments on finding the optimal investment
profiles in each series or parallel subnetwork. ]

APPENDIX IV
SERIES REDUCTION UNDER INSUFFICIENT BUDGET

Under an insufficient budget, the nodes closer to the end of
the link receive investment first. Investment is made sequen-
tially, starting from the target node and moving upstream, each
node receiving their optimal investments following Lemma
3 until the budget runs out. This is proved in the following
lemma:

Lemma 8: Consider an attack graph G containing the series
of nodes {v; = V41 — *++ = Vitn — Vitnt1} and a budget
T spent over these nodes. Under a optimal investment strategy
x*, there exits a non-zero optimal investment on v;, j € {4, i+
1,94+ 2,...i+ n}, when:

Z xy <T
v €Post(vj)

Proof: Consider a series path G; = {vg — vy —
vg+++ — vy} such that Z;zl x7 > T. We prove the lemma
by induction. For the base case, consider a node v_; added
upstream to get G; = {v_1 = v9 — v1 —> Vo -+ — v }. From
the discussion in Appendix III we know that the investments
on the ¢ downstream nodes do not change. From Lemma 3,
¥, =T — Z;zo xj. Additionally, depending on the node
attributes of vy and v_;, z§ > 0 which implies Z;:o x;‘ >T
and x* ; < 0. Hence, within the feasible region the minimum
occurs at z*; = 0, proving the base case. Next for the
inductive step, consider the path {v;_,, = -+ = v_1 = vg —
v] — vg - — v;}. We assume the statement is true for this
sequence of n + t nodes. With this assumption, the upstream
n nodes can be replaced with single node with equivalent loss
Leg = Z(;:l_n L;. Finally, applying the same steps as the
induction base, it is straightforward to show that the statement
holds for n + 1 + ¢ nodes with only the ¢ nodes downstream
receiving non-zero investments. [ ]

Conjuncture 1: By viewing the entire attack graph as a
series of sub-networks (series or parallel), following Lemma
8, under an insufficient budget, the sub-networks closer to the
target receive their respective optimal investments until the
budget is depleted.

Conjuncture 2: If the budget T over a parallel link {(v; —
Vig1 = Vg), (Vi = Viga = Vg), ..., (Vi = Vign — Vg)} is
insufficient, the root node v; does not receive any investment
and the rest of the split across the parallel nodes v;, j € I =

{i+1,i4+2,...,i+n}. The optimal investments on each node
then being:
1 1 L;+L
* T 1 (u)) el
G %%}l ke B\L v L))"
J=I\{r

The remaining budget may or may not equalize expected
losses across all paths across all parallel paths, with certain
nodes receiving no investment.
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