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Abstract—With the advances in autonomous vehicles and
intelligent intersection management systems, traffic lights may
be replaced by optimal travel plans calculated for each passing
vehicle in the future. While these technological advancements are
envisioned to greatly improve travel efficiency, they are still facing
various challenging security hurdles since even a single deviation
of a vehicle from its assigned travel plan could cause a serious
accident if the surrounding vehicles do not take necessary actions
in a timely manner. In this paper, we propose a novel security
mechanism namely NWADE which can be integrated into existing
autonomous intersection management systems to help detect
malicious vehicle behavior and generate evacuation plans. In the
NWADE mechanism, we introduce the neighborhood watch con-
cept whereby each vehicle around the intersection will serve as a
watcher to report or verify the abnormal behavior of any nearby
vehicle and the intersection manager. We propose a blockchain-
based verification framework to guarantee the integrity and
trustworthiness of the individual travel plans optimized for the
entire intersection. We have conducted extensive experimental
studies on various traffic scenarios, and the experimental results
demonstrate the practicality, effectiveness, and efficiency of our
mechanism.

Index Terms—Autonomous vehicles, intersection management,
attack detection and evacuation, blockchain.

[. INTRODUCTION

You may be surprised that the amount of time a person
spent at intersections is astoundingly 58.6 hours on average
each year [8]. Such a huge waste of time and energy may
be eliminated in the near future with the fast growth in
autonomous vehicles. Various intelligent traffic management
systems have been proposed that can assign travel plans to
individual vehicles to help them cross intersections without
much stop [7], [10], [12], [16], [25], [27], [28], [30], [35],
[38]-[40].

Although the above envision is very attractive, security and
safety present the greatest challenge for such systems to be
successfully deployed in the real world [17]. Imagine that a
compromised or malfunctioned vehicle left its designated lane
or made an unexpected turn, it could easily cause a series of
collisions and casualties. Even worse, if the central unit (i.e.,
the intersection manager) of an intelligent traffic management
system is hacked, the travel plans generated by the intersection
manager could directly lead to chaos and disasters at the
intersection if no security measure is in place [6], [21].
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As initial efforts towards the security and safety protection
for the intelligent traffic management system, there have
been protocols for authenticating vehicles [14], [24], [41],
authenticating messages sent by vehicles [1], [3], [26], and
determining message receivers [19], [20], [22], [29]. However,
these methods are far from sufficient to defend against zero-
day attacks. For example, the attacker may still be able
to take control of a vehicle and cause an accident after
the vehicle has successfully authenticated. In other words,
authentication and access control mechanisms may be useful to
identify the problematic vehicle after the accident, but cannot
prevent the compromised vehicle from conducting malicious
behavior on the scene. Also, some misbehavior may be due to
unexpected mechanical or technical problems of the vehicle,
and such misbehavior cannot be prevented by existing security
protocols either. Moreover, only detecting the nearby vehicles’
abnormal behaviors is not sufficient to prevent the accident
from happening. A well-designed mechanism is necessary to
evaluate the trustworthiness of the detection report sent by the
witness vehicles.

In order to address the aforementioned challenges, we
propose a novel mechanism called Neighborhood Watch for
Attack Detection and Evacuation (NWADE) to provide secu-
rity guarantees for intelligent intersection traffic management
systems in both big cities with high vehicle densities and small
towns with low vehicle densities. In the NWADE system,
an intersection manager generates travel plans to schedule
incoming vehicles to cross the intersection. The interesting
idea underlying the NWADE mechanism resembles the neigh-
borhood watch practice in our daily life. With our NWADE
mechanism in the system, each vehicle will keep an eye on
surrounding vehicles by utilizing its equipped sensors and
onboard computing units. The biggest challenge of the design
lies in combating a series of complicated threat scenarios
imposed by the following questions:

o Can the incoming vehicles trust the travel plans generated
by the intersection manager? How can they know the plan
would not cause collisions?

e Can the intersection manager trust the vehicle which
reports spotting a malicious vehicle nearby?

« Will a majority vote of vehicles surrounding a suspicious
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vehicle be sufficient to confirm or clear the alarm?
What if there are a group of malicious vehicles traveling
together to game the majority vote scheme?

Can the vehicles trust the evacuation plan broadcasted by
the intersection manager or other peer vehicles? What if
that is just a sham because the intersection manager or
the peer vehicle has been compromised?

As any party including the intersection manager and one or
more vehicles in the system may be compromised, correctly
determining when and what action should be taken by each
party is crucial to the safety of the entire system. Our contri-
butions to this work are summarized as follows:

« We propose a sophisticated attack detection mechanism
that can not only identify but also validate a vehicle’s
misbehavior in real-time. Our detection mechanism is
built upon innovative collaboration protocols among peer
vehicles.

We leverage the blockchain techniques to ensure the
integrity and consistency of travel plans generated and
disseminated by the intersection manager, which serves
as the fundamental building block for the attack detection
mechanism.

We have conducted an in-depth analysis of various sce-
narios that could render security threats, and our proposed
NWADE mechanism demonstrates robustness in all cases.
Specifically, false incident reports will be detected while
true incident reports will activate evacuation plans.

Our proposed NWADE mechanism can be integrated
into most existing intelligent intersection management
systems. We have extensively evaluated the NWADE
mechanism under a variety of intersections and traffic
flows with different intersection management systems.
The experimental results show that our proposed security
mechanism is very efficient and can be used in highly
dynamic and time-sensitive environments.

The rest of this paper is organized as follows. Section II
reviews related works. Section III presents the motivation and
threat model. Section IV introduces our proposed NWADE
mechanism. The security analysis and experimental results are
presented in Section V and VI, respectively. Lastly, Section
VII concludes the paper.

II. RELATED WORK

The efforts toward the security and safety protection for the
intelligent traffic management system can be classified into
three main categories: (i) Authentication; (ii) Authorization;
and (iii) Message trustworthiness verification. It is worth
noting that none of these existing approaches can prevent
all the attacks as discussed in our threat model. They are
complementary to our work to help hold the malicious vehicles
accountable after the incidents.

The vehicular authentication protocols allow vehicles to
check whether a peer vehicle has a legitimate registration,
i.e., a verified identity. The identity could be either real or
anonymous [14], [15], [18], [33], [42]. Some authentication
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protocols also employ the blockchain techniques [5]. However,
the use of the blockchain is totally different from our work.
Authentication provides the first defense against malicious
vehicles without valid identities, but authentication protocols
alone including blockchain-based authentication are far from
sufficient to guarantee road safety. This is because authenti-
cation does not prevent an authenticated vehicle from being
compromised by an attacker, and performing attacks on other
vehicles under the attacker’s control.

The authorization mechanisms allow vehicles on the roads
to designate a group of vehicles to access their messages [22],
[29], [36]. This is more for privacy protection rather than
safety protection as discussed in our work.

In terms of message trustworthiness validation, Most of the
existing works on this topic are developed based on the idea
of reputation systems [9], [11], [26]. Such reputation-based
systems will not be able to prevent attackers from exploiting
a compromised vehicle that already has a high reputation to
send false reports.

There are also some efforts on detecting abnormal behaviors
in intelligent traffic management systems. Kremer et al. [23]
propose a state estimator to detect malicious activities within a
vehicle platoon. The limitation is that it cannot detect whether
multiple groups of vehicles from different incoming lanes may
collide at the intersection. Heijden et al. in [34] reviewed
existing schemes that can detect misbehavior among vehicles
and evaluated the correctness of the information. However,
these schemes focus on detecting malicious messages rather
than malicious driving behavior. They cannot prevent attack-
ers, which do not need to send any malicious messages, from
maneuvering compromised vehicles to cause a collision.

Most recently, some blockchain-based message validation
approaches have been proposed [3], [4], [13], [32]. For exam-
ple, Buzachis et al. [4] propose to utilize the blockchain and
smart contracts to ensure the integrity of the data. Rathee et al.
[32] propose to utilize the blockchain to record every activity
of the vehicles and auditing purposes after the accidents
occurred. However, it is not sufficient to prevent compromised
vehicles from launching attacks. At the first look, these ex-
isting blockchain-based message validation approaches may
seem similar to our blockchain verification. However, they are
indeed very different. Existing works utilize the blockchain to
verify the owners of messages. They are not able to validate
the content of the messages. For example, a vehicle hacked by
the attacker will pass the message validation by the existing
approaches even if the compromised vehicles are reporting
false incidents. A compromised intersection manager can send
conflicting travel plans without being detected by the existing
message validation approaches as well. To sum up, none of the
existing works can handle all the attack scenarios discussed in
our work.

III. MOTIVATION AND THREAT MODEL

In this work, we are focusing on protecting the future intel-
ligent intersection management systems which consist of two
parties: (i) autonomous vehicles; and (ii) intersection manager
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Fig. 1. Security Threats

(or called road-side unit). We assume that the vehicles can
communicate with each other using existing VANETSs (Vehicu-
lar Ad-hoc NETworks) protocols or 5G technologies. There are
various existing intelligent intersection management systems
that can be used for scheduling autonomous vehicles such as
optimal traffic light scheduling [40], platoon-based scheduling
[37], [39] and motion-planning [16], [38]. Their common goal
is to find the optimal travel plans for incoming vehicles to
cross the intersection as fast as possible. Specifically, when a
vehicle approaches an intersection, it sends its status such as
speed and turning direction to the intersection manager. The
intersection manager constantly monitors the overall traffic at
the intersection, calculates the optimal scheduling, and sends
the travel plans to individual vehicles.

Unlike previous works on the vehicular network security
[22], [24], [31], [36], [43] that typically assume the intersec-
tion manager to be trustworthy but curious to ease the security
protocol design, our work aims to conquer a wider range of
security threats that may happen in the real world. We classify
the possible threats into four categories in ascending order of
the attackers’ capabilities:

(i) A single vehicle behaves maliciously. A problematic
vehicle may violate the travel plan assigned by the intersec-
tion manager. The deviations from the travel plans, such as
moving faster or pressing the brake, may cause a series of
chain reactions. For example, as illustrated in Fig. 1 (a), the
malicious vehicle A; made a sudden lane change and collided
with the vehicle V5.

(ii) Multiple vehicles have been compromised. This case is
more challenging which assumes the attacker has abilities to
hack more than one vehicle. The compromised vehicles may
even be close to each other to conduct collaborative attacks.
Fig. 1 (b) shows an example where two malicious vehicles
Ay and A, intentionally block the benign vehicle V;’s route.
Moreover, if the malicious vehicles outnumber the benign
vehicles at a road segment, the majority-voting-based message
verification may be exploited by malicious vehicles, and true
incident reports sent by benign vehicles may be voted as false.

(iii) The intersection manager has been compromised.
Although the intersection manager is likely to have stronger
security protection, it does not mean it will be free from
attacks. The intersection manager schedules all vehicles’ travel
plans and can wreak more damage if it is taken control by the
attacker. For example, as shown in Fig. 1 (c), a malicious
intersection manager may send out wrong travel plans (P) to
induce pile-up accidents. Thus, it is important to detect such
attacks and have a backup plan to guarantee vehicles’ safety
in case the intersection manager is compromised.

(iv) Intersection manager and multiple vehicles have been
compromised This could be the most challenging scenario
when the attacker gains control of the intersection manager
and several vehicles at the intersection. As shown in Fig.
1 (d), the attacker may plan a larger scale of car accidents
by exploiting the intersection manager’s scheduling abilities
and by using malicious vehicles to disseminate false traffic
situations to mislead normal vehicles.

To sum up, the ultimate security goal of our system is to
avoid accidents while maximizing travel efficiency. The scope
of this work focuses on the data integrity problem as the first
step toward the safety of autonomous vehicle scheduling. Re-
garding privacy concerns, some lightweight privacy protection
approaches [14], [18], [31], [42] may be integrated into our
system. Moreover, authentication mechanisms for autonomous
vehicles are complementary our system as well.

IV. A NEIGHBORHOOD WATCH MECHANISM FOR ATTACK
DETECTION AND EVACUATION IN AUTONOMOUS
INTERSECTION MANAGEMENT

The NWADE (Neighborhood Watch for Attack Detection
and Evacuation) mechanism aims to help existing intelligent
traffic management systems to mitigate the security threats.
Specifically, the intersection manager will use a blockchain
to store the travel plan of each incoming vehicle to ensure
the integrity of the travel plans. The vehicle in an intersection
will request from the intersection manager not just its own
travel plan but also several blocks of previous vehicles’
travel plans for verification purposes. Each vehicle will also
serve as a local verifier (or watcher) to monitor surrounding
vehicles’ movements by using equipped sensors and report any
abnormal behavior. If a vehicle detects abnormal behavior of
the intersection manager, it will broadcast a global report to
warn other vehicles. Based on the information received from
peer vehicles and the intersection manager, each vehicle will
make informed decisions to protect its own safety.

A. Event-driven Deterministic Finite Automation in
NWADE System

The key challenge of the design is to have sophisticated
protocols that enable individual vehicles to make correct
judgments regarding the information received from different
channels including the intersection manager, the local verifiers,
the global verifiers, and even the malicious vehicles. In order
to model the complicated interactions among vehicles and
the intersection manager, we build event-driven deterministic

1192

Authorized licensed use limited to: University of Missouri Libraries. Downloaded on July 28,2023 at 18:07:46 UTC from IEEE Xplore. Restrictions apply.



success j ouccess
Requests Travel PlanBlock—)C Plan Dissemination }
Start Local Reports: Attack DetectedAll Clear—)CPost-evacuation Recovery }—
(i) Travel Scheduling (Inters:gtficon Manager side) Evamdvti(m Plans RCCDVCVTY Plans BlokaS
ARequesls A,Global Reports *Local Reports
Receive Blocks: E E Pass Verification Plan_ '—Leave Intersection:
! Verification ! Followin
Start Failed pribshtstbstsbets Falledl ______ ' Nﬂghboi Vehicle Safe Globa& Reports Safe Evacuation Plan End
Failed -Attack Detected[verl;ggijon J (Veii;;aﬂlonjzgecovery Plans:
Attack Detected Evacuation Plans JI Leave Interesction
Leave Intersection
\(ii) Incident Verification and Evacuation (Vehicles side) )
Fig. 2. Event-driven Deterministic Finite Automation in NWADE System
finite automata for vehicles and the intersection manager, information to the intersection manager. Upon receiving
respectively. the travel plan from the intersection manager, the vehicle
At a given time point, the intersection manager may be will conduct a block verification (as elaborated in Section
at one of the 7 states as shown in Fig. 2 which model the IV-B1) to verify the travel plan. If so, the vehicle will
following two major tasks: follow the plan until it leaves the intersection if there are
(i) Travel Scheduling (Intersection Manager side): In not any threats. Note that in case the vehicle needs to
the beginning, the system is at the standby status. Upon change its destination, it can send the change request to
receiving the requests from vehicles, the intersection manager the intersection manager to obtain a new travel plan.
will enter the travel scheduling stage. The travel plans will be ¢ Self-evaluation: If the travel plan verification fails due to
calculated depending on the specific algorithms adopted by an invalid block or erroneous travel plans contained in the
different intelligent traffic management systems. Once travel block, the vehicle will deem the intersection manager has
plans are generated, the NWADE mechanism will bring the been compromised and enter the self-evacuation mode to
intersection manager into the block packaging stage in which find a safe route to leave the intersection. Upon leaving,
the intersection manager packages the newly generated travel the vehicle will also broadcast the problem (denoted as
plans using the blockchain technique (as presented in Section a global report) to the vehicles at the intersection. Other
IV-B1). Then, the blocks containing the travel plans will vehicles will react to such reports following the protocols
be disseminated to the vehicles. After that, the intersection in the global verification stage as described below.
manager will return to the standby status to handle the next « Global Verification: If a vehicle receives multiple global
requests. reports from peer vehicles claiming that the intersection
(i) Incident Verification and Evacuation (Vehicles side): manager may be under attack, the vehicle will enter the
A vehicle may notify the intersection manager when spotting global verification stage. The vehicle will collect blocks
its neighboring vehicle’s suspicious behavior. Upon receiving of travel plans from vehicles at the intersection to check
such an incident report, the intersection manager will execute the consistency (Section IV-B3). If the travel plans are
the report verification process (as elaborated in Section IV-B2). incorrect, the vehicle will enter the self-evacuation mode.
If the report is a false alarm, the intersection manager simply ~ ¢ Local Verification: A vehicle also has a role of local
goes back to the standby status. If the threat is confirmed, verifier as long as there are other vehicles around it. This
the intersection manager will enter the evacuation phase to is essentially the idea of the neighborhood watch. Peer
generate evacuation plans for vehicles to leave the intersection vehicles supervise neighboring vehicles and will report
safely. Once the threat is cleared, it will enter the post- any abnormal behavior immediately to the intersection
evacuation recovery stage to resume the traffic by recalculating manager (detailed algorithms are in Section IV-B2). If at
the travel plans based on the vehicles’ status at that moment. the time of incident reporting, the intersection manager
As for individual vehicles, they may enter any of the 8 states is still functioning (i.e., endowed by global verifiers), the
(Fig. 2) when they are passing the intersection depending on reporting vehicle will wait for the intersection manager to
the real-time traffic situation. The 8 states aim to model the dismiss the alarm or generate evacuation plans. If there is
following 4 tasks a vehicle may need to perform to ensure no response from the intersection manager, the reporting

vehicle will enter the self-evacuation mode before the
evacuation time runs out and also send out global reports
to warn other vehicles regarding the potential threats.

their own safety:

o Normal Traveling: When a vehicle enters the communi-
cation zone of the intersection manager, the preparation
phase begins whereby the vehicle will send its dynamic
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Fig. 3. The Data Structure of the Travel Plan Blockchain

B. Algorithms of the NWADE Mechanism

In what follows, we elaborate the detailed algorithms at each
state of the NWADE mechanism.

1) Block Packaging and Verification: As vehicles are
streaming into intersections continuously, the intersection
manager needs to keep generating travel plans for incoming
vehicles. For the integrity of the travel plans, i.e., to prevent the
compromised intersection manager from sending conflicting
travel schedules to different vehicles to cause the collision, all
the travel plans are stored as a blockchain as follows. Note that
each vehicle only needs to store the blockchain at its current
intersection. It can delete the blockchain after it passes the
intersection so there is not much storage overhead.

For vehicles coming during the same processing window,
the intersection manager will generate the travel plans for this
batch of vehicles and store them in one block B;:

Bi = (si,hi—1,7:,Ri) W

In block B;, s; = Sign({hi—1, 7, R:), K is the signature
of the block generated by the intersection manager using its
private key K,.; h;_1 is the hash value of the previous block
B;_1 generate during the prior processing window; 7; is the
current timestamp; and R; is the root of a hash-value tree
that contains all the newly generated travel plans at the leave
nodes and the hash values of the travel plans as internal
nodes. Each travel plan 7 for vehicle V; is in the form
of (id;, charj, status;,inst;), where id; is the identity of
the vehicle, char; is V;’s static characteristics, status; is
V;’s dynamic status, and inst; is the detailed instruction for
the vehicle to follow to cross the intersection. According to
the specific design of the intelligent intersection management
system, the id; could be an anonymous identity to protect
privacy; the static characteristics of a vehicle could be car
brand, model, and color; the dynamic status may include the
vehicle’s GPS coordinates, speed, and moving direction. Fig. 3
gives an overview of the data structure of the travel plan
blockchain.

The newly generated block will be broadcast to all the
vehicles at the intersection. Each vehicle will then execute
the following verification protocol (Algorithm 1):

(i) When receiving a block B;, vehicle V, validates the
signature s; using the intersection manager’s public
key K, to check if the block B, is issued by the
intersection manager. If the verification fails, it is likely

Algorithm 1: Block Verification

broadcast

1. B; =< Si,h,‘_l,Tl‘,Ri >—— IMU
2. if(!\ValidateSign((hi—1, 7, Ri), Si, Ku)):
3. Goto line 12

4. else if(HasCon flict(B;)):

5. Goto line 12

6. else if vehicle has previous blocks:

7. if (hash(Bi,l)! = Bi.hifl)Z

8. Goto line 12

9. else if B; has conflicts with B; ..B;_1:
10. Goto line 12

11. Block verified, store B; and return
12. Self-evacuation and send out global report
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the intersection manager has been compromised and
vehicle V,, will enter self-evacuation mode and send out
a global report to warn other vehicles.

If the new block’s signature is correct, vehicle V, will
further calculate the travel plans in the block to see if
the plans contain any conflict (i.e., car collision). If the
plans are conflicting, it is again likely the intersection
manager has been attacked and vehicle V, will start self-
evacuation.

After the plan validation, vehicle V, will store the block.
If vehicle V, is a new vehicle, the verification process
stops here. If vehicle V; entered the intersection earlier
and has received other blocks, it will further verify
whether the new block is part of the blockchain as
follows. Let B;_; denote the last block in the chain,
V., will check if hash(B;—1) = h;—1 where h;_; is the
hash value in the new block B;. If not, V, will again
enter the self-evacuation mode.

If V,, holds multiple blocks, it will further check if the
travel plans in the new block have any conflict with the
previous plans it received. If not, the verification process
completes. The maximum length of the chain that a
vehicle needs to cache and verify equals 7/, which is
the time (7) that a vehicle needs to cross the intersection
divided by the time interval § that the intersection
manager processes a batch of vehicles. Considering the
physical capacity of an intersection and the short period
of crossing time, the number of blocks to be stored and
verified should be within the computational capability
of each vehicle.

(i)

(iii)

@iv)

It is worth noting that the chance of entering the self-
evacuation mode is very low as calculated in Section IV-B4
under the practical assumption that the majority of vehicles
are normal vehicles. The use of the blockchain for storing the
travel plans guarantees the integrity and consistency of the
travel scheduling for all the vehicles at the intersection. This
process ensures that no one can modify or counterfeit the travel
plan without being noticed. Moreover, in case of packet loss,
a vehicle can request the blocks from neighboring vehicles or
from the intersection manager without worrying that the block
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might be altered.

2) Local Verification and Report Verification: In the
NWADE mechanism, individual vehicles have an important
task which is conducting a “neighborhood watch”. As au-
tonomous vehicles are typically equipped with various types
of devices and sensors such as cameras, LiDAR, and radar
sensors for detecting traffic and road conditions, these sens-
ing abilities are sufficient to monitor neighboring vehicles’
behaviors. We leverage such sensing abilities to conduct so-
called local verification. The goal of local verification is to
detect suspicious vehicles as early as possible to prevent car
accidents. The specific local verification protocol is as follows
(Algorithm 2):

(i) First, vehicle V, checks if it has travel plans for the
neighboring vehicles’ requests by matching them with
vehicles’ descriptions (e.g., car brand, model, color,
speed, location) including the travel plans. Since nearby
vehicles are mostly entering the intersection during the
same time interval, the travel plans of neighboring
vehicles are likely to be in the same block of vehicle
V.’s own travel plan.

In the case that some vehicles came in an earlier time
interval, vehicle V, will request the blocks from those
vehicles in front of it. The received blocks will go
through block verification whereby the block signature
and hash values will be checked as discussed in the
previous block verification protocol. This ensures that
the received blocks are legitimate.

After obtaining the corresponding travel plans for neigh-
boring vehicles, vehicle V, will calculate the expected
status (i.e., location and speed) of its neighboring vehi-
cles (denoted as V) and compare the calculated status
with the detected status of V,,. If the difference from
the travel plan is larger than a tolerance threshold, that
means V), is deviating from its assigned travel plan and
is likely under attack. In that case, V, will report this
abnormality to the intersection manager by sending the
incident report in the form of ZR = (&, B,), where &;
is the evidence of the current status of vehicle V,, i.e.,
the related data of the on-board sensors in V,, and the
block B, that contains V’s travel plan.

(i)

(iii)

Once received an incident report from vehicle V. regarding
a suspicious vehicle V,, the intersection manager will start the
report verification process as follows.

(i) If the intersection manager has the ability to detect the
status of vehicles at the intersection such as using the
camera, it will directly check if vehicle V,, follows the
designated travel plan. If V;, is malicious, the intersection
manager will enter the evacuation mode and broadcast
evacuation plans for other vehicles.

If the intersection manager has limited detection capa-
bilities, it will ask vehicles around V), to conduct local
verification. If the majority of the returned reports indi-
cate that V, is abnormal, it will first enter the evacuation
mode for safety concerns. Meanwhile, it will request

(i)

Algorithm 2: Local Verification
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1. if V,, has neighboring vehicle V}’s plan
py < obtain neighboring vehicles’ plan
else:
B, « block from the vehicles in front of V
Dy < obtain V,’s plan from B,
statusy capectea < calculated based on p,
statusy_detectea < detect V,,’s current status
dlff <~ Diff(Statusy_expecteda Statusy_detected)
if dif f larger than tolerance threshold:

10. By v

A PR AN e

Report R—>
11. Wait for the IMU’s response

12. if IMU refuses to response:

13. Self-evacuation and send out global report

the local verification from another group of vehicles to
double-check the status of V. This is to prevent a group
of malicious vehicles from using false reports about an
actual normal vehicle V,, to slow down the traffic. By
using different groups of vehicles for verification, the
chance of having malicious vehicles dominating the ma-
jority of the vehicles on the road segment becomes very
low. Let P; denote the probability for the intersection
manager to identify such kind of attack is very high. The
relationship between P, and the number of malicious
vehicles can be estimated as shown in Equation 2, where
k denotes the number of vehicles being compromised, p,,
denotes the probability for the attacker to compromise a
vehicle, and function e and parameter w is to regularize
the probability value. P, is inversely proportional to the
number of malicious vehicles on the same road segment.
Although the detection difficulty increases with the
increase of the number of malicious vehicles, we should
also note that the probability of successfully controlling
the larger number of vehicles decreases even faster.
Therefore, the overall probability for the intersection
manager to identify such kind of attack is very high.

1

Pd = 4€w-k-(l7u)k

2

(iii) After verification, if vehicle V, is confirmed to be nor-
mal, the intersection manager will inform the reporting
vehicle V. to dismiss the alarm. Also, the intersection
manager will record V,’s identity for future reference
in case V, is malicious and repeatedly sends out false
alarms. If V, did not receive the confirmation or the
evacuation plan from the /MU, it will assume that the
IMU has been compromised and refuse to validate the
report. V,, will then enter self-evacuation mode and send
out global reports.

3) Global Verification: The global verification protocol is
used to handle the situation in case the intersection manager
may be under the control of an attacker. If a vehicle V,, receives
global reports broadcasted by other peer vehicles, vehicle V,,
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Algorithm 3: Global Verification
1. Receive reportsgiopa; from other vehicles
2. if reportsgiope reports conflicting travel plans:

3. Obtain B,

4. if B, contains conflict plans:

5. Self-evacuation and send out global report
6. else if reportsgiopar reports abnormal vehicles V;:
7. if V,, is nearby:

8. V. will perform local verification

9. else:

10. V, will analyze V,,’s travel path

11. if # of global reports exceed threshold:
12. Enter self-evacuation mode

will execute the global verification protocol as follows to make
the decision (Algorithm 3).

(i) Conflicting travel plans. If vehicle V,, receives multiple
global reports claiming that some of the blocks (denoted
B.) sent by the intersection manager contain conflicting
travel plans, vehicle V, will first check if it has received
the same block. If not, that means B, must be generated
before its entrance to the intersection. Thus, it will
request B, from vehicles in front of it. Since blocks
are broadcasted to every vehicle, if the same block has
passed its own verification, it can easily conclude that
the received global reports are malicious and will send
an incident report to the intersection manager. If B, does
contain conflicting travel plans with the travel plans in
the latest blocks, vehicle V. will consider the intersec-
tion manager has been compromised and will enter self-
evacuation mode and send out the global report to warn
other vehicles as well. Given the assumption that the
majority of the vehicles are benign, as more vehicles
send out global reports, it will become easier for later
vehicles to conclude that the intersection manager is no
longer trustworthy.

(ii) Abnormal vehicles. If vehicle V,, receives global reports
claiming the existence of a malicious vehicle V,, and
ignorance of the intersection manager, vehicle V, will
first check if V, is nearby. If so, vehicle V,, will perform
its own local verification. If not, vehicle V,, will analyze
Vy’s travel path based on the global report and its own
travel route. If V,; is far away from V,, and has sufficient
time to evacuate, V,, will enter the self-evacuation mode
only if the number of the global reports with respect
to V,, exceeds a safety threshold (as discussed in the
next subsection). This is because more and more honest
vehicles will detect and report the misbehavior of V, as
time passes no matter whether the intersection manager
is responsive or not.

4) Self-Evacuation: As discussed in the previous proto-
cols, there are multiple situations when a vehicle needs to
self evacuate because the intersection manager is no longer
trustworthy. These situations include the failure of block veri-

1196

fication, failure of receiving the response from the intersection
manager, and the receipt of a large number of global reports.
Once a vehicle enters the self-evacuation mode, it depends on
the individual vehicles’ onboard system to either pull over to
the roadside or finds the safest route to exit the intersection
as quickly as possible. Here, we would like to stress that the
probability of entering the self-evacuation mode is actually
very low given that it is extremely hard to compromise the
intersection manager and a large number of vehicles at the
intersection. Specifically, the self-evacuation probability can
be estimated as follows.

Let p;,, denote the probability that an intersection manager
is compromised, p, denotes that an individual vehicle is
compromised, and let p;,. denote the probability that the
compromised vehicle is near the location loc. Without loss
generality, we can assume that p;,, << p, as the intersec-
tion manager is supposed to be much better protected than
individual vehicles. The probability that a vehicle needs to
self-evacuate (denoted as P.) can be estimated as shown in
Equation 3.

P. =1~ (1= pim) (1 — (puproc))

In Equation 3, (p,pioc)” is the probability when & vehicles
have been compromised and are gathering near the location
loc. This probability quickly becomes smaller when £ in-
creases. From the attacker’s perspective, the more vehicles it
attacks, the easier it crashes the traffic management system.
However, the likelihood of simultaneously taking control of a
large number of vehicles decreases fast. Therefore, we use
(1 = pim)(1 — (PuPioc)®) to estimate the probability when
there is no attack, i.e., no need to evacuate. By subtracting this
probability from 1, we obtain the probability when a vehicle
needs to self evacuate. We now plug in some specific numbers
to have a better understanding of how small this evacuation
probability would be. For example, assume that p,pj.. equals
10% and p;,, equals 0.1%, and the number of vehicles within
a vehicle’s sensing and communication range is around 20
(medium density). If the attacker tries to control & vehicles
near a location to trigger the self-evacuation phase, the value of
k should be larger than half of the number of vehicles around
the location in order to win the majority vote, which would be
20/2+1=11 vehicles in this case. By plugging the numbers to
Equation 3, we obtain the self-evacuation probability P.=1-(1-
0.001)-(1-0.1'1)=20.1%. The safety threshold for a vehicle that
is far away from the suspicious vehicle can be set accordingly
to reduce the false alarm rate.

5) Evacuation and Post-evacuation Recovery: When the
intersection manager is trustworthy and detected malicious
vehicles, the intersection manager will start the evacuation pro-
cess to protect normal vehicles. First, the intersection manager
will send out an alert message to all vehicles that contain the
suspect vehicle’s identifiable features (e.g., car model, brand,
color) and location. Meanwhile, the intersection manager will
generate and broadcast new travel plans by considering the
location and moving status of the malicious vehicles to help

3
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normal vehicles circumvent them. It is worth noting that the
evacuation plans can be generated very quickly and will be
instantly available for the needed vehicles. The generation
process of the evacuation plan is similar to that of the initial
travel plans. For example, it takes the IMU less than 0.5
seconds to generate the travel plans for a 4-way intersection
with 1000 vehicles as reported in [16]. For the vehicles that
are certain distance away from the malicious vehicle, they will
have time to follow the evacuation plans to avoid encountering
the malicious vehicle. For the vehicles which are very close to
the malicious vehicle, they should have already detected the
malicious vehicle through their own sensors and started self-
evacuation. If there are newly identified malicious vehicles
during the evacuation, the detection scheme is the same as
in the pre-evacuation stage and the intersection manager will
regenerate the travel plans for normal vehicles based on the
latest status. The evacuation plans will also be packaged in the
blockchain just like regular travel plans to ensure integrity.

After the safety threats are cleared such as that the malicious
vehicle left the intersection, the intersection manager will
enter the post-evacuation recovery phase, which is essentially
preparing to generate normal travel plans. This is because
evacuation plans may instruct vehicles to drive slower to
maintain sufficient reaction to any sudden movement change
of the malicious vehicles. During the post-evacuation phase,
the intersection manager will gradually bring the vehicles to
normal and fast passing speed. Again, the specific scheduling
will be determined by the actual traffic scheduling system as
our NWADE is focused on providing safety protocols.

V. SECURITY ANALYSIS

Let us revisit the security questions raised in the introduc-
tion:

Can the incoming vehicles trust the travel plans generated
by the intersection manager? How can they know the plan
would not cause collisions? With our NWADE mechanism
in place, incoming vehicles can now verify the integrity of
the received travel plans and also calculate the travel plans of
other vehicles in the received blocks to ensure the correctness
of the travel plans.

Can the intersection manager trust the vehicle which
reports spotting a malicious vehicle nearby? The intersection
manager can judge the trustworthiness of the incident report
through the help of other local verifiers. As we just discussed,
even if a group of malicious vehicles attempts to game the
majority voting on one leg of the intersection, there is still a
high probability for the intersection manager to identify the
wrong reports promptly.

Will a majority vote of vehicles surrounding a suspicious
vehicle be sufficient to confirm or clear the alarm? What if
there are a group of malicious vehicles traveling together to
game the majority vote scheme? This issue can be resolved
by our NWADE mechanism as presented in Section IV-B2.

Can the vehicles trust the evacuation plan broadcasted by
the intersection manager or other peer vehicles? What if that
is just a sham because the intersection manager or the peer
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vehicle has been compromised? First, the travel plans in the
evacuation broadcast can be verified in a similar way as regular
travel plans to prevent the intersection manager from using
conflicting travel plans to induce collisions. The evacuation
warnings (i.e., the global reports in the NWADE mechanism)
sent by peer vehicles can be validated via simple majority
voting under the assumption that the majority of vehicles at
the intersection are benign. This is because individual vehicles
will all send out global reports once they enter the self-
evacuation mode. The misleading reports sent by a small group
of malicious vehicles will not be able to dominate the entire
intersection. The malicious parties can at most slow down the
traffic for a short period.

VI. EXPERIMENTAL STUDY
A. Experimental Settings

The proposed NWADE mechanism is implemented using
ECMA Script 2015 and integrated into the most recent intel-
ligent intersection management system DASH [16] as it can
handle various shapes of intersections. It is worth noting that
our mechanism can be integrated to other traffic management
systems as well. For evaluation, we developed a 3D intelligent
intersection traffic simulator for large-scale evaluation. All the
experiments are run in macOS 10.15 with a 3.2 GHz Intel i7
CPU and 16GB memory.

In the experiments, we evaluated five popular types of in-
tersections: (i) 3-way roundabout; (ii) 4-way cross; (iii) 5-way
irregular intersection; (iv) 4-way continuous flow intersection
(CFI); and (v) 4-way diverging diamond interchange (DDI).
We tested these types of intersections under eleven attack
schemes to demonstrate the effectiveness of our mechanism.
The traffic flow is generated by a Poisson distribution with the
vehicle density ranging from 20 to 120 vehicles per minute. By
changing the vehicle density, we can evaluate the performance
of the NWADE mechanism in the intersections with different
capacities and road conditions. A density of 20 vehicles per
minute simulates a small town scenario which has a longer
distance between two vehicles and a higher average moving
speed. Take a 4-way intersection as an example, a density of 20
vehicles per minute means only 5 vehicles per minute for each
lane on average. When the density reaches 120 vehicles per
minute, it simulates scenarios in big cities whereby vehicles
are more crowded and the intersection may reach its capacity.
If not otherwise specified, we choose 80 vehicles per minute
as the default setting. Based on the real-world statistics, we
set the percentages of left-turn, going-straight, and right-turn
vehicles as 25%, 50%, and 25%, respectively, and set the
default speed limit as 50 mph (80 km/h), max acceleration as
6.6 ft/s* (2 m/s?), and max deceleration as 10.0 ft/s? (3
m/s?). We set the maximum communication radius as 1500 ft
(457 m), and the network latency as 30 milliseconds. We vary
the sensing radius of the vehicles to obtain the surrounding
vehicle’s status from 300 ft (91 m) to 1000 ft (305 m).
Since we are targeting future applications, if not otherwise
specified, we choose 1000 ft (305 m) as the default setting for
the perception range of both the vehicles and the intersection
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TABLE I
ATTACK SETTINGS

Attack Number of Intersection Plan False
Setting malicious vehicles manager violations  reports
V1 1 Benign 1 0
\ 2 Benign 1 1
V3 3 Benign 1 2
V5 5 Benign 1 4
V10 10 Benign 1 9
™M 0 Malicious 0 0

IM_V1 1 Malicious 1 0
IM_V2 2 Malicious 1 1
IM_V3 3 Malicious 1 2
IM_V5 5 Malicious 1 4
IM_V10 10 Malicious 1 9
TABLE II
FALSE ALARM RATE
Attack False Alarm Type A False Alarm Type B
Setting (Trigger/Detection Rate)  (Trigger/Detection Rate)
V1, V2, V3, V5 0% / 100% 0% / 100%
V10 5% 1 100% 0% / 100%
™M 0% / 100% N/A
IM_V1 0% / 100% N/A
IM_V2 0% / 100% N/A
IM_V3 0% / 100% N/A
IM_V5 9% 1 100% N/A
IM_V10 14% / 100% N/A

manager. This detection range is already achieved by the
existing LiDAR systems [2]. The hash value of a block is
generated using the SHA256 method and the length of the
intersection manager’s private key /C,. is 2048 bits.

In the experiments, we simulate the attack settings as shown
in Table I. These settings are corresponding to the 4 threat
models as presented in Section III, whereby we simulate
the existence of a single malicious vehicle (V'1), multiple
malicious vehicles (V2 to V10), a malicious intersection
manager (IM), and the collusion between the intersection
manager and vehicles (IM_V'1 to IM_V'10). For each setting,
we test 10 rounds. In each round, we randomly choose the
positions and vehicles to perform the attacks.

B. Effectiveness Evaluation

In the first round of experiments, we aim to evaluate if our
proposed NWADE mechanism can successfully identify and
validate attacks in varied vehicle densities and attack settings.
We first measure the detection rate of false alarms and then
report the detection rate of real incidents.

There are two main types of false alarms: (i) False Alarm
Type A where the attacker(s) sends a false claim that there is
a vehicle violating the travel plan; (ii) False Alarm Type B
where the attacker(s) send a false claim that the intersection
manager is sending wrong travel plans to cause a collision.

As presented in Table. II, there is a slim chance for attackers
to trigger the self-evacuation using the false claim type A.
This is because in most cases, there are a sufficient number
of benign vehicles to conduct the correct verification and help

100%
80%
60%

Detection Rate

409
% —%—V1 V2 V3 V5 ——VI10 0|

20% ——IM VI —6—IM V2 —5-IM V3 —A—IM V5 ——IM VI
0% !
20 40 60 80 100 120
Vehicle Density (vehicles / minute)

Fig. 4. Detection Rate under Different Vehicle Densities

the intersection manager dismiss the wrong claim. In the case
that the intersection manager is also compromised and sends
out evacuation plans to vehicles directly, such misbehavior
will first be detected by vehicles near the wronged vehicle
since benign vehicles conduct local verifications continuously.
Benign vehicles will then send out global reports to warn other
vehicles that the intersection manager is no longer trustworthy.
When the benign vehicles are outnumbered by the malicious
vehicles at the same scene such as in the setting /M _V'10,
it is harder for other peer vehicles to decide whether the
global reports are trustworthy and they may enter the self-
evacuation mode for the safety caution. Regarding false alarm
type B, all the attack attempts will fail no matter whether
the wrong travel plans were sent by malicious vehicles or
the intersection manager. This is because vehicles can simply
verify the blockchain and validate the correctness of the travel
plans.

Next, we test if the NWADE mechanism can successfully
validate the malicious vehicles’ misbehavior reported by be-
nign vehicles. We vary the density from 20 to 120 vehicles
per minute in a common 4-way cross with 10 incoming lanes.
As shown in Fig. 4, when a single vehicle or multiple vehicles
have been compromised, the travel plan violation can be
100% detected no matter whether the intersection manager
is benign or not. This is because as vehicles keep moving,
their neighbors are changing over time, which means local
verification will be conducted by different vehicles especially
when the malicious vehicles are spread at different legs of
the intersection. Even if the malicious vehicles move as a
group, the probability that the attacker dominates the majority
of the vehicles near the same incident spot for a period of
time is still very low. The most challenging case is when the
intersection manager is colluding with a group of malicious
vehicles (settings IM_V'1 to IM_V10), whereby the normal
vehicles still have more than 80% chance to detect such a
problem. Note that vehicles near the incident spot can always
enter the self-evacuation mode without waiting for global
consensus.

C. Efficiency Evaluation

Fig. 5 shows the time taken to detect the reports of ma-
licious vehicles’ deviating from travel plans and the reports
of malicious vehicles sending wrong travel plans at a 4-way
intersection. Observe that the detection time for both cases
is less than 360 milliseconds. Assuming that the malicious
vehicle moves at a speed of 50 mph (80 km/h), the maximum
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Fig. 6. Block Chain Management and Verification

displacement of the vehicle will be 26.2 ft (8.0 meters).
This leaves enough room for other vehicles at the intersection
to avoid the danger. It is worth noting that, for the normal
vehicles, if they have witnessed the nearby malicious vehicle,
they can take actions immediately to avoid accidents without
waiting for others’ verification results.

We now examine the time needed for blockchain man-
agement and verification at both the vehicle side and the
intersection manager side. In Fig. 6, the y-axis lists the types
of intersections and the vehicle densities being tested. For
example, 4-way DDI (120) refers to the 4-way diverging
diamond interchange with 120 vehicles per minute. We can
observe that the overall calculation time is less than 20
milliseconds. Assuming that a vehicle moves at a speed of 50
mph (80 km/h), the displacement of the vehicle will be less
than 1.5 feet (0.45 meter), which will not affect the vehicles
to make timely decisions to avoid possible collisions.

We further evaluate the overall network load introduced
by the proposed NWADE mechanism. Fig. 7 shows the total
number of packets in the network in a 4-way intersection as
shown in Fig. 1 under three types of events: (i) no attack; (ii)
local reports sent; (iii) global reports sent. We can see that
this experiment result shows that the amount of the packets
needed by the NWADE mechanism is reasonably small and
the mechanism would be practical in the real world.

Finally, we study the overhead of NWADE on the overall
traffic efficiency when there is no attack. We compare the traf-
fic throughput at five different intersections with and without
the NWADE mechanism. Fig. 8 shows that the throughput
at the intersection stays almost the same after adding the
NWADE mechanism regardless of the types of the intersec-
tions and the vehicle density.

VII. CONCLUSION

In this paper, we propose a sophisticated security mech-
anism, NWADE, to assist the intelligent intersection man-
agement system to provide strong security guarantees to
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Fig. 8. Traffic Throughput

autonomous vehicles. It is the first time that complicated and
challenging threat scenarios during automatic traffic schedul-
ing are systematically analyzed and tackled. The proposed
NWADE mechanism leverages blockchain technology and the
collaborative neighborhood watching concept to ensure the
safety of vehicles under a variety of attacks. The NWADE
mechanism is robust even if the intersection manager and mul-
tiple vehicles have been compromised. We have integrated the
NWADE mechanism into the latest intersection management
system and tested various types of intersections and traffic
flows in our developed 3D traffic simulation platform. The
experimental results demonstrate that our approach is not only
very effective in mitigating security threats, but also introduces
negligible computation overhead. In the future, we are inter-
ested in exploring the more challenging scenario during the
transitional period when there is a mix of autonomous vehicles
and legacy vehicles.
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