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ABSTRACT

Metaverse platforms such as Roblox have become increasingly pop-
ular and profitable through a business model that relies on their
end users to create and interact with user-generated virtual worlds
(UGVWs). However, UGVWs are difficult to moderate, because
game design is inherently more complex than static content such
as text and images; and Roblox, a game platform targeted primar-
ily at child players, is notorious for harmful user-generated game
such as Nazi roleplay games and gambling-like mechanisms. To
develop a better understanding of how harmful design is embedded
in UGVWs, we conducted an empirical study to understand Roblox
users’ experiences with harmful design. We identified several pri-
mary ways in which user-generated game designs can be harmful,
ranging from directly injecting inappropriate content into the vir-
tual environment of UGVWs to embedding problematic incentive
mechanisms into the UGVWs. We further discuss opportunities and
challenges for mitigating harmful designs.
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1 INTRODUCTION

Persistent, three-dimensional (3D) virtual worlds (more often re-
ferred to today as the ‘metaverse’) have been popular in the past few
decades. While traditional virtual worlds such as Second Life, often
considered as the first metaverse [101], and World of Warcraft were
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created and moderated by professional developers in a centralized
manner, the modern-day ambitions of tech companies such as Meta
[71] and Microsoft [62] are putting more emphasis on facilitating
and monetizing user-generated content (UGC) in their respective
metaverse platforms. Pushing this idea even further, metaverse plat-
forms such as Roblox have developed a business model that relies
entirely on user-generated virtual worlds (UGVWs) by monetizing
UGVWs and sharing revenues with UGVW creators [78]. Metaverse
platforms like Roblox usually provide a whole development envi-
ronment with low-barrier scripting languages such as Lua, making
it easy for many end users, including children, to design and create
UGVWs [75]. Roblox end users have the ability to interact with
UGVWs as players and to create their own UGVWs as creators.

However, end users’ empowered capabilities to design UGVWs
on metaverse platforms have not come with adequate oversight.
Roblox has regularly made headlines for harmful designs generated
by its end users. In this paper, harmful design refers broadly to
design patterns in UGVWs that can incur harm to players who
interact with such UGVWs. For example, Roblox users have de-
signed Nazi role-playing UGVWs [27], “condo games,” which are
UGVWs that could expose child players to sex acts and crude lan-
guage [108], or UGVWs that recreate Nazi death camps [77] and
mass shootings [14]. However, despite growing societal concern
(e.g., [14, 55, 58, 80, 108]), the research community has paid limited
attention to the issue of harmful design on metaverse platforms.

Harmful design could be seen as the outcome of end users’ design
practices. The concept of design practice originates primarily from
professional activities aimed at creating commercial products [43].
It recognizes the ongoing challenges designers face when dealing
with complex and difficult design situations [97]. Design scholar-
ship has recognized how design practices can lead to undesirable
outcomes such as dark patterns that benefit shareholder interests
at the expense of end-user interests [15, 47, 117]. In addition, well-
thought-out technology can also have unintended consequences
[6]. Thus, the starting point of our research is to not assume the
intentionality of design practices that lead to harmful design in
UGVWs, but to focus on depicting extant forms of harmful design
in UGVWs.

To achieve this, we used a grounded theory (GT) approach [19]
to explore what constitutes harmful design in UGVWs. We chose
Roblox as our study site, one of the most popular metaverse plat-
forms, with 61.5 million daily active users as of December 2022
[18]. On Roblox, a UGVW is called an experience in the official
documentation, or a game in end users’ words. Our data source is
the ‘r/roblox’ subreddit, one of the largest Roblox user communities.
Following the principles of GT, we iteratively collected and ana-
lyzed Roblox users’ discourses related to harmful design, resulting
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Figure 1: Home Page of Roblox.

in an explanatory framework that describes four primary types of
harmful design taking place on Roblox: ubiquitous microtransaction
design that nudges players to purchase in order to maximize profit,
unconstrained social design that exposes players to inappropriate
social interactions, unmoderated expression design that expose
players to unfiltered content, and problematic world design that en-
dorses controversial or forbidden ideologies and values. Building on
this set of findings, we discuss harmful design as a distinctive form
of online harm and challenges for addressing design ethics in the
wild, and propose implications for design moderation (i.e., modera-
tion mechanisms that aim to curb harmful design in UGVWs) and
methods to empower child players to cope with harmful designs.

Our contributions are multi-fold: First, we present a systematic,
empirical account of harmful design, contributing to critical reflec-
tion on end users’ design practices. Second, we provide an analytical
framework for conceptualizing the layers and components of harm-
ful design, which lays a firm basis for future systematic intervention
approaches. Third, our research is of significant broader impacts,
as we explore ways to mitigate a type of online harm that targets
unsuspecting users, especially child users.

2 BACKGROUND

Roblox is one of the most popular metaverse platforms, with a
massive player base heavily skewed toward younger children. It
had 61.5 million daily active users in December 2022, up by 18%
from December 2021 [18], with the United States as the country
with the most engagement time [88]. As a top online entertainment
place for kids and teens [17], Roblox’s primary users are under the
age of 13 [103]. A 2022 report showed that 54.86% of Roblox’s daily
active users were under the age of 13, and 25% were under the age
of 9 [28].

The Roblox homepage (see Figure 1) includes thumbnails of var-
ious UGVWs in its main block. UGVWs that the user has played in

the past appear in the “Continue” category, while trending UGVWs
are featured in the “Recommended For You” category. The left side-
bar contains interpersonal functions such as messages and friends
list, as well as purchase options through Official Store and Gift
Cards. A Roblox user can visit this homepage with a web browser,
and enter any UGVW. Once the user selects a UGVW on the home-
page, the Roblox client (available on major operation systems such
as Windows, i0S, and Android) pops up and takes the user into the
UGVW.

Roblox encourages its end users to design UGVWs (which Roblox
calls ‘experiences’ and uses call ‘games’) like those on the homepage,
and shares revenue from the monetization of UGVWs with these
UGVW creators [78]. With tens of millions of child users, roughly
5% have “published something of their own” [75]. In total, Roblox
has 9.5 million developers in total, and 24 million games [81]. Roblox
Studio is the development environment for end users/creators to
design UGVWs, and the revenue-share model incentivizes creators
to design purchasable content, such as virtual items for avatar
decoration, in their UGVWs [86].

3 RELATED WORK

In this section, we draw on design and content creation scholarship
to discuss the practice of creating UGVWs as a form of design prac-
tice, and then conceptualize harmful design as an ethical concern
in UGVW creators’ design practices.

3.1 The Creation of UGVW as Design Practice

Design practice, according to Goodman et al. [43], refers to “pro-
fessional design activities intended to create commercial products.”
However, there are diverse notions of practice and what consti-
tutes professional practice. To reconcile them, Goodman et al. [43]
drew from Green’s three core aspects [49], including activities,
experiences, and contexts of practice. Thus, the very first step in
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understanding and supporting design practice is to first analyze
such composite of “what practitioners do, what they experience,
and the context where this takes place” [43].

The attention to design practice represents critical reflections
on the research-practice gap between HCI theories, methods, and
pedagogy and the actual practices that design practitioners engage
in [43]: there is a lack of knowledge transfer between HCI research
and actual design work [89]; designers may perceive high costs in
applying HCI theories or knowledge [97]; academic and industry
researchers may have different perspectives on similar problems
[57]; and HCI researchers may overlook the complexities and messi-
ness in the actual design practices and treat them as scientifically
solvable problems [97, 105]. Following these reflections, there has
been a growing body of research that focuses on unpacking the
complex situations of design practice as experienced by design
practitioners that resonate with the three cores aspects of practice
[49]. For example, Zhang and Wakkary [118] conducted an inter-
view study to show how designers’ personal experiences influenced
their design practice, such as one designer using their personal ex-
periences to decide what would be indispensable without doing
user research. Gray et al. [46] used a content analysis of end-user
discourses around problematic design patterns to discuss ethical
concerns about design practices. Khemani and Reeves [59] inter-
viewed experienced design practitioners to surface concerns about
transferring design guidelines generated in HCI research to their
voice user interface design practice.

While existing scholarship around design practice has concerned
primarily the creations of professional designers, the lens of design
practice is pertinent in analyzing the creation of UGVWs on three
grounds, including creators’ design agency, professionalization, and
platformization. First, while much existing HCI research has cast
end users as consumers of designs produced by professional design-
ers, end users can design as well. Don Norman stated that “we are
all designers” [72], since we are all constantly making conscious
decisions to manipulate elements in our environment to fit with
our individual lifestyles. This echoes well with the nature of design
in dealing with wicked problems that do not have an absolute, clear
answer, and negotiating with a messy, oftentimes constrained, solu-
tion space [97]. End users’ design capabilities have been enhanced
to a great degree with the advent of the Internet and its associated
“participatory culture” [56] or “peer production” [7]. Along this way,
the power structure between end users and designers has shifted
significantly. For this point, we need to look no further than the
case of video game design, which is most similar to the design of
UGVW. Video game design used to take place only within profes-
sional game studios and companies [116]. However, with advances
in game design tools and distribution platforms in recent decades,
the technical barrier to designing and making video games has
been significantly reduced, allowing more and more video game
end-users to participate in video game design [30]. Much research
has been done to understand two specific forms of game design cre-
ated by end users, including modding [54], meaning user-generated
modifications of games, and indie game design [35], which refers
to game design carried out by independent designers. In both cases,
end users are equipped with a range of design tools, exert design
agency, and apply design thinking to create a desirable product.
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Second, Goodman’s conception of design practice stresses the
professional quality, implying a professional/amateur dichotomy
[43]. However, for design practitioners in certain fields such as UX
design, there are not yet formalized procedures for determining
one’s eligibility or qualification to be a professional, and practition-
ers often rely on various self-taught paths to start a professional
career [42, 44]. In addition, with the rapid diffusion of technological
innovation, the line between amateur and professional is becom-
ing increasingly blurry. For example, Smyth and Helgason [95]
observed how computing technologies and physical prototyping
systems, along with the rise of Do-It-Yourself culture, have blurred
the boundary between amateur and professional’s roles in making.
Freeman et al. [35] used the term “pro-amateur” to describe how
end-users could initiate technological innovation in indie game de-
sign in a bottom-up manner. On creator platforms such as YouTube,
Instagram, and TikTok, many creators aspire to be professionals
in producing and monetizing their creative content [92]. Thus, we
refrain from taking a dichotomic view of professional practice in
UGVW creation.

Third, while professional practice is often viewed as being institu-
tionalized in organizational settings [49], especially as a profession
acquires more societal recognition and occupational identity [2, 23],
contemporary content creation is increasingly organized and in-
tegrated into the institutional logic of online platforms, becoming
a vital part of the platform economy, a process that communica-
tions scholars refer to as platformization [25, 29]. To this end, many
creator platforms such as TikTok, YouTube, and Instagram have
already developed and maintained a business model that shares
advertising revenue with their creators, and fosters viable career
pathways for their creators [20, 68]. While individual content cre-
ators experience such an institutionalization process, they also
encounter and negotiate with increased precarity and power imbal-
ances between creators and platforms. For example, Cummingham
and Craig [26] discussed how platforms exert power and control
over content creators, but the latter could challenge the former by
seeking alternative sources of revenue or forming collective rep-
resentations. Arriagada and Ibafiez [5] found that Chilean fashion
and lifestyle Instagram creators lifestyle adapt their creative prac-
tices to platform changes. Ma and Kou [64] reported how YouTube
creators negotiated with the platform in order to appeal moderation
decisions such as video removal.

In sum, the making of UGVW is both a form of content creation,
in line with creative practices on creator platforms such as TikTok
and YouTube, and a design practice, in which creators exert their
design agency to effect changes in creative and complex ways.
Employing the perspective of design practice, we seek to foreground
complexity and messiness in designing a UGVW which are both
enabled and constrained in the context of platformization, and,
subsequently, to unpack the enactment of harmful design in this
design practice.

3.2 Harm and Ethics in Design

Scholars have observed how harm can be embedded in design. In
the classic article, Do Artifacts Have Politics?, Langdon Winner an-
alyzed an example where some bridges in Long Island, New York
were deliberately designed with extraordinarily low clearance to
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discourage the passing of buses, thus perpetuating the designers’
social-class bias and racial prejudice against people who rely on
public transit [111]. The design of social institutions can be harmful
as well. Broom et al. [16] questioned the notion of “unintended
consequences” and pointed out how the policy design in Australia’s
health, welfare, and immigration systems is intended to cause harm.
Along this line of inquiry, HCI researchers have also documented
numerous cases where design can do harm to its end users. Apps
that use manipulative interface design to gain access to users’ per-
sonal data could endanger user privacy [45]. Loot boxes in video
games mimic gambling mechanisms [1], resulting in not only ad-
diction but also financial harm.

Clearly, a technological design is not necessarily a neutral arti-
fact [12], but possesses a “script” that is intended by the designer
to shape the actions of the actors [104]. To refrain from endorsing
a form of technological determinism, Verbeek used the concept of
mediation to further illustrate a complex interplay between users,
designers, and designed technologies that co-shape the mediating
role of technologies [104]. For example, if a UGVW is designed
with the purpose to support interpersonal communication, it could
be appropriated by users for sex acts through avatars, and the
UGVW could have emergent qualities as the platform makes up-
dates de/sexualizing avatars. Thus, design ethics concerns not just
the functionality of technologies, but also their mediating roles
[104].

Viewing the UGVW creation as design practice, our investigation
of harmful design is informed by the value sensitive design (VSD)
scholarship. Value could be broadly defined as “what a person or
group of people consider important in life” [39]. Value sensitive
design denotes “a theoretically grounded approach to the design
of technology that accounts for human values in a principled and
comprehensive manner throughout the design process” [38]. VSD
was motivated in the 1990s by the observation that limited attention
was paid to values in computing systems [37], but researchers
had already expressed concerns about key values such as privacy,
autonomy, and informed consent [37, 38, 40]. Building on VSD,
Flanagan and Nisenbaum [33] further proposed the values at play
(VAP) framework to address values in the specific context of play.
While VSD could be used to analyze values in existing computing
systems, VAP is more suitable for the direct use in the game design
process [33]. However, in this study, since we are exploring harmful
designs in existing UGVWs other than applying values in UGVW
design, both VSD and VAP can be instrumental in guiding our
research.

Methodologically speaking, a complete VSD project includes
three types of investigations: conceptual, empirical, and technical
investigations. The conceptual investigation queries key constructs,
stakeholders, and their properties and interrelationships, the em-
pirical investigation utilizes empirical methods to contextualize
technology use, while the technical investigation focuses on expli-
cating or supporting values in system design [38]. These three types
of investigations could occur in any order, although the technical
investigation usually occurs after the early stage [110]. In this study,
we determine that an empirical investigation is suitable for us to
describe existing harmful designs in UGVWs on Roblox.

Yubo Kou and Xinning Gui

4 METHODOLOGY

The study was motivated by the gap between the sheer volume of
media attention to harmful designs in UGVWs in recent years and
the scarce academic attention by the time of this study. We cast
harmful designs as a design issue, and, as one of the early attempts,
seek to describe how harms are inserted into the design of UGVWs.
Such enquiry aligns with a grounded theory (GT) methodology [24]
which emphasizes theoretical construction. Pertaining to principles
of GT [22, 24], the data collection and analysis processes of this
study were not isolated from each other, but highly interactive and
mutually constitutive. Still, we use 4.2 Data Analysis to outline key
procedures and considerations specific to the data analysis process.
Prior to data collection, the study received approval from the IRB
office at Penn State University.

4.1 Data Collection

In line with Corbin and Strauss’s suggestion that a research question
can “lead researchers into the data where they can explore the issues
and problems. ..” [24], we decided to use the ‘/r/Roblox’ subreddit
for our initial inquiry. The subreddit is one of the largest Roblox
user communities hosted by Reddit. By the time of this study, the
subreddit had more than 550 thousand subscribers. The vibrant
user community and diverse discussions around Roblox allowed
us to use an exploratory approach to surface end users’ concerns
related to harmful designs in UGVWs. End users’ online discussions
on social media are considered as a legitimate data source in the
GT methodology [24], and have been utilized in design research
(e.g., [46, 119]).

GT has several variants [22] with different emphases along di-
mensions such as what constitutes a resulting theory, the role of
literature review, and positioning between constructivism and pos-
itivism, and the revelation of these considerations alongside the
description of methodology plays a vital role in acknowledging re-
search subjectivities and facilitating other scholars’ interpretations
of the results. In this regard, our approach echoes with Charmaz’s
GT variant [19] that emphasizes how researcher subjectivities and
experiences shape not only the research process but also the out-
come. Prior to this study, the researchers had years of experiences
in design research and were already familiar with Roblox and lots
of news reports about Roblox’s harmful designs, which shaped how
the researchers decided to view harmful designs as a design issue
rather than just a type of online harm such as harassment and
hate speech. The design angle enabled us to connect to strands of
literature such as design practice and design ethics. While harmful
design is a fairly open research space, we decided to focus on the
types of harmful design first so as to lay a descriptive foundation
for future work. The focus on types of harmful design accords with
Corbin and Strauss’s emphasis on developing a single theoretical
category with multiple corresponding concepts [24].

Our data collection process took place in January 2023, where
two researchers engaged in intensive data collection via Reddit’s
API, and analysis of user discussions related to harmful designs.
Given that online platforms regularly update their technical func-
tions and platform policies, we decided to focus on user discussions
that took place in the year of 2022, rather than those from pre-
vious years, so that our analysis could reflect the recent state of
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harmful design on Roblox. To start, we must first have a set of
inclusion criteria for identifying harmful designs mentioned in
user conversations. Informed by prior literature on design prac-
tices and ethics as well as rounds of discussions, we concluded
that we would target user conversations that directly addressed the
design or setup of a UGVW and its relationship to harm, and we
would exclude conversations that only focused on harm through
interpersonal interactions (e.g., one Roblox player verbally harasses
another in a UGVW). A related issue was how to identify harms,
especially given the uniqueness of the Roblox context which has
been understudied. We approached this issue by first deriving a set
of keywords from the Roblox’s platform policy regarding online
harm [82]. This yielded an initial set of keywords that we could
use to search through the subreddit for related user conversations.
The initial keywords were {‘toxic, ‘moderation, ‘offensive, ‘sex,
‘predatory, ‘Nazi, ‘naked, ‘harm, ‘violent, ‘terrorist, ‘extremist,
‘bully, ‘suicide, ‘abuse, ‘illegal, ‘discriminate, ‘racist, ‘porn, ‘ex-
tort/blackmail, ‘spam, ‘harass, and ‘safe’}. For each keyword, we
also searched with its variations (e.g., ‘moderate’ and ‘moderated’
for ‘moderation’). Our search with these initial keywords identified
a total of 1124 threads. Each of us then read through the threads to
mark relevant threads, followed by discussions to resolve disagree-
ments. This ultimately resulted in 29 threads with 2219 comments,
which we found to be directly relevant to harmful design. When
determining the relevance of a thread, we looked specifically for
Roblox users’ causal reasoning that contained both descriptions
of designs as well as harms they can incur. For example, we con-
sidered a thread relevant if a Roblox user responding to it claimed
that the design of the clicking simulator in UGVWs is financially
exploitative towards child players. Alternatively, we considered a
thread irrelevant if the post and its associated comments did not
mention any instance of design or did not discuss the potential
harm of a design.

We then conducted open coding on this initial dataset, an essen-
tial step in the GT methodology [22]. This step resulted in basic
codes that described instances of harmful design that existed on
Roblox. This initial analysis also informed our next data collection
efforts, in terms of finding new keywords, to focus on identifying
and theorizing data that were not previously included. This was
also known as theoretical sampling in GT [24]. Through the itera-
tive data collection and analysis, our final keyword set was {‘toxic,
‘moderation, ‘offensive, ‘sex, ‘predatory, ‘Nazi, ‘naked, ‘harm,
‘violent, ‘terrorist, ‘extremist, ‘bully, ‘suicide, ‘abuse, ‘illegal, ‘dis-
criminate, ‘racist, ‘porn,’ ‘extort/blackmail, ‘spam, ‘harass, ‘safe;
‘monetization, ‘gambling, ‘worry, ‘troll, ‘policy, ‘ban,’ ‘delete, ‘re-
move, ‘da hood, ‘condo games, ‘Russian Roulette, ‘traumatic, ‘not
suitable for work (NSFW), ‘dangerous, ‘terms of service (TOS), ‘ma-
nipulate, ‘parent, ‘child, ‘son, ‘daughter, ‘inappropriate, ‘wrong,
‘underground, ‘bad game, and ‘bad design’}. Our final dataset in-
cluded 54 threads with 4618 comments. At this point, we decided
that we reached “theoretical saturation” [13], where no new ideas
were found. Through the whole data collection and analysis pro-
cesses, the researchers constantly took memo to record emergent
ideas and linkages between data and ideas [24].

DIS °23, July 10-14, 2023, Pittsburgh, PA, USA

4.2 Data Analysis

Open coding is the process of “breaking data apart and delineating
concepts to stand for interpreted meaning of raw data” [24]. A code
tends to use informal language to describe what is in the raw data.
We performed open coding continuously upon the initial 29 threads
as well as all the new data that were added to form the final dataset.
For example, a comment that described how a UGVW contained
numerous designs that tricked players to spend money through
microtransactions would be coded as “greedy design patterns in-
tended for cash grab.” Our analysis resulted in a total of 71 initial
codes.

We then conducted axial coding on our initial codes as well as
their associated data, a process that relates initial codes through a
combination of inductive and deductive thinking [24]. To be specific,
this was an iterative process. Each of the two researchers analyzed
the list of initial codes, grouping codes with similar meanings.
For example, one initial code was “core gameplay mechanism that
was unmoderated” and described a spray paint simulator which
players could use to express abusive ideas, and another initial code
was “inappropriate avatar appearance,” referring to how players
could decorate their avatars with offensive symbols. These two
initial codes could be associated as both described instances of
expression design that enabled harm. The two researchers then held
discussions to resolve disagreements. This allowed us to generate
four major types of harmful design that form a single theoretical
category of harmful design patterns, including:

Ubiquitous microtransaction design describes the ubiquity
of microtransactions implemented in UGVWs, potentially resulting
in financial harm to UGVW players.

Unconstrained social design refers to the phenomenon that
social spaces in UGVWs are designed without taking the presence
of children into consideration, potentially exposing them to inap-
propriate or harmful content.

Unmoderated expression design describes various commu-
nication mechanisms that UGVW players can use to express ideas
without proper moderation.

Problematic world design captures the storytelling of a
UGVW’s general setting that pertains to controversial or even
extremist ideologies.

After completing the axial coding process, we realized that our
thought process and reasoning were influenced by several under-
lying rationales, whether we were aware of them at the time of
coding or not. First, we sought to categorize those design instances
in terms of their affordances, or how a design could enable possible
actions. For example, a deceptive microtransaction design could
trigger reckless spending, while an unconstrained social design
such as a hidden social space might encourage sexually explicit
interactions. Second, our action of categorization was influenced by
how we perceived the type of harm. Most evidently, the ubiquitous
microtransaction design leads to economic harm, unconstrained
social design and unmoderated expression design expose players
to inappropriate content, while problematic world design often em-
bodies concepts of radicalization and extremism. Lastly, our thought
process also included a desire to order the categories based on their
level of abstraction. Clearly, microtransaction designs are often
specific and straightforward to understand, but what constitutes a
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world design is more abstract and contains multiple interconnected
components.

In the next section, we report our analytical results. We have
paraphrased all the quotes when reporting to reduce their searcha-
bility while preserving their original meaning.

5 FINDINGS

In this section, we describe four primary harmful design patterns
we surfaced from Roblox users’ online discussions, including ubig-
uitous microtransaction design that induces financial harm, un-
restricted social design that enables inappropriate interpersonal
interactions, unmoderated expression design without proper mod-
eration, as well as problematic world design where the overall story
perpetuates harmful ideologies.

5.1 Ubiquitous Microtransaction Design

Microtransaction refers to a mechanism that allows players to pur-
chase in-game virtual items with money. Microtransaction has been
a common business model in online games released by professional
studios [100]. For each item sold on the Roblox marketplace, the
revenue-share model awards 30% of the total amount to the creator,
40% to the seller or distributor, and 30% to the platform [87]. How-
ever, players cannot purchase these virtual items directly through
real money. Instead, they must first use real money to purchase
Robux, the virtual currency in Roblox (one Robux is approximately
0.01U.S. Dollars). However, the rate for creators to cash out their
earned Robux is significantly lower, at “$0.0035U.S. Dollars per
Earned Robux” [84]. Thus, it is unsurprising that Roblox has been
criticized for exploiting young creators [76] and capitalizing on
child labor [75].

Currently, there is currently no regulation on microtransaction
in online games, and online games only practice self-regulation
[66]. Subsequently, microtransactions in UGVWs are even more
unregulated, leading to various ethical concerns within the Roblox
user community.

One common ethical concern is that experienced creators can
quickly design and release low-quality UGVWs for the sake of
a “cash grab,” meaning a product designed primarily to generate
money. To achieve this, they would copy and paste the source code
of their existing UGVWs, altering only a few elements to qualify as
a new one. For example, a Roblox user observed:

Within an hour of the movie “turning red” being
released, there were tens of platformers under that
theme. Every one of them was filled to the brim with
microtransactions. These are just cash grabs. The cre-
ators used random content to make a game and title
it with something related to the movie, as well as a
clickbait thumbnail of that thing. When a player plays
it, they get a pop-up window every ten seconds ask-
ing for Robux to speed up. They are just trying to get
kids to pay for these items for a one-time use. The
creators are just taking advantage of the fact that the
players are too young to understand that their items
are way overpriced.

‘Platformer’ is a game genre in which a player controls their
character to move from one platform to another (e.g., Super Mario
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games). The quote above describes how Roblox creators could fol-
low trends in popular culture, such as a newly released movie, in
their design ideation of UGVWs. Roblox hosts millions of UGVWs
and more are added every day. These UGVWs compete for players’
attention and money. Subsequently, UGVW creators are financially
incentivized to incorporate popular trends into their designs in
order to attract Roblox players. Experienced creators could reuse
the source code from their previous UGVWs for a different theme
and create a newly themed UGVW by making only a few cosmetic
changes (such as changing the background color to match the new
theme). Since the goal is to maximize profits during a temporary
period following a trend, creators may not prioritize the quality
and reputation of the UGVW, nor plan for its long-term mainte-
nance. However, unsuspecting players, such as a fan of the said
movie, “turning red,” could be attracted to such types of UGVWs
and be willing to spend a large sum of money through deliberate
microtransaction design patterns such as a “pop-up window” that
interrupts the player experience for monetary gain. Thus, the user
expressed worries about how such UGVW design is specifically
tailored to cause financial harm to young players.

Not only are microtransactions easy to implement in UGVWs,
but they also include gambling mechanisms, further encouraging
players’ addictive and reckless spending behavior. Another user
commented:

Loot boxes are rampant in the most popular Roblox
games like Adopt Me and Murder Mystery. This is
gambling for children who want to get rarer items
than others. This is the same trick used in other online
games, and loot boxes are ruining people’s lives.

Loot box is a type of microtransaction where a player pays money
to acquire a random item. The rarer the item, the less chance the
player could get it. Thus, loot boxes are usually associated with
gambling [63, 69], and already outlawed in several countries [41, 99].
However, Roblox is based in the U.S., which has no regulation on
loot boxes. Thus, the user was concerned that popular UGVWs on
Roblox were already exploiting such microtransaction designs to
induce financial harm to child players.

Roblox users further questioned Roblox’s role in not only toler-
ating such designs, but intentionally encouraging them. A player
wrote:

Every Roblox game has gambling in the form of loot
boxes. Also, the limited items in the avatar catalog are
obviously gambling. Everyone on Roblox is doing this,
and this is how Roblox makes money. They do not
get into trouble because gambling laws don’t apply to
video games, even though there is in fact real money
involved.

Here, the user explained that such microtransaction design could
bring enormous economic benefits to Roblox as a for-profit corpo-
ration, and that Roblox has skillfully navigated the legal system to
sustain its profitable business model. What makes this microtrans-
action design particularly concerning is the scale at which Roblox
operates and the potential player population it affects. As a result,
the business model is working as intended, at the expense of the
financial wellbeing of its players.
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5.2 Unconstrained Social Design

Social design means design considerations around creating a social
space where players can socialize with each other. However, online
social design must be taken carefully when children are involved.
For example, unlike other social platforms, Roblox’s policy clearly
states that “Roblox is a safe space for meeting online friends, chatting,
and collaborating on creative projects, but we prohibit content that
seeks or portrays romantic relationships, including: Animations of
kissing, hand holding, or other romantic gestures in a romantic context;
Experiences that depict romantic events, including weddings, dates,
and honeymoons” [82]. However, Roblox users have reported en-
countering explicit content or interactions due to the harmful social
design of UGVWs, typically in one of two forms. First, some social
spaces are designed with the intent to cause interpersonal harm.
For example, one particular type of UGVW is called “condo game,”
where players could enter a condo-like social space and encounter
sexual acts and explicit language. Several Roblox users discussed
the problems with “Condo games” in the following conversation:

R1: Condo games were made to be inappropriate.
R2: What are condo games?

R3: They are literally porn games and get taken down
within a few minutes.

R4: Not always. They have workarounds and use new
accounts, so they are less noticeable. Players must
have their discord to join. It won’t be banned unless
it gets leaked.

In the conversation above, Roblox users discussed condo games
as an example of unconstrained social design. Particularly, some cre-
ators would knowingly design inappropriate UGVWs like this, and
bypass the moderation system by making the UGVW invite-only.
While condo games are a distinctive type of UGVW, it is far more
common that players enter an unknown UGVW and encounter
harm. Towards this end, a Roblox user recommended that:

Just stay away from any games that have a lot of
players named as slenders. Most are online daters and
some even do NSFW [short for ‘not suitable for work’]
games.

Roblox allows users to design and customize their avatars, and
slender on Roblox refers to a specific avatar apperarnce that is
thin and tall [94]. Online dating is not allowed on Roblox due to
its predominantly young user base. In the quote above, the user
observed that certain social designs attracted slenders, and slenders
tended to possess malicious intents. Thus, the user stated that social
designs populated by slenders were more likely to be risky and
inappropriate and should be avoided if possible.

Second, some social spaces are vulnerable and prone to abuse
and become a hotbed for interpersonal harm. Two Roblox users
conversed:

R1: T joined one of those "vibe place hangout games"
and what I saw was really distrubing. A lot of people
were using emotes to have “sex”” In addition, people
were exchanging Tiktoks, Snapchat and Kik. This is
very disturbing because the kids could easily fall vic-
tim to predators, groomers, and kidnappers.
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R2: T also spent time in one of these games and what
you said is true. People were trying to share their dis-
cord tags, typing very inappropriate things on roblox
by bypassing the filter with weird characters and
spamming x’s at the beginning of words, role-playing
as couples having intercourse by walking in and out
of girls repeatedly, using very obscure euphemisms
like "beating the meat,” and trying to ask for people’s
personal information.

In the conversation excerpt, R1 and R2 shared their similar expe-
riences with inappropriate interpersonal interactions, ranging from
sex acts and crude language that are strictly forbidden by Roblox
policy, to information solicitation which could be risky for child
players. Although hangout games are not like condo games, they
do provide a venue where inappropriate interpersonal interactions
could easily occur. However, there are limited design considera-
tions to make such social venues safer. To this point, a Roblox user
observed that “The online daters have turned the party feature of
MeepCity into nothing but porn clubs”

5.3 Unmoderated Expression Design

Expression design addresses a variety of channels designed within
UGVWs where players can express their ideas. While designing a
channel for free expression appears innocuous, it becomes prob-
lematic when the channel is embedded in a UGVW and left un-
moderated. Unmoderated channels can be filled with inappropriate
content. Specifically, our analysis uncovered three types of expres-
sion that are enabled by the unmoderated expression design. First,
some UGVWs’ core gameplay mechanisms give players tools to
express ideas. Two Roblox users discussed this issue:

R1: The Roblox community is ridiculously toxic and
rampant with homophobia, racism, and misogyny.
You can check how prevalent this is in games that
allow users to express their opinions freely (Rate my
avatar, spray paint games, military games etc) ... I find
it surprising that parents are okay with their children
playing Roblox, given the amount of inappropriate
games and the toxic community in general.

R2: Spray Paint gets a lot of hate because it is ex-
tremely unmoderated. You can basically write what-
ever you want in Spray Paint. This is also true in Free
Draw 2.

The Roblox users pointed to specific UGVWs with creative tools
such as spray painting and drawing that give players the power
of free expression but do not have any proper oversight. As a re-
sult, such unmoderated expression design leaves much room for
harmful user-generated content such as “homophobia, racism, and
misogyny.”

Second, some UGVWSs’ overall setting may have designated chan-
nels for players’ expressions. These channels also lack moderation
and are vulnerable to problematic expressions. Regarding this, two
Roblox users conversed:

R1: I was playing a game called Booth Plaza, and I
saw a booth with child porn for the booth’s image. . .
This is not uncommon. Every day or two there is a
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booth with a guy decapitated or guts spewing out.
This really crossed the line.

R2:...Booth games is a breeding ground for that type
of stuff because it allows anyone to type anything
they want in a booth and with a decal on it. . . Roblox
tries to ban them, but people evolve with Roblox’s
moderation. . .

R1: Booth Plaza mods should have intervened. But
none of them cares. They only join to make jokes and
powerstrip to feel special.

R2: Yeah, booth games are fun to socialize with other
players, but terrible because people can put anything
they want in a booth and it will be public. Decals are
unfiltered once they accidentally bypass the system.

In the conversation above, the Roblox users talked about a UGVW
designed as a virtual plaza where a player could have a virtual booth
and then decorate it with their own expressions, in forms such as
image, decal, or language. While Roblox’s platform-level modera-
tion system does general screening of any content uploaded by a
UGVW player, the system could be bypassed, as R2 indicated. Thus,
the task of moderating player expressions currently is delegated
to each specific UGVW’s moderation. The approach is ineffective,
as R1 observed. As a result, designated channels within a UGVW,
such as a virtual booth on a virtual plaza, could become a place for
inappropriate content.

Lastly, players could also make free expressions through their
avatars’ appearances, including virtual clothing. Below are obser-
vations made by several Roblox users:

I have seen on Roblox that a person in a UGVW was
wearing a Nazi armband.

The game [Clear Skies over Milwaukee] got me scared
because the players had questionable outfits.

My child was in MeePCity and ran into a character
wearing a t-shirt with an image of sex act on it. He
was traumatized.

The three examples above came from different UGVWs, but they
all point to the same issue with unmoderated expression design
— players could freely express any content through their avatars’
appearance, regardless of the appropriateness and risk the content
carries.

5.4 Problematic World Design

World design refers to the setting where all stories happen, and its
characters develop. What makes a virtual world unique is that it is
different from the real world that we live in and has “its own unique
aesthetic feel and flavor” [114]. Each UGVW has its own world de-
sign that provides a backstory for players to interact with, and some
world designs are deeply problematic in endorsing controversial
and even extremist ideas and ideologies.

World designs could make representations of violence and abuse
highly graphic. For example, a few Roblox users discussed an inci-
dent they encountered:

R1:Iplayed Criminality today, and was immediately
sold as a maid. Is this common in this type of games?
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R2: What the hell? You were sold as a maid? What
is wrong with this game? Roblox has a lot of weird
things, but I have never heard of player trafficking on
Roblox. What happened exactly?

R1: They just knocked down my character and then
carried it to another player, who then paid some
money.

R2: This is so wrong.

R3: Criminality has an underground-ish audience, so
I'm not surprised.

In the excerpt above, Criminality is a popular UGVW on Roblox
in which players freely roam and fight each other. Underground
refers to a design practice on Roblox that hides inappropriate con-
tent under the surface to avoid moderation. R1 described a violent
experience in the said UGVW and sought explanation from the user
community. Based on R1’s description, R2 and R3 both echoed with
such experience while pointing out the ethical problem in such de-
sign. In a similar vein, our analysis also identified instances where
UGVWs simulate mass school shootings or suicidal bombings.

World designs could also reproduce and perpetuate real-world
stereotypes. Several Roblox users complained about this design
issue:

R1: All the “hood games” where kids posing as gang-
sters and bypassing community, etc. They are very
problematic.

R2: I don’t like these games, because they have this
idea that this is what black people are like and this
is what black neighborhoods are like. It’s horrible. . .
It is offensive as hell. I don’t like these creators who
think they know what the hood is like. It’s all those
white kids pretending to be gangsters. It’s awful.

Hood games are a type of UGVWs that make an underclass
neighborhood setting where players act as gangsters to engage in
various criminal activities. In the conversation above, R1 and R2
acutely found issue with such world design that tends to employ
racial stereotypes against African Americans, as well as prejudices
against lower socio-economic classes.

Sometimes, world designs can embody prejudices in an implicit
way. For example, another Roblox user noticed:

R1: I've entered places such as Papers, Please, which
was once rebranded as a generic Soviet government
thing. They are well made, but the people there are
really horrible. I suspect that the military aspect at-
tracts people with certain views. When I was there, I
saw people making jokes that suggest questionable
beliefs. .. They seem to hold prejudices against mi-
norities or are really nationalistic to a weird degree.
That’s just the feeling I get.

R2: Power-hungry children want to boss people
around. This is a toxic hierarchy that is enforced in
many military role-playing games.

According to the observations by R1 and R2, UGVWs that fea-
ture military roleplaying mechanisms could embody values such
as hierarchy, prejudice, and nationalism, resonating with values
commonly celebrated in the real-world military culture [96]. As
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such, R1 expressed ethical concerns that UGVWs of such world

design could foster online groups that harbor extremist thoughts.
Lastly, Roblox users also brought up world designs that represent

harmful ideologies. For example, a Roblox user mentioned:

Many years ago, I had a lot of time to spend so I found
a game. It was a simple game, where two teams fought
to win gold and buy better equipment. .. One day I
was playing the game as normal and was defeated.
Then, I was respawned in another room full of WW2
German flags. I wasn’t there alone. I tried to leave the
room but couldn’t, so I just left the game.

In the above quote, the Roblox user described a world design with
inappropriate content that is associated with Nazi. What appeared
to the user at the beginning, as a simple game, only revealed later
the kind of ideology it tried to promote. Although the UGVW was
probably removed by Roblox moderation, the impact of the harmful
design remained on the Roblox user and perhaps other players who
were “respawned” in the same room.

6 DISCUSSION

We have surfaced four primary harmful design patterns in the cre-
ation of user-generated virtual world (UGVW) on Roblox. These
harmful designs exist at different conceptual levels and originate
from the empowered capabilities for end users to create complex,
dynamic content on metaverse platforms like Roblox. The harm-
ful designs are not mutually exclusive and can co-exist in a single
UGVW. Given the complexity of the harm we described, it is partic-
ularly suitable to use design as an analytic angle. Next, we discuss
how harmful design differs from previously discussed harm types
in light of design practice, reflect on design ethics in the wild, and
propose implications for mitigating it through design moderation
and better supporting child players.

6.1 The Complexity of Harmful Design

Harmful design in UGVWs is categorically more complex than
commonly discussed online harm in user-generated content (UGC).
The very forms of UGC (e.g., text, audio, image, or user behavior)
define parameters for how online harm is conveyed and causes
negative effects. For example, hate speech in text could be read
by target groups and hurt them mentally and emotionally [115];
pictures depicting violence could be viewed by children and have
a disturbing effect on their minds [93]; and harmful user behav-
iors such as harassment are often enabled by particular platform
affordances such as virtual avatars in social virtual reality [36] and
interpreted as harmful by victims. In these examples, UGC causes
harm through a cognitive process in which a harmful meaning is
captured, perceived, and interpreted by victims. However, harmful
designs, as our findings suggest, could cause harm in a myriad of
ways beyond the communication of harmful meanings: they could
manipulate players into purchasing behavior through ubiquitous
microtransaction design, disguise inappropriate interpersonal inter-
actions in unconstrained social design, expose players to unfiltered
information and content via unmoderated expression design, and
dispose players to problematic or extremist ideas, values, and ide-
ologies through problematic world design. The harm from these
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designs is only more severe when players are unwitting and un-
suspecting children, a victim group which Roblox users frequently
mentioned in our findings.

To unpack the complexity of harmful design, we could contem-
plate several directions: design resources, design space, and design
knowledge. First, UGVW creators have access to a wider variety of
design resources than UGC creators. They can maneuver not only
static content such as text, image, video, and audio, but also al-
gorithmic objects and procedures to produce a desired effect. For
example, microtransaction design relies upon algorithmic thinking
to determine when and how to seek money from players; and world
design utilizes an assemblage of algorithms to orchestrate a toxic
hierarchical experience. Although there has been a great deal of
effort in technical approaches that focus on filtering and autode-
tecting unwanted usage to prevent risks for users (e.g., [21, 70]).
Such approaches primarily deal with textual content using machine
learning and natural language processing techniques including su-
pervised learning, lexicon-based, rule-based, and mixed-initiative
approaches [91]. Although these approaches are useful to some
extent, they suffer from a lack of quality datasets, limitations in
capturing contextual information (e.g., participants’ relationship),
and capturing all criteria of unsafe content [4, 90, 91]. In the case of
Roblox, it has a chat filtering system that filters out inappropriate
language or other unsafe textual content such as swear words, per-
sonally identifiable information, and words associated with bullying
and harassment [85], and automatically checks whether avatars
are “wearing appropriate attire within the avatar editor and avatar
thumbnails” [83]. However, because such technical approaches fo-
cused primarily on static contents, they cannot address the design
issues within UGVWs, where harms are in real-time, interactive,
and diverse form. Overall, while UGVW platforms could be effi-
cient at detecting and removing harmful static content, they are less
effective in moderating algorithmically and procedurally induced
harms, which would require human interpretation to determine
and mitigate the existence of harms.

Second, UGVW creators are exploring a widely open design space,
compared to the creative space a video content creator on YouTube
or an image creator on Instagram could explore. Design addresses
a “wicked problem” [79] which does not have a definitive or final
solution. Creators have numerous ways to approach their design
objective — they can make an avatar-mediated social space, simulate
real-world scenarios such as military roleplay, develop video games,
etc.

Third, UGVW creators are developing highly situated design
knowledge, pertaining to the Roblox platform. That is, they observe,
acquire, and evolve design knowledge that could help achieve their
design objective, whether to attract more players or to make more
money. Designers could draw on their knowledge to anticipate
how users interact with their technological design [104], creators
would also anticipate how players interact with their UGVWs and
designate particular mechanisms such as microtransactions to take
advantage of such anticipation, or virtual booths to facilitate inap-
propriate communication.

Prior research has highlighted how questionable designs stem
from the practices of professional designers, such as dark patterns
that benefit shareholders and the expense of end users’ interests
[15, 47] and profit-driven microtransactions in video game design
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[69]. These conversations presume a dichotomy between designer
and end user, and power imbalance between them. What we showed
in this study is how questionable designs could also stem from end
users and inflict harm on other end users. Technology democratizes
not only who can use and access it, but also who can generate harm.
While professional designers are financially incentivized to produce
questionable designs, UGVW creators’ harmful design practices
are shaped by both the profit-driven platform economy and poor
platform governance.

6.2 Design Ethics of End Users in the Wild

In light of the research-practice gap [73], prior academic research
has developed high-level ethical frameworks such as VSD [37] and
VAP [33] but also looked into ethical concerns regarding profes-
sional designers’ work [11, 45]. Extending this line of concern, what
we surfaced in this work is ethical concerns regarding end users’
work. To be more accurate, it is not all the end users that partici-
pate in designing UGVWs and producing harmful designs. UGVW
creators are a specific end-user groups who assume a ‘designer’
role and acquire a more important role than other end users. Vi-
laza et al. [74] observed how ethics research in HCI tends to focus
less on specific end-user groups and more on technology types,
tacitly assuming all individuals equally experience technology. In
this study, it is clear to us the so-called Roblox users are not a ho-
mogeneous group, and the end users play out a diverse range of
roles and capabilities to engage with the Roblox platform.

When creators are equipped with design tools to solve a design
problem in the wild, they are also facing questions (from the broader
Roblox user community as we revealed in the findings) about design
ethics that commonly face professional designers. It is with no doubt
that design ethics is something important to consider in the context
of UGVW creation. While much attention has been paid to the
ethics of professional designers through both scholarly scrutiny and
industry self-regulation [48, 67], such attention has not yet existed
for UGVW creators. As a result, the only normative boundaries for
UGVW creators seem to be just what Roblox’s moderation detects
and deletes.

This is not to say that UGVW creators lack ethical agency — the
free will and capability to make ethical design decisions. Accord-
ing to van der Velden, agency is “not solely in the hands in the
user but in particular socio-material configurations of designers,
technology, and users” [102]. In this view, the (un)ethical agency
to make harmful designs are not solely in the hands of UGVW cre-
ators, but dynamically configured within the interactions between
UGVW creators, the Roblox platform, as well as UGVW players.
This is most evident in “virtual plaza” UGVWs, where the creators
knowingly create and maintain a free expression venue, the Roblox
platform imposes little oversight, and (some of) the players start to
abuse the unmoderated expression design. In this example, the eth-
ical agency is distributed across multiple technologies and actors,
and through their interactions.

The distributed nature of ethical agency in UGVW creation calls
for a multi-stakeholder framework to enhancing design ethics. Our
findings identified multiple stakeholder roles, such as UGVW plat-
form owner, UGVW creators, UGVW players, and UGVW players’
parents. Recent years’ extensive media reports (e.g., [14, 98]) also
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suggested external entities that care about UGVWS’ ethical issues.
These stakeholders can acquire different ethical responsibilities
in collectively defining and enforcing ethical practices. With the
increasing platformization of UGVW creation, the platform should
recognize that their organizational and institutional relationship
with creators and guide their ethical practice, through means such
as developing ethics training program [107]. UGVW creators should
recognize that designing a UGVW requires not only technical ex-
pertise but also ethical awareness and expertise in determining
what is or is not appropriate. UGVW players, who could already
recognize ethical violations in UGVWs, could play a more active
role in debating and enforcing ethical values in UGVW creation.
Both UGVW players’ guardians and external entities should also
be involved in assessing the appropriateness of UGVW design for
children.

6.3 From Content Moderation to Design
Moderation

Our study outlined four primary types of harmful design. Following
GT principles [24], the resulting types came from not only what
Roblox users perceived but also how the researchers interpreted
user perceptions. In light of the observation that specific, detailed
categories which may misrecognize or exclude certain harm types
[10], our classification of harmful design types is best read in a
generative sense, aimed at opening a research space for broader
discussions of harmful design initiated by end users. Also because
of the heavy involvement of human interpretation in determining
the harmfulness of a design, the means to moderate harmful design
will be decidedly different from content moderation that targets
UGC that unfolds well within platform-defined parameters, such as
text, image, audio, and user behavior. Here, for the purpose of this
discussion, user behavior could be considered as a type of UGC.

Existing moderation approach (e.g., ones that Roblox is using)
falls short in regulating harmful designs because it originates from
moderating UGC instead of design practice [50, 65, 90, 91], with
the assumption that harm already exists in the content to be found,
and technical features could be extracted to detect the harm (e.g.,
regular expressions to predict offensive phrases). However, harmful
designs, as we discussed in this study, can be dynamic and emergent
in players’ on-the-fly interactions with UGV Ws. Certain types of
UGVWs, such as “condo games” or military roleplaying games,
are prone to abuse and exploitation. However, the examples of
unmoderated expression design show that adverse players could
invent novel ways to be harmful when certain design permits. Thus,
we need an updated understanding of moderation tailored for the
case of user-generated harmful design.

Design moderation, in this context, is defined as a set of gover-
nance strategies to foster benign UGVW designs while inhibiting
harmful design patterns. Design moderation must pertain to the
distinctive characteristics of harmful designs to be effective in en-
forcing normative boundaries. Since harmful designs are dynamic
and emergent, they are discernible to end users but elusive for au-
tomated moderation techniques. Thus, design moderation should
consider how to leverage the ethical expertise of end users, so
that human knowledge could be integrated in the decision-making
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process of moderation. Participatory governance is a pertinent per-
spective here. Prior moderation and governance scholarship has
explored various ways, such as allowing users to develop policies
and institutional procedures in Wikipedia [34] and giving users
technical means to upvote or downvote as distributed moderation
on Slashdot [61]. While Roblox currently relies on Al-enforced mod-
eration, UGVW platforms in general could leverage participatory
governance and empower end users in more important moderation
roles. For example, Roblox users could be invited to collectively
make community guidance on what constitutes harmful design.
Roblox users could also play a more important role in adjudicating
problematic UGVW designs reported by other end users.

6.4 Increasing Children’s Awareness of and
Resilience to UGVW Harm

Given that many UGVW platforms have children as their primary
user population, it is critical to raise children’s awareness of and
foster their resilience to harmful designs in UGVWs. Prior literature
on children’s online safety has proposed various methods, such as
designing control methods for risk prevention, such as age limits
and parental control [52]. However, age limits could be easily manip-
ulated [51], and hardly reflect the complex landscape of millions of
UGVWs on Roblox. Parental control could lead to overprotection of
children, neglect of children’s autonomy, distrust between parents
and children, and hinder developmental processes that are critical
to teach children how to protect themselves [51]. Researchers have
suggested to seek a balance between parental control and children’s
agency and self-regulation [112]. In this regard, a viable path could
be to provide opportunities for parents and their children to explore
UGVWs together. Relatedly, in our data collection process, in our
iterative expansion of search keywords, we added new terms such
as ‘daughter’ and ‘son’ to describe parent-child relationships. This
was done in response to encountering several instances where a
Roblox user claimed to be playing with their children to explore the
vast array of UGVWs on Roblox. This way, parents and children
play more equal and collaborative roles, where parental protection
is at work implicitly.

In addition to focusing on risk prevention and “viewing chil-
dren’s online safety as something that depends on the actions of
others” [60], it is also critical to explore how to promote children’s
resilience so that they can effectively and wisely protect themselves
from online risks [113]. Online safety education is a critical way
to empower children to use the internet in safe and responsible
ways [3, 106]. There have been an increasing number of online
safety educational programs developed and marketed by national
and international actors [32], such as guidebooks for parents (e.g.,
[31, 109]) and teachers (e.g., [53]), and educational games for chil-
dren (e.g., [8, 9]). Thus, education programs and materials can be
developed to focus on UGVWs. For example, educational materi-
als could be developed dedicated to describing typical problematic
world designs and illustrating their harms to parents and teachers,
so that they can enhance their understanding of the potential risks
that children may encounter while using a platform that appears
to be child-friendly.
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6.5 Limitations

Our data was collected from conversations that happened within
one Roblox user online community during a given period of time.
Thus, the specific instances of harmful design that we identified
may not be directly generalizable to other metaverse platforms
or other time periods. The conceptual categories are meant to be
read in a generative fashion, inspiring future empirical endeavors to
expand our understanding of the scale and nature of harmful design
in the metaverse. We acknowledge how researcher subjectivities
impacted our methodological thinking and choices, and believe
that such acknowledgement lends strength to the contextualization,
validity, and transparency of our study results.

7 CONCLUSION

This study explored the issue of harmful design on Roblox, a meta-
verse platform. By explicating four types of harmful designs, we
outline novel ways end users engage in design practice and gener-
ate harms targeted at a primarily child population. We cast harmful
design as both a design ethics issue and a moderation issue and
discuss potential solutions. Much more work is needed in the fu-
ture to explore, measure, and mitigate harmful design on metaverse
platforms that give end users powerful tools to design and create
novel forms of harm.
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