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Towards Anonymous yet Accountable Authentication
for Public Wi-Fi Hotspot Access With
Permissionless Blockchains

Yukun Niu, Lingbo Wei

Abstract—Anonymous yet accountable authentication can pro-
tect users’ privacy and security and prevent users from misbehav-
ing when they access public Wi-Fi hotspots. However, most existing
privacy-enhanced authentication schemes either do not meet the
accountability requirements in public Wi-Fi hotspot access or they
are inherently dependent on trusted third parties, and therefore
are undeployable in practical settings. In this paper, we design and
implement an access authentication scheme to simultaneously and
efficiently provide anonymity and accountability without relying
on any trusted third party by utilizing a permissionless blockchain
(e.g., Bitcoin or Ethereum) and Intel SGX. Inspired by the recent
progress on Bitcoin techniques such as Colored Coins, we utilize
the unmodified Bitcoin blockchain as the powerful platform to
manage access credentials without introducing any trusted third
party. We leverage SGX-based mixer to allow users to anonymously
exchange their access credentials and design the verification path of
access credentials to support blacklisting misbehaving access cre-
dentials without compromising users’ anonymity. By integrating
with the anti-double-spending property of the Bitcoin blockchain,
our scheme can simultaneously provide users’ accountability and
anonymity without involving any trusted third party. Finally, we
demonstrate that our proposed scheme is compatible with the
current Bitcoin system or other permissionless blockchains, and
is highly effective and practical for public Wi-Fi hotspot access
control systems.

Index Terms—Blockchains, authentication.
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I. INTRODUCTION

PEN hotspots hosted by untrusted access points (APs)
O have been widely deployed to provide ubiquitous Wi-Fi
connectivity and support traffic offloading to Wi-Fi hotspots as
a solution to traffic congestion for mobile service providers.
Due to the open and distributed nature of Wi-Fi connectivity,
it is important to enforce hotspot access control through user
authentication schemes to cope with both free riders and mali-
cious attackers. In current authentication scheme like WPA2,
dishonest network service providers or untrusted APs might
threaten users’ privacy by tracking which APs a user connects to
and when, and then revealing user’s mobility patterns and other
sensitive information [2].

Anonymous authentication is a promising solution to provide
secure, privacy-preserving authentication and access control in
such scenarios [3]. Anonymous authentication schemes can hide
user’s real identity from both AP operators and network service
providers, and make different accesses performed by the same
user unlinkable. At the same time, mutual authentication can
still be securely implemented to allow only legitimate users to
connect to legal hotspot APs.

However, unconditional anonymity introduces a new problem
for a network service provider. Since all anonymous users look
alike, there is no way for the network service provider to hold
individual misbehaving anonymous users accountable for their
actions [4]. In public Wi-Fi hotspot access, misbehaving users
may share their access credentials [5] to free riders or launching
a selfish attack [6] to increase their share of bandwidth at the
expense of other users. To regulate user behaviors and protect
public Wi-Fi hotspots from being abused and attacked, an anony-
mous authentication scheme should empower a network service
provider with the ability to revoke the Wi-Fi hotspot access from
abusive anonymous users.

While anonymous authentication protocols exist for wireless
access control, only few of them can provide accountability
against misbehaving users. Funabiki et al. in [7] utilized a group
manager to manage the personal information of every user and
deanonymize the group signature to trace a misbehaving user,
where the group manager is a trusted third party (TTP). In [8],
[9], it was proposed to separate management functionalities
between the group manager and the network operator to achieve
anonymity and accountability for wireless access networks, and
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thus they need to assume that the group manager does not
collude with the network operator. In this paper, we treat these
non-colluded parties as a TTP because they can deanonymize
a user without the user’s awareness if they collude with each
other.

Blacklistable anonymous credentials can be applied in public
Wi-Fi hotspot access to achieve anonymous yet accountable
authentication without relying on any TTP. Blacklistable anony-
mous credential schemes allow a service provider to block
misbehaving users without involving any TTP, and so these
schemes can prevent users from launching selfish attacks. The
blacklistable anonymous credential was first proposed in [4], i.e.,
BLAC. When a user anonymously authenticates to his/her ser-
vice provider, he/she first proves that he/she is not on the service
provider’s blacklist. Therefore, the computational complexity
of the authentication is linear with the size of the blacklist. The
follow-up work attempted to reduce computational complex-
ity of the authentication or support reputation. Among them,
FARB [10] and the scheme in [11] had constant computational
complexity, both for the service provider and the user. In com-
parison with FARB, the scheme in [11] had the advantage in the
redeem protocol at the cost of the authentication performance on
the user side. However, all the blacklistable anonymous creden-
tial schemes cannot prevent users from sharing their credentials.

Inrecent years, blockchain-based identity management has at-
tracted massive attention both from academy [12], [13], [14] and
industry communities, and many related schemes are proposed,
such as ShoCard, BitID, IDchainZ, Civic, Sovrin, uPort, and
Onename [15], [16]. Blockchain-based identity management
schemes eliminate the need for a central authority to control
and manage users’ identities. Moreover, blockchain-based iden-
tity management schemes can be utilized to achieve anony-
mous authentication with privacy-preserving methods, such as
zero-knowledge proof [12], the modified Coconut blind signa-
ture [13], and the Shamir’s secret sharing [14]. Additionally,
some anonymous authentication schemes utilizing blockchain
are proposed for VANETs [17], [18], [19] or Space-Ground
Integrated Networks [20]. Unfortunately, these schemes either
utilize permissioned blockchain or support users’ accountability
with a TTP.

Although permissioned blockchains can be highly customized
and therefore can support specific applications more efficiently
than permissionless blockchains, the latter are still the most
suitable platform for public Wi-Fi hotspot access control. First
of all, permissionless blockchains are more secure than permis-
sioned ones. The security of (permissioned or permissionless)
blockchains is not proven in theory, but tested in practice [21].
The mainstream permissionless blockchains, especially the Bit-
coin blockchain, have survived the rigorous test of time, but
it is not the case for permissioned blockchains. Secondly, per-
missionless blockchains are open to all users and therefore can
be utilized by any operator to provide public Wi-Fi hotspot
access. At the same time, users will not be bothered by the
so-called “vendor lock-in effect”: they can move from one ven-
dor to another without substantial switching costs [22]. Thirdly,
permissionless blockchains are existing infrastructures that can
be utilized by the operators with small or no fixed costs [23].
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However, for a permissioned solution, there is no existing in-
frastructure; therefore, the operator must pay a large fixed cost
to build and maintain a secure and decentralized infrastructure
(the underlying permissioned blockchain) at the very beginning.

In this paper, we propose an anonymous and accountable
access authentication scheme for Wi-Fi hotspot access without
using any TTP. Inspired by Colored Coins [24], our proposed
scheme utilizes the unmodified Bitcoin blockchain as the plat-
form to manage users’ access credentials. We associate user’s
access right with its Bitcoin address, which can be utilized
as a credential to access public Wi-Fi hotspots. Moreover,
our proposed scheme leverages a SGX-based mixer to allow
users to exchange their access credentials anonymously and
securely. Verification path is constructed to ensure that one old
credential only makes one new credential valid. Combining with
anti-double-spending property of the Bitcoin blockchain, the
number of valid credentials owned by users will not be larger
than the number of original credentials obtained in user regis-
tration phase. Verification path can also be utilized to blacklist
misbehaving access credentials without compromising users’
anonymity. Note that our proposed scheme can also be directly
applied into other permissionless blockchains, such as Bitcoin
Cash or Ethereum.

We have proposed the initial design of our scheme in [1],
where the security properties and feasibility were not fully inves-
tigated. As a result, we provide detailed security and efficiency
analysis in this paper to show that our scheme is a practically
viable solution to public Wi-Fi hotspot access. Moreover, we
utilize Intel SGX-based mixing protocol in this paper, instead of
CoinShuffle [25]. Combining with payment channel technique,
our scheme supports continuous access credential exchange
without any change addresses, which can be a side-channel
utilized to deanonymize user’s access credentials if a user’s
change addresses are linked together.

The remainder of this paper is organized as follows. Sec-
tion II defines the notations used in the paper and gives a short
description of the elliptic curve integrated encryption scheme
(ECIES). In Section III, we elaborate the system model, basic
assumptions, and design goals of our scheme. The access cre-
dential management scheme based on the Bitcoin blockchain
is introduced in Section IV and the anonymous yet accountable
access credential management scheme is described in Section V.
Section VI offers the security analysis and Section VII conducts
the efficiency analysis and performance evaluation. We conclude
this paper in Section VIII.

II. NOTATIONS AND PRELIMINARIES
A. Notations

e [, AS, M, tx: abbreviations for user, authentication server,
secure enclave in the SGX-based mixer, and transaction,
respectively;

e txid: the identifier of a transaction. In fact, tx7d is the hash
of a transaction;

In Bitcoin, a change address is utilized to transfer the remainder of the
payment back to the payer because bitcoins cannot be spent partially.
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Fig. 1. System model and scheme overview.

e AC,: the access credential of entity x;

® pk,: the public key of entity z;

e sk,: the private key of entity x;

® F; ;: asymmetric key negotiated by parties ¢ and j utilizing
ECIES;

x||y: the concatenation of x and y;

Sig(sk,,m): the signature of message m using x’s private

key;

e FEnc(k, m): the encryption of message m using symmetric
key k;

e Dec(k, c): the decryption of ciphertext ¢ using symmetric
key k;

H(m): the hash of message m.

B. ECIES

ECIES (Elliptic Curve Integrated Encryption Scheme) is a
hybrid encryption scheme which combines the convenience of
a public-key cryptosystem with the efficiency of a symmetric-
key cryptosystem [26]. The security of ECIES is based on the
hardness of the discrete logarithm problem on elliptic curves.
ECIES allows two parties to generate a shared key which can be
utilized for designated symmetric encryption algorithm (such as
AES). Given an elliptic group E,(a,b) and its generator point
G. The private key of a user is arandom number d «— Z; and the
corresponding public key is @@ = d - G. Assume that Alice and
Bob have private key d; and d, with corresponding public keys
@ =d; - Gand Q, = d - G, respectively. The key agreement
protocol here is a natural generalization of the original Diffie-
Hellman key exchange scheme:

e Alice computes (kmac,kenc) = KDF(d; - Qa||para).
The key kaiac is used to encrypt MAC of a message and
krnc is used to encrypt the message. The function KDF(+)
is a key derivation function which produces a set of keys
from keying material and some optional parameters para,
such as the binary representation of the Alice’s public key
Q1

e Bob computes (kyac,kenc) = KDF(d; - Q1l|para)
with the same optional parameters that Alice used.

Since d] 'szdl'dz'GZdz'd| 'G:dz'Q1,
and Bob will generate the same (kyac, kene)-

To encrypt a message m and send it to Bob, Alice performs
the following steps:

Alice
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e Alice generates (knac, kENC):

e Alice computes ciphertext ¢ = Enc(kgnc,m) and tag =
Enc(kmac, H(m)) separately;

e Alice sends the message (Q][tag||c) to Bob.

Upon receiving message (Q1||tag||c), Bob performs the fol-

lowing steps:

e Bob generates (knac, kENC);

e Bob computes m’ = Dec(kgne, ¢) and verifies whether
H(m') = Dec(kmac, tag). If so, m' = m.

III. MODELS AND DESIGN GOALS
A. System Model and Adversary Model

A general authentication scenario in our scheme involves five
parties: a user, a visited hotspot, a service provider’s authentica-
tion server (AS), the blockchain,? and a SGX-based mixer. As
shown in Fig. 1, anetwork service provider (NSP) offers network
access to users through a set of hotspots. Generally speaking, an
NSP deploys hotspots in public areas, such as parks, airports, and
bus/train stations. A user can subscribe to the network service at
any time by contacting NSP. After subscription process, the user
utilizes his/her mobile device to connect to the visited hotspot
and performs mutual authentication among the user, the visited
hotspot, and AS. On the one hand, the visited hotspot ensures
that the user is a legitimate user who subscribes the network
service. On the other hand, the user ensures the visited hotspot
is alegitimate AP controlled by NSP, instead of arogue AP. After
mutual authentication, the user can access the Internet through
the visited hotspot.

To support mutual authentication, the user leverages the
blockchain to manage and determine ownership of access cre-
dentials, which can be utilized to prove that the user is a legit-
imate user. To achieve anonymous authentication, some users
can exchange their access credentials by utilizing an SGX-based
mixer and then obtain the same number of new anonymous
access credentials. An SGX-based mixer is an untrusted entity
and consists of two components: an untrusted server and a
trusted part, called a secure enclave. When receiving at least k
participation transactions, the secure enclave creates a credential
exchange transaction and broadcasts the credential exchange
transaction into the blockchain network. When the credential
exchange transaction is included in the blockchain, the users
obtain their new anonymous access credentials and their old
access credentials are invalid.

We focus on two types of adversary models: abuse and privacy.
On the one hand, some users attempt to perform illegitimate ac-
tivities using valid credentials (misbehaving), such as launching
a selfish attack or sharing their access credentials. The selfish
attack can increase misbehaving user’s share of bandwidth at
the cost of other users. Sharing access credential makes it
possible that the misbehaving users or free riders access Internet
through the hotspots controlled by NSP. On the other hand, AS,
some colluded users, and the SGX-based mixer attempt to link
credentials to users’ identities or other credentials held by the

2The blockchain mentioned in this paper all refers to the Bitcoin blockchain
without further clarification.
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same user. Notice that AS may abuse accountability mechanism
to link a user’s credentials if this abuse can deanonymize the
user without user’s awareness.

B. Design Goals

In light of the above adversary models, the following secu-
rity requirements are essential to ensure that an authentication
scheme for public Wi-Fi hotspot access is anonymous and
accountable:

1) Security: The scheme achieves explicit mutual authenti-
cation between users and hotspots. On the one hand, the
scheme can prohibit unauthorized users from accessing
Internet through a visited hotspot. On the other hand,
the scheme can prevent rogue hotspots from launching
phishing attacks.

2) Anonymity and unlinkability: The scheme enables uni-
lateral anonymous authentication between users and
hotspots. That is, no one can link access credentials to
users’ identities or other access credentials held by the
same user.

3) Mutual accountability: On the one hand, AS should be able
to prevent misbehaving credential holders from accessing
public Wi-Fi hotspots. Thus, the scheme allows dynamic
credential revocation. On the other hand, AS cannot abuse
accountability power to deanonymize users without users’
awareness.

4) Efficiency: Mutual authentication should have low com-
munication and computation overhead.

5) Noneed of a trusted third party: The scheme does not need
the existence of a trusted third party.

IV. ACCESS CREDENTIAL MANAGEMENT UTILIZING THE
BITCOIN BLOCKCHAIN

In this section, for better illustration, we describe a simple
basic access credential management scheme utilizing the Bit-
coin blockchain® yet without guaranteeing user’s anonymity. It
involves a user, a visited hotspot, AS, and the blockchain. Since
it has a limited privacy guarantee, we present how to leverage
it to construct anonymous yet accountable access credential
management scheme to provide the desired privacy properties
without compromising user’s accountability elaborated in the
next section.

It is worth noting that all the credential operations will be
realized by creating or reading the Bitcoin transactions. We
define different transaction formats for different credential op-
erations in the following sections. All transactions created by
our system contain an OP_RETURN output, also called marker
output, which can be utilized to distinguish our system trans-
actions from other transactions, and identify transaction type.
Moreover, we can embed data in a marker output to realize user
registration and blacklist update building blocks. The format of
a marker output is OP_RETURN(data), where (data) is defined
as follows: (identifier) (version)(tx_type)(payload).

3Note that our scheme can be easily extended to other permissionless
blockchains (such as Bitcoin Cash or Ethereum).
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A. User Registration

When a user wants to join the system for the first time, it per-
forms user registration to obtain an access credential. The user
registration can be divided into two phases: authorization and
access credential publishing. In the first phase, AS validates the
user’s real identity and deposit transaction, and then authorizes
the user via a digital signature on a registration transaction. In
the second phase, the user completes the registration transaction
and then broadcasts the deposit transaction and the registration
transaction into the Bitcoin network. When both transactions are
included in the blockchain, the user registration is completed.
The user registration is described in more detail below.

The deposit transaction has three special outputs: a regis-
tration output, a deposit output, and a marker output, which
follow this order in the deposit transaction. The registration
output is a P2PKH output, which will be spent by an input in
the registration transaction. In the P2PKH output, the Bitcoin
address is controlled by the user. The deposit output is a 2-of-2
multisig output, in which one Bitcoin address is controlled by
the user and the other one is controlled by AS. The payload of
the marker output is NULL.

The input of the registration transaction spends the registration
output in the deposit transaction. The registration transaction
contains two special outputs: an access credential output and the
marker output. The access credential output is a P2PKH output,
in which AC; is the hash of the public key. The authorization
information is a digital signature, Sig(skas, H(reg_tx)), on the
registration transaction signed by AS, which is the payload of
the marker output.

B. Credential Verification

When a user connects to a visited hotspot, the user needs
to prove that it does hold a valid access credential. To do so,
the user should prove i) it owns the access credential, i.e. the
ownership verification, and ii) the access credential is valid, i.e.
the validity verification. The user can utilize a digital signature
as the ownership proof to show his/her ownership of the access
credential because the access credential is the hash of a public
key. To prove a credential is valid, the user just sends the access
credential to AS. The AS then validates the access credential
with the blockchain and the blacklist introduced in Section IV-C.
Only when the following conditions are met can AS ensure that
the access credential is valid.

e The access credential is not in the blacklist;

® The access credential is in a registration transaction;

¢ The registration transaction is included in the blockchain;

e The authorization information in the registration transac-

tion is valid. That is, the digital signature signed on the
registration transaction Sig(skag, H(reg_tx)) is valid.

C. Credential Revocation

Credential revocation operations are involved in two cases:
AS punishes misbehaving users, or a user leaves the system.
In the former case, AS revokes an access credential via the
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Fig. 2. Credential exchange.

blacklist update. In the latter case, a user needs to revoke its
access credential and withdraw its deposit.

When AS detects a misbehaving user, it adds the user’s access
credential to a blacklist. Then, the blacklisted access credential
becomes invalid. AS can update the state of the blacklist via
a blacklist update transaction. For example, the blacklist can
be organized as a Merkle tree. The leaf of the Merkle tree is
a blacklisted access credential. The root of the Merkle tree is
the commitment of the blacklist and will be embedded in the
payload field of the marker output.

When a user wants to leave the system, it revokes its access
credential and requests AS to withdraw its deposit. For a mis-
behaving user, its access credential has already been revoked by
the blacklist, and so it just needs to withdraw its deposit. The
withdraw transaction of a misbehaving user will transfer some
deposit to AS’s Bitcoin address and transfer the others to the
user’s Bitcoin address. For an honest user, it first generates a
credential revocation transaction to revoke its access credential.
Then, its withdraw transaction will transfer all deposit to the
user’s Bitcoin address.

V. ANONYMOUS YET ACCOUNTABLE ACCESS CREDENTIAL
MANAGEMENT

A. Credential Exchange

Our credential exchange protocol is divided into four phases:
remote attestation, participation via blockchain, verification of
access credential, and creation of credential exchange transac-
tion.

1) Remote Attestation: Before participating a credential ex-
change protocol, a user and the secure enclave in an SGX-based
mixer perform remote attestation. After the remote attestation,
the user and the secure enclave establish a secure channel*
between them, and then the user obtains the secure enclave’s
public key pkj, through the secure channel.

Participation via blockchain: A user participates in a creden-
tial exchange protocol by submitting a participation transaction
to the secure enclave’s address. As shown in Fig. 2, the partic-
ipation transaction spends the output containing the old access

4The user and the secure enclave share a session key and they encrypt their
communication messages by utilizing the session key.
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credential and contains two outputs. One output is a P2PKH
output, which contains the secure enclave’s address. Another
output is a marker output, which embeds a new access credential
and some information for credential maintenance, which will be
described in Section V-D, encrypted by a shared key £y, as.
The shared key ky, ar is generated with the user’s secret key
sky,, corresponding to the old access credential, and the secure
enclave’s public key pkys, as described in Section II-B. Then,
the user broadcasts the participation transaction in the Bitcoin
network.

Verification of access credential: After the participation trans-
action included in the blockchain, the secure enclave verifies
the old access credential as described in the Section V-B. If
the old access credential is valid from the perspective of the
secure enclave, the secure enclave utilizes the shared key ky, ar
to decrypt the payload of the marker output and obtains the user’s
new access credential.

Creation of credential exchange transaction: After receiving
at least & valid participation requests, the secure enclave cre-
ates a credential exchange transaction. The users’ new access
credentials will be put in the P2PKH outputs. First, the secure
enclave shuffles the order of these P2PKH outputs. Then, the
secure enclave generates the inputs spending the outputs in the
participation transactions. For k participants, the credential ex-
change transaction contains k£ + 1 inputs and k£ + 2 outputs. Ev-
ery participant contributes one input, referring to the old access
credential, and one output, containing the new access credential.
The secure enclave contributes one input to pay the transaction
fees and one output to receive the change. Another output is the
marker output, whose payload can be NULL. In this way, the
value of the outputs containing the old access credentials and
the new access credentials are the same. Moreover, the mapping
between inputs and outputs in a credential exchange transaction
is randomized so that the relationship between old credentials
and new credentials cannot be inferred by both outsiders and
participants. Thus, we can achieve k-anonymity in the credential
exchange protocol.

Our scheme can support off-chain credential exchange in a
way similar to the payment channel techniques designed for
permissionless blockchains. To do so, the user needs convert
his/her on-chain access credential to an off-chain access creden-
tial. The user firstly constructs a commitment transaction, whose
input contains the on-chain access credential and output contains
a secure enclave’s address. When this transaction is included
on the Bitcoin blockchain, the user’s on-chain access right is
locked by the secure enclave’s address. Then, the user can utilize
this locked on-chain access credential as its off-chain access
credential with the permission of the secure enclave. When users
want to exchange access credentials in an off-chain fashion,
each of them can send a participation request, containing the
user’s original off-chain access credential and a new off-chain
access credential, to the secure enclave. After receiving at least
k valid participation requests, the secure enclave constructs an
off-chain credential exchange transaction, whose inputs contain
the old off-chain access credentials and outputs contain the
new off-chain access credentials specified by the participation
requests. Note that off-chain transactions introduced above will
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not be accepted by the blockchain, because the inputs of these
transactions have already been spent. But the AS can verify and
accept these transactions based on the signature of the secure
enclave. If a user wants to convert his/her off-chain access
credential back to an on-chain access credential, he/she only
needs send a conversion request to the secure enclave. Then,
the secure enclave constructs a conversion transaction, whose
input spends the output of the user’s commitment transaction
and output contains the user’s new on-chain access credential.
When this transaction is included on the Bitcoin blockchain, the
user gets his/her on-chain access right again.

B. Advanced Credential Verification

Due to the introducing of credential exchange protocol men-
tioned above, the credential verification process should be mod-
ified accordingly. On the one hand, the new anonymous access
credential is not in the registration transaction. On the other
hand, we should distinguish the new access credential from old
access credentials.

Verification path is proposed to construct a proof to guar-
antee that the new access credential is referred to a registration
transaction. Note that, the number of old access credentials is the
same as that of new access credentials in the credential exchange
protocol. In the blockchain, a transaction’s input contains a
reference to a previous transaction’s output. Thus, the input
can be linked to the previous output. If we define a mapping
between the inputs and the outputs in the same transaction, a path
is constructed between an access credential and a registration
transaction. To realize this idea, the input 7 is mapped to the
output ¢, i.e., new access credential in the output ¢ can use the
registration transaction of input ¢ to prove its validity. Note that
the access credential and the registration may be held by different
users. As shown in the Fig. 3, user U;’s new access credential
AC; is linked to the registration transaction of the user Uy.

We utilize the UTXO to distinguish the new access credential
from old access credentials. If an access credential is not used
to participate in a credential exchange protocol, the output
containing the access credential should be an UTXO. If the
participation transaction, which spends the output containing
the access credential, is included in the blockchain, the output
of the participation transaction should be an UTXO. Otherwise,
the access credential is an old access credential.

To accelerate the speed of credential verification in the mutual
authentication or credential exchange protocol, AS and the
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SGX-based mixer can maintain an access credential set, similar
to the UTXO set in the blockchain. The access credential set
will be updated when the new block contains transactions with
the marker output or the blacklist is updated. In this way, the
user just sends its access credential, the corresponding public
key, and the corresponding ownership proof to AS in the mutual
authentication. After the ownership verification, AS just queries
the access credential set to check whether the access credential
is valid.

C. Advanced Credential Revocation

The abuse of an access credential may be detected when the
credential exchange transaction serving the access credential is
broadcasted in the Bitcoin network or included in the blockchain.
In this case, blacklisting the access credential is not enough
because the misbehaving user will obtain or has already obtained
a new anonymous access credential.

To solve this problem, AS adds the access credential into
the blacklist, and broadcasts blacklist request to the SGX-based
mixer. If the SGX-based mixer mixing the blacklisted access
credentials receives the blacklist request, the secure enclave
searches for its local mixing log and sends the misbehaving
user’s new access credential to AS. Then, AS adds the new access
credential to the blacklist. To prevent AS from abusing blacklist,
the secure enclave will monitor the blacklist update transaction.
If AS did not blacklist the access credential provided by the
secure enclave before a deadline, such as waiting 1,008 blocks
(about 7 days), the secure enclave publishes the misbehavior of
AS in the blockchain.

However, the SGX-based mixer mixing the blacklisted access
credentials may have been shut down or left the system. In
this case, AS blacklists the credential exchange transactions
referring to the blacklisted access credentials. The new access
credentials in the credential exchange transaction will be at the
suspicious state. The user holding an access credential at the
suspicious state needs to provide its corresponding old access
credential in the mutual authentication to prove that they are
not a misbehaving user. The honest user can re-register with
the suspicious access credential to obtain a new valid access
credential.

D. Credential Maintenance

To achieve k-anonymity, all values of the outputs containing
the old and new access credentials should be the same. However,
all transactions in the blockchain have the transaction fees.
Credential maintenance protocol tries to pay the transaction fees
by the secure enclave in the SGX-based mixer. The basic idea
is to build a payment channel between a user and the secure
enclave, so the transaction fees can be paid by the secure enclave
and the user pays for the secure enclave through the payment
channel. Suppose that user U; pays transaction fee f; for its
participation transaction and the transaction fee of the credential
exchange transaction containing k participants is f5; then the
secure enclave transfers f + % from the user’s balance to the
secure enclave’s balance in the payment channel between them.
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Fig. 4. Mutual authentication.

User U; and secure enclave M establish a payment channel
after the remote attestation. User U; obtains the secure enclave’s
address through the secure channel between them. Then, the user
generates a payment channel establishment transaction. Through
the payment channel establishment transaction, the user trans-
fers some coins to the address owned by the secure enclave.
After that, the secure enclave defines an identifier number pid;
for the payment channel and generates a random number r; as
the shared secret between them. Then, the secure enclave sends
pid; and r; to the user.

In the participation transaction, user U; authorizes the secure
enclave to update its balance after generating the credential
exchange transaction. To do so, user U; should embed pid;
and r; encrypted by the shared key kg, s in the participation
transaction. In this way, the payload of the marker output in the
participation transaction should be Enc(ky, ar, pid;||r;||AC;).

E. Mutual Authentication

We can utilize our anonymous yet accountable access cre-
dential management scheme as an extension to the Protected
EAP to achieve the mutual authentication. In this way, the
user and AS can establish a TLS tunnel in the common Wi-Fi
WPA-Enterprise framework. Then, the user and AS can perform
credential verification through the TLS tunnel. After that, AS
shares a pairwise master key PMK with the user and the visited
hotspot, and so the user and the visited hotspot can negotiate a
fresh session key with the shared secret PMK.

Fig. 4 shows the architecture of our mutual authentication.
The architecture can be divided into three phases: association,
credential verification, and the 4-way handshake. Note that the
association phase and the 4-way handshake phase are provided
by the Protected EAP. In the credential verification phase, the
user and AS perform mutual authentication through a simple
challenge-response method. After that, the user and the visited
hotspot perform mutual authentication through the 4-way hand-
shake phase.

VI. SECURITY ANALYSIS

A. Mutual Authentication and Key Agreement

Our scheme provides the mutual authentication between a
user and a visited hotspot. Our mutual authentication is based

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 72, NO. 3, MARCH 2023

on the proposed access credential management scheme and the
EAP method. When the user connects to a visited hotspot, it first
performs mutual authentication with AS. AS can verify the user
with its access credential. The random number 7 is a challenge
and encrypted by the symmetric key shared between the user
and AS. If AS returns the correct challenge number, the user
finishes authentication with AS. After the mutual authentication
between the user and AS, both the user and the visited hotspot
know the shared secret PMK, and then they negotiate a session
key with PMK. In this way, the user and the visited hotspot finish
the mutual authentication between them. Therefore, the mutual
authentication and session key agreement is done safely in our
scheme.

B. Anonymity and Unlinkability

Anonymity set is a metric to quantify the degree of unlinkabil-
ity between access credentials and users’ identities. Anonymity
set is a notion similar to k-anonymity: a user has k-anonymity
if its actions cannot be distinguished from the ones of other
k — 1 users; all k users form the anonymity set. In this paper,
the anonymity set of an access credential is a user identity set
which contains all the possible identities linking to the access
credential.

After participating a credential exchange protocol, the
anonymity set of the user’s new access credential is an union
of the anonymity sets of old access credentials owned by honest
users who participate this credential exchange protocol. Thus,
the anonymity set of an access credential is increased or un-
changed after the access credential participates in a credential
exchange protocol.

The unlinkability among access credentials owned by the
same user is based on the unlinkability property of credential
exchange protocol. The credential exchange protocol owns the
unlinkability property when there are at least two honest partic-
ipants in the protocol.

C. Mutual Accountability

Our scheme achieves user accountability without comprising
users’ anonymity. On the one hand, our proposed scheme can
prevent users from sharing their access credentials because shar-
ing an access credential means its access credential maybe be-
long to the other one forever. The one receiving the shared access
credential can immediately participate in a credential exchange
protocol to obtain a new anonymous access credential only for
its own use. On the other hand, AS can detect selfish attacks and
prevent misbehaving credential holders from accessing public
hotspots. First, the number of valid access credentials owned
by users are not larger than that of registration transactions
created by the users because of anti-double-spending property
of the blockchain and the verification path rule defined in our
scheme. Second, AS can revoke the misbehaving access creden-
tials through blacklist updating, but it cannot link these access
credentials to users’ identities before they leave the system.
Third, the verification path rule makes accountability possible.
The SGX-based mixer serving users will refuse to let blacklisted
credential holders participate in the credential exchange proto-
col. Otherwise, other honest users’ new credentials may be the
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TABLE I
S1ZE EVALUATION OF DIFFERENT TRANSACTIONS

Deposit | Registration | Blacklist update

Credential revocation

Withdrawal | Participation | Credential exchange

Size (bytes) 368 307 267

235 242/276" 287

214 x (k+1) +21°

“The withdrawal transaction for an honest user is 242 bytes and that for a malicious user is 276 bytes. The size of the credential exchange

transaction is proportional to the number of participants.

blacklisted ones after the credential exchange protocol. Finally,
the deposit transaction increases the cost of misbehavior. When
users withdraw their deposits, their identities are disclosed and
misbehaving access credential holders will be identified.

AS cannot abuse accountability mechanism to deanonymize
users without users’ awareness. Since AS must update the state
of the blacklist in the blockchain. In the case that the credential
exchange transaction containing the blacklisted access creden-
tial is broadcasted in the Bitcoin network or included in the
blockchain, the secure enclave in the SGX-based mixer will
monitor the blacklist update transaction to make sure that the
authentication server blacklists the access credential provided
by the secure enclave. To sum up, AS must update blacklist in
the blockchain when it performs user accountability.

VII. EFFICIENCY ANALYSIS AND PERFORMANCE EVALUATION

In this section, we first analyze communication, storage, and
computation overhead for our scheme. Then, we compare the
authentication time of our scheme at the authentication server
and the user side with FARB, which is the most efficient authen-
tication scheme supporting blacklist without TTPs.

A. Communication Overhead

In our scheme, the main communication overhead for a user is
incurred by managing access credentials through the blockchain.
In the following, we first estimate the size of every transaction
defined before. Then, we compute the communication overhead
incurred by performing protocols.

A user, running a lightweight Bitcoin client, will download all
block headers of the blockchain and transactions corresponding
to access credentials. We will use the method in [27] to evaluate
the space consumption of transactions in our scheme. First, there
is a fixed 10 bytes in a transaction without any input and output.
The input and output of every P2PKH transaction contribute
about 180 bytes and about 34 bytes, respectively. The input and
output of every 2-of-2 multisig transaction yield about 187 bytes
and about 133 bytes, respectively. Every marker output results
in 11-83 bytes. The marker output in registration transaction
produces 83 bytes and that with NULL payload 11 bytes. In
blacklist update transaction, the marker output occupies 43 bytes
if its payload is a Merkle root. In the participation transaction, the
marker output generates 63 bytes when considering that pid||r is
32 bytes. Thus, we can evaluation the size of every transaction,
as shown in Table I.

Moreover, we observe that the main communication overhead
for a user in every protocol is incurred by the transactions
to manage access credentials. We outline the communication
overhead in each protocol in Table II. We observe that the main

TABLE I
COMMUNICATION OVERHEAD FOR A USER

Protocols Comm. overhead (bytes)
Mutual authentication 253
Credential exchange 214 x (k4 1) + 494

User registration 1,334
Credential revocation (a malicious user) 761
Credential revocation (an honest user) 928

Block header synchronization 11,520 per day

communication overhead of a user is incurred by downloading
the block headers and performing credential exchange protocols.

The design of our scheme is based on two facts: (1) Basically,
there are only two kinds of blockchain operations, i.e., write
to or read from the blockchain. While the write latency is
significant, the read latency is essentially zero. Because we can
read the blockchain-related data from any full node (the node
that holds the entire blockchain and synchronizes online), the
permissionless blockchain is “read-friendly” and can support a
large number of concurrent reads. (2) Different management and
authentication tasks for Wi-Fi access control require different
time scales. It is normal for a user to take tens of minutes to
complete the registration in a new system, but the authentication
for a Wi-Fi hotspot access should be finished in microsecond
time scale.

Time-scale requirements for credential exchange tasks are
a bit complicated. The frequency of credential exchange de-
pends on how sensitive users are to their privacy. If users are
not extremely sensitive to their privacy, they can change their
anonymous credentials with a low frequency (for example, tens
of minutes). In this case users can utilize on-chain credential
exchange schemes. If users are extremely sensitive to their
privacy, they may want to change their anonymous credentials
with a very high frequency (for example, under a minute). In
this case users can utilize off-chain credential exchange schemes
described in Section V-A.

For mutual authentication tasks based on credentials, all of
them only involve reads from the blockchain. Therefore, our
system can support fast authentications for users’ Wi-Fi access.
These authentications can be done concurrently (by reading
blockchain-related data from different full nodes), so there is
no bottleneck in the authentication process.

B. Storage Overhead

In our scheme, the storage overhead for a user consists of
two parts: the overhead incurred by storing public and private
keys, and the overhead incurred by storing the information of
the blockchain.

Every user needs to store AS’s public key and some key
pairs owned by itself. In our scheme, we use ECDSA with the
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TABLE III
COMPLEXITY ANALYSIS FOR A USER AND AS

Protocols Computations for a user Computations for the authentication server
Mutual authentication 1S+1Enc+1Dec 1SV+1Enc+1Dec
Credential exchange 1S+1Enc NULL
User registration 2S+1SV 1S+1SV
Blacklist update NULL 1S
Credential revocation (a malicious user) 2S+1SV 1S+2SV
Credential revocation (an honest user) 3S+1SV 1S+2SV
Blockchain synchronization block header verification | unconfirmed transaction verification + block verification

“In the table, S is the operation for ECDSA signature, SV is the operation for ECDSA signature verification, Enc is the operation
for ECIES encryption, and Dec is the operation for ECIES decryption. NULL means that one party does not participate in the

protocol.

secp256k1 curve. In ECDSA, a public key is 65 bytes, and the
corresponding private key is 32 bytes. Thus, a pair of public and
private key has 97 bytes. In our scheme, a user at least stores
1 + [ pairs of public and private keys: one for withdrawing the
deposit and the other ones for recent [ access credentials. Given
[ = 10, the storage overhead incurred by storing AS’s public key
and key pairs has at least 1,132 bytes.

A user running a lightweight Bitcoin client needs to store
the whole block headers and some txzids, such as txid for the
deposit transaction. Every block header is 80 bytes and there are
720,550 block headers as of January 2022. It is about 57.6 MB
to store the block headers. Consider that a txid is 32 bytes, it
is clear that the main storage overhead for a user is incurred by
storing the block headers.

C. Computation Overhead and Performance Evaluation

In our scheme, the operations for ECDSA and ECIES are the
most expensive operations when each protocol is performed.
Thus, we outline the major operations in each protocol in
Table III. Notice that the time to query the access credential set
is negligible for AS.

Similar to FARB, our mutual authentication protocol in this
paper also has constant computational complexity, both on AS
and user side. However, FARB cannot prevent users from sharing
their access credentials.

We now compare the mutual authentication performance of
our scheme with FARB. We benchmarked the time required
for ECDSA and ECIES operations in our scheme and pairing
operations in FARB. We obtained the benchmark for AS on
a Dell Optiflex 7050 desktop computer with an Intel i7-7700
3.60 GHz CPU and 8§ GB DRAM running Windows 10 as the
operating system; we obtained the benchmark for mobile users
on a Xiaomi 8 smartphone with a Qualcomm Snapdragon 845
processor and 6 GB RAM running Android 10 as the operating
system. The test code for our scheme is based on Crypto++
library> and the test code for FARB is based on Pairing-Based
Cryptography (PBC) library,® using type d224 pairing.

The experimental results are shown in Table IV. For FARB, it
takes a user and AS about 85.45 ms and 106.13 ms, respectively.
For our scheme, it only takes a user and AS about 5.65 ms
and 3.96 ms, respectively. Thus, our proposed scheme is more
efficient than the existing schemes with similar functionalities.

Shttps://www.cryptopp.com/
Ohttps://crypto.stanford.edu/pbc/

TABLE IV
BENCHMARKS AND AUTHENTICATION TIME AT THE USER AND AS SIDE

User (ms) | Authentication server (ms)

ECDSA signature 1.29 0.56
ECDSA verification 4.79 2.07
ECIES encryption 2.50 1.09
ECIES decryption 1.86 0.80
El 1.93 0.91

ET 0.009 0.004

EP 8.96 4.87

FARB 85.45 106.13
Proposed scheme 5.65 3.96

VIII. CONCLUSION

In this paper, we have presented a novel mutual authentication
scheme by utilizing the Bitcoin blockchain and SGX-based mix-
ing techniques to simultaneously achieve security, anonymity,
accountability, and efficiency for public Wi-Fi hotspot access
without involving any trusted third party. The security analysis
demonstrates that our scheme can meet these requirements.
Moreover, efficiency analysis and performance evaluation show
that our mutual authentication scheme have low communica-
tion and computation overhead both on the user side and the
authentication server side.
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