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Abstract— Chaos is an interesting phenomenon for nonlinear
systems that emerges due to its complex and unpredictable
behavior. With the escalated use of low-powered edge-compute
devices, data security at the edge develops the need for security
in communication. The characteristic that Chaos synchronizes
over time for two different chaotic systems with their own
unique initial conditions, is the base for chaos implementation
in communication. This paper proposes an encryption
architecture suitable for communication of on-chip sensors to
provide a POC (proof of concept) with security encrypted on the
same chip using different chaotic equations. In communication,
encryption is achieved with the help of microcontrollers or
software implementations that use more power and have
complex hardware implementation. The small IoT devices are
expected to be operated on low power and constrained with size.
At the same time, these devices are highly vulnerable to security
threats, which elevates the need to have low power/size
hardware-based security. Since the discovery of chaotic
equations, they have been used in various encryption
applications. The goal of this research is to take the chaotic
implementation to the CMOS level with the sensors on the same
chip. The hardware co-simulation is demonstrated on an FPGA
board for Chua encryption/decryption architecture. The
hardware utilization for Lorenz, SprottD, and Chua on FPGA
is achieved with Xilinx System Generation (XSG) toolbox which
reveals that Lorenz’s utilization is ~9% lesser than Chua’s.

Index Terms—CMOS, Hardware security, FPGA, Chua’s
Chaotic equations, Lorenz, SprottD, edge-compute devices,
secure communication, Xilinx System Generator, wearables,
security, Chaos implantation, Internet of Things (IoT).

I. INTRODUCTION

In 1963 Lorenz [1] presented the first well-known chaotic
system, this marked the start of chaos theory, a branch of
nonlinear system theory that has been studied intensively in
recent years. Chaotic systems are nonlinear dynamic systems
that are unpredictable, and highly sensitive to initial
conditions. These trajectories of two identical chaotic
systems with unique initial conditions however can converge
over time, making the basis of chaos synchronization. The
butterfly-like pattern of the Lorenz attractor is one of the first
well-known and most complex symbols of chaos. The main
disadvantage of these equations is the implementation of two
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Figure 1:Message is encrypted using a chaotic circuit and
transmitted over a public channel to be decrypted back at the
receiver.

multipliers in its three differential equations scheme,
increasing the power and area consumption.

Modified Lorenz, proposed by Radwan et al. [2], solves
this problem by eliminating the need for multipliers but
maintaining the “Butterfly effect”. Other variations of the
Lorenz system are also proposed. As an example, to
improve the stability or predictability of the Lorenz system,
Stenflo and Leonov derived the following four-dimensional
Lorenz—Stenflo system with four parameters.

Chaos synchronization is the basis of using chaos in
communication. Figure 1 shows an overview of a chaotic
encryption system. The input signal is the raw unencrypted
data that is scrambled by the chaotic transmitter before being
transmitted over the public channel. The public channel can
be wireless as in body sensor networks or wired as in power
grids.

Parametric feedback control using chaos [3] eliminated
the need for conventional frequency synthesizers as
communication carriers. The information that needs to be
communicated is transmitted as a chaotic spectral signal that
looks like noise to a third party. Though chaotic
communication has been around for decades, asymmetric and
symmetric key encryption Cryptography have been the
fundamental method of message encryption. With the
advancement of resource-limited systems like cars, implanted
medical devices, and internet of things devices (IoTs)
encryption needs to be incorporated in different layers of the
system starting from the integrated circuit, where symmetric
and asymmetric encryption methods can be challenging to
implement. Moreover, with the claim of quantum computing
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on the horizon [4] [5], symmetric and asymmetric
cryptography keys can break quickly in the near future by
exhaustively trying long bits of all secret keys. Therefore,
methods of encryption other than symmetric and asymmetric
security are gaining more importance and quickly becoming
necessary.

In this paper, we aim to achieve chaos synchronization,
that can be implemented on-chip for secure communication.
The synchronized communication is confirmed by
simulations and FPGA implementations for Lu, Chua, Lorenz
and SprottD chaotic equations using EDA tools like LTspice,
MATLAB, and XSG .The rest of the paper is organized as
follows. Section II discusses the MATLAB implementation
of chaotic equations along with their sensitivity to initial
conditions. Section III focuses on the spice design of
comprehensive design of encryption architecture using
Chua’s chaotic circuit. The hardware implementation with
resource utilization is summed up in sections [V and V with
experimental data.

II.  DIFFERENT CHAOTIC SYSTEMS AND THEIR
SIMULATIONS INMATLAB

To study chaos, different systems are implemented to
evaluate which one is the best for the desired outcome.
Specifically, Lorenz, Lii, SprottD, and Chua’s chaotic
equations will be examined. The focus of this paper will be
on analyzing which circuit is most efficient in terms of power
and cost.

A. Lorenz Chaotic Equations:

Lorenz equations are modeled as shown in Table 1. The
initial conditions are given by 0 = 10,p = 28,and f = g .
[6] Plotting the three differential equations on MATLAB, the
“Butterfly effect” is observed as depicted in Figure 2 (a). Due
to the nonperiodic motion revolving around the two unstable
equilibrium points [7], the curve never intersects itself,
illustrating the system’s chaotic behavior.

B. Lii Chaotic Equations

Lii chaos equations are given in Table 1. In Figure 2(b), the
MATLAB plot of the equations follows a similar “butterfly
effect” as in Figure 2(a).

Table 1: Different Chaos Equations

Name Equations Scroll | Function
Type

Lorenz | x =a(y —x) Double | OTA,
y=@B-2)x—y Scroll | Multiplier
Z=xy—pz

Li x=0(y—x) Multi PTA,
y=py—xz Scroll | Product
Z=—pz+xy

SprottD | x = —y Multi PTA,
y=x+2z Scroll | Product
z=2y*+xz—a

Chua x=0y—x—g,(x)) | Multi | PWL
y=x—-y+z Scroll
z=-By

(c) (@
Figure 2: MATLAB simulation of Chaotic equations (a) Lorenz, (b)
Lii, (c) SprottD, and (d) Chua

Notably, the sensitivity graphs follow a similar pattern to that
of the Lorenz attractor but are more sensitive to the initial
conditions.

C. SprottD Chaotic Equations

SprottD attractor has grown in popularity during the previous
years due to its high performance and low-cost
implementation [7]. This circuit is described by the equations
mentioned in Table 1. This circuit illustrates chaotic behavior
as observed by the “Butterfly effect” in Figure 2 (c). From
Figure 3 (c), the value of one parameter is altered from 0.4 to
0.45.

D. Chua’s Chaotic Equations

Chua’s circuit requires a nonlinear element, a locally active
resistor, and three or more energy storage elements. [8] The
Chua Diode covers the nonlinear element and locally active
resistor. As observed by the plot of Chua’s equations in Table
1, the “Butterfly effect” and double scroll attractor are
displayed, illustrating the chaotic behavior and three nonlinear
ordinary differential equations. Consisting of three unstable
equilibrium points, Chua’s circuit has more chaos than the
preceding systems. [6] Chua circuit is “one of the most robust
experimental proof of chaos and can be easily implemented in
different ways.” [8]

E. Sensitivity to Noise and Robustness to Attack

In communication when the signal is discussed, it is
always important to pay attention to the noise component
involved in the signal. Signal-to-Noise Ratio (SNR) is the
ratio of signal power compared to all other electrical signals,
which can be identified as noise. SNR can be calculated by the
mean of the signal divided by the standard deviation.
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Figure 4: Signal to Noise Ratio (SNR) for Chua’s Signal X

Lower SNR tends to introduce more Gaussian noise, as the
signal becomes unusable. This is also called ’noise floor’.
During the analysis of the chaos, it is observed that the Chua
has an SNR near 10 dB which makes the signal more prone to
noise.

Figure 4 illustrates the SNR plot of signal X from Chua’s
equation. The signal with SNR near 10 dB can be identified as
noise and the signal becomes unusable. Thus, when
transmitted through a public channel these signals are just
noise, which symbolizes the robustness of the chaotic
equations to the static noise and eliminates the possibilities of
data loss.

III.  SIMULATION AND ENCRYPTION ARCHITECTURE
USING CHUA EQUATIONS

The high-level system block diagram can be seen in Fig.
1. The data collected from the sensor are fed to the chaotic
transmitter before transmission. The chaotic transmitter
encrypts the original signal using chaotic equations and
generates a signal which seems chaotic in nature. This
encrypted signal is then transmitted over a public channel
where it cannot be decrypted without initial
conditions/parameters of encryption to the chaotic equations
known. This section discusses the complete encryption
architecture implemented in LTSpice using Chua’s chaotic
equations.

The 3D plot of Chua’s equation is presented in Figure 2
(d) using MATLAB. The parameters’ values and the initial
conditions for the encryption-decryption are discussed in the
following section. The equations can be found in Table 1.

A. Equations:
The invention of Chua’s circuit started with the topology

(@) (b)

Figure 5: (a) Linear parallel RLC circuit (b) LC circuit with a
nonlinear element

with LC parallel, the simplest mechanism providing
oscillation. The linear parallel RLC circuit in Figure 5 (a) is
the least complicated resonant circuit that can oscillate [8]. As
an advancement to make a stable oscillator and many real
oscillations independent from the initial conditions, a
nonlinear element needs to be added, as the RLC circuit is not
structurally stable [8]. Figure 5 (b) represents the LC circuit
with a nonlinear element to generate stable oscillators.
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Figure 6 The Chua's circuit
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Chua’s circuit evolved as an efficient circuit generating
chaos [8]. Chua’s circuit containing capacitor, inductor, and
resistor with nonlinear element Nr is shown in Figure 6 [8].
When Kirchhoff’s circuit law is applied, the state equations
are as Equation 1 [8].

dv, 1 c )
dt C, (v, — vy g(1)]
dv, 1 )
a C_Z[G(U1_172)+1L]
diy, 1
ac L

Equation 1
The above Chua’s chaotic equations can be rewritten as below
Equation 2.
X = a(x; = x1 — g2(x1))
)‘(2 = xl - x2 + X3
X3 = —fx;
Equation 2
Where, g,(x,) can be defined as,

1
g2(x1) = myx +E(m0 —mp[lx+1] =[x —1]]

B. Encryption Architecture:

The characteristic property of Chaos, in general, motivates
its implementation in cyphering and that has taken many
approaches in cryptography. Figure 1 describes the data
transmission into the public channel with secure encryption
and decryption at the receiver end. Figure 8 represents the
architectural design developed with Chua’s chaotic equations
to encrypt the data signal.

The message signal (V3) has been encoded in the
encryption circuit through the p-modulator. [9] The f-
modulator is a variable gain circuit designed with inverting
summing amplifier and two separate inverting amplifiers, one
of which is controlled by the switch. Figure 7 represents the
B-modulator. [9]

Ra
Ry
s(t) =
1y —{\Eo—— B(m)s(t)
s —1_ Us
+ m(t)

4ran05.00.001

Figure 8: Encryption Circuit with Chua's Equations

The encrypted signal is then transmitted out to the public
channel from the transmitter and the receiver decrypts the
signal from similar initial conditioned Chua’s equations. This
generated signal, say X’ is then compared to the originally
received signal, say X at the receiver end. The difference
between these two is then amplified to retrieve the message
signal data in order to complete the transaction.

Figure 9 plots the simulations of the encryption
architectures message signals, blue square pulse signal
represents the original message signal sent to the chaotic
encryption system and the red chaotic signal is decrypted
signal at the receiver end. Thus, when this signal is drawn
down to the receiver chaotic decryption circuit, it reviles the
message by proving zero values when the original message is
zero and oscillating pulse signal when the original signal has
a +5V magnitude.
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Figure 9: Original message signal and decrypted signal

IV. HARDWARE IMPLEMENTATION WITH XILINX SYSTEM
GENERATOR (XSG)

The attempt of implementing a random number generator
using Chua’s circuit on FPGA has been performed in [10].
Using this cryptographically secured pseudo-random
sequence is generated to encrypt the image and then restored
using the private key as initial conditions of Chua’s circuit
[10].In recent studies, the FPGA implementation of Chua’s
circuit has been claimed to be achieved for multi-scroll Chua
equations with 25MHz in [11] with Xilinx Artix7 board.
These implementations are done with the use of the Xilinx
System Generator (XSG) [11] [10].

in a+b »(d

b e »( 1
CMult 2 (B

rst X
AddSub
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Constant

[

Figure 10: Integrator design

The fraction-order chaotic system based on Chau’s circuit
is implemented on FPGA with Xilinx Artix7 board in [12].
The fraction-order system with the shifting blocks, replacing
multipliers, results in reduced hardware resources and
propagation delay with low power on hardware [12]. This
motivation drives the encryption architecture proposed in this
section with the goal of achieving low-power, CMOS-based
chaotic implementation using Chua’s circuit.

The aim of the FPGA implementation of chaotic equations
is to estimate the cost in terms of power and hardware
utilization when it is implemented on a chip.
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The integrator block, Figure 10, is implemented using
register and adder with a sample rate of 0.01. This XSG
implementation is discussed further with their simulation
results and utilization observations in the result section.

The Xilinx System Generator toolbox provides
MATLAB Simulink support to generate the HDL (Hardware
Descriptive Language) codes for a design to be implemented
on Xilinx FPGA boards. Upon successful completion of a
synthesis run for the target board as shown in Figure 11,
Xilinx Artix-7 Nexys-A7, power and utilization are estimated
for all three chaotic designs. The Result section talks about
these comparisons with adequate data.

To achieve the FPGA implementation of chaotic circuits,
Xilinx’s Nexys-A7 board is selected. It has support for a
USB-UART bridge, USB-JTAG port, and an internal clock
with 450 MHz. This enables the board to be used also for
hardware co-simulation with the XSG toolbox on Simulink.
The board is shown in Fig 11. The more detailed circuit of
the transmitter and the receiver is shown in Figure 12.

V. RESULTS AND DISCUSSION

The experimental data has been probed from the FPGA board
Nexys A7 for the system generator design of Lorenz,
SprottD, and Chua. Figure 13 compare the resource
utilization and power for these three chaotic circuits in
Vivado when implemented on the above-mentioned target
board.

Figure 14(a)represents the raw decrypted signal and
Figure 14(b) represents the complete encryption signals from
hardware co-simulation. These plots contain the original
message, raw decrypted signal at (Rx), convoluted signal and
decrypted message signal. The raw decrypted signal is post-
processed with the help of convolution and thresholding. The
post-processing of the signal is implemented in MATLAB to
retrieve the message signal from the raw signal. Convolution
of two signals is carried out, first, large masking window
(u(t)) and second, the difference between x signal and
receiver decrypted signal ‘X;’, say (m’(t)). The convolution
of any two vectors u(t) and m' (t) represents the overlapped
area as shown below.

wk) = )"/ (JJuk - j+1)
J

Once the differences are averaged with the large sliding
window (moving-average), that goes through a squared
function to amplify the signal.
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VI. CONCLUSION

This work contributes toward the goal of achieving the
chaos ciphering communication implemented on the chip
along with the sensors to encode the data at its very origin.
The study of state-of-art chaotic equations with simulation in
multiple platforms i.e MATLAB, Simulink, LTSpice, and
XSG enables achieve chaos implementation on hardware.
The hardware implementation of chaotic transmitter and
receiver are implemented using Chua, Lorenz, and SprottD
on the Nexys-A7 FPGA board. This implementation provides
a comprehensive understanding of resource utilization and
power estimation.

The experimental observations from the power and
resource utilization lead to the conclusion that Chau’s circuit
has more hardware utilization when compared to its
counterparts on FPGA. Although, the LTspice
implementation proves otherwise. The Chua’s chaotic circuit
uses ~9% and ~38% more hardware resources compared to
Lorenz and SprottD respectively.

There have been multiple attempts to practically
implement Chua’s chaos equations in ciphering. This
research supplements that and provides an encryption
architecture that can be used in communications. Moreover,
the research is more directed and focused on Implantable and
Wearable Devices (IWDs), as they are resource-constraint
and power-limited devices. With the advancement in
electronics chip design technology, this industry is growing
rapidly. At the same time, these devices are at the risk most
risk of security breaches. Thus, this motivation is enough to
justify the efforts in the ciphering industry to consider chaos
as a way out even in the post-Quantum era.
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