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ABSTRACT

Visual assistance technologies provide people who are blind with
access to information about their visual surroundings by digitally
connecting them to remote humans or artificial intelligence sys-
tems that describe visual content such as objects, people, scenes,
and text observed in their live image/video feeds. Prior work has
revealed that users have concerns about how such technologies
handle private visual content captured in their image/video feeds.
Yet, it remains unclear how users want technologies to manage
such private content. To fill this gap, we interviewed 16 totally
blind individuals to learn about their expectations for visual pri-
vacy when using visual assistance technologies. Our findings reveal
three overarching user-centered expectations associated with visual
privacy-preservation in this domain, as well as the broader ethical
challenges involved with developing Al-based privacy-preserving
visual assistance technologies.
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1 INTRODUCTION

Visual assistance technologies (VATs) are used by hundreds of thou-
sands of individuals who are blind around the world [106] to accom-
plish everyday tasks such as navigating, shopping, and completing
forms. With the VAT application Seeing AI [88], an individual can
use their smartphone to capture an image of a letter they have
received and hear the address and content of the letter read aloud.
As another commercial example, with Aira [9], a blind person can
use their phone to scan an unfamiliar area and stream the video
over the internet to a remote-sighted assistant who describes what
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they see. Over the past 15 years, the marketplace for VATs has
boomed, partly due to the development of artificial intelligence (AI)
to augment the human labor traditionally needed to provide visual
assistance [106].

VATs provide an important assistive service for blind people to
access information about their visual surroundings, but users of
VATs also encounter a privacy trade-off [113]. As shown in one
study, approximately 10% of roughly 40,000 photos that individuals
who are blind shared with a VAT contained private visual content,
such as medical, financial, proprietary, and biometric content [6, 8,
54, 113]. Blind users experience privacy concerns! for themselves
and for bystanders captured in their images/videos [5, 7, 11-13, 59,
113].

Users commonly feel uninformed about how VATs handle their
visual data [112], indicating a mismatch between their need for
information and what VATSs provide [112]. In 2019-2021, VAT com-
panies rarely provided notice about the handling of images/videos
in their privacy policies [112]. When mismatches occur, unpleasant
surprises, discomforts, and concerns arise for users [36, 56, 79, 103].
In contrast, when technologies behave as expected by the user,
fewer privacy concerns arise. Rao et al. [100] identifies that desires,
predictions, rights and tolerances form expectations.

In this paper, we present user-centered research to identify ex-
pectations that blind individuals have for VAT to preserve their visual
privacy during assistance sessions and other stages of the data life-
cycle. We share insight on how technology companies can preserve
users’ privacy in alignment with their users’ expectations. Though
the topic of privacy expectations is studied for other technology
(e.g., [37, 79, 100]), this has not yet been examined for VATs.

Capturing visual privacy expectations and incorporating them
into the design of VATs should enhance the usability and adoption
of these technologies. Notably, we emphasize the nature of visual
privacy, rather than privacy more generally. This is in trend with
other contemporary research, which makes this distinction due to
the increased pervasiveness of cameras and the growing need for
privacy-enhancement of visual media (e.g., [33, 97, 109, 120]). We
address the following research questions (RQ): RQ (1) What are
blind people’s expectations for privacy-preservation when using visual

IConcerns entail people’s affective response to an event or related action, as well as
their perception of potential negative consequences associated with sharing informa-
tion [17]. Concerns also constitute the first step in one’s appraisal and management of
their experience and response to a socio-technical system.
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assistance technologies?; RQ (2) What are blind people’s reactions
to potential novel techniques that could be used for visual privacy-
preservation?

To address this question, we conducted 1.5-hour semi-structured
interviews with 16 people who self-identified as totally blind. The in-
terviews solicited reflections about participants’ experiences using
VATs, their consideration of visual privacy, and their expectations of
VATs to provide privacy-preserving features. We inductively and de-
ductively analyzed the interview data using thematic analysis [26]
and guided by Rao’s model of privacy expectations [100].

Our findings reveal three overarching user-centered expecta-
tions for VATs based on interviews with 16 blind VAT users: (1)
never collect images/videos that contain private visual content; (2)
develop interactive features that provide logs, in real-time, of who
handles their visual data and why, while providing non-disclosure
agreements from software developers and third parties; (3) practice
caution and ethical consideration during the development and de-
ployment of privacy-preserving Al by including individuals who
are blind as co-developers. We further discuss the reality of partici-
pants’ expectations for Al as well as the ethical considerations that
make visual privacy-preservation challenging in this domain.

2 BACKGROUND

Our research is at the intersection of visual assistance technologies
(VATs), visual privacy as experienced by individuals who are blind,
and usable privacy-preserving technologies.

2.1 Visual Assistance Technologies

With visual assistance technologies (VATs)?, a user captures an
image/video of their surroundings using a camera-based device,
such as a smartphone? or smart glasses®, and shares the media
with an application created by a VAT company. While many VATs
return a description of each shared image/video, some VATs also
allow users to include a specific question about the visual con-
tent (e.g., [9]). Prior work has largely focused on VATs that use
the interpretive skills of paid or volunteer remote sighted assistants
(e.g., [22, 66, 74, 76]). Remote sighted assistants interpret visual infor-
mation so that the content and purpose of images/videos/live-feed
are available non-visually [75], and they may be professionals (e.g.,
Aira [9]), volunteers (e.g., Be My Eyes [39]), or crowd-workers
(e.g. VizWiz, [22]). An increasing number of VATs integrate Al
models to automate the generation of image/video descriptions
(e.g., [23, 50, 124, 125]), as well as a combination of human and
Al [76, 126] to provide visual assistance.

To advance the development of VAT, prior research has explored
ways to effectively deliver description and visual question answers
(e.g., [47, 48, 71, 91, 98, 114]), as well as the visual information
blind people want in the descriptions and when (e.g., [24, 51, 55,
111]). This includes investigations into description authorship by
crowdworkers’[110], professionals [75], and AI [19, 71, 104, 122].
Prior work has also investigated different approaches to training

2Within the blind community, some people refer to VATs as visual interpreters, while
others refer to VATs as camera-based assistive technologies, e.g. [12].

3VATs that work on mobile devices include: Aira [9], Seeing Al [88], Be My Eyes [39],
Envision [1] TapTapSee [117], Be Specular [20], Supersense [115], LookTel Money
Reader [102], Orcam [96], and KNFB Reader [101].

4VATs that work on smart glasses include: [9], Orcam [96], and eSite [38].
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professional remote visual assistants (e.g., [75, 90]), as well as ap-
proaches that may be used to preserve blind people’s visual privacy
(e.g., [15, 52]). We extend prior work related to visual privacy and
VATs to identify strategies that VATs may take to meet the expecta-
tions of VAT users throughout the data life cycle.

2.2 Visual Privacy in Visual Assistance
Technologies

Visual and aural eavesdropping, insecurity of online transactions,
multiparty privacy conflicts, and inadequate information manage-
ment behavior are common privacy concerns experienced by indi-
viduals who are blind [6, 8, 11, 25, 25, 74]. Akter et al. (2022) [12]
identify the shared privacy concerns between bystanders and blind
people who capture them in the background of their images (i.e.,
multiparty privacy conflicts). More broadly, Stang] et al. [113] iden-
tify that blind people’s visual privacy concerns can be attributed
to three factors: (1) lack of understanding of how the service is
provided (e.g., unknown data handling), (2) expected personal or
social impacts (e.g., identity or financial theft), and (3) misalignment
with underlying values (e.g., control).

Departing from investigations on visual privacy concerns, we
investigate blind people’s privacy expectations in the context of
their formative experiences, values, and the data life-cycle. In a
study on privacy expectations, Loi et al. [82] explain, “Individuals
have privacy when established expectations regarding the way infor-
mation should be transmitted are respected—this is compatible with
people expecting different people in different contexts to handle their
information in very different ways”. Understanding users’ privacy
expectations (i.e., desires, predictions, tolerances, and rights) [100])
is helpful for defining the norms around what information to gather
and for what purposes [107], as well as for influencing their pri-
vacy decisions around how to use a technology [79]. While prior
work has used expectations as a construct when studying touch-
screen interfaces [61], web accessibility [10], museums [27], daily
food preparation [70], and how to overcome (limiting) expecta-
tions (e.g, [67]), to our knowledge, we are the first to investigate
expectations for visual privacy and VATs.

2.3 Privacy-Preserving Technologies

Christen et al. [31] define five categories of contemporary privacy-
preserving technologies, including mechanisms for: identity authen-
tication and anonymity, private communications, privacy-preserving
computations, privacy in databases, and discrimination prevention
in data mining. In addition, there are areas where policy measures
can offer protections (e.g., consumer data handling, information
about breaches, threat intelligence, data sharing, and vulnerability
identification), as well as usable privacy features designed for users
to engage in personal privacy management (e.g., alternatives to
privacy policies like privacy nutrition labels [35] or comic-based
policies [116], privacy policy analyzers [58, 128] and summariz-
ers [127], privacy centers, privacy on-boarding flows, and privacy
dashboards). In this paper, we first ask participants about their
expectations for visual privacy-preserving technologies, and in the
context of specific recipients. We also inquire about an emerging
privacy-preserving technique (i.e., obfuscation), which is related
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to redaction and sanitization of data traditionally used to provide
privacy in databases [31].

Automatic obfuscation involves computational recognition of
private visual content, flagging that content, and application of
algorithmic techniques that affect the visual appearance of the
flagged content. Automated obfuscation techniques include blur-
ring targeted content, pixelation, overlays of dark pixels, and in-
painting [78]. Application of obfuscation techniques commonly
provides users with access control by offering options to restrict
recipients’ views of parts of specific image content, or replace the
original content with substitute content (e.g., [62]). Most related to
our work, Alharbi et al. [15] take a feminist disability perspective to
investigate blind people’s responses to obfuscation. They identify
that blind VAT users predict that obfuscation is useful for gaining
control over text, impression management, and enhancing visual
description, but also tensions related to automated obfuscation
(e.g., misrecognition, obscuration), and the extreme need for choice.
Our findings provide additional depth on how obfuscation can be
implemented to provide choice through the process of obfuscation.

3 RESEARCH DESIGN AND METHODS

To investigate blind people’s expectations of visual privacy when
using VATs (RQ1) and their reactions to potential novel techniques
that could be used for visual privacy-preservation (RQ2), we con-
ducted semi-structured interviews with 16 totally blind participants
using a protocol approved by our Institutional Review Board (IRB).

3.1 Interview Protocol

We designed interview questions to capture participants’ experi-
ences using VATs, their familiarity with visual privacy, their fa-
miliarity with visual privacy-preserving features, other contextual
factors related to privacy, and their expectations for potential novel
privacy-preserving techniques. The design of the protocol was
guided by Rao’s conceptual framework on privacy expectations,
which incorporates privacy theories from Altman [16] and Nis-
senabuam [93]. The protocol also asks about their familiarity with
automatic image/video description, privacy-preserving technolo-
gies, prior experience working and collaborating with individuals
who are blind, and informal evaluations of VATs to become familiar
with existing privacy-preserving mechanisms in VATs. The protocol
can be found in the Supplementary Materials.

3.2 Data Collection

The research team is composed of members trained and/or work-
ing in computer science, human-computer interaction, or human-
centered design. Each member shared their expertise in accessibility,
usable privacy, interaction design, machine learning, and/or com-
puter vision through team meetings and written feedback. The first
author conducted the interviews with the (N = 16) participants
remotely over Zoom [129] in autumn 2021. The first researcher
recorded the session, reviewed the consent document with the par-
ticipants, led the interviews, and oversaw the transcription process
and data management. A second researcher (one of three under-
graduate research assistants) took notes and observed. One of the
research assistants is the second author. To account for biases at
the outset, all authors are fully sighted.
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The interviews lasted between 1.5 and 2 hours®. After each in-
terview, we immediately de-identified each participant’s data us-
ing unique identifier numbers (e.g., [P01]). The interviews were
then transcribed using either a third-party human transcription
service or a combination of an Al tool for initial transcription (De-
script [34]), followed by manual correction by a member of the
research team. We consolidated all data into a datasheet that we
uploaded to a mixed methods analysis tool MAXQDA [85]) using
each interview question as the organizing code category.

3.3 Data Analysis

The first author led a thematic analysis of the data with the three
research assistants. We followed a 5-step procedure recommended
by Braun and Clarke [26] to create a codebook. Here we describe
the process of identifying and organizing themes.

3.3.1 Inductive and Deductive. When cleaning and organizing in-
terview transcripts, we inductively assigned a word, short phrase,
or In Vivo quote® to a passage of the interview that conveyed the
basic topic and wrote analytic memos to capture initial concepts
7. We also deductively analyzed the data once it was cleaned, by
organizing them through an iterative process using the information
structure provided by MAXQDA [85]. The structure presented in
the findings is guided by four initial parent codes: privacy values-
based, data life-cycle, past/future, and expectation type—as guided
by the background literature in Section 2.

Two parent codes were values and data life-cycle. Values are the
fundamental beliefs that guide our attitudes and actions [43]; par-
ticipants commonly spoke about control?, trust?, and accountabil-
ity/transparency'?, which we assigned as child codes. The parent
code data life-cycle included child codes of communication of pri-
vacy practices, data collection, and storage, data processing, and
data security management. Based on the initial protocol design, we
also identified instances when participants’ responses pertained to
the retelling of a formative past experience versus an expectation
rooted in a prediction, desire, tolerance, and/or right [100]). Finally,
once all the statements associated with the interview questions
were coded accordingly, two researchers iteratively identified sub-
themes. We present the findings according to this scaffolding based
on the nature of the protocol and our desire to present findings so
VATs can use them to develop usable privacy-preserving features
at different stages of the data life-cycle.

3Six of the interviews were briefly paused due to an incoming call on the participants’
end, Zoom crashing, or a drop in internet.

®Some codes were In Vivo, using short phrases from the participants’ own lan-
guage [89].

"When applying codes to each excerpt, we reviewed the excerpt within the original
transcript if more context was needed.

8 Control is the power to influence personal effects (including visual data) and experi-
ences [105].

° Trust and confidentiality relate to the belief in the integrity, ability, or character of a
person or thing, and one’s confidence or reliance in self, other, and society [119].

0 Information-use transparency is the extent to which an online company allows
consumers to access the data collected about them and inform them about how and
for what purposes the acquired information is used [69].
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3.4 Participant Recruitment

We recruited participants through organizations serving individuals
who are blind!! and via social media (e.g., first author’s social
media profiles). By conducting a screening survey, we looked for
participants who satisfied inclusion criteria: participants had to (1)
be totally blind from acquired or congenital blindness, (2) use a
VAT weekly or more frequently, and (3) be 18+ years old. In total,
143 people completed the screening survey. Most (n=129) reported
using Aira, Seeing Al, or Be My Eyes as their primary VAT. The
VATs reported by the remaining 14 people were not comparable in
feature sets to these three top VATs (e.g., KNFB and Voice Dream
Scanner only read text)-except for Envision Al, which offers optical
character recognition (OCR) and automated object recognition.
Thus, to gather experiences across full-featured VATs, we used
stratified random sampling to select 5 people who used Aira, Seeing
Al and Be My Eyes, and included one Envision Al participant. In
total, there were 16 participants.

4 FINDINGS

Here we present findings on (RQ 1) blind people’s expectations
for visual privacy-preservation when using visual assistance tech-
nologies (VATs), and (RQ2) participants’ reactions to the idea of
Al-based privacy-preserving techniques. We premise these findings
with a summary of the participant’s demographics and formative
experiences that influenced their expectations of privacy.

4.1 Demographics and Experiences

The participants (N = 16) varied according to their demograph-
ics. Nine self-identified as female and seven as male, between 19
and 72 years old (M = 43.5, SD = 15.9). With respect to their
ethnicity, thirteen participants self-identified as ‘White’, one as
‘Asian’, one as ‘Black’, and one as ‘Mixed’ ethnicity. Participants
completed levels of education varied: seven high school diplomas,
two had a Bachelor’s degree, six had a Master’s degree, and one
had a Ph.D. Ten participants were employed full-time, five were
part-time, and one sought opportunities. Fifteen were in the U.S.,
distributed across 12 U.S. states, and one resided in the UK. Addi-
tionally, three participants were born outside the United States. All
participants identified as totally blind, 10 of whom had congenital
blindness, and six of whom had acquired blindness between the
ages of 6-12 years old.

The type and range of VATSs used varied by the participant; six
participants reported using Aira the most, four reported Be My
Eyes, five reported Seeing Al, and one reported using Envision AL
All participants used VATs weekly to accomplish everyday tasks
(e.g., potting plants, selling items on eBay, washing clothes, and
reading mail), which aligns with prior work on blind people’s use
of VAT (e.g., [24, 30, 46-49, 51, 55, 111]). Participants self-reported
their level of experience with their primary VAT app as intermedi-
ate (N = 3), advanced (N = 7), and expert (N = 6)!2. Assessing
their own expertise using VATs, participants’ criteria for their self-
assessments: the range of features they use, their frequency of use,

1 The National Federation of the Blind approved and distributed the announcement
on their Blind Users Innovating and Leading Design (BUILD) mailing list (e.g., [95]).
123cale for their level of experience using VATs: 1 - fundamental awareness (basic
knowledge); 2 - novice (limited experience); 3 - intermediate (practical application); 4 -
advanced (applied theory); 5 - expert (recognized authority)
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their ability to configure settings, and their experience training
other people to use VATs. Most of the 16 participants rated visual
privacy in their daily lives to be either “absolutely essential” (N=8)
or “very essential” (N=4), while the remaining four participants
deemed it of at least some (“average”) importance, based on a 5-
point scale’®, and a common definition of visual privacy.'* In short
answer responses explaining their scores, participants attributed
the high importance scores to their desire to maintain control over
their private visual content. Participants discussed their awareness
of visual privacy in terms of prior experiences using digital tech-
nologies (e.g., a pop-up asking for permission to record a video call),
the impacts of interacting with colleagues, assistants, and allies
in sensitive situations (e.g., experiencing their own image being
taken without consent, or inadvertently capturing other people in
their image) and the potential for interpersonal safety risks (e.g.,
multi-party privacy conflicts, impression management). Notably, on
interpersonal safety, [P10] recounted learning about a pregnancy
test result through a remote-sighted assistant, who gained their
trust when helping confirm the result at a time when they “didn’t
want anybody in my life to know that yet until I knew for sure”. In
this case, the remote-sighted assistants alleviated [P10]’s privacy
risk by acting as a shield against having to disclose such private
information to others in their life. All the while, highlighting that
visual privacy is contextual to the person [93], [P07] shared their
ambivalence to having their pregnancy tests read by remote sighted
assistants: “With pregnancy tests, I absolutely get a person I know
well [friend or family member] to do that”).

Importantly, participants reported they had not directly experi-
enced privacy violations when using VATs (e.g., ‘T don’t remember
ever feeling, ‘Oh no, I shouldn’t have shared that.” ‘Oh no, they saw
this.”[P09]) (despite previously reported visual privacy concerns
during use of VATs [13, 112]). Tactics they use to avoid visual pri-
vacy risks include (1) Requesting close social ties to report and
describe potential or unwanted private visual content disclosures
in images/videos in real-time, (2) Forming explicit social agree-
ments about when and where images/videos can be captured in
their homes, (3) Creating designated areas in their homes so they
can take images/videos without private content, and (4) Focusing
cameras on the content of interest only. VATs may develop features
to support these privacy-preserving practices.

4.2 Users’ Expectations for Visual
Privacy-Preservation from VATs

While participants did not report direct experiences of having their
visual privacy violated when using VATSs, they predicted that other
individuals who are blind disclose their visual privacy inadvertently,
commonly referred to as the third person effect'. For instance, re-
garding blind people’s visual privacy from a high level, [P15] shared,

13 evel of visual privacy importance: 0 - not important at all, 1 - of little importance, 2
- of average importance, 3 - very important, 4 - absolutely essential.

Participants rated the importance of visual privacy in their lives based on a definition
of visual privacy as relationship between the collection, dissemination, and use of visual
information, the expectation of privacy, and the legal issues surrounding them prior to
asking them to rate the importance of visual privacy in their lives.

15 Third person effects arise when the primary user believes they will not encounter
negative privacy experiences, but other people are likely to have their privacy violated.
This effect shows a biased or optimistic perception that can lead to people’s decreased
intention to adopt protective measures and increase their future privacy risks [28].
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“As far as I know, there haven’t been any court cases resulting from
this kind of service [VATs]. I'm sure eventually there will be [...]. Until
about five or six years ago, there weren’t too many court cases involv-
ing Twitter and Facebook, but now the courts are full of them. The
blind and low vision community is pretty small, but I'm sure at some
point, there will be some kind of case where someone’s information
has been shared.” In this section, we present the participants’ pre-
dictions, desires, tolerances and what they believe to be their rights
for visual privacy-preserving VATs according to (1) Their values
related to privacy-preservation, and (2) Along the data life-cycle.

4.2.1 Value-Centered Visual Privacy Expectations According to Re-
cipient Type. We present the value-based expectations according to
two recipient types: (1) Remote sighted assistants, and (2) Software
developers working or third parties involved in the creation and
maintenance of Al-based VATs. The recipient type is a significant
contextual factor influencing privacy [93, 94, 113], and recipients
may be exposed to liability [63, 73]. The Supplementary Materials
contain a table summarizing these findings.

Remote Sighted Assistants. Control. Participants expect: (1) to
have access to all data they create and share with VATs, and (2) To
delete that data from the VAT’s servers. They had a low tolerance
for restrictions that limit their control over their own data (e.g.,
“If there is a video, it needs to be made immediately available to
me, since I'm paying for the service. Right?.. Is it Aira’s record or
my record? And that should be defined, too! If there is truly visual
privacy, it [image/video data] should be mine. Period. And therefore it
should be mine, and I should have free use of it” [P13]. Payment for
service increases participants’ sense of personal data ownership, an
important topic in terms of data regulation (e.g., [4, 40, 41, 121]).

Trust and Confidentiality. Payment for service also increases
participants’ trust in remote-sighted assistants’ commitment to
preserving visual privacy. Describing why they trusted Aira, [P14]
noted, “If there’s some kind of problem you [paid remote sighted as-
sistant] have, like you didn’t adhere to the terms of your employment,
well then, ‘bye-bye and you’ll be hearing from our lawyers’” In con-
trast, participants expressed low expectations of trust for volunteer
remote-sighted assistants. Participants like [P15] also predicted
volunteers offered less confidentiality, requiring information man-
agement labor from VAT users: ‘T do trust Be My Eyes, but it’s a
qualified trust in the sense that you have to do your due diligence on
your end as well. If I receive a piece of mail that I think will have the
number or my credit card number, I might not want to run that by
them. Just have them look at the outside of the envelope.”

Accountability and Transparency. Participants specified they
expect remote-sighted assistants to be accountable to VATs’ privacy
policies (particularly when payment is involved). For instance, [P03]
said, “If you talk to anybody on the team, everybody should be able
to answer that [questions about how private visual content data is
processed], or tell you where to find it.” Participants expect remote-
sighted assistants to provide notice in comprehensible formats.

Software Developers Working for AI-Based VATs. Control. Par-
ticipants expressed low tolerance for developers accessing their
images/videos and expect to be provided with choices to limit de-
velopers’ access (e.g., T would never give a developer access to my
images without my permission, I would sue the crap out of them
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2]

because that’s not okay. That’s right, there is a violation of privacy’
[P06]. When software developers do access their data, participants
described that “You'd want the data anonymized somehow” [P04]
and robust data security measures to be in place.

Trust and Confidentiality. Whereas payment increased par-
ticipants’ expectations of trust and confidentiality for VATs that
use remote-sighted assistants, non-disclosure agreements were key
for trusting software developers and third parties with their visual
data. For example, [P08] stated, “Sign a contract, sign an agreement
not to share!”, while [P10] said, ‘T would like them to sign a privacy
agreement and then have a copy of that, to know they actually agreed
to keep things private. Also, if a person does JAWS scripting and looks
at sensitive information, he must sign a privacy agreement.” [P10]
invoked their experience with other access technologies to define
their expectations for VATSs.

Accountability and transparency. Participants expect soft-
ware developers to sign non-disclosure agreements, but also expect
VAT companies to hold software developers accountable to these
agreements and not use visual data outside contractual roles, and
that sharing, leaking, or selling of users’ images/videos is prohibited.
For example, [P01] said, “If you access people’s private information,
you're not supposed to share it. And if you do, you could get fired or
whatever” [P01]. Participants also expect the same for third parties,
such as “Have the privacy agreements included third parties or for
the software developer to take responsibility for what their third party
counterparts do” [P12].

4.3 Expectations for Privacy-preserving VATs
According to Stages of the Data Life-cycle

Here we present participants’ expectations for how VATs should
convey their practices of visual privacy preservation, and the na-
ture of those privacy practices throughout the data life-cycle—the
passage of data from initial generation to deletion. We highlight
the privacy-preserving mechanisms and features participants ex-
pect from VATSs, particularly when remote-sighted assistants and
software developers access their private visual content. The Sup-
plementary Materials include a table summarizing these findings.

4.3.1 Conveyance of VATs’ Privacy Practices. Privacy policies and
terms of use agreements are mechanisms companies use to con-
vey to users their protocol for consumer data handling [106, 112].
Though participants had expectations of themselves to be informed
of VAT companies’ privacy policies (e.g., ‘It’s the end-user’s respon-
sibility to know what they’re getting into and to read that privacy
policy. Some of these privacy and legal agreements are pages and
pages long, but you still need to try to read them”, like most technol-
ogy users [80, 81, 86, 87] they also have little tolerance for reading
privacy policies (e.g., “No way, I don’t read them. Perhaps [I would]
with a more understandable, tighter privacy policy written in plain
simple language while drawing user’s attention” [P14]).

To more effectively communicate and get their attention, partic-
ipants suggested using alternative formats (e.g., “Maybe there could
be ways to get more information about unfamiliar terms or key terms”
[P07]), such as in-app reference materials, to help understand the
terminology used to describe the function of Al-based techniques.
Participants’ desires for the delivery of notice also diverge from
traditional privacy policy formats to include more personalized
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real-time approaches. For example, without specifying the type of
VAT, [P10] described their desire for “An email or pop-up in the app
to show you like, okay, this is what happens to your images, and how
long we keep them or where they go”. Participants also wanted to
be informed when VAT’s privacy policies are updated (e.g., Tt is
definitely important to know when any changes are made to the pri-
vacy policy” [P15]) including changes in where their data is stored
(e.g., “Who knows whether the data center in the country where it’s
being kept is secure?” [P14]), an important consideration as different
countries follow different data regulations [29]. They also wanted
to know if and how remote-sighted assistants were trained (e.g.,
“My son signed up to be a volunteer with Be My Eyes, and he said all
he had to do was read a little booklet. I would like to see that [what
they learn about private content]”[P08]) or if software developers
followed confidentiality agreements.

4.3.2 Data Collection and Storage. Participants’ expectations for
privacy-preservation during data collection greatly centered on
access controls for sessions with remote-sighted assistants, and for
reduced-if not eliminated—collection of their data containing pri-
vate visual information for Al-based VATs. Participants had clearly
different expectations for remote visual assistants vs. developers.

Remote Visual Assistants. Participants wanted to limit remote
sighted assistants’ view. One idea involved a digital curtain that
could quickly turn off the user’s camera when somebody comes
into the background, thus mitigating the risk of multiparty privacy
conflicts (e.g., “There needs to be a button to just make the screen go
black. I mean, if the five-year-old walks in, you can just darken the
screen and turn it back on again when they leave. Just like having a
Screen Curtain [an iOS VoiceOver privacy feature]” [P06]. A second
idea was to enable users to zoom into specific content or crop
irrelevant content from the sighted assistants’ view (e.g., “Maybe
there is a part of the app where you can zoom in and out on your
camera, that way you have more control of what your camera is
actually seeing. And maybe pick a range. Have a little picker on it
and say, I want this image, or I want my camera to only see three feet
by five feet’[P12].16 As a backup, participants also shared the desire
to immediately delete images/videos they had shared for visual
assistance, so they do not have to submit a help desk ticket. One
complexity identified with deleting these images/videos, however,
was that remote visual assistants could save images with private
visual content on their personal computers (e.g., “If they do [use a
laptop], are they securing that? Because inherently home PCs will be
less secure [than a cloud server]”[P04].

Al-Based VATs and their Developers. As described earlier,
participants expressed little tolerance for Al-based VATs collecting
images or videos that contain private content or providing develop-
ers access to that content, (e.g., “Leave it on my device. Don’t upload
it to your system” [P05], “Just make sure it stays on my device” [P08]).
If data is collected, participants expect VATs to “Dump it after use.
Destroy it. Send it to data heaven” [P06]. The participants predicted
that VATs may use the data they collect to train their systems. In
the words of [P11], “T would really, really hope that that image is only
accessed temporarily and immediately destroyed thereafter. I know
there is stuff to be said about machine learning, trying to improve

1The feature would enable users with some vision to remove portions of the live video
feed. [P13] did not discuss how to make this feature accessible non-visually.
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and review, but I'd rather they immediately destroyed.” At the same
time, participants expressed a range of tolerances for their data
being collected for the development of VATs. Some wanted no data
collected, while others were open to visual data collection if private
content is first removed, and if VATs are transparent about the uses
of that data, and enacted strong security protocols (e.g., “T would
like to keep as many of their pictures on their device as possible. If
there was a picture that wasn’t sensitive, and I was okay with them
using it for the database, maybe with an electronic consent form and
a security measure” [P06].

4.3.3 Data Processing. Processing visual data collected from indi-
viduals who are blind has proven application to the development of
training remote sighted assistants [75, 110] and machine learning
models that generate automated descriptions (e.g., [125]). Given
the differences in how humans vs. Al interprets and describes vi-
sual information, participants shared different expectations for VAT
employees offering visual assistance and those developing visual
assistance.

Remote Sighted Assistants. Fundamentally, participants ex-
pect remote-sighted assistants to learn to recognize and notify
users when they see private content in an image/video. For exam-
ple, [P06] said, ‘T would want them [the sighted assistant] to be honest
about whether there’s somebody inadvertently wandering into the
frame, a person who doesn’t need their picture shared on social media
without their consent or knowledge. Just say ‘Hey, just a heads-up,
somebody happened to walk by when we took that picture. Maybe we
want to take another one, or ‘Are you aware there are people in the
frame?’ Just let me know, because then I will think about it, ‘Oh, yeah.
Maybe I shouldn’t share that one””\’. Participants also shared the
desire for sighted assistants to be sensitive in their communication
about such content, especially with stigmatizing categories such as
guns, sex toys, or medications. For instance, [P07] shared, “When
you're letting someone know [that there is private content in their
image/video], that could be a really sensitive conversation. Someone
could feel embarrassed, or maybe that would come with reassurance.
‘We’re going to be encrypting and then getting rid of this content™.

Al-Based VATs and Developers. Whereas participants’ ex-
pectations for remote sighted assistants focused on the delivery
of information about the presence of private visual content, their
expectations for privacy preservation from Al-based VATs focused
on recognizing and obscuring the content from view (e.g., “Just blur
out any really private information in the picture [...] like what Zoom
does where you put the background above your head so no one can see
you’re crazy messy office” [P05]. Similarly, when [P07] said “Get rid
of the private information”, they independently predicted obfusca-
tion as a possible privacy-preserving technique. Others made more
lofty predictions focused on processing images so that private visual
content would be omitted from the visual assistance they would
receive (i.e., descriptions and visual question answering). “They
[VAT developers] could introduce some modifications to the video feed
to focus on common objects, papers, and brands that users might need
assistance with. And for that reason, Al could be used to alter the

This participant’s reference to another person as the object of disclosure exemplifies
a third person effect-an indicator of a bias or optimistic perception that can result in
people’s decreased intention to adopt protective measures and increase their privacy
risks in the future [28].
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video feed slightly [for that reason]” [P12]). To our understanding,
visual access to image/video content would be reduced by omitting
a description of that content, though the possibility of selecting the
types of content a person wants to be described for machine train-
ing has been explored [60]. As blind people’s images/videos have
been used in the past for training algorithms (e.g., [53]), participants
predicted that private visual content might be in the images/videos
processed for training algorithms, and had low tolerance for the
use of real private visual content to be used for training recognition
and obfuscation-based models (e.g., “T was having a discussion about
something with photo quality or something [...] for evidence of their
apartment being broken into [...] Could you create synthetic data that
would actually create a good enough model? Cause God knows. It
shouldn’t be trained on people’s actual private information” [P07].

4.3.4 Data Security Management. In addition to the access controls
identified above, they shared expectations for security protocols
when their data is stored and processed on the cloud (i.e. through
server-based frameworks) and on-device (i.e. frameworks deployed
on portable platforms with a focus on smartphones).

Cloud-Based. For VATSs that store or process images/videos on
the cloud, participants expressed a range of data security manage-
ment expectations related to data minimization, data encryption,
and data deletion. Data minimization is the requirement for a sys-
tem to only retain the user data necessary to deliver service [21]
or in the words of [P16] “..only data necessary to complete the task.
Nothing that would be identifiable as far as to identify the person’s
name [...] There are situations where their location might be needed,
but if you can get around that, that would be nice.” Encryption offers
a well-known solution to making the content indecipherable in the
case a user account is breached [32], though when images/videos
are stored on the cloud, encryption is highly complex [68]; [P14]
specifically discussed the complexity of encryption with volunteer-
based VAT services that involve personal devices, stating “As I
understand it, the app [Be My Eyes] uses encryption to share data
between your phone and the volunteer’s phone, but it is not a peer-
to-peer network, so it has to go through a server somewhere, as well
on from my phone to the volunteer’s phone. So, what happens to it
there... I mean, are they using it appropriately? Are they protecting it
appropriately? Is it even encrypted?”

Device-Based. Participants had greater tolerance or fewer stip-
ulations for device-based processing, and viewed this approach as
more secure (e.g., ‘I think an on-device option would be good. And
if your storage doesn’t cut it, then easy online [processing] and then
deleted” [P05]). As exemplified by [P05] and above, participants
expect that if VATs use device-based processing, their data should
not be collected, and if so, immediately deleted.

4.4 Reactions to AI-Based Recognition and
Obfuscation

After learning about participants’ baseline expectations for privacy
preservation when using VATs, we presented possibilities for how
Al-based techniques could better preserve visual privacy in the
future. We asked participants to consider future VATs that could
automatically identify private objects within images/videos and no-
tify users of that risk, and (2) obfuscate that private content. While
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some participants had already independently introduced obfusca-
tion earlier in the interviews, to ground all participants’ reactions
to these ideas, we asked them to imagine using the techniques in a
given scenario, where they are: cleaning their home and wanting to
access a medical document they find—information typically kept pri-
vate in the United States through the Health Insurance Portability
and Accountability Act of 1996 (HIPAA) [42].

4.4.1  Private Object Recognition. Current research identifies ob-
Jject recognition as a viable solution, though not yet accurate or
necessarily fair, for identifying content in blind people’s images
(e.g., [19, 53, 83]); this Al-based approach has yet to be used for the
recognition of private visual content in blind people’s images. Here,
we present the advantages and disadvantages of these techniques,
as identified by VAT users. We also share the choices and features
they would want if the technique were deployed.

Advantages of Private Object Recognition. Participants pre-
dicted that recognition of private objects would increase awareness
of their surroundings if accurate (e.g., ‘T am not always keeping
track of what I am focusing on...like, if I'm looking at a certain part
of the room and I completely turn around, then I would be concerned
about what other objects I am exposing the camera’s view too. And
therefore, if the app could let me know (if I could count on the app
to let me know).”[P11]). Participants also predicted the technique
could learn about their personal preferences for visual assistance
by training it on examples of personal private content: (e.g., , Tt
could be an interactive learning program where I would say, ‘Okay,
this should be private’. As it describes the image to me, I would give it
active feedback so it can learn what’s private to me”[P14].

Disadvantages. While recognizing the benefits of automation,
participants also added several caveats, including the impact of the
feature on their personal management practices, including their
sense of responsibility to manage their own private information
(e.g., ‘It just sounds like so much effort [for the system] to try to
anticipate every possible future contingency when what you really
Jjust need to do is clean up your act. I'm very old school that way,
sorry” [P016]), as well as the loss of valuable human connections
experienced when interacting with remote sighted assistants: (‘T
hate those automatic bot things [...] Oh, for God’s sake, just let me
talk to a person. So, I can see myself getting really annoyed by the bot
telling me...I'd rather have a human being say, ‘Heads up, you’ve got
your credit card in the frame’, or whatever it happens to be”[P06].

In alignment with [14], participants also considered the poten-
tial impacts of algorithm errors, including both false positives (i.e.,
recognizing something as private when it is not) and false negatives
(i.e., not recognizing something as private when it is). Participants
also observed that visual privacy is contextual to the individual,
so the minimum viable approach to create universal baseline de-
scriptions (i.e., [114]) may not deliver the visual assistance they
expect or need. Culture, religion, gender, prior visual experience
are examples of specific factors that likely influence VAT users’
preferences and use of obfuscation-based features [14].

Third, the participants focused on potential technical and hard-
ware limitations that could affect the user experience. For VATs that
process data on their devices, participants indicated that Al-based
systems use a lot of battery power to operate the models on the de-
vice. In the words of [P14], “The main con with on-device processing
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is the power of your device. The ability to run this type of algorithm.”
Another concern was how this additional private content check
could impact latency. For example, as [P11] shared, “Tt would require
solid latency so every video frame is first given to the Al [on device]
and determine whether there is any private information or not. Only
if there isn’t, then that feed is transmitted. And if there is, it releases a
prompt. All of that seems to introduce too much complexity and slow
down.”

Additional Design Considerations. The participants shared
two additional expectations for privacy-preserving features to be
included in VATs that use object recognition.

Content Description: Blind people want information about the

content recognized for obfuscation, before and after the action [14].
Participants in our study shared expectations for the obfuscation-
based systems to communicate the presence of private content
through an earcon (making a sound), naming the type of content
(e.g., medical information or medical bill), or both, or by providing
details about the composition of the image or video keyframes.
For example, [P08] specified they would want to know “What the
information is and maybe where in the image it is.”

Participants enumerated several options for how they would
want to proceed once private visual content is flagged: (1) Stop the
app from sending the image/video so the user can either retake
it or abort, (2) Remove the private content from the image/video
through ‘cropping’ or ‘deleting’'®, or (3) Provide additional choices
for where the images/videos will be sent based on how private the
user deems the content. For example, [P05] said, “You could just go
it’s private,’ or ‘this looks a bit private. Are you sure you want to do
this? Are you really sure?’ And then if you click proceed, so it’ll tell
you what it [the private content] is.”

Supports for Image/Video Capture and Sharing: Participants also

suggested VATs provide photography support for the user to ‘retake
the photo if private content is shown’ or push notifications that
would enable them to specify ‘no obfuscation; proceed with full
description’ or ‘proceed with obfuscation’. Describing the recipients
choices, and including recipients outside the VAT service, [P01]
said, “Maybe you’ve got check boxes, ‘do you want this information
kept only at your primary doctor’s office, yes or no? Do you want this
information to be put in your general medical records, yes or no?..
And this might change if I start working with some sort of system, but
at this point, I would want as much choice as I could get.” Participants
also predicted situations when they would want to share private
content, or turn off the recognition feature at will.

4.4.2  Obfuscation. We asked participants to consider the use of
automated obfuscation, defined as “A feature that uses Al to identify
and automatically black-out or blur private visual content before you
share the image with a sighted visual assistant.”

Advantages of Obfuscation. Alhablri et al. (2022) [15] identify
three use cases in which blind people expect obfuscation to be
useful: to gain control over text, manage impressions, and enhance
the visual description. The participants in our study similarly expect
enhancement of visual description but emphasized the use of the
technique to remove private visual content from the background

8Participants did not identify blacking-out or blurring private content as obfuscation
possibilities before the research team introduced these ideas.
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of their images/videos'?. They predicted descriptions would be
delivered more readily when private visual content is removed
(i.e., enhancement of visual description [15]) as one use case for
obfuscation (e.g., [P04] shared, “If it was stuff in the background, it
could cut that out, whether you’d like I said, I'd cropped to focus the
thing. Just cut the background, because it’s extraneous. That would
be important for third-party protection”. Here, the participant sees
the technique as offering greater protection when the image/video
is shared outside their control and the visual assistance technology.

Disadvantages. Despite these potential advantages, participants
also discussed how accuracy and processing delays could interfere
with their access to information. As in [14], they predicted that
automated obfuscation could obscure the wrong content and thus
create an obstacle to the visual assistance they need. As with ob-
ject recognition, participants also identified that obfuscation could
add (1) Inefficiency due to additional data processing, for example,
saying ‘It will take a little longer” [P10], especially in the context
of videos (e.g., “Tt seems a bit resource intensive to keep track of that
private object as the video feed moves around a little bit...”[P12], (2)
loss of agency and awareness (e.g., ‘Tt could be a problem because
then I don’t know what’s going on [what content it blacks out or not”
[P04], and (3) reduce their sense of responsibility and knowledge
about how to take images/videos in privacy-preserving ways: [P14]
shared, “It’s like, ‘how could I edit the picture on my own, like if I was
fully sighted? How close can that come to that? Because it should be
similar. Like if I was sighted. And you could make those modifications,
you know?”

Additional Design Considerations. The participants also shared
three additional expectations for privacy-preserving features to be
included in VATs that obfuscation.

Black-Out or Blur: When hearing about the feature, participants
asked for clarification about ‘blacking out’ vs. ‘blurring’ (e.g., ‘Tdon’t
think I understand the difference”[P08]), while others shared their
rationale for using one approach over another. Most participants
indicated they would prefer the content blacked out as part of a
security precaution since “Blurring can be undone” [P06], which
prior work has evidenced [78]). [P13] shared, “There are people out
there who are smart enough. They could un-blur it probably easier
than they can un-black it out.” All the while, they expect to choose
whether the obfuscation blacks out or blurs the private content,
and to what extent (‘T would want to have control over whether
it’s still blacked-out or not, or if there’s a way to black-out another
part or something or only certain parts”[P04]), and indicated their
selections for the type of obfuscation would say, depends on the
type of private content, such as ‘T would say, depends. Like nudity
should be blurred, so they [the visual assistant] could say, ‘Hey, this
has an image of a person, and the middle of it has been blurred out.
It’s probably like a nude photo or something, so at least they could
give you a vague description of what it is” [P01].

Controls: Fundamentally, participants shared their desires for
a feature that would allow them to turn obfuscation on/off, and
specify when to use it and for which private content types. For
example, [P01] said “..to control what it does and doesn’t block, would
be useful.” They also want the system to explain how it determined
that prediction (e.g., “Read to me what is identified [from the image]

9Private visual content appears in the background of blind people’s images [52]
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and what it [the Al] is thinking is private and why and then say, ‘We
blocked out this...” [the VAT should] read exactly what it’s blocked out”
[P04]. Those who wanted additional details about the attributes and
characteristics obfuscated private content, and shared statements
such as “Well, if you can’t get as much detail as possible, then there’s
not much point in it.” [P10], akin to providing an overview first,
recognizing and identifying the salient objects, and if necessary,
providing additional details.

Evaluation: Participants noted that having an accuracy thresh-
old would help them feel more confident about using obfuscation
techniques (e.g., “If you could go in and tell it ‘Don’t turn off text
blocking, or whatever, but block offensive content. You could toggle
that on and off too, depending on how accurate it is.” When asked
directly whether they would feel comfortable using a system that
produced accurate results less than 100% of the time, we obtained
a variety of responses ranging from, Yes [I would be comfortable]
(e.g., “Tdon’t think you can ever reach a hundred percent”’[P13]—
specifying they would still want the feature if it was accurate 70%
of the time), to No [I would not be comfortable] and would only use
the feature if it was accurate 100% of the time (e.g., “If it’s saying
it’s not going to be very accurate, then I would be less likely to want
to use it because I couldn’t trust it.”[P04]). Across all participants,
the average accuracy threshold they expect is 88.75% of the time
(SD 9.92). Accuracy of computer vision algorithms is an important
topic related to responsible AI, which has been explored in prior
work related to blind people’s expectations for image description
(e.g., [19, 57]), but not with respect to the recognition or obfuscation
of private visual content for this population.

Variations: At the end of the task, we asked participants whether
the information type (e.g., medical information) presented within
this scenario would change their perspectives on Al-based tech-
niques, and all 16 participants shared sentiments such as No (e.g.,
“No, I don’t think so. I think I'd want that heads-up in the same sit-
uation, regardless of what the information is”[P08]. All the while,
they acknowledged that some private visual content types may be
more sensitive to them than others, according to who receives the
image/video and in what contexts they are used. In addition, when
asked if their perspectives would change, whether the private visual
content was in an image or a video. Only three participants said Yes
(e.g., “Because if there’s no information in there when I start the video,
it doesn’t mean there’s no information in there when I finish”’[P06],
which means processing would need to occur for multiple frames
in the video). A table in the Supplementary Materials provides a
summary of the findings in this section.

5 DISCUSSION

The findings show that blind VAT users have stricter value-centered
expectations for software developers and third parties working for
VATs than remote-sighted assistants. Trust can be established with
remote-sighted assistants during direct interactions (mediated by
users’ own privacy-preserving information management behav-
iors), while with software developers these interactions do not
occur. Participants had cybersecurity and data-protection-oriented
questions about the underlying technical infrastructure for VATs
that collect their data, which would be cause for concern, as differ-
ent countries follow different data regulations [29]. All the while,
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participants expect that payment for service ensures greater confi-
dentiality, impression management, and ultimately trust with both
types of services. They expect non-disclosure agreements anytime
a software developer accesses their visual data. The Supplementary
Materials provide a bulleted overview of the user-identified strate-
gies VAT companies may use to align their service offerings with
users’ visual privacy expectations. Here provide considerations for
further consideration.

5.1 Extending Privacy-Preserving Practices
Offered and Supported by VATs

Users expect VATs to inform them about the handling of images/videos
in a transparent and interactive manner, through channels other
than privacy policies that simply do not work for most people [44,
72]. Regarding transparency, participants wanted notice about where
their data are stored and when that location changes. Participants
also expect to have easy access to records of what happens to their
data. This is akin to datasheets for datasets [45] but would be avail-
able to individual users and for single images/videos. Delivery of
this information should be as close as possible to the time of visual
data collection, with options to permanently dismiss— “Don 't tell me
again”—such notices until an update to the privacy policy occurs.

Participants expect that payment for service increases visual-
privacy preservation. VATs could offer a tiered approach, where
users pay more or agree to share their data to support further
system improvement while gaining more control over that data
(e.g., choices and personal settings to manage and automate privacy
preservation throughout the data life-cycle). However, such an
approach could quickly lead to further inequities for VAT users in
socially, economically, and educationally marginalized conditions,
especially since blind people are systematically underemployed [95]
and the cost is already an inhibiting factor for blind people wanting
visual assistance [111]. Given that VAT users highly value control of
their data, acting as one’s own data broker could be an alternative
to shift power and offset the requirement to share personal data
for access to social services—what one participant referred to as
a “crisis of privacy” [P16]. Importantly, with this recommendation,
a core challenge remains: how to non-visually identify whether
visual content that is safe to share.

5.2 Obfuscation

In the future, if VATs use image/video recognition and obfuscation
techniques, such functionality needs to be humanizing, disability-
first, and lightweight. Participants envisioned successful privacy-
preserving VATs with obfuscation capabilities to enhance control,
independence, and security. As prerequisites, they have low latency
and be trained on blind people’s data. Prior work observed that train-
ing object recognition models with images/videos captured non-
visually by blind people outperform standard object recognition
models for non-visual accessibility applications (e.g. [52, 53, 84]).
Participants shared their prediction that obfuscation techniques
will produce inaccurate results—through false negatives and pos-
itives, and obscuring visual assistance (also found in [15])-if not
trained on disability-first datasets [118]. A disability-first approach
advocates for the collection of data that serves a disability commu-
nity first, and then could be generalized [118]. Sharma et al. [108]
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recently collected the first dataset of images/videos containing pri-
vate visual content captured by blind people. VATs that employ
obfuscation as a privacy-preserving measure may draw on this
and other disability-first datasets for Al-based obfuscation, to meet
initial user expectations of inclusion and leadership—if not more
accurate recognition and obfuscation.

More generally, participants reflected that heavy dependence on
Al-based processing would reduce their sense of personal respon-
sibility for information management. Alhabri et al. [15] observed
that blind VAT users view obfuscation as a task that requires in-
terdependence [18] in part due to the nuances that gender, religion,
and ethnicity instill in a user’s privacy decision-making. Like the
participants in our study, Albarbi’s participants expected to provide
input at every stage of the obfuscation process: “Without opportuni-
ties to interject through dismissing/consenting obfuscation decisions,
blind people expect intrusive or unfair results” [15]. More work is
needed to understand blind people’s tolerance for hand-offs [92]
between humans and Al in the field of privacy-preservation re-
search and engineering. Best next steps will involve blind users in
the design and evaluation of a working prototype to observe their
decision-making about obfuscation, including what information
resources they need to understand visual concepts like blurring and
inpainting, if and when obfuscation had been initiated, and how to
invoke feelings of trust when obfuscations are applied.

5.3 User-Led and Personalized Privacy
Preservation

Recognizing the importance of interdependence motivates explo-
ration of how humans can off-load privacy preservation to Al in
ways that respect their values and expectations. Participants in this
study predicted the challenge of delivering personalized privacy-
preserving features, including overcoming the loss of personal
responsibility and control that some users may experience, and the
inability of Al-based techniques to accurately account for the con-
textual nature of privacy [93]. They expected automated systems
to have difficulty determining what a user considers private for a
context (e.g. task, location, gender, religion, ethnicity, and others);
privacy-focused decision-making is notoriously inconsistent [3].

At a time when research on automation of visual assistance has
just begun to explore contextually-aware visual assistance [71, 114]
and advanced Al-in-the-loop approaches (e.g., [65, 126]), additional
research is needed to address algorithmic inaccuracies that par-
ticipants expect from object recognition within images (e.g., [52]),
examine if taxonomies of private visual content (e.g., [77, 112])
can generalize, whether user-specified metadata about scenarios in
which they consider image/video content to be private is useful for
personalization, and how images/videos with obfuscated content
can be described to provide privacy-aware decision making while
providing complete visual access.

As a step towards establishing roles in the process of handing
off labor to Al efforts have been made to include blind people as
curators of image/video datasets for training object recognizers
(e.g., [83]) and developing accessible interfaces that enable blind
people to train teachable object recognizers [60, 64]). These efforts
have not been used to flag private visual content or provide subse-
quent steps needed for privacy preservation. Moving forward, more
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research is needed to explore how the aforementioned approaches
may apply to visual privacy preservation. Efforts that build on prior
research related to remote visual assistance (e.g., [75]) may explore
the direct interactions users have with remote-sighted assistants,
the visual questions they ask, the choices desired, and more to iden-
tify other tasks to hand off to Al for privacy preservation vs. the
tasks that can only be addressed by human-sighted assistants.

5.4 Limitations

We had several reflections on the study design during implemen-
tation. Though saturation was reached regarding the expectations
shared in this paper, our attempt to appropriately scope the study
likely diminished the diversity of perspectives represented in the
final dataset. The sample is limited to participants from the USA
and England who currently use VATs, who were recruited from
a list-serve of people who make themselves available to “test and
evaluate the accessibility of websites, devices, appliances, equip-
ment, and other products and services” [95] (and thus have a high
baseline of digital, including visual and privacy literacy). In turn,
we inadvertently excluded participants from (1) other countries,
(2) former VAT users who have given up on VATs, or (3) Potential
VATs users who declined due to concerns about the technologies.
Our protocol did not include questions about participants’ visual
literacy or privacy literacy, unsure whether this factor affected par-
ticipants’ expectations. That said, we retrospectively reflect that
participants demonstrated declarative knowledge and procedural
knowledge—two important indicators of privacy literacy [99] %,
and understanding of the practice. We did not collect behavioral
data, and thus our approach may not fully reflect blind people’s
privacy expectations [2].

6 CONCLUSION

We contribute novel findings about (N = 16) totally blind par-
ticipants’ visual privacy expectations when sharing personal and
potentially private information with visual assistance technologies
(e.g., Aira, Be My Eyes, Seeing Al, and Envision) that receive users’
images/videos/live-feed to provide visual assistance. In a departure
from prior work that has focused on studying privacy concerns,
we instead focus on expectations as a generative approach to iden-
tifying the desires, predictions, tolerances, and ideas individuals
who are blind have about what they deserve with respect to vi-
sual privacy from visual assistance technologies. Three overarching
expectations: (1) never collect images/videos that contain private
visual content; (2) develop interactive features that provide logs,
in real-time, of who handles their visual data and why, while pro-
viding non-disclosure agreements from software developers and
third parties; (3) practice caution and ethical consideration during
the development and deployment of privacy-preserving Al. We
discuss the challenges of developing Al-based privacy-preserving
VATs based on these expectations and other ethical considerations
including how to train privacy-preserving machine learning models
that are inclusive of blind people’s data, without revealing their
private visual content.

2Declarative understanding of regulations and laws of online private visual data
protection, and the skills to convey a breadth and depth of knowledge on what happens
to users data as soon as data is created until it has been sent to data heaven. Procedural
knowledge pertains to the use of privacy-preserving protective technologies cite [123]
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