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Abstract—Jamming attacks have plagued wireless communi-
cation systems and will continue to do so going forward with
technological advances. These attacks fall under the category of
Electronic Warfare (EW), a continuously growing area in both
attack and defense of the electromagnetic spectrum, with one
subcategory being electronic attacks (EA). Jamming attacks fall
under this specific subcategory of EW as they comprise adver-
sarial signals that attempt to disrupt, deny, degrade, destroy, or
deceive legitimate signals in the electromagnetic spectrum. While
jamming is not going away, recent research advances have started
to get the upper hand against these attacks by leveraging new
methods and techniques, such as machine learning. However,
testing such jamming solutions on a wide and realistic scale is a
daunting task due to strict regulations on spectrum emissions. In
this paper, we introduce eSWORD (emulation (of) Signal Warfare
On Radio-frequency Devices), the first large-scale framework that
allows users to safely conduct real-time and controlled jamming
experiments with hardware-in-the-loop. This is done by integrat-
ing METEOR, an electronic warfare (EW) threat-emulating soft-
ware developed by the MITRE Corporation, into the Colosseum
wireless network emulator that enables large-scale experiments
with up to 49 software-defined radio nodes. We compare the per-
formance of eSWORD with that of real-world jamming systems by
using an over-the-air wireless testbed (considering safe measures
when conducting experiments). Our experimental results demon-
strate that eSWORD achieves up to 98% accuracy in following
throughput, signal-to-interference-plus-noise ratio, and link sta-
tus patterns when compared to real-world jamming experiments,
testifying to the high accuracy of the emulated eSWORD setup.

I. INTRODUCTION

Electronic warfare (EW)—defined as the ability to use the
electromagnetic spectrum to sense, protect, and communicate,
as well as deny adversaries the means to disrupt and use these
signals [1]—has continuously grown throughout the years as
a major area in both attack and defense [1]. The importance
of EW for both attack and defense applications is further
confirmed by its steep market growth in recent years (worth
$17 billion in 2020 alone, and expected to reach $21 billion
by 2025 [2]). EW is divided into three major categories, each
having many subcategories: (i) Electronic Attack, which utilizes
electromagnetic energy as an offensive weapon in combat;
(ii) Electronic Protection, used to protect personnel and equip-
ment from the effects of the electromagnetic spectrum; and
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(iii) Electronic Support, where the focus is on the recognition
and response to these threats to help detect enemy’s electro-
magnetic weapons. In this paper, we primarily focus on the
Electronic Attack area. Electronic attacks are any form of ad-
versarial signal that attempts to disrupt, deny, degrade, destroy,
or deceive signals on the electromagnetic spectrum [1]. One of
the most common types of these attacks comes from the broad
area of signal jamming, a type of denial of service (DoS) attack
where malicious entities block legitimate communications by
causing intentional signal interference [3].

Jamming attacks have plagued wireless communication sys-
tems for many years, and they continue to be a problem as
technology evolves, as there is no single solution to handle
this broad adversarial attack. However, in recent years, research
solutions using novel techniques applied to jamming, e.g.,
machine learning, have started to spawn [4—7]. Although such
solutions have started to get the upper hand on jamming [8],
prototyping and testing them at scale and in realistic wireless
environments is a daunting task because of the strict regula-
tions on spectrum emissions. For example, the United States
forbids any form of signal jamming since such signals pose a
serious risk to public safety communications (e.g., they could
prevent someone from making emergency calls) [9]. Even
though some methods exist to validate jamming solutions, e.g.,
software simulations or experiments in anechoic chambers,
they can hardly capture either the accuracy or the scale of
real networks with actual hardware-in-the-loop (HITL). HITL
offers the most benefits to jamming experiments as it enables
real, non-synthetic signals over emulated channels with real
hardware devices, and without causing harmful interference to
public communications.

In this paper, we propose eSWORD (emulation (of) Signal
Warfare On Radio-frequency Devices), a first-of-its-kind,
large-scale framework with HITL to conduct real-time, accurate
tests of jamming signals on a wireless spectrum. eSWORD
allows for the testing of different adversarial jamming scenarios
on a wireless spectrum with real signals (both adversarial and
legitimate) in a safe environment. We prototype eSWORD on
the Colosseum wireless network emulator [10], a large-scale
software-defined radio (SDR)-based testbed that allows users
to evaluate solutions in realistic but controlled environments
with HITL. We leverage this testbed to evaluate our solution
at scale over a softwarized cellular network with 50 nodes
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Fig. 1: Overview depicting how eSWORD is integrated into Colosseum, taking the place of one of the SRNs, allowing for the jamming software to be used.

shared among base stations, users, and jammer. Colosseum
allows us to prototype eSWORD in a controlled environment
without causing external interference to commercial devices.
We compare the results obtained with eSWORD to those of
real wireless jamming signals (collected ethically). We verify
that eSWORD is able to provide accurate real-time results, e.g.,
eSWORD’s throughput follows a pattern with accuracy up to
98% when compared to real-world results. Finally, we perform
a jamming experiment in a controlled over-the-air testbed in
similarity to the eSSWORD, and verify the accuracy of its results.
To the best of our knowledge, eSWORD is the first jamming
emulation system that makes it possible for researchers to
evaluate solutions at an accurate network scale with HITL
and in multiple emulated but realistic wireless environments
provided by the Colosseum wireless network emulator.

The main contributions of this paper are as follows:

1) We create and prototype eSWORD (Fig. 1, explained in
details in Section V), a framework that allows for the
emulation of jamming in a wireless spectrum at scale
(with up to 50 communicating nodes), where one of the
nodes can be an adversarial jammer.

We show that eSWORD is able to generate multiple
types of jamming signals using different signal types and
modulations to allow for many unique types of attacks.
We compare eSWORD results with real-world jamming
signals, demonstrating eSWORD emulation accuracy.

The remainder of the paper is organized as follows. Section 11
discusses the related work and research regarding this area.
Section III lays out the jamming adversary we focused on in
this paper. In Section IV, we discuss the eSWORD prototype
and the components that create it. In Section V, we describe the
testbed implementation, while experimental results are shown
in Section V1. Finally, Section VII concludes the paper.

2)

3)

II. RELATED WORK

Wireless jamming has been studied for many years by the
research community. There is a constant ebb and flow with
research surrounding it due to the fact this form of attack ad-
vances with the advancement of the technology. While attempt-
ing to implement new methods to protect against these attacks,
a major focus is discovering how these signals impact the wire-
less networks as a whole [11, 12]. Overall, wireless jamming

research can be put into three broad categories, (i) attack [11-
17]; (ii) defense [3, 14, 18]; and (iii) detection [13, 19, 20].
Jamming attacks and defenses usually go hand-in-hand
within the research community as defense techniques, such as
signal detection and frequency hopping [3, 18], are investi-
gated to mitigate the considered attacks [3, 14, 18]. In these
experiments, there is a true focus on “knowing your enemy”
by taking a deep dive into these sorts of attacks and seeing
how they work within a network [11-13]. Large-scale WiFi
research has been done in the past, showing how jamming
attacks on commercial wireless solutions, such as those en-
abled by the IEEE 802.11 standard, deteriorate the network
performance [11], and showing that high WiFi data rates are not
resilient to jammers. Further research focuses on specific types
of jamming implementations. The authors of [16] study se-
lective jamming, where the adversary focuses on “high-value”
targets by exploiting their knowledge of the network, while also
proposing a prevention mechanism that neutralizes the inside
knowledge of the attacker. Still a common jamming technique
today, reactive jamming is instead known for its strategy and
detection avoidance. For instance, the authors of [12] discuss
the implications of this form of attack in wireless networks.

Jamming avoidance has become more advanced with the
use of spread-spectrum techniques [3, 18, 21]. The two main
techniques used today are frequency hopping spread spectrum
(FHSS) and direct sequence spread spectrum (DSSS). The
former allows for jamming avoidance as it can literally “jump”
away from attacks by hopping to frequencies not affected by
jammers [22]. The latter takes a different approach, using
rapid phase transitions with the data, spreading it on a larger
bandwidth, thus conferring it more resilience to jammers [23].

While extensive research surrounding jamming has been
done throughout the years, to the best of our knowledge, ex-
isting implementations and techniques are tested either through
software simulations or in small-scale setups. In this sense, our
research takes a step forward by implementing and evaluating
eSWORD on a large-scale testbed with hardware-in-the-loop.
As opposed to software-based simulations, this gives us access
to data inputs from real physical devices, i.e., SDRs, and
allows for experiments in controlled, but realistic environments
without compromising commercial systems.
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Fig. 2: Two broad categories of different jamming attacks.

III. THE ADVERSARY: WIRELESS JAMMING

Jamming attacks have been exacerbated in recent years as
the technology needed to create jamming signals has become
more accessible and affordable [3]. Today, anyone with a SDR
and a few lines of code can create a jammer that can deteriorate
the performance of a wireless network, or even annihilate it.
On a much larger scale, jamming has become a popular form
of EW [24]. Such attacks can be coordinated better, with novel
implementations that can take down large portions of cellular,
GPS, and wireless networks in a deployed area.

Fig. 2 shows two of the most common categories of jamming
attacks which is our focus in this paper. Proactive jamming is
the most simple of the two, it happens when a signal is trans-
mitting whether there is communication in a network or not [3].
Reactive jamming goes a step further, as jamming signals are
only transmitted when communications are occurring in the
network [12]. This makes it more difficult to detect adversaries
as reactive jamming waits for the presence of data.

A proactive jammer works by placing the transmitters in a
specific channel into non-operating mode, making that channel
unusable [3]. A reactive jammer, instead, actively monitors a
predetermined bandwidth and responds to specific packets or
signals that are currently traveling in the air [12]. Unlike its
proactive counterpart, a reactive jammer can be harder to detect
as it targets on-air packets and can tune the time and spectrum
location of the attack. Reactive jamming is also considered a
stepping-stone, as it is the most common form of jamming that
is used to implement more optimal jamming attacks [12].

An example of our reactive jammer on a I0MHz channel can
be seen in Figure 3. In this example, a jamming signal with a
bandwidth of 156KHz starts attacking the WiFi signal on the
center frequency 2.378GHz, and after ~100ms the WiFi signal
shifts to the center frequency 2.382GHz, where the jammer
shortly follows after it, sensing the change in energy location.
This attack has direct impacts on the WiFi signal’s transmis-
sions, as when it avoids the signal has throughput values up to
11Mbps, but when the jammer catches it can drop all the way to
4Mbps. By using both proactive and reactive attacks, we cover
a broad scope of knowledge within the attack area.

IV. OUR PROTOTYPE: eSWORD

eSWORD is a software prototype that utilizes jamming soft-
ware within a large-scale network emulator. The main goal of
eSWORD is to provide a means to run large-scale jamming
experiments in an accurate and safe environment.

Fig. 1 shows the high-level overview of our prototype
(“eSWORD Device” in the figure). The prototype comes with
a proprietary jamming signal generator, where the signal type,

modulation, and sampling rate can be easily adjusted. Normal
TX/RX functions are also included to transmit data, as well as
jamming transmission capabilities for multiple forms of attacks.
By utilizing this jamming software, we can create adversarial
signals that work against practical real-world systems. As stated
in Section III, our threat emulator focuses on proactive and
reactive attacks. This allows for the implemented jammer on the
emulator to give broad results that cover a multitude of similar
attacks. As this threat emulator is designed to work in the real-
world, commercial SDR hardware enables the use of eSWORD
over-the-air on real wireless networks, granted the appropriate
steps are taken to ensure safe transmissions.

Our prototype is controlled through a web interface that
supports RESTful APIs and gives control of the SDR to the
users. By using such an interface, users can control when data
streams begin and end, as well as when jamming signals are
transmitted. Within both the RX and TX, the center frequency,
sampling rate, and gain can all be adjusted. In addition, a live
spectrogram (see Fig. 3) can be started together with the RX
stream to easily monitor the received signals in real-time.

WiFi
Packets 150

Time (ms)

Jamming
Signal

2375 2378

2380 2382 2385
Frequency (MHz)

Fig. 3: An example of reactive jamming on frequency hopping WiFi signals.

A. Jamming Software & Attack Vector

Our prototype utilizes an EW threat-emulating software,
called METEOR, developed by the MITRE Corporation [25].
METEOR is built with commercial off-the-shelf SDR, sup-
porting software-defined capabilities and programmability.
eSWORD uses the EW attack capabilities of METEOR, which
include reactive and proactive jamming attacks in wireless
scenarios. Such an EW attack could indeed be used in the wild
to hamper or disrupt complex wireless communication systems.

METEOR offers a versatile jamming file generator that sup-
ports diverse types of modulated signals, shown in Table I.
These different types of signals allow for multiple forms of
jamming attacks to be created, including but not limited to
constant jamming signals, pulsed signals, and narrowband or
wideband signals. The specific signals we leverage for the

TABLE I: Types of jamming signals and modulations supported by METEOR.

Signal Type Modulation

FSK Frequency shift keying

ASK Amplitude shift keying

MSK Minimal shift keying

AWGN White noise (barrage jamming)
Band Noise Band-limited noise signal

Continuous-Phase Continuous-phase frequency shift keying
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attacks carried out in this paper are narrowband jamming
signals with proactive and reactive capabilities. This variety
of modulation types creates a large attack vector that allows
for testing the resilience of different kinds of networks against
specific attacks. On top of its signal generation capabilities,
METEOR also allows users to upload their own custom files
to use as jamming signals.

V. EXPERIMENTAL TESTBED SETUP

We implement eSWORD on the Colosseum wireless network
emulator [10], a publicly available testbed that allows users to
perform large-scale experiments with up to 128 programmable
nodes and radio devices (see Fig. 1). Specifically, Colosseum
is formed of two main blocks: (i) the Standard Radio Nodes
(SRNs), and (ii) the massive channel emulator (MCHEM).
The SRNs (shown in Fig. 1, top-middle) are 128 remotely
accessible compute nodes that control a USRP X310 SDR each.
These nodes can be leveraged to perform custom experiments
through softwarized protocol stacks (Fig. 1, left) executed on
them and used to control the SDRs that act as radio front-
ends. MCHEM (Fig. 1, bottom-middle), instead, takes care
of emulating channel conditions between every pair of SRNs
by processing signals generated by the SDRs through FPGA-
based Finite Impulse Response (FIR) filters. These FIR filters
apply the channel impulse response of the Colosseum scenario
selected by users to the SDR signals, thus emulating the actual
real-world wireless scenario. We use METEOR (Fig. 1, right)
to interfere with a network composed of 49 nodes implemented
through the SCOPE framework [26]. This framework ex-
tends srsSRAN—which allows users to deploy cellular protocol
stacks on software-defined nodes and radios—with automated
pipelines to swiftly run on the Colosseum testbed. Colosseum
enables extensive testing environments and conditions through
a set of diverse wireless scenarios representative of real-world
urban cellular deployments, channels, and traffic demand.

To perform our jamming experiments, we integrated the
METEOR node and dedicated SDR (a USRP X310) within
Colosseum, which enables us to potentially jam any of the
Colosseum nodes. In our experiments, we considered center
frequencies of 980 MHz for the cellular uplink signals and 1020
MHz for the downlink signals. Fig. 1 gives an overview of our
eSWORD prototype framework that integrates the METEOR
jamming system into the Colosseum wireless network emulator.
For the jammer to be used, the jamming software is flashed
onto the FPGA of eSWORD SDR, and driven by a dedicated
compute node. With METEOR being integrated to the channel
emulator, it can operate similarly to the normal nodes on the
Colosseum, except instead of being an SRN, it represents a
jammer node that can jam the signals traveling across the
scenario emulated by Colosseum. As of now, eSWORD includes
a single jammer; however, multiple jammers can be integrated
following a similar procedure if needed.

A. Node Placement within Testbed

To emulate a diverse set of wireless environments, we
leveraged the large-scale urban cellular scenarios available on

Colosseum [26]. These scenarios allow for real-world location
testing, using base stations whose locations match the coordi-
nates of commercial deployments, as well as a number of user
equipment deployed in their surroundings. These locations cor-
respond to Rome, Italy; Boston, U.S.; and Salt Lake City, U.S.
A sample map of the locations of the base stations considered
for the Boston area is shown in Fig. 4. This scenario includes
10 cellular base stations, and 40 cellular users (deployed in
groups of 5, i.e., 1 base stations around 4 users in each cluster).
Base stations and the users they are serving divide the network
into clusters (see Fig. 4). By using these scenarios, we can test
jamming impacts across different base stations, as well as move
the jamming node to different locations within the scenario.
In our experiments, a single node is replaced with a malicious
node with jamming capabilities. This setup is able to show how
a single jamming source impacts the initial user placement, as
well as the base stations around it.

B. Over-The-Air Experimental Setup

We leverage the Arena testbed [27] to perform our over-
the-air experiments. Arena consists of a grid of USRP X310
SDRs deployed in an indoor office environment. To conduct
our real-time, non-emulated experiments, we use 3 of Arena
SDRs and perform safe narrowband jamming experiments that
do not interfere with any of the spectrum used by external
applications. One of Arena SDRs acts as a receiver, one as a
transmitter, and one as a jammer. The jamming signal used in
this case is built to mimic the characteristics of the signals of the
eSWORD Colosseum prototype. In this case, we collect channel
throughput statistics and compare to those of the eSWORD.

VI. EXPERIMENTAL RESULTS

The results collected in these experiments are designed to test
the accuracy of eSWORD. The first part of these results com-
pares the eSWORD prototype implemented on Colosseum with
real-world jamming signals, while the second part discusses
the impact on nodes in the emulated scenario. In both cases,
eSWORD is used to jam a cellular network with 49 software-
defined nodes (10 base stations and 39 users, see Section V).

»l00my

Fig. 4: The real-world example of node placement in Boston, with a jamming
node located in cluster #4 taking a spot out of the 50 possible nodes.
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Fig. 5: A throughput example of a real-world network impacted by a jamming
signal and the eSWORD emulated network impacted by the jamming signal.
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A. Over-the-Air vs. Emulated Environment

In this section, we validate the accuracy of eSWORD pro-
totype on the Colosseum emulator, comparing it with real-
world—over-the-air—jamming signals, used as our baseline.

1) Jamming Signal Composition: The jamming signal for
both real-world and emulation setups are constructed in the
same manner (i.e., center frequency, sampling rate, etc.), allow-
ing for accurate emulation, with the option of adjusting sam-
pling rate, gain, and signal size. In this specific example, both
signals are narrowband noise jammers using FSK modulation,
focusing on disrupting a single channel’s communication.

2) Channel Throughput Comparison: Throughput is one of
the main metrics used to test the performance of a network.
Fig. 5 shows the throughput (expressed as a percentage) in both
the real and emulated networks over a 15-second window when
a jammer is introduced. This jammer is stationary and holds the
same power level while turned on. It can be seen that for both
networks, the throughput stays near the maximum value (i.e.,
100%) for the first 3 seconds of the experiments, until a narrow-
band jamming signal is introduced between seconds 3 and 4.
Once the jammer is activated, the throughput significantly drops
for both cases. The real network environment drops by almost
60% as the jammer interrupts the ongoing communications,
while the drop in the emulated environment is slower, which
can be attributed to the node locations differing in closeness,
with the throughput decreasing by 40% within the first second.
As the constant jamming signal continues, both networks drop
to similar points (i.e., both having throughput drops near 60% of
the original signal). Once the jammer is deactivated (second 10
of the experiment), both networks quickly recover back to their
original throughput values. For the accuracy of the throughput
between the two environments, the comparative accuracy of the
emulated data is between 75% and 98% as shown in Fig. 5.

B. Impact on Radio Communication Performance

Emulated environments require more than just an accurate-
looking jamming signal to claim they are correctly functioning.
Indeed, there also needs to be actual cause and effect to the
network and nodes as well (i.e., the way a jammer is set up
impacts the network in different ways). As an example, the gain
of the jamming signal has a direct impact on how a legitimate
node is affected, as lower gains impact less than higher ones.
This also determines whether a node will still be able to transmit

while being affected by the jamming interference. Fig. 6 shows
the real-time impact of different gains on a legitimate node. We
consider how a jamming signal varying its gain from O to 32
dB (shown at the bottom of the figure) impacts the signal-to-
interference-plus-noise ratio (SINR) of a legitimate node, and
its link status, in a time window of 15 minutes (top portion
of the figure). We notice that the SINR gradually decreases
toward O with each increase in the jamming gain, showing the
direct impact of the jammer on the legitimate node. Specifically,
when the gain of the jammer is highest (between minutes 9 and
10), the link status of the legitimate node drops to 0O, effectively
causing the node to detach from the network (and not being able
to communicate with the remaining nodes). As the jamming
gain lowers, the SINR of the node improves, and the node is
able to reconnect to the network. From this experiment, we
notice that as the gain of the jammer increases by 5 dB at
each time-step, the SINR of the legitimate node drops between
16% to 20% which shows an inverse correlation between the
jamming power and the achievable SINR.

C. Impact on Node Clusters

The node clustering (discussed previously in Sec. V-A, and
shown in Fig. 4) gives a perspective on the real-world impact a
jammer can have on different node clusters. In the real world,
wireless jammers only impact the areas in which they are de-
ployed. However, depending on the signal strength, surrounding
areas can be affected as well. In this experiment, we deploy
eSWORD in the Colosseum scenario (shown in Fig. 4) and
evaluate how the jammer works in the emulated environment.

Fig. 7 shows the SINR and link status for two nodes belong-
ing to different clusters of the network. The node on the left of
the figure belongs to the same group as the jammer; the one on
the right is close to the jammer but does not belong to the same
cluster. Looking at the node in the same cluster of the jammer
(left), we notice that the jammer impact is almost immediate.
Indeed, once the jammer is started, the legitimate node can no
longer communicate with the other nodes of the network. We
also note that the SINR of this node assumes values lower than
0 at times, meaning that the strength of the jamming signal is
stronger than that of the legitimate signals received.

Conversely, the node in the different cluster (on the right
in the figure) experiences a less severe signal degradation and
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Fig. 6: Top: impact a jammer has on a node’s link status and SINR based on the
gain of the signal over time. Bottom: the jammer’s change in gain over time,
showing how the SINR of a node and the signal gain mirror each other.
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Fig. 7: Two nodes where one (left) is in the same group as the jammer and the
other node (right) is relatively close, but not in the same group.

can communicate throughout the experiment. This is due to the
fact that even though we notice several instants in which the
SINR of the node decreases (e.g., at minutes 7 to 9, and 14-
15), meaning that the jammer can reach nodes further away, it
does so with limited signal strength that does not interrupt the
ongoing communications. Overall, we observe that the node
in the different cluster (which is further away from it) only
experiences a SINR degradation up to 38%, while the node
in the same cluster (closer to the jammer) experiences a SINR
drop up to 70%, and in multiple instants of the experiment.

These experiments demonstrate that the eSWORD prototype
implemented on the Colosseum wireless network emulator
allows us to perform realistic experiments in a controlled envi-
ronment. Concerning the location of the critical infrastructure,
eSWORD allows users to not only jam nodes in close proximity
to the jammer, but also those further away. This reflects on
the deployment of real-world network nodes and components,
which may not be confined to a single location, but may be
across different ones. Adversaries can exploit this knowledge
to aim to take out specific portions of the infrastructure, and
potentially cripple the entire network. By enabling the testing
of jamming attacks in controlled but realistic environments,
eSWORD allows users to evaluate the resilience of such critical
network systems without harming commercial infrastructures,
and to find robust ways to counter such forms of attack.

VII. CONCLUSION

In this paper, we introduced eSWORD, a novel framework
that allows for accurate, large-scale jamming attack experimen-
tation with HITL in a controlled environment. We prototyped
eSWORD on the Colosseum wireless network emulator and
demonstrated its capabilities on a large-scale network with 49
cellular nodes deployed on realistic urban wireless scenarios.
Finally, we verified the accuracy of eSWORD results by com-
paring them with those obtained in an over-the-air wireless
testbed. eSWORD’s capabilities, scale, and controlled experi-
mentation are key in advancing jamming research, for instance,
to devise techniques to counter jamming attacks and to evaluate
network resilience to them, which future works will focus on.
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