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Abstract: Program managers must manage heterogeneous sources of risk across the semiconductor
lifecycle, identifying vulnerabilities which, if exploited, have adverse consequences to mission and/or
business objectives. Identification of sources of risk involves understanding the business processes involved
in the production, use, and maintenance of components. Business process modeling is widely used to
address technology research and development. A typical methodology for business process modeling is the
IDEF family of modeling languages. The basic IDEF0 block represents a function, with associated inputs,
outputs, controls, and mechanisms. This paper demonstrates risk identification and risk management
through the use of an extended IDEFO framework incorporating risk sources. The effort models the
semiconductor lifecycle based on open source materials at multiple hierarchical levels, for example drilling
down into fabrication and wafer manufacturing processes. Product lifecycle stages are associated to
particular sources of risk. Several sources of risk are pervasive across stages, while others are particular to
a stage. The results of this effort help program and product managers to know what risks should be managed,
how risk countermeasures and resources should be coordinated, and how the performance of risk
management activities should be monitored and evaluated.



Introduction

Semiconductors are an incredibly important global commodity. They enable smart devices across the vast
economy and society. The enterprise of designing, manufacturing, testing, and packaging semiconductors
is technologically complex and the global supply chain is similarly complex [1-2]. With the complexity of
the lifecycle of semiconductors and their supporting supply chain, there are many sources of risk. For
instance, a hardware-related attack was reported in which a tiny chip around the size of a grain of rice was
covertly inserted into a circuit board providing a stealth doorway for remote network access [3]. Counterfeit
electronic components can enter the supply chain, leading to degraded functionality and potential security
concerns [4].

With routine and emerging sources of risk to firms engaged in the semiconductor lifecycle, a principled
approach is needed to identify and manage the risks. The process of risk analysis can be defined as
answering the following questions [5]: What can go wrong? How likely is it? What are the consequences?
Similarly, three guiding questions that a risk program should answer are:

e What are the sources of risks to be managed, i.e., what is the scope of the program?

e How should multiple risk assessment, risk management, and risk communication activities be
coordinated and what should be the basis for resource allocation?

o How will the performance of the risk program be monitored and evaluated? [6-7]

The first question refers to the sources of risk, and relates to the activity of risk identification. To aid in the
risk identification process, we propose a business process modeling methodology. Business process
modeling is used to understand the key processes of an existing business, serves as the basis for designing
or outsourcing support systems (e.g., information technology systems), and can serve as the baseline for
assessing and improving a system through a business process reengineering program [8].

At its core, a business process consists of its customers, a set of activities that are aimed at creating value
for the customers, actors and resources that facilitate the processes such as people and machines, and one
or more organizational units responsible for the process [9]. Graphical representations of business process
are used to decompose the process and easily communicate a complex series of activities that are used for
observing, integrating, optimizing, and changing process flows [10-11]. Business process mapping has been
shown to improve transparency in systems, improving “recognition of status, problems, responsibilities,
and interdependencies; facilitation of understanding, feedback, and communication; and enabling of
decision making” [12].

In particular, business process modeling can be used to facilitate risk management. For example, business
process models have been integrated with failure modes and effects analysis for healthcare organizations
[13], and have been used to reduce disaster and accident risk for transportation infrastructure [14]. It has
been applied to the enterprise function of risk management, modeling the functions that a risk program
manager would undertake [6-7].

The methods described below add risk identification to the typical IDEF0O business process modeling
language to model the semiconductor lifecycle at different levels of abstraction. Graphically representing
the various lifecycle stages allows program and product managers to identify where sources of risk arise in
the life cycle, and to devise targeted risk treatment strategies. The identification of lifecycle risks can
facilitate the construction of a risk register to track and manage the various risks.

Methods



The IDEF0 modeling language addresses any system that is comprised of “things and happenings” [11].
Specifically, the basic units of the IDEFO0 language are boxes and arrows. A box represents an activity, i.e.,
a thing that happens. Specifically, the activities represent functions that transform inputs into outputs by
means of mechanisms and subject to controls [15]. Inputs describe what is consumed or transformed by an
activity, outputs describe what results from an activity, mechanisms represent the “what” and “how” of an
activity, and controls represent things that guide, determine, or constrain the activity [10-11, 15]. The basic
graphical language is shown in Figure 1. Feldmann [11] provides a comprehensive overview of the
technical details and practical elements associated with IDEF0O modeling.

To account for sources of risk in business processes, Lambert et al. [10] introduced a modified IDEFO
diagram (Figure 1). Whereas the traditional IDEFO model captures the “as-planned” scenarios [16], the
modified model captures deviations from the business process [10].

The stages of the semiconductor lifecycle are described differently and in varying levels of detail [17].
Given the hierarchical nature of IDEFO0, one is able to decompose activities into multiple sub-activities until
the needed granularity is reached [11]. We therefore began at a high level, and for certain stages,
decomposed the stage into its constituent parts. For sources of risk, we used the classification described by
Areno [18] across lifecycle stages (Table 1), except for high-granularity diagrams where specific risks are
mentioned.

Results and Implications

Sample modified IDEFO diagrams are shown in Figures 2-4. Figure 2 displays the several stages of the
semiconductor lifecycle, beginning with design, followed by integration, which relates to the inclusion of
third-party hardware or software intellectual property (IP) into the design. Next is the fabrication stage,
followed by testing, provisioning, and finally deployment. Other authors separate the stages differently, for
example packaging and testing are often combined into one phase while integration is subsumed under
design [2]. For each of these stages, a number of risk sources are relevant. For example, for design, R/ -
Insider Threat, R2 - Design Tools, R3 - Third Party Plugins, and R4 - Attack on Design Networks are
identified as relevant for this lifecycle stage [18].

Figure 3 describes the various major phases of the Fabrication Stage. In this stage, the silicon wafer is
prepared as well as the mask which serves as the “template” for the chip. Then processes of etching,
electrode formation, and wafer inspection are subsequently performed. Each of these general steps can be
decomposed into additional, lower-level steps.

Figure 4 illustrates how this further decomposition is possible - the process of wafer manufacturing (SP1-
3-2 in Figure 3) can be further decomposed into steps such as ingot pulling, ingot slicing, wafer polishing,
and oxidation of the wafer surface. Across the entire lifecycle, depending on how the steps are accounted,
there are potentially over 700 separate steps in a semiconductor lifecycle [19], making the hierarchical
nature of IDEF0 well-suited for the application.

In complex technological lifecycles, there are many sources of risk that can disrupt operations and
negatively impact the organization. Different sources of risk may be relevant during different stages of the
system or product lifecycle. Following the process of risk analysis outlined by Kaplan and Garrick [5], the
first question to answer is “what can go wrong?”, corresponding to the process of risk identification. By
facilitating process visibility, business process mapping is a tool that managers can leverage to better
understand their current systems and processes, and to facilitate the design of new systems and processes
that mitigate identified risks.



For example, in Figure 2, one can see that the risk, R/ - Insider Threat, is relevant across all lifecycle stages.
Given this pervasive threat, certain countermeasures like only using trusted suppliers, can have great benefit
in reducing risk across the lifecycle.

Lessons Learned

The following are several practical lessons from the above use of business process mapping and risk
identification.

First, when mapping out a business process, it is a best practice to integrate multiple perspectives. Complex
systems and processes have many stakeholders who may hold different viewpoints about the process and
how it can be improved. Model building should be an interactive and iterative process. Related to this is the
option to model the same process using different modeling languages. For example, within the family of
IDEF models, IDEF1 can be used to model information flows. Other methodologies falling under the
umbrella of model-based systems engineering (MBSE), such as SysML, can also be used to graphically
represent complex systems [20].

Second, it is important to keep a goal in mind when mapping out a complex process. According to Feldmann
[11], “Never create a model for the purpose of creating a model.” In the case of this paper, we built a model
to help identify sources of risk associated with a complex product lifecycle. To this end, business process
modeling can help management avoid surprises and changes related to products, processes, workforce,
regulations, consumer demand, etc.

Third, the risk identification process is only an initial step of the overall risk management process.
Specifically, while the graphical syntax of IDEFO can help increase transparency and communication,
managers still need to make decisions about risk mitigations, and so other risk management tools will need
to be used. For example, the modified IDEFO model described here could be linked with a risk register or
FMEA tool to quantify and prioritize risks.

Finally, process or technology changes tend to have influences across a product lifecycle and supply chains.
They almost always involve workers who must also change something about how their job is performed.
For example, the change management literature describes that change involves five key steps — awareness
of the need to change, desire to participate in the change, knowledge about how to change, ability to
implement the change, and reinforcement to sustain the change [21]. An organization should have a process
in place regarding the human dimensions of change management.

Conclusion

Today’s supply chains are exposed to numerous sources of risk, from chip shortages to geopolitical tensions
that can throw a company’s production plan into disarray. The ability to effectively manage risks across the
lifecycle of semiconductor components is important not only for the semiconductor industry itself, but for
all of the many sectors that rely upon these chips for their own products and services, such as automotive,
aerospace, healthcare, finance, defense, and many others.

Effective risk management starts with risk identification. A risk that cannot be identified cannot be
managed. Understanding what risks occur in what areas of the product lifecycle can help managers to
identify risk mitigations appropriate to that particular stage. Best practices that can also be applied across
multiple stages, such as leveraging trusted suppliers for outsourced activities, to mitigate risk across the
entire lifecycle. Integrating risk identification practices such as the business process modeling techniques
described here within the larger systems engineering effort can facilitate the design of secure electronic



components and secure systems that the components enable, meeting mission and business objectives and
fulfilling user requirements.
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Table 1: Lifecycle Risk Sources (adapted from [18])

Sources of Risk \ Lifecycle Stage Conceptual/ Integration Manufacturing Testing Provisioning/ | Deployment
Design Configuring

R1 - Insider Threat + + + + + +

R2 - Design Tools

+
R3 - Third Party Plugins +
R4 - Attack on Design Networks +

R5 - Malicious Hardware

R6 - Malicious Firmware

R7 - Design Alterations

A+ |+

R8 - Unauthorized Disclosure

R9 - Insertion of Trojan Circuitry

R10 - Insertion of Trojan Components

R11 - Component Replacement

|+ |+

R12 - Reverse Engineering

R13 - Falsification of Test Results +

R14 - Insertion of Unsecure Values

R15 - Improper Device Settings +

R16 - Physical Alteration in Transit

R17 - Replacement of Valid Firmware +

R18 - Overproduction of Parts +

R19 - Fictitious Recycling +
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