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ABSTRACT

Recent years have seen a rise in social virtual reality (VR) platforms
that allow people to interact in real-time through voice and ges-
tures. The ephemeral nature of communication on these platforms
can enable new forms of harmful behavior and new challenges
for moderators. We performed virtual field research on three VR
environments (AltspaceVR, Horizon Worlds, Rec Room). Based on
observing 100 scheduled events, our analysis uncovered 13 distinct
types of potentially harmful behaviors enabled by real-time voice,
embodied interactions, and platform affordances. We witnessed
potential harm at 45% of our observed events; only 24% of these
incidents were addressed by moderators. To understand moder-
ation practices, we conducted interviews with 11 moderators to
investigate how they assess real-time interactions and how they
operate within the current state of moderation tools. Our work
sheds light on how moderation tools and practices must evolve to
meet the new challenges of social VR.
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1 INTRODUCTION

Content moderation is a crucial, but challenging, responsibility for
social media [59, 63, 118]. Traditional social media platforms feature
post-based content, where a user posts text, images, or videos.
In that paradigm, all material related to the post (e.g., comments,
shares, retweets) remains available for ex-post moderation. Thus,
on post-based platforms, moderators or algorithms act on a clear
record of the content exactly as it was uploaded. However, with the
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recent rise of ephemeral social spaces, like voice-based platforms
and virtual reality (VR) social spaces, this reactive approach will
no longer suffice [70].

Social VR introduces fundamental changes to social media: the
ephemeral nature of interactions, the additional modality of voice
and gestures, and the added spatial dimensions of VR. And in turn,
these changes usher in new challenges for moderation. For example,
recent work identified that in voice-based social networks, interrup-
tions or talking over another person could be considered a harmful
behavior [70]. However, little is known about what new harmful
behaviors ephemeral social VR has enabled or how moderators
have responded.

In this work, we seek to understand the kinds of harmful behavior
that have emerged within these nascent ephemeral social spaces, the
strategies and mindsets around moderating, and the opportunities
to improve moderation. To do so, we conducted two qualitative
studies: a virtual field study based on participant observation and a
set of interviews with current moderators of VR communities. For
the first study, we observed a total of 100 scheduled events across
three platforms (AltspaceVR, Horizon Worlds, and Rec Room). In the
second study, we interviewed 11 moderators about their moderation
experiences. Both our observations in VR and our interview data
revealed insights into users’ harmful behaviors, how moderators
responded, and the challenges moderators faced.

Through our analysis of observation data, we identified emerging
and existing types of harmful behavior. These novel forms of poten-
tial harm were a product of (a) voice, (b) virtual embodiment, and
(c) platform affordances: disruptive movement, stalking of avatars,
and enactment of physical and sexual violence, self-harm or suicide,
to name a few of the observed behaviors. Harmful behaviors were
observed in 45% of the attended events. Moderators were present
in 51% of events where harms occurred and yet, only 60% of harms
in actively moderated spaces were addressed. We also discuss our
observations of moderation responses.

In the second study, through interviews with moderators, we
present deeper insights into emergent moderation practices, differ-
ent notions of what it means to be a moderator in these spaces, and
perspectives on the impact of factors such as platform affordances
on moderation practices. We found that difficulties of de-escalation
in real-time encourage moderators to employ proactive measures to
prevent harm. During events, the lack of persistent records results
in the use of moderation strategies that attempt to achieve complete
visibility of participants: world design, strategic avatar placement,
and the use of teamwork, to name a few of the discussed methods.

Through this mixed methods approach, our work captures a
broad view of the challenges of moderating social VR and the strate-
gies currently used to address these challenges. We discuss how
moderation tools and practices must evolve to meet the challenges
of ephemeral social media platforms.
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2 BACKGROUND

We situate our work within three areas of prior research. First, we
discuss prior work that documents harm in online spaces and the
potential impacts on individuals and communities. Next, we review
prior research on content moderation including existing frame-
works for mitigating harmful behaviors and the role of volunteer
moderators. Finally, we focus on recent work related to harm and
moderation strategies on ephemeral social media platforms.

2.1 Harms in Online Spaces

Prior work in the HCI research community has documented four
types of harm that often occur in online social spaces: (1) techni-
cal [20, 41, 44, 49, 106], (2) privacy and surveillance [104, 134], (3)
content-based [43, 123], and (4) targeted interpersonal harms [45,
89, 95, 156]. Researchers have defined technical harms as “concerns
about account integrity” [123] which include phishing scams [77]
and hacking [129]. Privacy and surveillance harms include any
“abuse of information entrusted to organizations” [24]. Privacy-
related concerns include identification, secondary use, exposure,
increased accessibility, blackmail, appropriation, and many more
[139]. Content-based harms are those “caused to individuals who
view undesirable content on a social media platform” [123]. Spread
of misinformation [51, 109], and content related to violence, self-
harm, and/or suicide are all examples of content-based harms that
can create negative impacts for a larger audience [43, 122]. For
example, suicide-related content might include suicidal ideation
[76], or visuals [21] that could be harmful to those exposed to the
content [22]. Incitement to violence, “when a speaker causes others
to engage in violence or illegal acts” [137] is another example of
this type of harm that is discussed in the space of hate speech liter-
ature [46]. Targeted interpersonal harms include any attack towards
specific individuals in online spaces. Examples include hate speech
[45, 89, 95, 108], bullying [156], and harassment [80, 107, 153, 158].
Interpersonal harms have been increasingly targeting specific racial
or gender identities [64, 88, 102, 124].

Our work builds upon this literature by identifying different
harms that occur in ephemeral spaces. Given the rising popular-
ity of these spaces, this work identifies new harms and examines
previously identified harms (in non-ephemeral contexts) and their
unique nature in ephemeral spaces as well as the challenges they
introduce due to ephemerality and platform design.

These types of risks, attacks, and malicious content continue to
persist online and create potential harm for communities unless
they are mitigated through content moderation strategies. As a
result, we now explore current moderation practices in traditional
social media and if these strategies apply to new forms of social
interaction.

2.2 Content Moderation

Content moderation is the “practice of screening user-generated
content posted to Internet sites, social media, and other online out-
lets, in order to determine the appropriateness [...] for a given site,
locality, or jurisdiction” [118] which is conducted by all online plat-
forms to some extent [60]. Moderation can occur through human
review [23], algorithmic decision making [25, 61, 62], or a combi-
nation of the two [78, 86]. Any piece of content that is uploaded
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online might be flagged by humans or automated flagging systems.
If flagging occurs automatically, it could be done before the content
is posted. In these cases, the user could be informed and prompted
to review the content for violations of policies. Automatic detection
systems can also take down the content directly or redirect it to hu-
man moderators for further review. If the post is seen and reported
by other users, it could be sent to human moderators or available
algorithms for a more thorough review. However, flagging systems
can be flawed if toxic behaviors are normalized [28, 75].

If it is determined that a piece of content violates platform poli-
cies or community guidelines, actions with regard to the content
could be taken. These actions could include any of the following
techniques: excluding, pricing, organizing, or norm-setting [63],
some of which would allow the extension of responses to account-
level ones depending on the severity of the infraction (e.g., adopting
an account striking policy). Our findings reveal that a large portion
of these responses has not been implemented in VR moderation
toolkits.

Because there is potential for mistakes in the content mod-
eration process (e.g. inconsistencies and unfairness of decisions
[36, 60, 94, 119, 128, 142] that could particularly impact marginal-
ized communities [26, 32, 52]), platforms might also make use of
an appeals process. Appeals could also be used as signals for false
automatic removal, where content is only reviewed by human mod-
erators if the user contests the moderation decision. Thus, designing
for contestability (i.e., “mechanisms for users to understand, con-
struct, shape and challenge model predictions” [74]) is another
focus in the literature [142]. Social VR platforms have currently
implemented appeal procedures through the submission of tick-
ets on their websites and offer no options to do so within the VR
platforms [10].

While these processes for content moderation are well estab-
lished and studied, they rely on the existence of clear and persistent
logs of activity online. Additionally, the majority of existing prac-
tices address harmful content after they have been posted. Our work
will examine these frameworks in the context of ephemeral con-
tent identifying challenges and limitations. Moreover, the research
community has historically critiqued the fact that moderation only
included punitive responses [103, 143]. Over the years studies have
found different practices utilized by moderators that extend existing
punitive measures. Grimmelmann classified moderation into ex-
ante (i.e., allowing or prohibiting certain behavior before anything
is posted) and ex-post (i.e., punitive responses to posted content)
[63]. Seering et. al. also identified non-punitive views moderators
have on their role, by asking moderators about their social roles
[127]. While the paper does not focus on functional roles, they find
facilitation as one of the ways moderators view their role [127].
In this study, we combine these existing structures and explore
VR moderation responses in the framework of (1) preemptive (an
extension of ex-ante), (2) facilitatory, and (3) punitive moderation
responses.

Content moderation is performed by commercial content moder-
ators (CCM) or volunteers. As CCMs are in charge of platform-level
governance, they are often subject to disturbing material such as
witnessing beheadings or child abuse which could result in harm
to the moderators [116, 117, 132, 133]. On the other hand, volun-
teer moderators are oftentimes community members who want
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to fulfill certain roles within the online platform. An analysis of
how volunteer moderators view their roles on platforms with non-
ephemeral content was conducted by [127]. They report five high-
level categories where metaphors for moderation fit into, namely:
(1) Nurturing and supporting communities, (2) overseeing and facil-
itating communities, (3) governing and regulating communities, (4)
managing communities, and (5) fighting for communities. Further
research has found that volunteer moderators on video stream-
ing platforms often collaborate with one another on tasks such as
preparing before live streams and working together in real-time
during streams [37]. Over time, these volunteer moderators end up
contributing to community guidelines and social norms in the space.
Our findings reveal that due to the ephemeral nature of content in
social VR and the need for immediate responses, the collaboration
that was previously observed in non-ephemeral spaces is much
more challenging to implement on these platforms.

2.3 Social Interaction on Ephemeral Social
Media Platforms

Ephemeral social media content refers to “any communication that
is explicitly designed to disappear after a short, finite period” [27].
Instagram stories are examples of ephemeral content that have
been studied in prior work. In this study, however, we consider
ephemerality to refer to any communication that is not recorded
and can not be retrieved at any time after execution (e.g., voice or
movement in VR). In this section, we provide a brief overview of
studies of ephemeral content, including stories, voice, and VR.
Stories. Instagram and Snapchat are among the social networks
that allow users to share content with a 24-hour lifespan. The
media shared through stories is often visual accompanied by brief
textual or sticker elements [48, 149]. The short lifetime of these
material encourages users to share minimally edited experiences
[146] or out-of-the-ordinary moments without concern for not
maintaining a consistent self-presentation [27, 98, 140]. Different
elements of storytelling utilized in stories [19], as well as their use
for journalism and political expression, have been explored in the
literature [79, 145].

Voice-based. Voice-based social media platforms have become in-
creasingly popular in recent years [13]. As studies have shown that
lonely individuals prefer voice communications over text-based
ones [115], the rise of platforms such as Clubhouse and Discord can
be partially attributed to the need for connectivity and intimacy
during the COVID-19 pandemic [15]. Discord, released in 2015 [4],
is one of the older platforms offering voice communications. Ini-
tially, it was used by those in the esports and gaming communities
[5], but has since grown to be used for other purposes such as
educational classes [148, 155]. Clubhouse is a newer addition to
voice-based social media platforms. Released in 2020 [2], the plat-
form reached immense popularity in 2021 with 10 million weekly
active users in February 2021 [3]. A number of studies looked into
the popularity of Clubhouse and how it is being used by people,
especially during the COVID-19 pandemic [68, 92, 160]. Through
surveys of users on Clubhouse, Zhu reported that this application
“breaks the boundaries between the private and the public domain
and creates a small society” [160]. In another study consisting of
interviews with 26 regular users of the platform, [72], Jung found
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that the ephemerality of voice, and the interactivity and intimacy
it brings, can help establish social relationships. They also give
suggestions for ways to increase privacy controls and methods for
giving users more ways to contribute other than chat and voice
[72].

Similar to social VR, the ephemerality of new communication

methods offered by voice-based platforms creates a need for re-
examination of the possible harmful behavior and applicable mod-
eration strategies in these spaces. Closely related to our work is
the study of moderation of voice-based communications on Dis-
cord [70]. Jiang et. al. reported a number of harmful behaviors that
are introduced in these spaces that are unique to the use of voice
communications. Some of the harmful behaviors discussed in [70]
are: (a) slurs and hate speech, (b) disruptive noise, (c) music queue
disruptions, and (d) raids.
VR and Gaming. Social VR refers to “3D virtual social spaces
where multiple users can interact with one another through VR
head-mounted displays and engage in 360-degree immersive con-
tent” [55, 99]. These platforms are described as mediums for au-
thentic social experiences [54]. Affordances of social VR platforms
(e.g., non-verbal interactions) for interpersonal relationships could
be influencing these perceptions [54, 90, 91]. Feelings of authentic-
ity, however, are accompanied by skepticism and privacy concerns
[138]. In addition to VR technology, world design within VR games
also plays a major role in interpersonal relationship building. Digital
proxemics is the paradigm of how space is used in virtual environ-
ments and how the presence of others in our virtual space can affect
our behavior [152]. Research into digital proxemics has found that
the introduction of social signals, personal space, and background
noise in virtual environments affects how players behave in social
VR. Williamson et. al. also found that considering the size of the
world, smaller spaces tend to foster cohesive groups more easily
compared to larger groups. However, larger groups allowed for
more personal space than smaller groups [151]. This knowledge of
how user behavior is affected by world design can help us identify
and examine the aspects that afford harmful behaviors.

A few studies have discussed the need for VR/gaming technol-
ogy to accurately reflect real-world experience. In one study of
VR dancers, interviewees mentioned that engaging in social VR
platforms has generated feelings of freedom, community, and gen-
uine connection [112]. However, many in the VR dance community
find issues with the lack of avatar customization that allows users
to adjust features like running speed, jumping height, or flexibil-
ity [110, 112]. Without features that can mimic the way we perform
ourselves in the real world, users lose the ability to express them-
selves in VR and user agency is lost [71], which can ultimately
affect how these communities and interpersonal relationships form
in VR spaces. There are recent studies innovating new interactions
to make the VR world more real [29, 100, 125, 141, 159]. User ex-
perimentation with and perceptions of virtual body representation
have also been explored in prior work [55, 56, 58, 84].

Finally, prior work has explored harassment in the context of
social virtual reality [31, 57] and online games [69]. These studies
explore harm from the perspective of users and investigate how
they experience and are affected by harm in this immersive envi-
ronment. Our work provides a different perspective by focusing on
moderators’ views of harm and the strategies that are used by them.
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Our work also enables the formation of a full view of harms in so-
cial VR by pairing the perspective of users (offered by prior work),
with first-hand experiences (through our virtual ethnography), and
the moderator’s perspective (through interviews with moderators).
Additionally, while all previous work focuses on harassment, we
explore a broader view of online harm.

3 STUDY 1: VIRTUAL FIELD RESEARCH

Given the rise of social VR and the potential challenges of moderat-
ing behavior in ephemeral social spaces, our virtual field research
explores the types of potential harm being done and how they differ
from non-ephemeral spaces. The goal of this study is to observe
and document novel forms of harm and to investigate moderation
practices that have emerged in response.

3.1 Observed Platforms with Ephemeral
Interactions

In this section, we will provide a description of each platform, how
they work, and the powers available to moderators. We chose to
observe some of the most popular and frequently visited platforms
for social VR: (1) AltspaceVR, (2) Horizon Worlds, and (3) Rec Room.
While most VR platforms are only accessible through special VR
headsets, AltspaceVR provides access through desktop machines
as well. Due to this need for expensive equipment, VR platforms
are less heavily used compared to other social media platforms, but
the three selected were among the most popular. As of February
2022, Horizon Worlds reached 300,000 monthly users [8] and 10,000
created worlds [12]. Investigating three VR platforms also allowed
us to study social spaces that cater to different age groups and
demographics, where Horizon Worlds and Rec Room skew younger
than AltspaceVR.

AltspaceVR. AltspaceVR is a VR-based social space owned by
Microsoft available to users worldwide over the age of 13. There
are two types of gatherings on AltspaceVR: events and worlds.
Worlds are environments built either by official developers or users.
Public worlds are accessible at any time of day; neither owners nor
moderators need to be present. Users joining a world see a prompt
that the space is unmoderated. Events are time-bound gatherings
that are often organized with a specific goal in mind. Events are
usually one hour long and have hosts present for the duration of the
event. Events can be held in any user-designed or publicly available
world.

Users can see a list of scheduled events and a description that
includes a list of rules and general goals of the event, although
posting rules is not a requirement. Rules (or general messages) can
also be shown as pop-ups when the user joins the space, or added
as virtual objects near the event space. Users can interact with each
other through verbal communication, text-based messages, or emo-
jis. The default setting of all spaces is spatial audio, where users
can only hear the people nearby. Muting others prevents a user
from hearing audio from them while blocking removes both audio
and avatar from view. However, since blocking does not remove
a user from the space, the blocked user can still manipulate ob-
jects and interact with other users in the shared space. AltspaceVR
employs commercial content moderators, however, their presence
is not guaranteed. Many events are moderated by individuals not
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affiliated with the platform. Moderators have the following capa-
bilities [1]: muting users, messaging individuals in the space, and
removing users from an event temporarily or permanently. Hosts
have additional capabilities and can also: amplify voices, mute all,
message all, and toggle stage blockers (i.e., mechanisms that restrict
access to specific sections of an environment unless users are given
explicit permissions).

Horizon Worlds. Horizon Worlds is another social gaming VR
platform owned by Meta. The minimum age of users is 13 [11].
Horizon World shares many features with AltspaceVR, including
events and worlds and many user actions. However, there are a
few important differences. First, Horizon Worlds allows mature
content, including content that is sexual in nature or that depicts
regulated substances, as long as the world is tagged as mature.
Second, users have more available actions, including the ability
to create opinion polls to remove users. Polls are designed as a
self-moderation strategy; if there are no moderators present, users
can remove a user from a space if the majority of the users agree
that they did something harmful. As in AltspaceVR, moderators can
mute, give warnings to, or remove users from the space. However,
unlike AltspaceVR, muted users cannot unmute themselves and
removed users cannot come back.

Rec Room. Rec Room (owned by Rec Room Inc.) is a social hangout
where users can create or explore spaces alongside others. Unlike
other VR platforms, however, Rec Room does not provide minimum
age limits. For children younger than 13, Rec Room requires the
creation of junior accounts [14]. With the goal of protecting chil-
dren, junior accounts are linked to and moderated by a parent or
guardian account. They also can’t send or receive private messages
or verbally communicate with other avatars [9]. Much of the fea-
tures of Rec Room are similar to those discussed for AltspaceVR and
Horizon Worlds. There are small differences, however, for instance
in this platform, users can be blocked or friended using menu op-
tions and hand gestures. Moderators can remove users from spaces,
in which case they would be banned from the space and can not
return.

3.2 Method

To understand new potential forms of harm enabled by VR plat-
forms, a virtual ethnography [33] of each of the selected platforms
was conducted. A total of 100 events were observed between June
and August 2022 across AltspaceVR, Horizon Worlds, and Rec Room.
Table 1 shows a summary of observations. The study was approved
by our institution’s IRB.

3.2.1 Selecting Events. Observations were conducted only in public
spaces (no private events or worlds). Even though each platform
offered thousands of worlds, few users were present in each space
at any given time. In order to observe a critical mass of users, we
focused our observations on scheduled events. The promotion and
limited time frame of events made them more likely to attract larger
groups of individuals. A list of the type of events that were observed
is included in the supplementary material. AltspaceVR was also
observed more often, as it allowed access via a desktop machine
as well as a headset. Our research team selected events with high
participant counts and unique topics (i.e., among the most highly
attended options at the time of observation, we would select spaces
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Events With Harmful behaviors Harmful Harmful behaviors
Observed  Harmful (moderator behaviors (no (moderator present
Platform Events Behaviors addresses problem) moderator) but no action)
AltspaceVR 45 9 8 1 0
Horizon Worlds 25 12 2 8 2
Rec Room 30 24 4 13 7
Total 100 45 (45%) 14 22 (49%) 9

Table 1: Observations performed for each platform. We observed 100 total events. In 45 events, one or more harmful behaviors
occurred (the number of instances of harmful behavior is reported in Table 2). 49% of all events where a harmful behavior

occurred had no moderators present.

that were least similar to previously attended ones). Some events
were revisited throughout our observation period.

3.22 Observations. Observations were conducted individually by
three members of the research team (conducting 52, 32, and 16
observations each). During each observation, the researcher would
immerse themselves in order to watch, listen, and move around
the space. If approached during the observation, the researchers
would interact with users, however, they made every attempt not
to get involved while harmful behaviors were taking place. The
researchers paid particular attention to moderator actions and to
any user behaviors that could potentially do harm, deliberate or not.
VR events were recorded, using the functionality provided by the
headset or video recording applications. After attending each event,
the researcher would take notes on what they observed including
any harmful behavior or moderation activities.

3.23 Analysis. Once the observations were concluded, one mem-
ber of the research team reviewed all notes and extracted all men-
tioned harmful behaviors. Behaviors were analyzed at the level
of individual interactions. The listed behaviors would then be la-
beled using an inductive and iterative open coding approach [97].
After the labels were identified, we performed multiple rounds of
grouping, trying to identify the underlying reason or capability
that enabled these forms of harmful behaviors.

3.3 Findings

Table 1 provides high-level statistics on the presence of harmful
behaviors and moderators. Harmful behaviors were observed in
45% of the attended events. Moderators were only present in 51%
of the events where harmful behaviors were observed. However,
even in events where moderators were present, not all harms were
addressed. This could have been due to limitations in sight and
hearing due to spatial constraints or preoccupation with other
concurrent actions by other users. We will begin the discussion of
the results of this study by exploring the types of harm we were
able to observe through our virtual ethnography. Next, we will
discuss observed moderation practices.

3.3.1 Types of Potential Harm Observed in Social VR.

In this section, we report harms that have novel forms in social
VR and connect them to previous forms identified on social media,
discussing how VR could exacerbate specific aspects of the harms.
We group observed harms into those enabled by (a) voice, (b) virtual

embodiment, and (c) platform affordances. Table 2 documents the
13 new types of harmful behaviors and the number of times each
harm has been observed. As multiple harms can take place con-
currently, the total instances of observed harm are larger than the
number of events in which harms took place. We can see that only
24% of observed harms were moderated. This was often because
moderators were not present in the spaces where the harms were
taking place or they were not spatially present (e.g., not able to
hear or see the harm due to limitations in sight or spatial audio).
We describe the 13 behaviors, separated based on the factor that
enables them, and ordered based on observation frequency within
each group. Observational anecdotes will be identified using (‘O’ +
Observation Number, Platform Name).

(a) Harms Enabled by Voice. The ability to communicate verbally,
is not unique to social VR. Voice-based social media platforms
(e.g., Discord and Clubhouse) use speech as their main form of
communication as well. However, the addition of spatial audio, and
the inability to hear every conversation taking place within a space,
can exacerbate the harms introduced by the addition of voice. We
discuss these challenges in the context of two observed harms.
(a.1) Disruptive Noise. The ability to use voice to interact with others
within VR spaces, can introduce harm in the form of interrupting,
yelling, or making any sounds that could irritate others. Jiang et.
al. previously identified this harm in the context of a voice-based
platform (Discord) [70]. While the general concept of “disruptive
noise” as a harm is shared between social voice and VR platforms,
VR could introduce additional challenges, specifically for partici-
pant identification. Social voice platforms such as Discord offer one
audio stream that is shared among all participating users within
the voice channel. As a result, anything that is said can be heard
by all users and moderators, allowing for moderation to take place
if need be. In VR however, due to the use of spatial audio in the
majority of worlds, a user’s voice can only be heard by those in
their immediate spatial vicinity. This design choice can have both
positive and negative consequences. On the positive side, it would
be much harder for a single user to disrupt everyone else’s expe-
rience since they would not be heard by everyone unless given
voice-amplification access by moderators. On the negative side,
this can stand in the way of moderation. Since moderators would
not be able to hear all users, offenders could be left undetected if
they stay away from moderators and/or stop making noises when
a moderator approaches.
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Harmful Behaviors Observed in VR Instances  Moderated Prior Work
Enabled by Voice
Disruptive noise 17 6 [70]
Harmful or harassing language 10 1 [70, 95]
Enabled by Virtual
Embodiment
Disruptive movement 9 5 [31,57]
Enactment of physical harm 9 0 [154]
Group acts of bullying 3 0 [38, 93]
Not following social norms 3 2 [147]
Enactment of sexual assault 2 0 [83]
Following and stalking avatars 1 0 [18, 113, 135, 136]
Enactment of self-harm or suicide 1 0 [81]
Enactment of violence due to incitement 1 0 [82, 121]
Enabled by Platform
Affordances
Misuse of moderation power 4 N/A [157]
Misuse of platform features 1 [123]
Pornographic content 2 0 [39]
Total 65 15 (24%)

Table 2: The number of times specific harmful behaviors were observed in VR. The total number of incidents is larger than the
number of events that had harmful behavior because one event could have multiple occurrences of harmful behavior. Prior
work refers to studies that have identified similar harms in other (often non-ephemeral) social media platforms.

Given the current moderation tools, muting or removing offend-
ing parties (with or without warning) was the most common way
of dealing with the harm (O[7, 30], AltspaceVR). In (07, AltspaceVR)
the background noise coming from a user’s microphone was dis-
rupting the conversation. The user was muted by the moderator
multiple times, unmuting themself each time. They were eventually
warned that they would be removed if they continued to unmute
themself, and since they proceeded to do so, they were removed
from the space. Muting all users upon entering a space, was another
method used by moderators to prevent this type of harm (O[16, 19,
32, 34], AltspaceVR). This method was often used in interview or
talent show settings where minimal interaction with or between
the audience was expected. In these environments, users would
only be able to speak if given permission by the moderator. (079,
Rec Room) was one event in which users were muted by default
for the duration of the show. After the show was over, the modera-
tor exited the event, while participants were able to remain in the
space. With the moderator no longer present, the mute-all was also
deactivated. This resulted in an extremely loud room where people
were observed making random noises and repeatedly saying the
N-word. Additionally, the small size of the event space compounded
the problem, by causing everyone to be able to hear one another
while they were all being very loud. Some hosts used this potential
for chaos as part of their event. At the end of an interview in (082,
Rec Room), the moderator gave an “ear rape warning” before lift-
ing the mute all, resulting in everyone talking at once, creating an
extremely loud experience.

(a.2) Harmful or Harassing Language. Hate speech and slurs as types
of harmful language have been studied in both text [95] and voice-
based [70] social media platforms. These types of language can

make communities feel unsafe [53]. Social VR platforms are not an
exception to this type of harm. While these platforms offer peer-
to-peer messaging as a feature, the messages are private and the
difficulty in writing them (as you have to write one character at a
time by pointing your hand controller at keys on a keyboard shown
to you in the space) makes them less likely to be used. Moreover,
while Rec Room does offer a shared group messaging feature, al-
lowing all users within a world to communicate using text, we only
observed the feature being used in one observation. Consequently,
voice is likely to be the medium used by perpetrators of harmful
language. The challenges are then similar to those expressed in (a.1)
disruptive noise, with visibility and moderation challenges being
the major concerns. However, while third-party moderation could
be difficult, [57] finds that users take advantage of blocking or per-
sonal space bubbles (i.e., a feature that removes a user from one’s
experience by making them invisible and not allowing them to be
heard if they get too close) to prevent harassers from delivering
discriminatory comments. The impact of such speech, however, has
not been extensively studied. While [70] argue that these instances
are more offensive when spoken in smaller groups, little is known
about how users’ virtual self-presentations in VR can influence the
effects of this harm on them.

(b) Harms Enabled by Virtual Embodiment. Virtual bodies are
new to the social media experience. In social VR, avatar bodies
can emulate movement, touch, and interaction with items in the
environment (e.g., picking up or throwing objects). These new
capabilities create novel social interactions, but they also raise
new possibilities for enabling harm between users. Below, we will
discuss the eight types of potential harm we were able to identify
that make use of this new form of interaction.
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(b.1) Disruptive Movement. Disruptive movements are the most in-
nocuous form of harm arising from embodiment in VR. Users were
observed running between, around, or through other avatars having
a conversation and disrupting their conversation (090, Rec Room).
Running towards the stage area in performance-based events could
also disrupt the flow of the events (O[44, 11, 26], AltspaceVR). In
(045, AltspaceVR), where an interview was taking place, a user at-
tempted to get up on the stage multiple times, being re-spawned?
when hitting the invisible stage blockers?. While the user was not
able to gain access to the stage, the movements were disruptive
and the intruding user was eventually removed. Some disruptive
movements could be unintentional. For instance, taking one’s head-
set off when in an environment could make your avatar’s body go
limp or float up (011, AltspaceVR). These movements could also be
disruptive as they might block other users’ views or distract the
performers, however, they are not controllable by the user. In most
cases, disruptive movements were moderated by the removal of
users from the space. In (026, AltspaceVR) however, when a user was
constantly moving around in the circle of people who were sharing
their experiences, the moderators engaged the user in a discussion,
asking them to stop their continual movement. Freeman et. al. [57]
report that users believe these types of disruptive movements to
be specifically harmful as they disrupt the social atmosphere and
ruin others’ VR experience. Blackwell et. al. however find that users
had different levels of tolerance towards such behavior with some
finding it “harmless and somewhat entertaining” [31].

(b.2) Enactment of Physical Harm. We observed — and even expe-
rienced — physical harm multiple times, like being slapped (O[89,
92], Rec Room), often for not responding to someone’s comment
or question. For example, we observed one avatar being slapped
because they were having a conversation with another user which
the offender was not a part of (090, Rec Room). The ability to inter-
act with objects can also amplify this issue. For instance, we saw
audience members in a performance throw bottles at the perform-
ers on stage because they believed their performance was not good
(089, Rec Room). We also saw this kind of physical abuse targeted at
children. Figure 1a shows one observation where the adult-looking
and sounding individual was holding a stick saying they were going
to “beat some kids up”. A couple of moments later we also heard
a child-sounding avatar saying “stop hitting her” (058, Horizon
Worlds).

(b.3) Group Acts of Bullying Exacerbated by Physical Presence. We
observed several instances of users using their physical presence
to engage in group acts of bullying. Groups of users would circle
around a target user and proceed to hit them (083, Rec Room), make
fun of their avatar’s appearance and clothing (093, Rec Room), or
chant phrases such as “loser” (055, Horizon Worlds). In the latter
case, we observed the target leaving the space crying. It is impor-
tant to consider that because you view and experience the world
from the eyes of your avatar (and not, for instance, from above),
users circling around your avatar, completely blocks your view and
renders you unable to see anything else other than their avatars.

!Placed back in the spot avatars are placed when they join a space.
ZStage blockers enable moderators to control access to specific sections of the envi-
ronment, only allowing those with adequate access through.
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Consequently, this can feel not only like an invasion of space but
also a loss of orientation to all space and inability to escape.

(b.4) Not Following Social Norms. All social media platforms have
behavioral norms that are often not written down but still expected
to be followed. These standards for behavior can be built around
specific platform features (e.g., likes [147]) or a transformed version
of real-world conventions. Not blocking the doorway/entrance of
spaces, which is an expectation in most real-world settings, is seen
in social VR spaces as well. In (O4, AltspaceVR), we received a private
message from a moderator asking us to move from the spawn point
(the point at which users appear when joining a world). It is worth
noting that standing in the spawn point does not prevent other
users from joining the spaces, as walking through other avatars
was implemented into these platforms in order to prevent users
from getting stuck in corners [6, 7].

Gendered spaces are another real-world convention that was
observed in VR. In (O71, Rec Room) we witnessed a heated argument
between a group of users over a female-presenting avatar using
the men’s bathroom. Since avatars are not able to get fully nude
or perform a simulated version of using a bathroom in the studied
VR platforms, the reason behind the existence of such gendered
spaces, as well as the strong emotions around the “misuse” are
worth further analysis.

(b.5) Enactment of Sexual Assault. We observed hand and face move-
ments being used to simulate sexual acts. Sexual acts can be per-
formed to the offender’s avatar (e.g., enactment of sexual self-
gratification) or to the target’s avatar. An example of a sexual act
being performed on another user that our team observed, was an
avatar kissing another avatar without consent ((097, Rec Room)
and (064, Horizon Worlds). The user would bring their avatar’s face
and hands close to the other avatar’s face, pretending to kiss them
while making kissing noises. Personal space bubbles were added to
VR platforms to prevent these types of incidences and ensure users
have personal space [16]. However, this setting only removes a user
from your view once they get too close and does not block them
from getting closer®. As a result, while the user does not see any
harmful behavior, the aggressor can still do things to the avatar’s
body. And the user would not know what is going on because the
bubble prevents the user from seeing them. In a survey of 600+ reg-
ular VR users, Outlaw found that 49% of women had experienced at
least one instance of sexual harassment [105]. Users have expressed
finding such experiences in VR “jarring and uncomfortable” [57].

(b.6) Following and Stalking Avatars. The ability to move can also
allow avatars to virtually follow another avatar throughout a space.
Our team observed one scenario where a user was screaming at
another user asking them to stop following them around different
worlds (090, Rec Room). In this case, the offender was using their
avatar’s virtual body to follow the target in a home space where a
party was being held, following the user to different floors in the
house. While continuous unwanted interactions can occur in non-
ephemeral social media platforms, blocking the users could solve
the problem by fully removing them from the user’s experience

*Meta explained their reasoning behind this design choice as follows: “avatars will still
be able to move past each other, so users won’t get trapped in a corner or doorway”
(6,7]
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[40, 65]. In Rec Room, however, blocking would make the blocker
and the blocked transparent and mute to the another. This new
state prevents users from performing continuing obscene gestures
or verbal harassment but could potentially still allow the user to
follow as they are able to see a transparent outline of the avatar.
Other VR platforms (e.g., AltspaceVR) hide the avatars from one
another thus circumventing attempts to follow, but still allow both
users to manipulate the environment, possibly redirecting the user
towards other means of conducting harm.

(b.7) Enactment of Self-harm or Suicide. As currently designed, users
can walk or jump off objects. This ability enables them to simu-
late self-harm or suicide scenarios. At one virtual event (094, Rec
Room) a user threatened to kill themselves during a conversation.
They then proceeded to throw their avatar from the second floor
of a virtual two-story building, pretending to be dead afterward.
Self-harm and suicide-related (which we will refer to as self-harm
content) content on post-based social media platforms have been
studied in prior work [30, 42, 43, 111]. This content can be in the
forms of suicidal ideation, suicide attempts, and non-suicidal self-
harm behavior [122]. Expressions of self-harm content range from
seeking or providing support, and memorials, to flippant references
to suicide or other matters [35, 47]. Users posting non-suicidal self-
harm images on Instagram expressed social needs (“connecting,
disclosure, communicating”) as their main motivation [34]. In the
context of our observation (094, Rec Room), the user appeared to
be viewing their act as humorous and as a method of engagement
with others in the space as they performed the portrayal multiple
times, returning to the conversation taking place around them after
every jump. Thus further analysis is required to understand the real
intentions and consequences of performing self-harm in VR spaces.
Detection of self-harm content in ephemeral spaces would likely
be quite challenging as the issue is still unsolved in post-based
platforms with Morena et. al. finding that Instagram, for instance,
is only able to provide content advisory warnings for one-third of
such posts [101].

(b.8) Enactment of Violence Due to Incitement in Realistic Settings.
Incitement to violence is a recognized issue in social media plat-
forms [85], where users write messages to incite others to perform
acts of violence. VR has the potential to allow users to play-act
these scenarios out. For instance, we observed an event (shown in
Figure 1b) where female-presenting avatars were invited by the
host to take their revenge on men (059, Horizon Worlds). The host
announced, "We need to take our revenge. How you go about that
is not for me to say, but I think you can come to that conclusion
yourselves..”. At the same time, the lid of a chest — containing a
number of guns — opened with the message “KILL ALL MEN” writ-
ten inside (see Figure 1b). The women then proceeded to shoot the
men, as well as the other female avatars that were not participating
in the shooting. Even though these scenarios are not real, they
could potentially be more convincing than traditional social media
posts in incitement to violence. On the other hand, they might help
reduce the frustration of the user by taking it out on avatars that
are not real. Video games, which are one of the most similar medi-
ums to social VR, can include similar depictions of violence. While
the link between violence in video games and aggression has been
studied, the results are conflicting [50, 73, 130] and don’t account

Nazanin Sabri, Bella Chen, Annabelle Teoh, Steven P. Dow, Kristen Vaccaro, Mai ElSherief

for other aspects of video games (rather than the violent content)
potentially influencing aggression [17]. Thus further research is
needed to understand these types of activity and their impacts.
(c) Harms Enabled by Platform Affordances. How platforms
are designed and the tools they provide for users can enable new
communication methods, but can also enable new harms. We dis-
cuss three types of harm enabled by the capabilities of users within
social VR platforms.

(c.1) Misuse of Moderation Power. Moderators removing or muting
users even when they have not violated any rules is one of the harms
we observed. For instance, in a talent show, moderators would
remove users they did not enjoy the performance of, commenting
on their bad performance after they were removed from the space
(089, Rec Room). While abuse of moderation power is an issue in
post-based social media platforms [157], the fact that content in
social VR is ephemeral could make the control of this misuse of
power harder as users are not able to provide any proof of wrongful
moderation to the platform. Studies of this type of abuse on other
platforms have found that it can result in a decline in participation
by community members [157].

(c.2) Misuse of Platform Features. Horizon Worlds and Rec Room
both offer a functionality where users are able to nominate a user
to be removed from a space (removal polls). If this is done, all users
in the space will see a message box pop up in front of them asking
for their vote. An example of this pop-up is shown in Figure 1d.
This functionality can be positive when it gives users the ability
to remove disruptive or disrespectful users from a space, in the
absence of moderators.

However, one major issue is that if a group of users were to team
up, they could remove people from spaces for no valid reason as
decisions are not reviewed by any outside parties before taking
effect. For instance, during the unwanted kissing incident discussed
in (b.5) Enactment of Sexual Assault (064, Horizon Worlds), another
individual in the space was trying to help the target by pointing out
the settings that would enable the use of personal space bubbles
and reporting features. Since this user was helping, someone who
supported the offender created a poll to remove the user*. We also
observed another case where a group of users were successfully
able to remove three individuals who were part of the organization
team of an event (098, Rec Room). Thus, if there is a large enough
group of individuals, unwarranted removal of people would be
possible.

Another issue is that because worlds are often very large, not
all participants are visible to an avatar (e.g., blocked by walls or
objects). Additionally, spatial audio results in one’s inability to hear
avatars unless they are in one’s immediate vicinity. As a result,
some of the people who are asked to vote might not be aware of
the harm that took place. While users are able to provide reasons
as to why the poll was created (e.g. “disrupting the experience” (064,
Horizon Worlds), “inappropriate behavior” (061, Horizon Worlds)), we
don’t believe these short texts provide enough context for someone
who was not present to make a decision. Moreover, as previously
mentioned, they could be untrue.

*We don’t know which user created the poll since removal polls don’t display the
name of the creator.
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(c.3) Pornographic Content. This type of content is consumed across
post-based platforms as well. However, while non-ephemeral social
media enable moderators to see anything that is posted to a user’s
page and be able to take action if they violate the guidelines, this is
no longer true in VR platforms. This is because users can employ
different strategies to keep what they are doing hidden: (1) since
VR worlds are often very large, users could move their avatar away
from the main gathering of people to another spot in the world
where they would not be observed. (2) Users could also move behind
objects in a space to remain hidden. Or (3) they could hold the
prohibited content in the form of small, disposable objects that
would not be easily seen by others unless explicitly shown to them
and could dispose of them if they sensed a moderator had joined the
space. In (088, Rec Room) we saw a group of avatars that sounded
like children exchanging Polaroid images among themselves (see
Figure 1c). They shared the Polaroids with us, which revealed they
contained pornographic images. However, if they had decided not
to show the images to us, it would have been much harder for us
to find out what they were. Another example we observed was an
avatar wearing a T-shirt with a pornographic image on it (094, Rec
Room). Similar to the previous example, since users can change
their avatar’s clothing on the fly, they could change the T-shirt at
any time and not be caught sharing such content.

3.3.2  Observations of Emergent Moderation Strategies.

During our virtual field research, we took note of moderation
practices as well as observed potential harms. Building on existing
moderation frameworks discussed in Section 2, we categorize these
practices into (1) preemptive, (2) facilitatory, and (3) punitive. As
moderation of spaces is often handled by volunteers, 41% of spaces
are currently unmoderated. Moreover, in line with our categoriza-
tion of moderation practices, we observe more actions conducted by
moderators than purely punitive measures in response to harmful
behavior. More concretely, moderation responses were observed in
39% of events, while moderation actions that were in response to
harms (i.e., punitive) were only observed in 14% of events. Table
1 displays the proportion of events with occurrences of harmful
behaviors in which moderators and moderation responses were
observed.

(1) Preemptive. These are moderation actions that attempt to
prevent harmful behavior. This prevention could be in the form of
informing users what the rules are or by reducing users’ capabilities
in a space. In VR, moderators could inform users what the rules
are by greeting users at the spawn point and telling them (012,
AltspaceVR), writing the rules in the description of the event (011,
AltspaceVR), showing the rules to users in the form of a pop-up in
front of their avatar’s face when they join an event, or writing them
down on objects in the space (027, AltspaceVR). However, a large
portion of observed events did not specify their rules anywhere.
Preemptive moderation could also be in the form of limiting
what users are capable of doing to ensure the event would not be
disrupted. For instance, moderators might mute all users upon en-
try (O[16, 19, 32], AltspaceVR) and allow participation only through
hand-raising and the approval of hosts. In these events, users would
not be able to unmute themselves. As observed in (082, Rec Room)
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when the moderator decided to lift this mute all, everyone started
screaming. Using “stage blockers” could also be a form of pre-
emptive moderation that is seen in VR (O[11, 44], AltspaceVR). This
design tool allows users with the correct permissions to gain ac-
cess to blocked areas (e.g., the stage)while everyone else would be
thrown to the spawn point if they attempted to gain access to these
restricted areas.

(2) Facilitatory. Moderators might also perform acts to facilitate
the use of spaces and platform features by the attendees. Greeting
people when they join, introducing what the event is, and what
to expect in the event was one type of facilitation we observed
(O[18, 22], AltspaceVR). Moderators were also observed conversing
with the attendees, and answering questions about how different
controllers work and how certain actions can be performed in the
platform (063, Horizon Worlds).

(3) Punitive. Punitive responses can include warning (010, AltspaceVR),

muting (07, AltspaceVR), or removal (O11, AltspaceVR) of individu-
als in response to harmful behavior. Similar methods are used across
all platforms. Warnings could be given through private messages
(010, AltspaceVR) or verbally (026, AltspaceVR). Punitive actions
could be in response to a moderator observing something firsthand
or having someone report an occurrence to them. For instance, in
(091, Rec Room) we observed a user being removed because another
user reported they were being transphobic. While the moderator
did remove the reported user, they did not ask for any evidence or
what the transphobic behavior or language was before removing
the user reported for the harm. This lack of proof is due to the lack
of persistent records in ephemeral spaces.

We further elaborate on strategies utilized by moderators in
order to address real-time interactions, the ephemerality of content,
and specific features of the platforms based on interviews with
moderators in Sections 4.2.1 and 4.2.2.

4 STUDY 2: MODERATOR INTERVIEWS

Despite the ephemerality of interactions and the limited abilities of
moderators (e.g., narrow field of view and limited range for hear-
ing), moderators have developed a set of practices for addressing
potentially harmful behavior. Since these practices and tools might
not have been captured through our observations, we conduct inter-
views with content moderators to hear the practices and challenges
of moderation from their perspective.

4.1 Method

To learn about the experiences of content moderators in ephemeral
platforms, we conducted semi-structured interviews with 11 mod-
erators. Interviews were conducted in July-August 2022. The study
was approved by our institution’s IRB.

4.1.1  Recruitment. Messaging moderators directly in VR can be
challenging. First, for many events moderators were not present.
Second, moderators could not always be recognized. Third, mes-
saging in VR imposes a very low character limit and includes re-
strictions based on who you’re friends with. As a result, in addition
to VR messages, we joined Discord servers dedicated to VR plat-
forms. On these servers, we would post in channels dedicated to
requesting help for research, as well as privately message people



CHI 23, April 23-28, 2023, Hamburg, Germany

——

(a) An adult avatar beating a child avatar with a stick (an example
of enactment of physical harm).

(c) Polaroids containing pornographic images being shared with
other avatars. The pornographic content has been blurred (an
example of pornographic content).
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(b) Cabinet with “KILL ALL MEN” message and loaded guns under-
neath it (an example of enactment of violence due to incitement).

2

Vote: Remove Maaa?

Someone started a poll to remove | for disrupting the

experience. Your vote is anonymous

N G

Close

28 seconds

(d) The removal poll interface is shown to users when asking to
remove someone in Horizon Worlds. The creator of the poll selected
“disrupting the experience” as the reason for requesting the removal
of a user attempting to help a target of virtual harassment (an
example of misuse of platform features).

Figure 1: Images of some of the harmful behaviors in VR. Usernames on top of the avatars are redacted to prevent user

identification.

who had talked about having been VR moderators in messages
posted on these servers. We contacted moderators on the following
Discord servers: Virtual Reality, VR Club, Oculus community, Rec
Room, Official AltspaceVR, Horizon Worlds, Educators in VR, and
Students in VR. Unfortunately, we were only able to recruit mod-
erators who were active in AltspaceVR. This could have a number
of reasons, the most fundamental of which is that moderators in
VR are scarce. These reasons may also include: 1) the reticence of

official moderators (those affiliated with the platforms) to partici-
pate in interviews, 2) the newness of the platforms (e.g., Horizon
Worlds was released in December 2021), and 3) moderators who are
children. The last is particularly surprising, but we observed that in
Rec Room most moderators sounded like children. These children
would be ineligible to participate in our study (participants must
be 18 or older).
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Age Gender Moderation
Experience
P1 22 Female 2 months
P2 53 Female 8 months

P3 22 Genderfluid 4+ years
P4 40 Non-binary 4+ years

P5 60+ Female 4+ years
P6 52 Male 4+ years
P7 51 Female 1 year

P8 46 Male 2 years

Po 75 Male 10 months
P10 29 Male 1 year

P11 19 Genderfluid 4+ years
Table 3: Demographics of the moderators interviewed.

4.1.2  Participants. We conducted 11 interviews with current AltspaceVR
moderators. Some of the moderators had experience moderating
other social VR platforms, but all were most active in AltspaceVR.

All were volunteer, rather than official, platform-employed, moder-
ators. Table 3 shows the demographics of our interviewees as well

as their experience levels.

4.1.3 Interviews. Participants were asked open-ended questions
about their role, the potentially harmful behaviors they have wit-
nessed, their moderation practices, and their thoughts on current
and future moderation tools. The full protocol is included in the sup-
plementary materials. Interviews were conducted through Zoom,
recorded, and later transcribed for analysis. Participants were com-
pensated for their time in accordance with the minimum wage of
the researchers’ location ($15/hour). Interviews took 45-120 min-
utes, with most interviews lasting around 75 minutes. The variance
in length was largely accounted for by the depth of experience the
user had in the platform (as a user or moderator) as well as the
amount of exposure they had to harmful behavior.

4.14  Analysis. Using the interview transcripts, we review responses
that address the research question we aim to answer, these corre-
spond to any snippets discussing (1) description or perceptions
of moderation roles, (2) methods or examples of performing mod-
eration actions, (3) comments on world design or tools, and (4)
discussions of evolving norms. As discussions were wide-ranging,
these responses could be extracted from any portion of the inter-
view and not necessarily map to specific questions asking about
these issues.

After all relevant sections of interviews were identified, the lead
researcher grouped related portions together. The research team
then used affinity diagrams [87] and performed multiple rounds
of clustering, identifying underlying characteristics and groupings
within these responses. Among these clusters, we present those
that speak to the differences in moderation practices, challenges,
and design that are due to the presence of ephemeral content or
the use of voice or VR technologies.

4.2 Findings

In this section, through analysis of interviews with moderators,
we present strategies implemented by moderators to address the
ephemerality of content and peculiarities in platform design choices.
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Next, the addition of content creation to the role of moderators is
presented and compared with prior work on views on moderation
roles [127]. We then elaborate on evolving perceptions of harm.
Finally, we close this section by examining issues with current tools
and the design of VR platforms, presenting the solutions offered by
the participants.

4.2.1 Moderators Had to Be More Proactive for Real-time Interac-
tion.

Having real-time interactions introduces disagreements and harms
that would need to be moderated in real-time as well. As de-escalation
in real-time can be very challenging, moderators made use of strate-
gies that allow them to proactively facilitate conversations, rather
than needing to reactively moderate them. VR moderators’ recog-
nition that embodiedness could make interactions very real could
be another reason why they made an effort to prevent harm rather
than respond to it.

In VR, it’s literally designed to feel in-person. Sure, ev-
eryone’s cartoon characters and either ofyou5 could be
anyone anywhere, but there’s an inherent presence to
it. So then it gets into how you feel about it IRL, more
or less. (P3)

This understanding also resulted in some of the moderators hav-
ing a “victim first" (P3) mentality6 and having more severe punitive
responses when harms did occur as they believed “victim first is
what I find often works best for a welcoming environment" (P3).
We begin by describing the preemptive and facilitatory work un-
dertaken by moderators that help reduce punitive responses. These
strategies include: (a) informing users of the rules, (b) strategically
positioning the moderator avatar to influence users’ awareness
of their presence, (c) identifying and helping those who might be
struggling, and (d) keeping a closer eye on specific avatars.

(1) Informing Users of the Rules: Making sure users know what the
rules are could help prevent infractions due to lack of knowledge.
Rules could be written in the description of the event, as pop-ups, or
on objects within the space. Participants were apprehensive about
doing so, however. For instance, while they did inform whether
events are for mature audiences in descriptions, they expressed
“when we say 18+, you know, you would hope that would deter
people, but sometimes it’s more of an invitation” (P10). Moreover,
they often did not write rules within spaces because they believed
“the users in VR, just don’t typically take the time to stop and look
at a plaque that you’ve made, that has your code of conduct on
it” (P10). Instead, if they want to cause harm they will “just blast
past that and jump off the wall and re-spawn and do stupid stuff”
(P10).

(2) Strategically Positioning the Moderator Avatar to Influence Users’
Awareness of Their Presence: The choice of where moderators would
stand, and whether users are aware of their presence during events
was also used as a preemptive measure by moderators. For instance,
one participant expressed that if there is “something where there
are audiences moving around a lot, and there’s a lot of things going
on” (P5), they would want the moderators to be facing the audience

*Referring to the instigator and target of harm.
®Prioritising the victim through immediate response to the harm.
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from the stage where attendees would be able to see them when
they look onto the stage, similar to a “police presence” (P5). In
other cases, they might put moderators “in different places along
the back, or on the sides” (P5), not drawing much attention to their
presence.

(3) Identifying and Helping Those Struggling: Ensuring users know
how to use the VR technology and controllers, what to expect, and
what is expected of them in events could also help prevent harms
such as disruptive behavior. To do so, moderators would try to
identify themselves to attendees (e.g., through banners with the
image of the moderator’s avatar, greeting users at the spawn point,
using specific badges) and would then “constantly tell everyone
else to be asking for help, if there is anything they need” (P1).
They would also approach users who seemed to be struggling or
“standing alone and not talking to anyone” (P1) and try to help
them.

(4) Keeping a Close Eye on Specific Avatars: Finally, moderators
expressed that strangely dressed avatars or usernames would draw
their attention as possible bad actors. While they expressed that
“you can’t judge them based on their avatar” (P8) and tried their
best not to make their moderation decision based on these factors,
they also mentioned removing users with strange usernames such
as “give me food or die” (P5) or “f*ckface” (P5)).

4.2.2 Moderators Adapted to Platform Design Choice.

Ephemerality and limited sight and hearing are limitations that
have been built into users’ experiences in VR platforms. While these
features can help mimic people’s experiences of real-world inter-
actions, they severely limit how moderators perceive and respond
to events. Additionally, due to the lack of recorded logs within
ephemeral spaces, finding evidence of harmful behavior after the
fact is very difficult. The combination of these factors encourages
moderators to try to increase their chances of observing anything
that takes place in the spaces they moderate. However, limitations
in what you can see or hear mean observing everything is not
straightforward. To reach optimal visibility moderators made use
of the following strategies: (a) open spaces without objects obscur-
ing the view, (b) moderator positioning, (c) using objects to affect
participant positioning, (d) teamwork, and (e) roaming around in
the space.

(1) Open Spaces without Objects Obscuring View: Good world de-
sign that would support moderation was something all moderators
strongly believed in, stating that “if you create a space, where peo-
ple can, you know, affect other people without being watched, then
you're part of the problem” (P10). This often translates into the use
of open space (i.e., a space with no objects such as walls or buildings
blocking the view). One participant (P3) expressed that these open
spaces tend to attract more loud ill-intentioned individuals as “they
want to be observed doing their thing, whatever reaction they’re
looking for out of people” (P3). This potential, however, “does not
discourage from” (P3) using open spaces and it is still the go-to
design because of the visibility it offers.

(2) Moderator Position: Whatever the overall design of the space,
moderators tried to work with designers to build “some vantage
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point somewhere for moderators to be” (P3) from which point
“it’s easy to see what’s going on, you know, maybe have to turn
your head” (P3). This type of visibility is often achieved through
designing spots that “stand up above everybody else so that you're
not, you know, blocked by other avatars” (P10).

Since most VR spaces have spatial audio, this type of positioning
for moderators could mean that while they might be able to see
everyone, they would not be able to hear what users are saying (as
users might be far away). As a result, moderators detect if someone
is speaking or not by “seeing their talk bubble go up” (P2). If they are
speaking, moderators try to study the body language of people close
to them to detect if a harmful act is taking place. In scenarios where
they suspect that might be the case, they would either ask “someone
that I know in the audience that’s closer to the event” (P2), “reach
out to people that are around it” (P2), or investigate it themself
by “teleporting over to try and hear what they’re saying” (P2).
These methods, however, could have a number of issues. Firstly,
if multiple groups of people are talking at any given time, further
investigations of the types mentioned above would not be possible
as they could be very time-consuming. Secondly, while the body-
tracking technology in VR is good, it might not reflect similar signals
as one would have in real-life interactions, thus body language of
an avatar might not always be an accurate measure of whether the
person is feeling comfortable or not. Context is also important. For
example, “you have to see when a person is actually friends with
someone or not” (P2) as some language might be acceptable with
friends but not with strangers. Because of these issues, participants
suggested the addition of a tool that would allow them to “tune into
a person that’s far away” (P2) (e.g., “click on a person and actually
hear what they’re saying through their mic” (P2)) to help monitor
speech more easily.

(3) Objects and Their Effects on Participant Positioning: Even if
no objects blocked a moderator’s field of vision, if users spread
through the space unevenly, or huddle up in one location, this
could still limit what can be seen as some users could be hidden
by other avatars. Thus moderators needed to ensure people would
spread in the space in a way that would give them the most access.
Moderators expressed that if they leave the space empty, with no
obvious objects users are expected to sit or stand on, users “started
becoming wall huggers. They’d come into an event [...], and they’d
line up against the walls” (P5). Because of effects like this, they
believed designing designated seating areas for users could help
them spread in a way in the room that would make moderation
easier.

the audience actually sticks to sitting in those chairs
even though we’re all just standing or sitting in our
own chairs [...] So it’s actually much easier to moderate
the room with chairs because everyone’s more evenly
spread, you know, instead of just hugging any other
surface around them (P11)

(4) Teamwork: Another strategy used to observe all concurrent
activity in a space was the use of teamwork. The most basic use
case of having a team of moderators is increased visibility such
that “if I don’t see something, chances are one of the other team
members will” (10). It could also mean that one moderator could
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move and follow specific individuals in the space knowing others
will be able to monitor other users. Consulting others when mak-
ing decisions about appropriate moderation responses is another
benefit of teamwork, allowing members to question “is that a little
fishy or not? And we kind of make a collective decision” (P8). The
communication between team members could be through messages
in VR, the party option on Oculus, or through a voice channel on a
secondary application such as Discord (P1, P5, P7, P8, P9). The
choice of which depended on the team and what they found most
comfortable. While some found being on a Discord call at the same
time as being present in VR easy, others found it challenging. One
participant (P3) also mentioned not using any specific method for
communication. If something was so confusing that they would
need to talk about it, they would do so in the VR space by moving
to a side and briefly discussing the matter.

When a group of moderators is in charge of moderating an event,
there could be scenarios with conflicting opinions on what the right
course of action is. In these cases, one VR moderator believed the
host had complete authority to make the decision, and “if you don’t
like it, don’t do it. You know, don’t moderate don’t participate” (P5).
Another moderator (P1) also expressed that they were told they
needed to ask permission from the lead moderator if they wanted to
take specific moderation actions such as removing users from the
space. Another participant, however, thought the best approach “is
conversation and voting, unless it’s like something that needs to be
immediately addressed” (P3). If something needed to be addressed
immediately it would have to be a “very present and real and big
threat” (P3), in which case they would “remove this threat first” (P3)
and then discuss how to move forward once things had settled
down.

(5) Roaming Around in the Space: When world design fails and
there is no team to rely on, moderators try to move in the space in
a way that would allow them to get an idea of what is going on at
any spot at any given time.

you can expect moderators to be roaming around and
to just, you know, generally go where there are clumps

of people and listen for things. (P3)

The moderator acknowledged that “Of course, some things may
slip through the cracks” (P3), as users might wait until the moder-
ator leaves their vicinity before they perform the harmful action,
“especially if people know where the mods are” (P3). However, they
believed at some point there is nothing more you can do and “if you
miss something you can’t really like, you know, fault yourself” (P3).
To help with visibility, one participant suggested the addition of a
tool that would “enable a user to be seen through walls so that you
know where they are” (P3). This ability would allow moderators to
see all users and not have to follow each avatar that leaves their
sight. This would mean that moderators would only move their
own avatar if they sensed there was a need for them to be there,
and thus not lose their control over the main event space just be-
cause they followed one person. It could also potentially help with
evidence gathering, for cases where harmful behavior is occurring
behind an object.
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4.2.3 Moderators Also Played Roles in Content Creation.
Event and world creation are a large component of social VR plat-
forms. Since the monetization of VR content is still in its early
stages, all interviewed moderators were volunteers and were of-
ten not paid for their work. As a result, at times they were not
only moderators in the traditionally understood role of being in
charge of the control or removal of harmful content, but they were
also content creators, hosts, and entertainers. While prior work
has analyzed different metaphors and perceptions of the social
roles of moderators [127], “entertainer” or “content creator” is not
among the descriptions of the role extracted from the participants’
responses. VR moderators, however, discussed being in charge of
the creation of physical or event content at times. For instance, if
moderators are given world-building permissions they could act
as “terraformers”. In this role, they would be able to change the
design of the space while the event is in progress (e.g., by adding
or removing objects as needed): “If they need something in the
room, I can put something in the room. If they need like an extra
chair or something, I'd be able to do that” (P2). As the design of
physical spaces and the objects within them can affect the harms
and moderation practices in VR spaces, having this role can help
mitigate specific moderation challenges or influence behavior.
This mix of responsibilities brings up questions regarding ways
to incentivize content generation while ensuring moderation is
occurring correctly. It is important to ensure this incentivization
does not come at the price of breaking platform rules. P6 described
an example of how this shared responsibility resulted in them
allowing, and even planning to include, acts into their show that
are against platform rules.

[talking about an official platform moderator joining
the event] if they don’t know how you moderate the
event, they may end up kicking somebody you don’t
want kicked [...] I had something worked out with some-
body when they were going to do something that was
pre-arranged. And an admin came in and saw it and
thought they were trolling and they kicked the person
out. (P6)

The potential for these types of conflict between the content
generation and moderation roles is an important characteristic to
keep in mind when thinking about how moderation happens in
social VR spaces.

4.2.4 Moderators Explained Evolving Norms and Perceptions of
Harm.

Moderators mentioned changes in perceived harm of certain be-
haviors over time. In most cases, participants shared examples of
behaviors that had previously been viewed as harmless but grew
to be seen as harmful over time. These were often focused on inva-
sions of previously-unconsidered personal space. Two participants
mentioned extreme movements in front of other avatars, where
users would pass through other avatars or move back and forth re-
peatedly (P1, P11). As one participant stated, initially this jumping
around “was thought to be a form of greeting, but it has become a
way of, you know, harassing someone because you’re constantly in
someone’s face” (P1). Similarly, moving objects near another avatar
- even though early perceptions, as with Burning Man wands that
glowed and sparkled, were just “this person’s having fun with the
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item” (P11)- became increasingly frowned upon. As norms around
personal space in VR evolved, those previously acceptable actions
were considered inappropriate.

Finally, one participant mentioned that they were actively at
work to change norms. Compared to offline interactions, P4 found
that ghosting — leaving a space without saying anything, even
“leaving mid-sentence” — had become pervasive: it’s “very, very
common to have people just vanish out of relationships in a way
you can’t do in physical reality, you have to make up an excuse,
you have to like, have an appointment, you have to have reasons
to move away from each other in physical reality and that’s not
true in VR”(P4) This participant described a number of interven-
tions they used in their moderation to deter ghosting and establish
better community norms. These included a variety of more or less
direct conversations with the ghosting user, where the moderator
emphasized that these are “real normal human behaviors we do to
check on each other and say you matter” (P4), making the online
world feel less anonymous and impersonal. But in addition to these
efforts directed at the ghosting user, the moderator described a new
collective behavior that enforces the desired leave-taking norms:

What will happen in the groups that I'm around is if
somebody vanishes, everybody stops and waves at this
person, even though they’re gone. And that behavior
actually creates the awareness that if somebody else in
that group decided to leave, they can either be present
for everybody waving at them, or they can leave and
have everyone just feel that sadness and loss. (P4)

This participant made it clear that they did not view ghosting as
simply a rude but inconsequential behavior. Instead, they viewed
ghosting as a signal of “neglect” and an “objectification of each other,
we can use each other and vanish and not have to pay homage to
[the fact that] we were building relationships there” (P4). While
the VR environment enabled this behavior (or occasionally even
caused it, if a headset died), the moderator felt it was toxic and
important to prevent this norm from taking root. Instead, through
a variety of interventions, they sought to establish better norms.

4.2.5 Moderators Offered Suggestions for Moderation Abilities and
Tools.

Finally, moderators were asked about their opinion of existing
moderation tools, and suggestions for additions to the modera-
tion toolkit that they believed would improve their experience. We
present these suggestions in this section, dividing suggested tools
based on the behavior they aim to address.

(1) Tried and True Design Issues: A number of moderators com-
mented on required changes to platform designs and tools that
have already been identified in the literature. These issues mostly
revolve around the lack of access control. Moderators expressed
issues with revoking moderation access when a moderator is mis-
using their power. The current design of AltspaceVR requires that
this change be made from outside the event after which the world
has to be restarted for the changes to take effect. This difficulty
had caused issues for some of the participants (P5, P10). This is
however not a new problem as the need to build access control into
systems has long been identified [131].

Nazanin Sabri, Bella Chen, Annabelle Teoh, Steven P. Dow, Kristen Vaccaro, Mai ElSherief

(2) Create Nuanced Processes for Removing Participants: Removal of
users from spaces is a central tool moderators make use of. In its
current design, when a moderator tries to remove a user from a
space, they are prompted to select the reason why. Multiple moder-
ators expressed that this can be a problem because while they are
filling in the information, trying to discern which options fit the
behavior best, “the person is still doing the sh*t standing right there
in front of you” (P5). There were two suggestions for solving this
issue. One was the addition of a “loading space” or limbo state the
user would be taken to while the moderator filled in the informa-
tion. They believed this type of space would allow the moderator to
cancel the removal request if “you click on them by accident” (P11)
and would mean that moderators “wouldn’t have to worry about
[the offender] continuing to do bad actions while you’re trying
to write up about the bad actions” (P11). Another suggestion was
the addition of specific objects for immediate removal of a user
when the “person is just being a very immediate and very present
threat” (P3). These tools would no longer require the moderator
to open their host panel to take action, “just point, laser, bam and
then they’re gone” (P3) thus saving time that could have allowed
the user to continue the harmful behavior.

The reporting system described above for the removal of users
sends the report to AltspaceVR. The information is however not
visible in the user’s profile for other moderators on the platform.
One moderator believed having general statistics on previous harm-
ful behaviors of the user could be helpful because “if they join any
other events [...] other moderators also get to know that this person
was creating chaos in some other events, so they can be aware of
it” (P1). Even though this could help ensure moderators keep a
close eye on potential bad actors, it could easily bias moderators
in new events against a user, resulting in them taking more se-
vere moderation action on the user for a small infraction of the
rules. It also wouldn’t allow for growth or improvement in behavior
on the user’s part as they will always be branded with their past
misbehavior.

Moderators also brought up a concern with another aspect of
the user removal procedure. While AltspaceVR does have a host
panel that allows moderators to remove users by clicking on their
name on the panel, the moderators need to know what the user’s
name is to be able to use this functionality. However, “you can only
get their display name from clicking on them” (P11). This could
be challenging if “someone is rapidly moving around because you
can’t figure out what their username is” (P11).

(3) Provide More Tools to Control Speech and Movement: Muting of
individual users for an extended period of time was one mentioned
need. The current moderation tools offered by AltspaceVR allow
for the muting of a single individual or the muting of all users in a
space. When a single person is muted, they can immediately unmute
themselves while muting all people would not allow them to unmute
unless given specific permissions or the mute all is lifted. A number
of moderators believed that it would be “a lot more helpful to be
able to mute specific people permanently” (P11), not necessarily
for harmful speech, but because they don’t understand why they
were muted and “think it’s like a system that’s muting them not a
person” (P11) so they unmute immediately. As a result, being able
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to permanently mute them would give moderators enough time to
“message them about why they needed to be muted” (P11).

Moreover, participants commented on the lack of tools for the
control of movements. As mentioned in Section 3.3.1 movements
could be disruptive or harmful. However, the only way moderators
are currently able to deal with these movements is to warn the users
and then remove them from the space if they don’t listen. However,
one moderator believed that while some types of movement could
be harmful, not all of them are bad enough to warrant completely
removing the user from the space (P10). P10 suggested the addition
of a “rowdy crowd blocker” that would “restrain a person to a certain
area for a certain amount of time” (P10) allowing the user to stay
in the space, while also ensuring they are not bothering anyone
else in the event.

they can be pushed back to a safe distance, so where
they can, if they choose to, still be there and engaged
in the show, but not necessarily affect the other people
that are in there. (P10)

Providing new and more granular tools would support the more
nuanced moderation our participants called for, and would expand
a middle ground for users to learn evolving norms without being
banished completely.

(4) Emphasize Education and Tolerance: One moderator touched on
the need for a tool that would “educate and create reconciliation cy-
cles” (P4) for moderators, specifically those who “are experiencing
the belief that they had to cut somebody out of an environment for
understanding the consequences of what that’s like” (P4) since they
believed actions such as kicking individuals from spaces “is violent
and it trains people to be much more violent with each other” (P4).
They expressed there should be tools or platform design strategies
that “reward less extreme moderation behavior and educate on the
consequences of more extreme moderation behavior” (P4). The sim-
plest form of such a design would be “giving people a tally of like
the average number of people kicked in an event” (P4), allowing
the user to compare themself with the average values and reflect on
their own behavior. Another way would be to introduce a “gradient
of interventions” (P4) and not just muting and kicking “but also
some kind of education on how to intervene differently and how to
debrief and how to educate” (P4).

Another moderator suggested an alternative to completely re-
moving the user. In this option, you would move the user to an
empty space where no other user was present and no one would
be able to see the user, but they would still be able to see the peo-
ple who are “broadcasted” (e.g. hosts, and other performers in the
space), “like a timeout room” (P10). This way, the offender would
not be able to do any harm to the users in the space, but can still
enjoy the event if they wish to do so.

5 DISCUSSION

Our study provides an important first step in identifying harms and
moderation challenges in social VR platforms. These challenges
stem from real-time activity, wide territory, and the array of con-
current activities occurring in these spaces. Additionally, the lack
of persistent records and the need for real-time observation and
response to harm are major challenges for existing workflows of
content moderation. Our observations indicate that these ephemeral

CHI 23, April 23-28, 2023, Hamburg, Germany

social media platforms have potentially largely relied on volunteer
moderators and community governance to address this need. For
continuously accessible spaces (i.e., worlds) however, platforms
have opted for a warning regarding entrance into unmoderated
worlds and not forcing the presence of any moderators.

Even if a moderator is present, no avatar can observe everything
that is happening in the space. This is due to the spatial and tempo-
ral constraints of being present at one place at any time. If there
are several groups or individuals engaged in different activities,
that would mean more work for moderators present in the space.
When multiple moderators are present, spatial coordination will
be required before or during the event to ensure physical coverage
of a space’s wide territory. The coordination and the response to
harmful events will also need to be conducted in a seamless way
that minimizes the disruption to other participants in the space.
Concurrent activity is another issue in VR platforms. The spatial
audio property in VR on top of the design of worlds as large spaces
that can be explored introduce distinct interactions that would need
to be moderated.

For the most part, VR platforms offer no commercial content
moderation (CCM) in user-created spaces. This could be due to
the lack of availability of a workforce that would be able to sup-
port their needs. The need for moderators to be present in events
while they are live, coupled with the time difference with locations
where CCMs might be located, could result in conflicts with the
working hours of these moderators. The lack of CCM presence in
these spaces could cause problems such as biases in moderation or
inaction towards specific types of harm.

Moreover, human moderation is regarded as civic labor and can
have emotional effects on moderators [96, 116]. In non-ephemeral
contexts, moderators can have time to reflect and consult with other
moderators whether the governance structure is flat or hierarchical.
This is especially useful when moderators are new or the content
being assessed is subtle or implicit. However, in ephemeral spaces,
moderators have to react and respond to harmful behavior within
seconds. This could result in extra burdens or taxation on mod-
erators. This would be exacerbated by the diverse roles that they
engage in.

5.1 Design Implications for Moderating Social
VR

5.1.1 Mindset Shift Towards More Preemptive and Facilitatory Ap-
proaches to Moderation. The difficulties of real-time moderation
and demobilization of harm have caused moderators to make an
effort to prevent harms from taking place and control the flow of
events. This desire has resulted in an evolution in the perception of
moderation as only punishment for harmful behaviors to include
actions that aim to assist or ward off harm.

It is important to note that while moderation responses have
been extended to include those that are preemptive or facilitatory,
the list of the types of punitive responses that are available in these
ephemeral spaces has reduced significantly. Punitive responses in
ephemeral spaces are currently only comprised of warning, muting,
or removal which are limited forms of norm-setting and excluding
(ie., “depriving the community of the contributions that those who
are excluded could have made” [63]).
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This limit in methods for handling harmful behaviors could re-
sult in moderators having severe responses because they don’t
have the possibility to take proportionate action. For example, in
some cases of disruptive movements that are more distracting than
harmful, moderators don’t have any response that would be some-
where between warning and removal in intensity. Some participant
suggestions for such tools were discussed in this study but future
design workshops might consider creating a gradient of moderation
responses.

5.1.2  More Powers for Moderators to See and Hear. To combat the
lack of recorded evidence of harmful behaviors, all VR moderators
make every effort to increase the visibility of individuals within
ephemeral spaces, attempting to emulate the same type of percepti-
bility that might be strived for in real-world events or gatherings.
However, this belief in imitating face-to-face communications in
online spaces has been shown to be an inefficient strategy [66] and
could limit making use of the power of existing technologies to
their fullest extent.

As a result, while designing tools to increase the possibility of ob-
serving all individuals in attendance at an event could be a fruitful
research direction, future studies into the design of automated mod-
eration tools might benefit from moving away from this endeavor
and instead focusing on designing tools that would allow moni-
toring and getting cues for different behaviors without personally
viewing them. For example, a moderation dashboard that would
display summary statistics for all user activity, such as the perfor-
mance of specific movements or the utterance of particular phrases
or noises, all in one place could be of great value and even help with
evidence gathering in cases of rule infractions. This dashboard’s
backend could employ event sensing mechanisms for objects that
could be used for violent actions (such as knives, guns, and sticks),
chasing of avatars, and the invasion of personal space, as well as
harmful behavior detection for text representations in these spaces
(e.g., “kill all men” banner). Additionally, speech-to-text systems
could be incorporated to leverage prior natural language processing
work on harmful language detection including violent and hateful
speech [46, 114, 126, 150] and cyberbullying [67, 120, 144] for near
real-time detection of such problematic language.

5.1.3 Teams of Moderators with Different Roles to Reduce Bur-
den and Potential for Bias. We identify three major challenges for
moderation: the possibility of multiple concurrent harms, and the
vastness of spaces that make it difficult/impossible to hear/see all
harms, and the limitations of current tools that make near-real-
time moderation necessary. These three challenges make the job of
moderation very taxing or even impossible for moderators working
alone. Additionally, since there is no time to consult with others
within the community (due to the need for real-time responses),
working alone can increase the probability of biased responses.
The use of teams with clearly defined roles that reduce some of
these burdens for individual moderators could be a helpful strategy.
Successful groups assigned different tasks to different moderators.
But many teams did not differentiate roles. For example, this in-
cluded failing to split up spaces. Moreover, none of the systems
support communication between moderators. As a result, a number
of VR moderators join Discord channels while present in the VR
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world - forcing them to process multiple conversations simulta-
neously. Systems should focus on designing easier interaction and
collaboration between moderation team members.

5.2 Limitations and Future Work

In this study, we investigated harms and moderation practices
through observations and interviews. Observations were limited
to public gatherings and events on the platforms due to a lack of
access to private events. We also excluded events with low partici-
pant counts. Future work could investigate differences in behavior
in smaller groups of individuals. Interviews were also limited to
AltspaceVR moderators, as we faced challenges (e.g., the taciturnity
of official platform moderators, the newness of platforms, and the
age of moderators) in the recruitment of participants from other
social VR spaces. Future work could explore methods to address
the concerns of moderators and incentivize them to participate
in research studies. Moreover, while some interviewees had mod-
eration experience in other platforms, examination of differences
between moderation practices on various VR platforms, including
moderation practices of children (e.g., moderators on Rec Room as
our observations indicated that most moderators on this platform
were not adults) could be of value. Future research could also extend
to other types of ephemeral social spaces (e.g., augmented reality
and emerging voice-based platforms). While much of the identi-
fied harms and moderation challenges could be present in these
spaces as well, further examination of these platforms could reveal
new harmful behaviors or potential modifications to moderation
practices.

6 CONCLUSION

This study addressed the gap in understanding moderation practices
and harms in ephemeral social spaces. Through conducting 100
virtual observations and 11 interviews for three different platforms,
we find that the real-time nature of interactions, ephemerality of
content, and limitations in visibility which are all characteristics of
virtual reality spaces, can introduce significant challenges for mod-
erators. These challenges have made moderators move away from
viewing moderation responses as purely punitive, and incorporate
preemptive and facilitatory responses to prevent occurrences of
harmful behavior as much as possible. Moreover, these features of
ephemeral platforms and the addition of capabilities such as having
virtual bodies, have resulted in the inception of new forms of harm.
The limited moderation tools provided by the platforms, however,
make it hard to have a gradient of moderation responses when
these harms occur. Finally, we discussed how real-time activity,
wide territory, and concurrent activity can introduce challenges for
current moderation frameworks, and discuss how current practices
have evolved to address some of these issues.
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