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Active Reconfigurable Intelligent Surface-Assisted
MISO Integrated Sensing and Communication
Systems for Secure Operation

A. Abdelaziz Salem ", Mahmoud H. Ismail

Abstract—Spectrum congestion has motivated the recent intro-
duction of integrated sensing and communication (ISAC) systems
where radar and communications functionalities co-exist and share
the same spectrum. This is accompanied by extensive research
in the area of reconfigurable intelligent surfaces (RIS), thanks
to their ability to improve the ISAC systems. In this paper, the
physical layer security of a multiuser multiple-input single-output
(MU-MISO) ISAC system is investigated when the system is subject
to eavesdropping by a malicious unmanned aerial vehicle (UAV).
In particular, we propose using an active RIS to maximize the
achievable secrecy rate of the system through jointly designing the
radar receive beamformers, the active RIS reflection coefficients
matrix and the transmit beamformers at the dual-function base
station of the ISAC system. This is done while taking into account
a minimum radar detection signal-to-noise ratio (SNR) and total
system power budget constraints. The resulting non-convex opti-
mization problem is tackled by exploiting fractional programming
(FP) and majorization-minimization (MM) techniques to achieve
a solution. Our numerical results show the superiority of active
RIS to achieve the goal when compared with passive RIS or with
an ISAC without an RIS. Results also show that passive RIS could
still be a viable solution to achieve this goal but at the expense of a
much larger needed size especially when lower power budgets are
available.

Index Terms—Active reconfigurable intelligent surfaces (RIS),
alternating optimization, Integrated sensing and communication
(ISAC), multiuser multi-input single-output (MU-MISO), physical
layer security (PLS).
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1. INTRODUCTION

ITH a plethora of industrial applications, devices and
W services, the next generation of wireless networks (be-
yond 5G- B5G) will be prone to spectrum congestion. It is
estimated that the number of connected devices worldwide will
grow to about 75 billions by 2025 [1], which emphasizes the
impending demand for communications resources. As a con-
sequence, there has been great interest in enabling integrated
sensing and communication (ISAC) systems, also referred to as
dual functional radar and communication (DFRC), as a possible
solution for the communications-radar spectrum co-existence
challenge [2], [3], [4]. Additionally, ISAC systems could be
used in multiple emerging applications such as location aware-
ness [5], area imaging and unmanned aerial vehicles (UAVs)
monitoring [6].

Enabling interference-aware radar-communication coexis-
tence, which is one of the fundamental challenges in ISAC, was
recently addressed in the literature (e.g., [7], [8], [9]). For exam-
ple, designing unified beamformers for the joint transmission of
communication and radar sensing signals was introduced in [8],
[9], [10], [11], [12]. Furthermore, employing passive reconfig-
urable intelligent surfaces (RIS)! in ISAC systems was shown
to extend their coverage. More specifically, through optimizing
the RIS phase shifts of such RIS-assisted ISAC systems, or
for brevity RIS-ISAC, coverage extension was accomplished.
Beyond passive RIS, active RIS can provide further gain through
amplification of the reflected signals [17].

A. Literature Review: RIS-Assisted ISAC Systems

An RIS is a programmable low-complex meta-surface, which
consists of an array of passive elements being manipulated
with certain phase shifts to control the reflection of incident
radio waves [15], [16]. Specifically, the wireless environment
can be dynamically adjusted in real time to enhance reliability
of sensing, increase communication rate, as well as provide
secure performance [ 18], [19]. Passive RIS array gainis typically
observed only when the direct communication link is severely

'Sometimes referred to as Intelligent Reflecting Surfaces (IRS) as well.
However, IRS highlights the reflecting capabilities only and the surfaces are
usually not active. On the other hand, RIS highlights the reconfigurability aspect
meaning that the surfaces could be passive or active and could include more
functionalities as well, e.g., transmission, amplification etc. Hence, we adopt
the RIS terminology in this work [13], [14], [15], [16].
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faded or completely blocked. Otherwise, a negligible gain is ob-
served [20]. Moreover, the “multiplicative pathloss” or “double
fading effect,” of the transmitter-RIS and RIS-receiver links is
usually larger than that of the direct link, which could limit the
gain provided by passive RIS [21]. As a result, RIS equipped
with active elements were introduced to overcome these prob-
lems through amplification of the reflected signals [17].

RIS can enhance ISAC systems as they could improve the
radar component performance while extending the coverage and
providing more security for the communication component of
ISAC. Many works in the literature have started investigating
different scenarios along these lines. For example, an efficient
ISAC algorithm has been developed in [22], where a multi-layer
factor graph is exploited to improve sensing performance in a
multiuser multi-base station scenario. Also, in [23], joint sensing
and communication has been considered for an RIS-assisted
multiuser network. In this context, a graph-based approach is
proposed to detect users’ information and environment objects
via utilizing part of the users’ signals that are scattered by
these objects and reflected through the RIS before arriving
at the access point. In addition, RIS-assisted ISAC has been
considered for a multiuser multi-target scenario in [24] to jointly
maximize the users’ rates and to achieve a specific design
for the radar beampattern. Target detection improvement using
RIS-ISAC was also addressed in [6], [25]. Also, RIS were
exploited to detect non-line of sight (NLOS) multiple targets
while extending the coverage of communication devices in ISAC
in [26]. Furthermore, the authors of [27] discussed RIS-assisted
ISAC for multiple-target sensing and multi-user communication
with the existence of multiple clutters where the radar output
signal-to-interference-plus-noise ratio (SINR) was maximized
while maintaining the communication quality of services (QoS).
Similarly, the radar receive filter, transmit beamformers and RIS
phase shifts were jointly optimized in [28] to maximize the sum
rate of communication users subject to a minimum received
radar SNR.

A hybrid configuration of RIS containing both passive and
active elements is integrated with an ISAC system in [29] in
order to maximize the minimum illumination power received
from a target group while considering the SINR requirements
of the communication devices and the thermal noise of the
active RIS elements. Finally, RIS-assisted joint radar and covert
communication has been investigated in [30], and a baseline
model for maximizing user’s covert rates subject to a minimum
radar detection probability and radar range was introduced.

B. Motivation

Along with enabling spectrum coexistence and coverage ex-
tension, and like any other communication system, RIS-ISAC
systems are susceptible to threats from malicious eavesdroppers
(e.g., unauthorized UAVs) [31], [32]. In fact, a few interesting
challenges and game theory-based results for passive RIS-ASAC
secrecy systems were recently presented in [30]. However,
there is a need for designing active RIS-assisted ISAC se-
crecy systems with potentially high coverage gains and rigorous
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radar-communication coexistence conditions, and this is the
motivation of this paper.

In this paper, we aim to design an active RIS-ISAC secrecy
system, where a multiple-antenna base station (BS) is aided by
an active RIS to serve multiple users in a private region, while
a malicious UAV is trying to intercept the users’ data. Towards
achieving this goal, we start with formulating a secrecy rate
maximization problem, in which the dual radar-communication
beamformers (DRC-BF), radar receive beamformers and the re-
flection coefficients matrix of the active RIS are jointly designed.
This is subject to constraints on the worst-case signal-to-noise
ratio (SNR) of the received radar signal, an upper bound on the
amplification provided by the active RIS, and a maximum total
transmission power budget at both the ISAC-BS and the RIS.

To this end, the problem is divided into three sub-problems.
In the first one, we find a closed-form expression for the radar
receive beamformers. While in the second sub-problem, the
dual-functional transmit beamformers are optimized under the
constraints of link power budget and radar SNR constraints.
In the third sub-problem, the reflection coefficients matrix of
the active RIS are designed while restricting the amplification
gain and the thermal noise power of the active elements to
their corresponding thresholds, along with a minimum radar
SNR constraint. Finally, an efficient iterative optimization ap-
proach based on fractional programming (FP) and majorization-
minimization (MM) is developed to combine the solutions of the
aforementioned sub-problems. Simulation results show that the
secrecy performance of the proposed active RIS-ISAC system
outperforms that of the passive RIS-ISAC one and a baseline
scheme where RIS are not used.

The main contributions of this article can thus be summarized
as follows:

e Optimizing dual radar-communication beamformers, radar
receive beamformers and reflection coefficients matrix of
active RIS to maximize the secrecy rate, while guaranteeing
the reliability of the radar system, and

® Introducing an iterative optimization framework that
achieves convergence while combining the optimal solu-
tions of three optimization sub-problems.

C. Paper Organization and Notation

The remaining part of this paper is organized as follows: The
system and signaling models are introduced in Section II. The
secrecy rate maximization problem of active RIS-assisted ISAC
system is formulated in Section III while considering the radar
and communication components constraints. Numerical and
simulation results are then presented and discussed in Section [V
before the paper is finally concluded in Section V.

Lowercase boldface letters are used for vector notations, while
the uppercase boldface ones are utilized for matrices. Normal
face letters are used for scalars. Mathematical fonts, e.g., B
are dedicated for set notation. C™*™, diag(.) and E{.} denote
the complex space with dimension m X n, the square diagonal
matrix with the elements of the input vector on its main diagonal,
and the excepted value, respectively. The notation ® refers to
the Kronecker product. R*{-} and {-} refer to the real and
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ISAC -BS ¥

— Direct comm. link
~#—P Direct echo link

= =P Reflected IRS comm.
<% —p Reflected IRS echo

User 1

Fig. 1. Active-RIS enabled ISAC system with a malicious UAV.

imaginary parts of, respectively. Finally, I ,; denotesthe M x M
unit matrix.

II. SYSTEM MODEL

We consider an ISAC system that is assisted by an active RIS
as shown in Fig. 1. In this scenario, a set of communication users
K ={1,2,..., K} reside in a safe private region, indicated by
the green area in the figure, while a malicious UAV is hovering
nearby to intercept their data. The ISAC-BS enables its radar
functionality for detecting the UAV? and hence, utilizes both
the transmit beamformers and active RIS capabilities to hinder
the UAV operation. Each communication device and UAV is
equipped with a single antenna, while the BS has M; and M,
transmitting and receiving antennas. For the sake of simplicity,
we set M; = M, = M. The active RIS is formed by stacking NV
active elements whose reflection coefficients form the diagonal
of the matrix ® € CV*V. The magnitude of the reflection
coefficient of the ith element represents the amplification factor
for the impinging radio wave where |®(i,4)| < n; and n; > 1
expresses the upper bound of the amplification factor of the
ith element. Moreover, each element introduces a certain phase
shiftarg(® (i, ¢)) foreach incident signal as is the case in passive
RIS [17]. Since we assume that the malicious UAV is hovering
around the users to wiretap their channels, the Doppler frequency
is set to zero.

It is worth mentioning that the active RIS-enabled system
considered herein is significantly different from a traditional
relay-based one, such as that using an amplify-and-forward (AF)
relay, for example. Firstly, an AF relay relies on radio frequency
(RF) chains, which are used for baseband signal processing. Sec-
ondly, RIS reflect the incident signals by optimizing/controlling
their phase shifts, such that the reflected and direct signals could
be added constructively at the receiver. Besides optimizing the
phase shifts, the active RIS elements are implemented with ad-
ditional power amplifiers to boost the amplitude of the reflected

2It is assumed that the target direction is typically known via defining its
hovering region centered in a predefined location. Hence, optimizing the transmit
and receive beamformers along with reflection coefficients matrix of the active
RIS elements can be interpreted as tracking the movement of the target by
predicting its location based on previous estimates [31].
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signals, without further baseband processing. Accordingly, the
signal model of the proposed RIS is different from that in
relay-based systems. Additional differences between relays and
active RIS have been extensively discussed in [17], [33], [34],
[35].

A. Transmitted Signal

We assume that the ISAC-BS transmits a dual signal x[I] €
CM>1in each time slot [ given by

X [l] = W.s. [l] + W.s, [l] = Ws [l] ’ (D

where s. € C**! and s, € CM*! represent the communica-
tion symbols and radar signal, respectively, which are simul-
taneously transmitted with their corresponding beamformers
W, e CM*E and W, € CM®*M  The radar signal is assumed
to be independent of the communication symbols to avoid radar-
communication mutual interference, i.e., E{s.[l|sZ[l]} = 0.
We also assume unit powers for the communication and radar
signals such that E{s [l]sZ [I]} = I and E{s,.[[]sZ[l]} = I,
respectively. In addition, in (1), W is the DRC-BF given

by W 2 [W,, W,] € CM*UFM) and sfi] = [sT[1],sT1]] " €
CK+M)x1

B. Radar Received Signal

According to Fig. 1, we first observe that the radar
composite channel from the BS to the UAV target is
given by hy,.,,(®) = hfl, + hf,®H,, € C""" where hy; =
Bo,ta(Op,t) € cM, h,;, = 3.a(0.:) € CcN*! and H,, =

/£ Gros + 1/ —— CNxM

P —1GnNLos € represent the direct BS-

target, RIS-target and BS-RIS channels, respectively. 3y +, By +
and x denote the pathloss for the BS-target, RIS-target and
Rician factor of the BS-RIS channels, respectively. Generally,

\/8(dy/dey) ", where § is
the pathloss at reference distance d,, and d,, and &, denote
the distance between two network entities and the pathloss
exponent, respectively. Finally, the LOS component of the Ri-
cian channel is expressed as Gos = a(f,3)a? (6,.), while the
NLOS component is assumed as a circular symmetric com-
plex Gaussian random variable with zero mean. In the above,
a(f) = [l,e’j”ASin(‘g),...,e*j”A(Mb’l)Si“(e)]T is the array
response/steering vector for angle-of-arrival (AoA)/angle-of-
departure (AoD) 6 with normalized inter-element distance (w.r.t.
wavelength) A.

Based on this, the radar echo signal, y[I] € CM*1_ collected
at the BS receiver from the UAV can be written as in (2) on
the bottom of the next page. In (2), e ~ CA(0,02Iy) € CNV*!
represents the thermal noise generated from the RIS active
amplifiers elements and « is the complex-valued amplitude of
the radar cross-section, where E[|a|*] = .

The first term in (2b) refers to the signal going back and forth
through the direct link while the RIS-assisted echo in the second
term includes the radar signal arriving through the direct link
then reflecting back through the RIS, the radar signal forwarded
by the RIS then reflected back through the direct path to the

the pathloss is defined as 3., =
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BS, and the radar signal going back and forth through the RIS.
Since active RIS generates thermal noise due to its amplifiers
as mentioned before, this generated noise will be reflected back
to the BS through two possible paths; one via the direct link
and the other through the RIS. This is shown in the third and
fourth terms in (2b), respectively. The fifth term represents the
additional generated noise due to the reflection of e[l] through
the RIS. The final term in (2b), z,.[[] ~ CN(0, 021, ), represents
the additive white Gaussian noise (AWGN) at the BS receiver
with zero mean and noise power of o2 for each of the transmitting
M antennas.

For simplicity, we assume that the received echo signal is
much stronger than the thermal noise reflection at the radar
receiver, i.e., ||W||2 >> o2, Therefore, the received echo in (2)
is simplified to

vl = ahfl

br,u

(®) by () Ws|[l] + 2, 1] 3)

Since @ is diagonal, we can rewrite hf & = cﬁTdiag(th)
where ¢ € CN represents the N-dimensional vector of
active RIS reflection coefficients extracted from the diagonal
elements of ®. Hence, the round-trip echo channel in (3) can be
written as

h{l , (®)hy.. (®) = A+hy¢ B+B ¢h/,+B 94" B
=H(¢), 4)

where H(¢) € CM*M A =hy;h{l, e CM*M and B =
diag(h,)H, , € CNM.

By employing matched filtering, the received L samples of
the echo can be expressed by Y, € CM*(K+M) 4

Y, = aH (¢) WSS 4 78 (5)
where Z=[z.]1],...,2.[L]] € CM*L, and S =
[s[1],...,s[L]] € CE+M)*L Equation (5) can be vectorized

by defining the following: ¥, £ vec{Y,} e CMUE+M)x1

7, 2 vec{ZSH} e CMEFMX1  and W 2 vec{W} e
CME+M)x1 Hence, we have

¥, =a(SS" @ H(¢)) W +Z,. (6)

The received echo is post-processed by the receive beamformers,
u € CMEFMXT which yields

u”y, = au” (S87 @ H (¢)) W + ulvec {ZS7}. (1)

Accordingly, the radar output SNR can be expressed as
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It is worth mentioning here that the active RIS thermal noise
reflection has been neglected in (8). The reason behind that has
to do with the fact that had the active RIS thermal noise reflection
been considered, the denominator of the radar output SNR would
include terms involving the round-trip multiplicative channel
losses (i.e., path losses and instantaneous channels), which have
insignificant contribution.

The received echo SNR can be approximated using Jensen’s
inequality E{f(z)} > f(E{x}) where the numerator can be
lower bounded as

Es {|uH (SS” @ H(¢)) vvfz} > Lu" (Ixn®H (¢)) W]

2

; (€))

2

- L’uHﬂ (¢) W

where Eg{SS} = LIy and H(¢) = I, ® H(¢). By
substituting (9) into (8), we can obtain the worst-case SNR of
the received echo signal at the radar output as

ngluHI:I @) W

SNR, > (10)

2uH
ozutiu

C. Communications Received Signal

The received signal at the legitimate communication user k €
IC in the [th time slot can be expressed as

i [[] = hyr e (@) x 1] + D @e[l] + 2 1], (1)

where hy, 1, (®) = hfk + hfk{)Hb?T e C™M s the composite
communication channel from the BS to user k and z[l] ~
CN (0, o7) represents the AWGN at its receiver. The first term in
(11) represents the desired communication signal, whereas the
second one is the added active RIS noise. Similarly, the received
information signal at the malicious UAV is given by

Yu 1] = hyry (@) x[I] + W Pe (1] + 2, [1],

where hy,. () = hft +hf,®H,, € CM is the composite

communication channel from the BS to the UAV and z,[l] ~

CN(0,02) is the AWGN at its receiver. For the sake of simplic-

ity, we assume equal noise variances for all communication and

radar equipment and we set it to a2, ie., ai = O'i = 0’% = o2,
The received SINR at the kth user is thus obtained as

hy, k(@) wi |
SINR;, = rn [hrk ( ):VkHz
Zj:l,j#k thr,k(q))ij +Je|

12)

bY@ +o?

hy, 1 (2)Wih{ | (P)

Eg {|uH (SS” @ H(¢)) v”v]z} by () (XS54 W, )b (@) +02|[hil, @ +o?
SNR,. = afu . (8) (13)
yr [l] = a(hy, + HiL®Ph, o) (b, + W, @H, . )x [I] + b @e[l]] + H{®"e, [I] + z, [I] (2a)

= ahy by, Ws[l] + o« (hy,;h[, ®@H, . + H!®"h, h{!, + H{.®"h, ,h[ ®H,,) Ws[I] + ah h), e [I]

Echo of direct link

+ aHj.®"h, h Pe[l] + H®Me, 1]

RIS noise reflection through RIS

Active RIS assisted echo

RIS noise direct to BS

+ 2z, [] (2b)

Added noise in reflection of e[l]
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where w; € CM*! represents the jth column of W and W; =
W Wf € CM*M The first term of the denominator represents
multi-user interference, while the second and third terms rep-
resent both the active RIS thermal noise and AWGN effects.

Similarly, the received SINR at the malicious UAV is given by

_ ZKJrM | hor o (P )W2H2
O'ZHh <I>H + o2

by (@) (XIS W) B (@)
B cr(%tht'iPHz + o2

From (13) and (14), the achievable sum data rate at the le-
gitimate users and the UAV are given by R, = ZkK:] Ry =
S logy(1 + SINRy) and R, = log,(1 + SINR,,), respec-
tively. It is assumed that the BS has perfect estimates of the
users’ channel state information (CSI) via one of the channel
estimation techniques and also knows the CSI of the UAV via
efficient sensing [32]. Based on the above, the secrecy rate of
the system can be written as R. — R,,.

SINR,,

(14)

III. PROBLEM FORMULATION AND PROPOSED OPTIMIZATION
FRAMEWORK

In this section, we consider a constrained secrecy rate max-
imization problem via jointly designing the transmit W and
receive u beamformers as well as the reflection matrix ® of the
active RIS elements. The optimization problem is formulated as

Maximize R, — R, (15a)
7u7
subject to:
- 2
ng‘uHH(qS)\Tv‘

SNR,. = g > v, (15b)
Wl < Po, (15¢)
1BH,,,wi|* + 02| @ < Py,

Vie{l,..., K+ M}, (15d)
[®(n,n)| <n,,Vne{l,...,N}, (15¢)

The first constraint (15b) ensures proper target detection per-
formance via guaranteeing a minimum radar SNR ~;. The total
transmission power budget is enforced by constraints (15¢) and
(15d) where P, is the maximum allowed transmission power
at the BS with ||.||» representing the Frobenius Norm while
the power generated by the active RIS elements is restricted to
P = K an L for each of the virtual K + M downlink streams.
Moreover, the magnitude of the active RIS elements reflection
coefficients is upper bounded by 7,, > 1 as in constraint (15e).
Therefore, the total power of the active RIS-assisted ISAC is
divided into two parts: the first is at the BS while the other
is consumed in the active RIS elements. Comparing with the
passive RIS-assisted schemes, power is only consumed at the
BS and for fair comparison, as will be shown later, this should be
equal to the sum of the former two parts of the active RIS-based
scenario.
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It is worth mentioning here that the RIS amplification power
is modelled based on the classical power amplifier model in [36].
In this model, the amplification power of the reflecting elements
depends on the DC biasing power (consumed at each element),
the control circuit power, the RIS amplifiers’ efficiency and
the output/reflected power, which includes the thermal noise
power. Accordingly, the power budget of the active RIS sub-
sumes the thermal noise power as demonstrated in [34, Eqs.
(10)—(14)]. Spemﬁcally, the active RIS power budget is glven
by Pr = iy (N(P. + Ppe) + n(p 22 )?)),
where P, Ppc and n denote the control 01rcu1t power, the DC
biasing power and the RIS amplifier efficiency, respectively.

The problem in (15) is non-convex. In order to solve it, we
divide it into three sub-problems; each trying to optimize one
of the three variables W, u, ® in an iterative manner using MM
and FP techniques as will be detailed in the sequel.

A. Optimizing the Radar Receive Beamformers u

Given the DRC-BF and the RIS reflection coefficients matrix
W, ®, the receive beamforming problem is reduced to the well-
known “Rayleigh quotient” optimization problem [27], given by

- 2
Maximize ‘UHH(¢)W’ subject to |[ul* =1, (16)
u
S . _ _H@W
which is solved in closed form as ugy = s where

H(¢) = I, v @ HY (¢)H(¢). Moreover, we note that an ar-
bitrary change in the phase of u’’y,. does not affect the received
radar SNR in (8). Hence, we can consider uoptej Y as an optimal
receive beamformer for (16) for any arbitrary target angle 6.

B. Optimizing the DRC-BF W

Given the receive beamformers u and the reflection coeffi-
cients matrix of the active RIS, ®, the DRC-BF optimization
problem is expressed as

Ma)&,mize R.— R, (17a)
subject to:

- 2
ng‘uHH () v"v‘

O'ZUHU Z Yt (17b)
W% < P, (170)
19H,, wi|* + 02| @ < Pr,

Vie{l,...,. K + M}, (174d)

which is a non-convex problem due to the non-concave objective
since it is a difference between two log functions. Hereafter,
we rewrite the objective in a convex form with respect to the
optimization variable W as given by the following Lemma.

Lemma 1: By resorting to the FP approach in [37], the objec-
tive in (17) could be simply expressed as

2
R.— R, =e+R{a"w} Wil (18)
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where B, ¢ and a are given by (42), (50) and (51), respectively.
Proof: See Appendix A. |
Now, with the optimal receive beamformers in the previous
subsection, the numerator of constraint (17b) could be restricted
to real and non-negative values as

R (A () &) 2| TN

which is convex. Constraints (17c) and (17d) can also be recast
in convex forms as

r{WWH"} <P,

19)

(20)

tr {@Hb’rwiwf{Hﬁ‘I’H} < Pp, (2D

where P; = P; — aﬁH'I)HZ. Substituting (18)—(21) into (17)
yields the following dual-functional beamforming optimization
problem:

Mayéivmize R {aHv~v} - HB\TVH2 (22a)

subject to:

® {uH (¢) W} > \/UZ%H“, (22b)

r {WWH"} <p, (22¢)

o {®H, WHI®"} < Py, (22d)

Now, problem (22) is convex and can be solved using standard
convex optimization tools such as the CVX solver [38].

C. Optimizing the Reflection Coefficients Matrix ®

With fixed variables W and u, the reflection coefficients
matrix of the active RIS can be optimized through

Maxqi)mize R.— R, (23a)

subject to:

R {uH (¢) W} > \/%, (23b)

|®(n,n)| <n,,Vne{l,...,N}, (23¢)

|®H,, w; | + o2||®| < P, (23d)

which is a non-convex problem due to the non-concave objective
and constraint (23b). We start with the objective function and
introduce the following corollary in which the objective function
is expressed in a compact form as an explicit function of the
active RIS reflection coefficients matrix. We will then use this
result to help us express the objective function in convex form
with respect to ¢ as will be shown in the sequel.

Corollary 1: According to the result of Lemma 1, the objec-
tive in (23a) can be represented explicitly as a function of the
active RIS reflection coefficients matrix ¢ as

R.—R,=c+R{vl¢} - 9" Q¢ (24)
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where v, Q and ¢ are given by (56), (57) and (58), respectively.
Proof: See Appendix B. ]
In order to proceed with (23b), we have to extract the variable
® out of the Kronecker expression inside H(¢) through the fol-
lowing manipulations. We first reformulate the product IjI(qS)\?v
as follows:

H (¢) W =
Ticom ® (A +hy,6"B + B ghl, + BH¢¢TB) w
= Ig+m @®A)W + (IK+M & hb,t¢TB) w
+ (Txsar @ BYghi) w + (IK+M ® BH¢¢TB) #.
(25)

Then, we utilize the Kronecker product property: vec{ABC} =
(CT ® A)vec{B} to write the individual terms of (25) as fol-
lows:

(IK+M ® hb,tq)TB) W = vec {hb,t¢TBW}

= (BW)" @hy,) 9, (26)
(Ix+m @ BYghi!,) W = vec {BY¢h} Wl }
- ((hftW)T ® BH) 6. @27
(IK+M ® BH¢¢TB) W
— vec {BH¢¢TBWIK+M}
= (BW)" @ B") vec {¢g" | .
(28)

Substituting (26)—(28) into (23b) leads to the following form for
the SNR radar constraint:

_ 2 H
R{bog+47Cob| >\ | TG ~Riak. @9

where

ap =0 (Ix 1y ® A)W, (30)
b, — uf! [(BW)T @hy + (bW @ BH] e CxN,
(€2))
co = ul! ((BW)T ® BH) e Ch (32)
and (?0 € CN*N is a reshaped matrix from ¢! such that ¢! =
vec{Cy}.
Unfortunately, constraint (29) is still non-convex since the
real part of T Coo is a non-concave function. Moreover, the

semidefiniteness of @, in (24), is not guaranteed. To tackle
these issues, we convert this term into an alternative real form

¢ Cod as follows. We first define ¢ 2 [R{¢"} S{¢T}]T with
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dimensions 2N x 1 and the 2N x 27 N matrix
, [ #{G} -s{c
Cy = - -
—3 {co} Rl
We then apply the MM technique [39] to find the correspond-

ing surrogate function. Particularly, with a given ¢ at specific
iteration/point (£), ¥, the first order Taylor approximation of

6" Cy is lower bounded as

8'Cio> (6"Coa) " + (") (C

(Co+C7) (6 (8)")

_ (J’TCOT@ () N §R{@T)(t) (Cy + C7) H¢}
& nfus) @

—(t -
where I = [Iy jIy]* € C2V*N, Ci) = <¢TC()T¢) and

- _my (B) _ _
o = (¢T> (Cy + CT)II. By substituting (33) into (29),
the SNR detection constraint can be rewritten as

R{do¢} = ¢, (34)

_  J?ypufu
= S

- =(t) . .
R{uL, (T m ® hbythg{t)w} + C, . Constraint (34) is
now convex due to the concavity of its left-hand side.
Now, going back to the new form of the objective function in
(24), it is possible to follow the same approach to re-express the

" Q¢ term as follows: ¢ Qe > 76“) + %{ﬁgt)¢}, where

—=(t T =\ (B = -3 -~

& a0 (g S
7\ (t) _ _

(") @+Qhm

According to previous analysis, we can recast the reflection
coefficients matrix optimization problem, after dropping the
constant terms, as follows:

m

where d, =b, + l:L(f) and

Mini¢mize R{v,0} (35a)

subject to:

R{d.8} > ¢, (35b)

(@ [0l <7y Ynoe{1,., N}, (35¢)

" (N +0 )< P, Vie{l,,K+M}, (35d)
where v, =T — v and A=

diag{Hbﬂ,wi}diag{Hb,Twi}H. As a consequence, problem
(35) is now in convex form that can be handled efficiently by
one of standard convex optimization tools such as the CVX
solver as mentioned earlier [38].

D. Overall Optimization Framework

Algorithm 1 summarizes the proposed overall iterative ap-
proach to find the optimal values of u, W and ®, where 2D
denotes the variable z obtained at the (¢ — 1)-th iteration. The
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Algorithm 1: Joint optimization algorithm for active-RIS
assisted secure ISAC.
1: Set the initial values W, %), ¢ c,(go), 9, ’y,io), 7&0)
and iteration index ¢ = 1.
2: repeat
3: Evaluate cg) by solving (40) given W (=1 (=1,
o1, cgf_l), %it—l) and ’Yq(f_l).

4: Calculate 'y,(:) by solving (39) given the other variables

att — 1.

5: Find cq(f) by solving (47) given the other variables at
t—1.

6: Update 'yl(f) by solving (46) given the other variables
att — 1.

7:  Calculate u®) = W,{ﬁ(ﬁ% given W=D (=)
(t=1)

c,(ffl), ch*‘), 'y,gtfl) and vy, .
8: Update W) via solving (22) with the other variables
fixed.
9: Update ¢(t) via solving (35) with the other variables
fixed.
10: Updatet =t + 1.
11: until convergence.

first line of the algorithm sets feasible initializations for the
optimization variables. In lines 2 to 9, all the optimization
variables are obtained by solving their corresponding optimiza-
tion problems and are updated iteratively until convergence
is reached. The convergence of Algorithm 1 is guaranteed
due to the non-increasing property of the auxiliary variables
{Yk» Ck, Yu, Cu } as well as the boundedness of both W and ¢
through the corresponding constraints [37]. This will be clearly
seen in the simulation results section as well.

IV. SIMULATION RESULTS

In this section, we evaluate the performance of the proposed
system using Monte Carlo simulations, where the secrecy perfor-
mance is averaged over 500 channel realizations. We assume that
both the BS and active RIS are equipped with a uniform linear
array (ULA) with M = 6 and N = 10 antennas, respectively,
with half-wave length spacing in between the elements. For
simplicity, we assume an equal amplification factor for each
element of the RIS, i.e., n, =7 Vn € {1,2,..., N}. Without
loss of generality, we consider a simulation environment with
dimensions 300 x 300 m? where the BS and the active RIS are
located at [0, 0] and [250, 50] m, respectively and the number
of legitimate devices is set to K = 4 randomly distributed in a
circle with radius r = 50 m centered at [150, —100]. The mali-
cious UAV is assumed to be hovering within a circle centered
at [250, —50] with radius » = 50 m and fixed altitude h = 50
m. Fig. 2 mimics an instance of the proposed system setup.
The radar cross-section, the number of collected samples, and
the radar detection threshold are set to ¢2 = 1, L = 1000, and
v = 5dB, respectively. Moreover, the noise level at all receivers
is setto 02 = —80 dBm. The Rician coefficients for the BS-RIS,
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Fig. 3. Convergence of the proposed algorithm for active, passive and no RIS
scenarios with different number of antenna elements and amplification factors.

RIS-user, and RIS-target links are 4, 2.5 and 2.5, respectively.
Finally, the path loss models for the direct and indirect channel
are set according to [40], [41] as PL os = —35.6 4 22 log,((d)
and PLnLos = 32.6 4 36.71og((d). In the following discus-
sions, we compare the secrecy performance of the proposed
active RIS-based ISAC system against the passive RIS-assisted
scenario. To produce these results, the constraint in (15e) is
modified to become |®(n,n)| < 1 since no amplification is
provided, while the constraint in (15d) is completely omitted.
Fig. 3 exhibits the convergence of the proposed Algorithm 1
for the case of active and passive RIS as well as without
RIS for different number of antennas/RIS elements and active
RIS amplification powers. The power budget in the active RIS
schemeis P, = 3.16 W atthe BS and P; = 3.16 W at the active
RIS. For fair comparison with the passive-RIS assisted scenario,
the total power budget at the BS in that case is assumed to be
P™* = P, + Pr. As clearly shown, convergence is achieved in
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Fig. 4. Average secrecy rate versus the total power budget for passive and

active RIS with M = 6 and N = 10 and different amplification factors.

a reasonable number of iterations for different values of M, N
and 772. Also, the active RIS-assisted scenario outperforms the
passive one by 26.8% for M = 6 and N = 10 and by 9% for
M =8 and N = 16, both for > = 15 dB. The reason for the
reduction in the performance gap is due to the fixed power budget
in the two cases despite the increase in the degrees of freedom
(DoFs)? inthe M = 8 and N = 16 case. Just like the increase in
M and N provides a significant performance improvement for
both the active and passive RIS cases, the amplification factor
plays a vital role as well. Specifically, a significant performance
improvement is observed at 1> = 20 dB compared with the
n* = 15 dB case for M = 6 and N = 10. Consequently, the
secrecy rate of the active RIS-assisted ISAC is not only con-
trolled by N and M but also by the amplification capability of the
active elements, which could provide a multifold of performance
enhancement compared with the passive RIS.

The average secrecy rate performance improvement when
increasing the total power budget for the passive and active
RIS with M = 6, N = 10 and different amplification factors is
demonstrated next in Fig. 4. Compared to the optimal solution
for the passive RIS, the secrecy rate of the active RIS-enabled
system achieves a much better performance. Specifically, at 7 W
maximum power budget and 1> = 15 dB, the secrecy rate of the
active RIS is about 58% better than that of the passive RIS case.
Moreover, the improvement in the secrecy rate exponentially
increases with ramping up the power budget. This indicates that
active RIS has the potential of mitigating the “multiplicative
pathloss” effect encountered in passive RIS. In addition, active
RIS also guarantee low information leakage to the malicious
UAV, resulting in a more secure operation at the cost of extra
power consumed at its side. In other words, the constraint (15¢)
has a dominant effect on improving the secrecy performance,
which explains the gap between the case of > = 20 dB and the
other cases. We also note that the passive RIS-based solution

3DoFs are defined as the maximum number of beams that can be transmitted
from the base station, which is equal to the number of BS antennas.
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Fig. 5. Average secrecy rate for passive and active RIS versus the number of
RIS elements with M = 6, P, = P; = 3.16 W and P™* = 4 and 6.32 W for
the passive case.

shows slight improvement over the active RIS with *> = 15 dB
at low power budgets. For example, at the first point of the curve
(where P™™ = 5.16 W), the power of the active RIS scenario
is distributed as P, =2 W and P; = 3.16 W, which implies
that P, < P; and hence, ||®H,, . w;||> + o2||®[]* > [|[W]3. In
other words, the BS power transmission constraint (15¢) will
always be inactive. On the contrary, in the case of passive RIS,
this constraint is always active and dominant, where the total
power budget P, = 5.16 W is only available at the BS.

In Fig. 5, we evaluate the effect of increasing the number of
RIS elements on the average secrecy rate for active and passive
RISwith M =6, P, = Pr =3.16 Wand P™* = 6.32and4 W
for the passive case. It is clear that the secrecy rate achieved by
both the active and passive RIS cases increases with N due to
increasing the DoF. Moreover, the proposed algorithm achieves
a significant performance improvement compared to the existing
conventional solution. Specifically, due to the impact of the
“multiplicative pathloss” in the passive RIS case, the secrecy rate
with P™ = 6.32 isincreased by 14.5 bps/Hz when N increases
from 10 to 30, which is less than the 21.8 bps/Hz increase
achieved by the active RIS case at > = 15 dB. However, using
a larger number of elements, it is possible for passive RIS
to outperform active ones using the same power budget. For
example, when N = 20 and P™* = 6.32, the secrecy rate of
passive RIS is 19.6 bps/Hz, which is higher than that of the
active RIS at 7> = 15 dB achieving 13.2 and 15.7 bps/Hz at
N = 10and N = 15, respectively, However, if P™* is reduced
to 4 W, a massive array of passive elements will have to be used
to approach the secrecy performance achieved by the active RIS.
Consequently, a trade-off exists between both passive and active
RIS where the same secrecy rate could be achieved by either
system at the same power expenditure but with large array sizes
in case of the passive scenario, which could be a cheaper solution
or with fewer elements in the case of the active scenario with
less complex reflection coefficients matrix design.
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Fig. 6.  Average secrecy rate versus the radar SNR threshold at M = 6, N =

10, P, = Py =3.16 W and P™* = 6.32 W.

The effect of varying the radar SNR threshold on the average
secrecy rate for the passive and active RIS systems is depicted in
Fig. 6 for the same power budget. As clearly seen, the active RIS
exhibits an improved performance compared with the passive
case, which suffers a loss of about 26.8%, again due to the
“double fading effect”. Furthermore, the secrecy rate in the
passive case is generally constant regardless of the value of
vy, since constraint (15b) is always inactive when compared
to the power constraints (15c) and (15d). The constant behavior
of the secrecy rate in Fig. 6 can be explained as follows. We
first note that the radar SNR in (15b) is lower bounded by the
threshold ~,.. In addition, the power constraints in (15¢) and
(15d) limit the secrecy performance by setting upper bounds on
the transmission power. At a first glance, one might think that
the secrecy performance should improve with the increase in the
radar SNR threshold due to enhancing the ability of revealing the
existence of the eavesdropper and hence, disrupting their data
interception. However, increasing -, also implies more power
allocation in the transmit beamformers, as shown by (15b),
which would increase the probability of data interception at the
target, which, in turn, could lead to a significant deterioration
in secrecy rate. Hence, keeping the secrecy performance at a
fixed value with increasing v, seems to be the optimal solution
resulting from optimizing both ¢ and W, which would maintain
the target detection without sacrificing the secrecy performance.
It is noticeable that the passive RIS with v, < 1 dB provides a
1 bps/Hz rate improvement over the active-based system, since
constraint (15¢), HW||%, < P™ overrides the others, which
implies that in this case, SNR;,q < 1 dB and |¢| < 1.

In Fig. 7, we plot an example of the optimal transmit beam-
formers pattern gain versus the angular direction [—90°,90°]
obtained by evaluating I'(0, W) = af ())WWHa(0) for a
single Monte Carlo realization. It is well-known that the DoF
of the dual-transmit beamformers is determined by the rank of
the covariance matrix of W, Ry, which should be larger than
the number of users [42]. Numerically solving the optimization
problem using CVX for this simulation instance reveals that the
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rank of Ry is 5, which means that the DoF is 5 with optimal
secrecy performance. The proposed algorithm thus achieves 5
DoF for 4 communication users and one target (which is treated
as a virtual downlink user). Hence, the active and passive-based
ISAC systems both achieve a beamformer pattern, which meets
the constraints of both the communication and radar components
when M = 6 and K = 4. The passive RIS beam pattern has a
higher gain in the synthesized beam compared with the active
case though, which is quite expected due to the availability of
the total power budget P™** at the BS.

Finally, Fig. 8 depicts the behavior of the secrecy rate versus
the change in the RIS horizontal distance from the BS, see Fig. 2.
As the distance between the BS and RIS increases, the secrecy
performance decays. This can be attributed to the increase in
the large scale pathloss of the BS-RIS link when the RIS is
positioned away from the BS. Moreover, moving the RIS closer
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to the users might help in some information leakage towards the
malicious UAV, which leads to the secrecy rate decay. Choosing
an active RIS still provides a better secrecy rate than the passive
case though at the same power budget.

V. CONCLUSION

In this paper, optimum dual transmit beamformers, radar
receiver beamformers and reflection coefficients matrix of an
active RIS has been found in an active-RIS assisted MISO
ISAC for secure operation where a malicious UAV is trying to
intercept users’ data. Specifically, the secrecy rate of the system
was maximized by exploiting the potential of active RIS while
taking into account the detection performance of the ISAC radar
component and the total power budget. To solve this problem,
FP and MM have been adopted to develop an alternating op-
timization algorithm that can be easily solved using standard
convex optimization algorithms. Simulation results show the
effectiveness of the active RIS in enhancing the secrecy perfor-
mance compared to existing conventional techniques. Moreover,
the proposed system does not require designing any additional
artificial noise and also provides immunity against the “double
fading” effect, which improves both the sensing and commu-
nication functionalities. The results also show that the secrecy
performance of the active RIS can be achieved by the passive
ones but with a larger number of array elements especially if a
lower power budget is available.

APPENDIX A
SECRECY RATE OBJECTIVE AS A FUNCTION OF W
The first term of the objective function in (17) is given by

K
Ro= Y togs (14 s

=1 i=li*k

[ (2)wi >
By (@)w; P 402 |0, & +02 )
(36)
By exploiting FP [37], (36) can be converted to a polynomial
expression by introducing the auxiliary variables [yy, ..., V]
Hence, the Lagrangian dual expression of (36) is given by
K

K
Re= log (14+7) = >
k=1

k=1

(1 + ) [hyr i () W]
D) )
n @ + o
(37)

in which the optimization variable W is extracted out from the
log function. We observe that the third term in (37) is still in
fractional form, hence, we re-invoke FP and introduce additional
auxiliary variables [cy, ..., ck] to convert it into a polynomial
expression to yield

R. =

K
+Z K+M

2
k=13 2500 o (R) wi|” + 02

K K

K
S logy (1+7) = Yo =Y lewl (o — o [, )
k=1

k=1 k=1

€1
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K
+2) VT + R o (@) wi}
k=1

K K+M
= el D ek (@) wyl (38)
k=1 j=1,j#k

Assuming all the other variables are fixed, the auxiliary variables
are calculated by differentiating (38) with respect to v and ¢y,
and setting the result to zero yielding

by i (@) il

= ) 5 , (39)
SNk o (@) wi P + 02 [nf @[+ o2
V1 hy, . (@
o = + Yihpr i (@) Wi . . (40)
SIS o (@) wif + o2 [0l @ + 02

We observe that w; can be written in terms of W as w; =
II;w, where II; € CM*M(K+M) pofers to a permutation matrix,

which reconstructs w; from W. By defining &, B and by, ; as
follows

52 PCT VI +7hy () ..., 2¢/T+ Yok (9)

H
01xM(K+M)7MK} € CMUEFM)x1, (41)
B=[bi,... 7bK,K+M]T € CUHTMMEFM) (42)
by, 2 |ex| Tl e CMEFM=T (43)

one can write the sum rate of all legitimate devices as a function
of the DRC-BF as

K
Ro=c1+2> /T+%R{cihy i (B) wi}
k=1

K K+M
=S el D ek (@) wyl
k=1 j=1,j#k

— e+ R{aw) - B ’ (44)

Similarly, the data rate at the malicious UAV is given in
polynomial form as

R, = log, (1 +Yu) = Yu — |Cu|2

e @
&2
K+M

> hyu (@) wz} . @5)
i=1
wherein the auxiliary variables are similarly defined as

ZK+M |hbru (@ )Wz|2

+24/1 +7u§R{CZ

T e o2
vV 1 + Yu ZK+ILI hbr,u (q)) W (47)

of|[hf@ | + o2
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Defining a, as
H
2 [2033\/1 Fyahona (@) ..., 26 /T vahyra (@)] :
(43)
the achievable UAV rate of (45) is rewritten as
R, :52+%{auH\i’/}. (49)

By subtracting (49) from (44), the result in (18) can be obtained,
where

(50)
(D

E=¢&1 — &y,
a=4a—a,.
APPENDIX B
SECRECY RATE OBJECTIVE AS A FUNCTION ¢

Observing that hy, ,(®)wy = (th +hf, ®H,, . )w;, =
hfkwk + hf, diag{H, , w}, }¢, one can write the second term
in the result of Lemma 1 as

H
(20;“/1 + yrdiag {wk Hbr} h, k) 1)

k=1
K
+2Zc;\/1 + yehi o wi, (52)
k=1
while the third term becomes
) K K+M
[B%| =Y 1el? 3 nffows [
k=1 j=1
H

K K+M
+> 2R el D diag {w/H{L} by bl w; b | 6
k=1 7=1
K K+M
+3 " ¢"| len? > diag {wi'H{] } hy  hT, diag {H, . w;}|¢
k=1 J=1
(53)

Substituting (52) and (53) into (18) and arranging the result,
we obtain the total sum rate of legitimate devices as an explicit
function of ¢ as

Ro=e3+R{d"¢} —¢" (B+H k)0, (59
where
K
A =2 cp/1+diag {wi H{ }
k=1
K+M
- 22 el Z diag {w/ H{L} h, ;h{!, w;

KM
B= Z x| Z diag {WHH }hy, kh wdiag {Hy, .w; },

rk—Z|Ck| 2dlag{h }dlag{th}
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K K K
e3= Y log (14+%) =Y w— Y lalo?
k=1 k=1 k=1
K
+>° (2VT+ 3R {cibflw}
k=1
K+M
_|Ck|2 Z |h£,Iij’2 )
j=1

Similarly, the aggregated data rate at the UAV becomes

Ru = &4 — ‘Culzdg(ﬁHdiag {hft} diag {hr7t}’¢
K+M H
+ R 200/ T+ Y diag{w/H[l} h,, | ¢
i=1
= ey —¢"H, 10+ R {alp}, (55)
where
K+M
a, =2cy\/ 1+ 7, Z diag {leHg,} h, .,
i=1

E4 = 10g2 (1 + f)/u) - Yu — |Cu|2027
K+M

+R{2¢/T+7 Y hilwip,

i=1
H,; = |c,[*o2diag {h!,} diag {h,} .

Finally, substituting (54) and (55) into (18) yields the result in
(24), where

v =134 —a,, (56)

Q = B + ﬁr,k - ﬁr,h (57)

E=¢€3 — &4. (58)
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