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Abstract— Distributed energy resource management system 

(DERMS) is a supervision system managing distributed energy 

resources (DERs) in a distribution system. However, the 

centralized DERMS has a potential risk of a single point of 

failure posed by cyber-attacks (e.g., denial of service attacks and 

ransomware attacks). This will cause visibility and control losses 

of the DER system. In this paper, blockchain (BC) technology is 

leveraged to enhance the resilience of DERMS by recovering the 

operation of a DER system during the DERMS outage. The 

proposed BC system is a governance platform for the DER 

system proving security and resilient control services on behalf 

of the DERMS until the availability of the DERMS is recovered. 

The feasibility of the proposed BC-integrated DERMS system 

toward a resilient DER system is validated by using a cyber-

physical co-simulation testbed. 

Keywords—blockchain, co-simulation, cybersecurity, 

distributed energy resource (DER), distributed energy resources 

management system (DERMS) 

I. INTRODUCTION 

Current electric power grid is undergoing transition to the 
increasing penetration of distributed energy resources (DERs) 
such as photovoltaic (PV) system, energy storage systems 
(ESSs), wind turbine (WT) systems, electric vehicle (EV) and 
controllable loads in distribution systems [1]. Broadly 
dispersed DERs, with advanced communication and 
computing systems, are expected to improve the power grid 
resilience if these smart DER capabilities are secured and 
coordinated with remote power system management systems 
such as a DER management system (DERMS) [2] and a DER 
aggregator for managing small DER devices [3]. Moreover, 
IEEE 1547-2018 [4] mandates advanced DER functions for 
grid services such as voltage regulation and ride-through using 
the DERMSs and/or DER aggregators in an effort of 
standardization for interconnection of DERs to the grid.  

A DERMS is a mostly utility-owned command and control 
(C2) platform that remotely coordinates a group of DERs in a 
power distribution system by monitoring DER assets, 
forecasting, and optimizing operation of the DER system [5]-
[8]. Austin Energy’s Sustainable and Holistic Integration of 
Energy Storage and Solar Photovoltaics project [9] are 
examples of DERMSs operated by utilities. Typically, the 
DERMS is a central controller implemented in a utility server 
or cloud that receives real-time grid data from advanced 
metering infrastructure (AMI) (e.g., smart meters) and DER 
system data from DER smart inverters and then sends control 
commands to the DER inverters and controllable switches 

[10], [11]. However, the centralized DERM system is 
vulnerable to a single point of failure. Especially, cyberattacks 
targeting the centralized DERMS is a significant threat to the 
DER system and may lead to severe disturbance of DER-rich 
power grid as well [12], [13]. 

First cyberattack on U.S. grid (sPower) was reported on 
Mar. 5, 2019 [14]. A denial of service (DoS) attack disabled 
Cisco Adaptive Security Appliance (ASA) devices ringing 
power grid control systems in Utah, Wyoming and California. 
The grid operators were temporarily blinded to wind and solar 
DER sites totaling 500 Megawatts (i.e., SCADA visibility 
loss). This real incident using DOS attack shows the 
significance of securing grid control systems such as 
DERMSs. Furthermore, malware attacks such as ransomware 
attacks have recently targeted industrial control systems (ICS) 
and increased about 500% from 2018 to 2020 [15]. It is 
anticipated that more ransomware attackers will also target 
smart grids such as substations and DER systems [16]. The 
ransomware attacks encrypt the important files (i.e., denial-of-
resource) in a DERMS, leading to a loss of availability of the 
DER system. Only payment of the ransom of the infected 
systems can be recovered. Therefore, it is imminent to develop 
cyber-resilient DERMS mitigating cyber-attacks causing a 
single point of failure.    

Extensive studies have been done to address cybersecurity 
challenges in the DER systems. Overall, network-based 
security defense techniques [17]-[20] have been mostly 
proposed such as cryptography, public key infrastructure 
(PKI), moving target defense, and software-defined network 
(SDN) for a resilient DER network. Besides, real-time 
intrusion detection systems (IDSs, mostly false data injection 
attacks) have been widely studied using artificial intelligence 
and/or model-based methods [21]-[23]. In [23], a malicious 
DERMS controller that sends falsified control commands to 
DER inverters is detected by a de-centralized detection 
method using multivariate linear regression algorithm in DER 
inverters. Furthermore, attack resilience is considered for 
cyber, physical device, and utility layer security measures at 
multiple levels of DER for different attack classes to ensure 
that the grid can remain operational during an attack [24]. 
However, mitigating attacks causing a single point of failure 
of the DERMS has been less studied. 

Blockchain (BC) is a distributed ledger that maintains a 
continuously growing list of data records secured from 
tampering and revision by using cryptography, public key 
PKI, consensus, and access control technologies [25]. The 
emergence of blockchain technology incorporating smart 
contracts has been applied to DER systems or smart grids 
[26]-[32]. BC technology has been used for secure energy 
trading [26], [27], access control [28], secure supply chain 
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[29], man-in-the-middle (MitM) attack detection [30], DER 
firmware update [31], and inverter control [32]. In an effort of 
standardization, IEEE Blockchain Technical Committee 
suggested the basic framework and principles of IEEE 
Blockchain-enabled Transactive Energy (BCTE) for using BC 
technology in power and energy domains [33]. Therefore, it is 
expected that BC systems will be part of the modernized 
power grid by leveraging broader participation in the DER 
market, security, and resilience of power grid. However, the 
practical investigation of mitigating the threat of a single point 
of failure of the DERMS using BC technology has not been 
studied to the authors’ best knowledge. 

This paper introduces a potential vulnerability of a single 
point of failure of the centralized DERMS by cyber-attacks 
and proposes a BC-integrated resilient DERMS framework. A 
multichannel BC governance system is designed to build a 
cooperative security ecosystem in a multiple stakeholder-
involved DER system where DER devices are blockchain 
client nodes and participating multiparty are blockchain 
clients. Therefore, BC system enables to securely share DER 
system and grid data among clients and provides control 
commands to DER device when the DERMS is failed or 
compromised by cyber-attacks. The concept of the proposed 
BC-integrated resilient DERMS is validated by a case study 
of voltage recovery control during the DERMS outage caused 
by DOS attack using a cyber-physical co-simulation testbed 
built-in MATLAB/Simulink in a PC interfacing with a 
Hyperledger-Fabric BC platform implemented in a PC. 

II. CASE STUDIES OF CYBER-ATTACK TARGETING 

DERMS 

A. DERMS 

Fig. 1 shows an example of DERMS-to-DER 
communication architecture [34]. IEEE 2030.5 network 
protocol is applied for communications between the utility 
DERMS and DER systems through connections via DER 
facility controller, an aggregator, or direct connections. In the 
direct DER communications, either the smart inverter control 
unit (SMCU) or a separate gateway/control unit is the IEEE 

2030.5 client. The DER aggregator coordinates small DERs 
as an IEEE 2030.5 server and communicates with the DERMS 
as a client. The general roles of a DERMS are available in 
[35]. 

B. Two Cases of Cyber-Attacks 

Fig. 1 illustrates two attack cases that target the operational 
failure of a DERMS, consequently causing the significant loss 
of visibility and controllability of the DERs and potentially 
disrupting the local power grid: 1) (Distributed) DOS 
((D)DOS) attack and 2) ransomware attack. 

A DOS attack occurred at an electric utility on March 5, 
2019, which left grid operators temporarily blinded to 
generation sites including DERs for more than 10 hours [14]. 
Such a DOS attack is possible if an adversary finds the 
firewall(s) of a DERMS exposed online via specialized device 
IP and port search tools (e.g., Shodan). Then, the flood of fake 
requests disables the network devices of the DERMS (e.g., 
Cisco ASA that combines firewall, antivirus, intrusion 
prevention, and virtual private network (VPN) capabilities) 
using DOS attack tools (e.g., Slowloris). Moreover, DDOS 
will directly target the DERMS server with numerous bots.  
Recovery time of DOS may take several hours to a day [14]. 

The other potential threat is ransomware attacks. In April 
2022, three Germany-based wind-energy companies were 
targeted by the Conti ransomware group and then prompted to 
shut down remote-control systems for roughly 2,000 wind 
turbines for about a day [35]. A similar case might happen in 
DERMS. For example, a ransomware actor purchases a stolen 
credential from legitimate insiders, cybercrime partners, or 
third-party intrusion brokers as initial access to a DERMS 
server. Upon obtaining privileged access, the actor can 
establish a persistent backdoor platform in the server to upload 
ransomware and export sensitive data [16]. The adversary 
remotely encrypts the critical files for DERMS monitoring 
and control and then starts to demand a significant ransom 
payment to restore the locked/compromised DERMS. In 
addition, the exfiltrated data can be exploited to require a more 
ransom payment, threatening victim employees with an 

     

 
Fig. 1. Cases of cyber-attacks targeting a DERMS in a DER system. 



auction or release to the public through an email network. 
Recovery time from a ransomware attack is dependent on the 
time of DERMS operator pays a ransom. However, additional 
recovery time will be required to fully investigate the impacts 
of malware and data breach.   

III. PROPOSED METHOD 

This paper proposes a BC-integrated DERMS framework 
enabling to operate the DER system to continue to function 
correctly despite the failure of the DERMS caused by 
cyberattacks. This section introduces the concept of BC-based 
cooperative cyber-resilient ecosystem for multipart-involved 
DER systems, an overall recovery process, and the proposed 
smart-contract defined DERMS control.  

A. BC-Based Cooperative Cyber-Resilient Ecosystem 

Fig. 2 illustrates the concept of BC-based cooperative 
cyber-resilient ecosystem. For a multiparty environment, 
standardizing the mutual agreement procedure in BC will 
support multiple stakeholders moving toward a common set 
of effective cyber-resilient grid practices. The proposed BC-
based security governance platform will build a collaborative 
security ecosystem where multiparty can seamlessly handle 
the utility-, aggregator-, or vendor-identified incidents 
through effective notification, coordination, disclosure, and 
validation mechanism. In this way, the multiparty will have 
enhanced visibility into the methods, applications, and 
services to ensure integrity and authenticity of all security 
critical assets (e.g., software/firmware) provided by the 
vendors, thus providing a viable way to manage the evolving 
cyber risks on the DER systems. By participating the BC 
network, each party can share security responsibility for 
achieving security and grid resilience. Parties at the same 
channel can share and manage data sources in the channel. 
Off-chain is available to store their confidential data and 
publish hash of that data into the ledger. Therefore, data 
privacy will be improved in a shared platform. All governance 
functions are programmed in the form of smart contracts with 
mutual agreement of parties related to the functions. This 
paper assumes that the BC system already exists and focuses 

on the use of the control channel for recovering a DER system 
when a DERMS is out of service due to the cyber-attacks.  

B. BC-Integrated DERMS 

Fig. 3 shows the proposed BC-integrated DERMS 
controlled by DERMS smart contract and an overall recovery 
process of the malfunctioned DERMS by DOS or ransomware 
attacks. In the BC-integrated DERMS, the blockchain 
peers/nodes are used as a secure medium to deliver critical 
information among DER inverters through the distributed 
ledgers for secure and resilient control purpose as well as 
authorized stakeholders for better situational awareness. 
Connected to the blockchain nodes, DERs send their local 
measurements to the BC system such as voltage, current, and 
power and can access the shared DER data and control 
commands. Such monitoring and controlling DERs are 
managed by the DERMS control smart contract. 

Once an IDS detects the malfunctioned DERMS, the 
DERMS smart contract is activated. Based on the 
measurement data stored in the ledger and tertiary control 
requirement by the distribution system operator (DSO), 
DERMS smart contract generates control commands for the 
DER inverters acting as a virtual DERMS. The shared data 
and control commands written in the ledgers are then available 
to the DER inverters. Therefore, the BC network provides an 
alternative channel to the DER system on behalf of the 
DERMS, enabling cyber-resilient operations for the DER 
system such as adaptive frequency-watt control and volt-var 
control depending on the grid condition. The DERMS smart 
contract will be deactivated once the DERMS is recovered. 
Moreover, an incentive mechanism that provides credits to the 
peers will be activated, which, however, is not considered in 
this paper. 

C. Smart Contract-Defined DERMS Control  

As an example of smart contact-defined DERMS control, 
this paper shows a voltage restoration control at point-of-
coupling (PCC) of a DER system. The testing DER system in 
IEEE 13 Node Test Feeder circuit consists of multiple smart 

 

 

Fig. 2. Concept of blockchain-based cooperative cyber-resilient ecosystem for multiparty-involved DER systems. 



inverters, a swing bus, a wind WT, a PV, an ESS, loads and a 
DERMS implemented in a cloud server [34]. 

Owing to the page limit, this paper only shows the ESS 
inverter control (i.e., DER1) and the ESS-based voltage 
restoration. Fig. 4 illustrates the ESS inverter control model. 
The primary controller controls the voltage, current, active, 
and reactive power flow of the ESS inverter. A droop control 
is applied for primary control of the controller. Combination 
of active/reactive (P/Q) power calculation and droop control 
determines Iedq0,ref (= Ied,ref  and  Ieq,ref ) which can be expressed 
as follows:  
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where Peref and Qeref are the active and reactive power 
references, respectively; and Ved is the measured line voltage. 
Through the P/Q calculation and droop control, Peref and Qeref 
are computed as follows:  
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where 𝑃𝑟𝑒𝑓_𝐷𝐸𝑅1and 𝑄𝑟𝑒𝑓_𝐷𝐸𝑅1 are active and reactive power 

control commands from the BC-enabled DERMS, 
respectively; ∆Pedroop and ∆Qedroop denote the variations of P 
and Q, respectively; f0 and V0 are nominal frequency and 
voltage of the system; f and V are measured inverter output 

 

Fig. 3. Proposed blockchain-integrated DERMS controlled by DERMS Control Smart Contract and an overall recovery process of the malfunctional 

DERMS by DOS or ransomware attacks. 

   
 

Fig. 4. Detailed ESS control model in IEEE 13 node test feeder circuit. 

 

   
 

Fig. 5. A sample of smart contract (chain code written in Golang) for the 

DER system monitoring. 

 



frequency and voltage, respectively; and KeP and KeQ are 
droop coefficients. 

The DERMS smart contract consists of two parts: 1) 
Monitoring script that describes a rule of data collection and 
sharing between the blockchain network and DER inverters 
and authorized multiparty clients (e.g., DERMS operator and 
DER owners) and 2) Control script that is a logic statement for 
voltage recovery at PCC in the DER system managed by the 
DERMS. Monitoring script stores DER system data in the 
ledger including V_pcc, f_pcc, P_DERi, Q_DERi, V_DERi as 
shown in Fig. 3 (1 ≤ i ≤ n). Therefore, the DERMS operators 
still monitor the status of the DER system by reading the 
ledger data. Control script generates new 𝑃𝑟𝑒𝑓_𝐷𝐸𝑅1 and 

𝑄𝑟𝑒𝑓_𝐷𝐸𝑅1based on and stores them in the ledger. Then, each 

DER can read the updated reference values in the ledger 
(World State in Hyperledger Fabric). Fig. 5 shows the smart-
contract for BC-enabled DERMS in the blockchain network 
in Golang.  

IV. VALIDATION 

Fig. 6 shows the experimental setup to validate the concept 
of the proposed BC-integrated DERMS framework using two 
computers with an Intel® Core™ i5-2410M CPU @2.30GHz, 
64-bit OS as PC-1 where the physical DER system model [34] 
is implemented in MATLAB/Simulink and Intel® Core™ i5-
8250U CPU @3.4GHz, 64-bit OS as PC-2 for the BC server 
and the DERMS. The BC server is designed using 
Hyperledger-Fabric platform [37]. A MATLAB function 
block [32] is used to establish a network interface between the 
Simulink model and the BC/DERMS server using local Wi-
Fi. The system bus frequency is 60 Hz (i.e., f_pcc), and the 
nominal voltage is 4.16 kV (i.e., V_pcc). The rated power of 
WT, PV are 2 MVA and 1MW, respectively. The ESS 
capacity is 1 MWh, and the resistive, inductive, and capacitive 
loads are evenly connected to the other buses, where the real 
power demand of the distribution system is 3.5 MW; the 
reactive power demand of inductive loads is 2.102 MVAR; 
and the reactive power demand of capacitive loads is 0.7 
MVAR. The sampling times of the primary control and 
DERMS control are 50 ms and 1 s, respectively. 

Fig. 7 depicts a screenshot of the ledger data showing 
monitoring the status of the DER system. The monitoring data 
includes V_pcc, f_pcc, V_DERi, P_DERi, Q_DERi, V_DERi, 
P_DER4, Q_DER4, where i represents the number of DER (1 
≤ i ≤ 4). The integrity-guaranteed DER system data can be 
shared with authorized BC clients including a DERMS 
operator. Therefore, continuous situational awareness of the 

DER system is possible although the main DERMS lost 
visibility by the cyber-attacks.  

Fig. 8 shows a voltage recovery control by the smart 
contract defined DERMS control when an inductive load is 
significantly increased after 2 s. Fig 8(a) shows the voltage sag 
at PCC caused by increased inductive load after 2 s. The smart 
contract computes and stores Qref_DER1 in the ledger which 
is available to DER1 (i.e., ESS) around 3 s. Using the new 
Qref_DER1, DER1 recovers the voltage at PCC. Therefore, 
the PCC voltage returns to the original value. Fig 8(b) shows 
the measured reactive power from the DER1 (shown in blue) 
to recover the voltage at PCC which fully follows the 
reference set value (shown in red). However, the DER system 
will operate in unstable conditions or needs to be shut down if 
a conventional central DERMS is out of control by cyber-
attacks. It is obvious that by integrating the BC system, 
resiliency of the DERMS has been significantly improved.      

V. CONCLUSION 

 This paper introduces two attack scenarios targeting a 
single point of failure of conventional DERMS based on real-
world incident cases and threat modeling approaches. 
Furthermore, this paper briefly describes an overview of BC-
based governance model for DER systems. Finally, a BC-
integrated resilient DERMS framework has been proposed to 

  

 
Fig. 6. Experimental setup of co-simulation. 

 

 
 

Fig. 7. Screenshot of PCC voltage and frequency and DER device data 

in the blockchain ledger (World State). 

 
(a) 

 
 

(b) 
Fig. 8. Experimental results: (a) voltage waveform and (b) ESS control.  



mitigate the cyber-attacks targeting the DERMS by 
substituting the operation of a DER system during the 
DERMS outage. The proposed method is validated by a case 
study of voltage recovery at PCC using a cyber-physical co-
simulation testbed. Future works include: 1) designing a 
hardware-in-the-loop testbed, 2) adding more DERM control 
and intrusion detection logic in smart contracts and 3) finally 
developing the blockchain-based cooperative cyber-resilient 
ecosystem for multiparty-involved DER systems. 
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