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tion C; therefore, the user flow f ) isa noisy version
of the communication flow f(©)
Therefore, we have

H, : tic) = ti*) +d:*),sic) = si*),l <i<n
N N i C R
where f*) = {e{l*),e{;),. ..,e} is the flow of a user U’ #U

who is not a participant of communication C. Also, d\” is the
latency applied to the timing of the ith event. Note that ™M
message sizes do not change drastically in transit, and the
order of messages remains the same after transmission.
Detection Algorithm. The adversary counts the number of
event matches between the user flow f() and the communi-
cation flow f(©). We say that the zth communication event

e{c) matches some event e )in FO
. eic) and e;.U have close timing;: |t:C) - t;U)| < A;and
o ¢9and e;U) have close sizes: [s\“) — S;-U)| < T xs9.

where A and I" are thresholds values for the timing and sizes
of events. Note that even though the sizes of SIM messages do
not change in transmission, the event extraction algorithm
introduced earlier may impose size modifications, as network
jitter is able to divide/merge event bursts (i.e., a burst can be
divided into two bursts due to network jitter or two bursts
can be combined due to the small bandwidth of the user). It
should also be noted that defining closeness of event sizes as a
ratio of the size of the event rather than using a fixed-size
threshold improves the performance of the detector.

Finally, the adversary calculates the ratio of the matched
events within a flow as r = k/n, where k is number of
matched events and n is the total number of events in the
flow of target communication. The detector Hdecides the

hypothesis by comparing to a threshold: r = £ 21 n where 7
is the detection threshold. Hy
Analytical Bounds. We first derive an upper-bound on the

probability of false positive (Pgp), i.e., the probability that
H, is detected when Hj is true (Type I error). Let py be the
probability that a message with size s\ and time ¢
matches an event in fU) when Hj is true, i.e., there exists
Dnly one message whose time tf? ") satisfies t(c) < t( Y <

( + A and has the same size label as S{C) Frem our ebser-
vatlons, = 0.002. This Type I error occurs if more than 7 -
n events in f(©) match fU), when H, is true. This is equiva-
lent to the case that less than n — 5 - n events in f(©) do not
match f) when H is true. Consequently

Pep =P(k>nn| Hy) = P(n — k< n—nn|H),
=F(”_7m§n:1_Pﬂ):

1— —n+nngn —T
< —H) 1 (1

1-m !

where F(r;m, p) = P(X < r) is the cumulative density func-
tion of a Binomial distribution with parameters m, p, and
the last step follows from the following inequality which is
tight when p is close to zero [7]

F(r;m,p) < ( /p) (ﬂ)k_m. @)

1-p

Next, we upper-bound the probability of false negatives
(Ppy), ie., the probability that Hj is detected when H, is
true, which occurs when less than k messages of f(©) match
fU. Let p be the probability of the case that an event of
f©) matches f(¥) when H; is true (Type I error).

Even though we mentioned earlier in this section that
when H; is true, a delayed version of each event of f(V)
appears in f(©), the bandwidth of the target user can affect
the burst extraction process. As explained earlier in this sec-
tion, we merge bursts of packets for messages whose IMD is
less than .. Hence, suppose that the time it takes for the
user to send a message is large enough to make the IMD
between the current message and the next one less than ..
Therefore, these two consecutive messages are combined in
one burst. Table 3 shows the value of p; observed from our
data for different bandwidths. Since the bandwidth of our
experiments is IMbps, p1 = 0.921.

Note that Type II error occurs when less than » - n mes-
sages of f(©) match f() when H, is true. Therefore

Pen = P(k < nn|H1) = F(nn;n, p1)
—nn 1— nn—n
NONE
1 L—p
where the last step follows from (2).

5.2 Shape-Based Detector

We design a second detector called the shape-based detector.
This detector links users to SIM communications by corre-
lating the shape of their network traffic, where traffic shape
refers to the vector of packet lengths over time. Fig. 9 illus-
trates the four stages of the shape-based detector.

Event Extraction. The first stage of the shape-based detec-
tor is to extract SIM events from network traffic, which is
performed similar to what was described earlier for the
event-based detector. As described in the following, we do
this in a way that accounts for the different bandwidths of
the users being correlated.

Normalizing Traffic Shapes. The shape-based detector con-
verts the extracted events into normalized traffic shapes by

lacing each event with a traffic bar. The reason for doing
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Fig. 9. Shape-based detector.

so is that the shape of an IM event (e.g., the corresponding
packet burst) is a function of user network bandwidths; our
traffic normalization removes the impact of user band-
width, and therefore the adversary can correlate traffic
shapes with no knowledge of the underlying users’
bandwidths.

To perform this normalization, we replace each event
(i.e., each burst) with a traffic bar whose width is 2 x ¢,,
where t. is the threshold used during event extraction as
discussed in section 5.1. We choose this value to reduce the
chances of overlaps between consecutive bars. To capture
the sizes of events in traffic normalization, the height of
each bar is chosen such that the area under the bar is equal
to the size of the event. Our shape normalization also
reduces correlation noise by removing small traffic packets
that are not part of any SIM events.

To form the new normalized shape of traffic, we divide
each bar into smaller bins of width ¢, the value of which is
discussed in Section 6.1, and with a height equal to the
height of the corresponding bar. Therefore each bar consists
of a number of bins of equal width and height. Furthermore,
we put bins with the same width ¢, and height 0 between
these bars. By doing so, after the traffic normalization, the
new shape of traffic will be a vector of heights of bins over
time.

Correlating Normalized Traffic Shapes. Our shape-based
detector correlates the normalized shapes of two traffic
streams of target communication C and user U to decide if
they are associated. Suppose that b©) = {b) 57, ... NSy
and b = {b{lm,b{f),...,bg)} are the respective vectors of
heights of bins associated with the target communication
and user being tested, where n¢ and ny are the number of
events in target communication and user flows, respec-
tively. We use the following normalized correlation metric

n OB
1=. T T (4)
T () + X 6

corr = 2 x

where n =min(ne,ny). Note that corr returns a value
between 0 and 1, which shows the similarity of the two traf-
fic shapes (1 shows the highest similarity). Finally, the
detector makes its decision by comparing corr to a thresh-

1
old, corr 2 n, where nis the detection threshold.
Hy

6 ATTACK EXPERIMENTS

6.1 General Setup

We design our experimental setup to perform our attacks in
the setting of Fig. 1, and based on the threat model of Sec-
tion 3. We use two SIM dlients using different SIM accounts
(e.g., Telegram accounts) that are running IM software on
two separate machines. One of these IM clients is run by the

adversary, and the other one represents the target client.
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For Telegram, due to the large number of public channels
available, we use the first type of ground truth in Fig. 1
(adversary joins the target channel as a reading-only mem-
ber). The adversary client joins target channel C, (e.g., a
public political Telegram channel) and records the metadata
of all the SIM communications of C, i.e., the timing and sizes
of all messages sent on that channel. The target client may or
may not be a member/admin of the target channel C.

Other than Telegram, the other SIM services do not have
public communications (group chats or channels). For those
SIM services, we focus on one-on-one communication and
use the third type of ground truth in Fig. 1 where adversary
sends messages to the target in a one-on-one chat. In this
scenario, the adversary chooses the content of the messages
she sends to the target client, including the timing and sizes.
She can also record the timing and sizes of the messages she
receives from the target client.

Unlike public communications (e.g., channels in Tele-
gram), one-on-one communications in these SIM services
are private. Therefore, we had to generate the content of
communications, and have the adversary’s client send them
to her target. To generate the content of the messages, we
generate random content that matches the size and fre-
quency statistics of the five main message types collected
from Telegram, shown in Table 2. As stated in [54], to gener-
ate the IMDs, we used the Pareto Type I distribution with
scale and shape parameters of 5000 millisecond and 0.93
respectively. The result was a total of 267 hours of one-on-
one communication traces which included a total of 25367
messages, 17948 of which are media (non-text) messages.
When sending the messages, we record the timestamp and
at the same time, we capture the network traffic of the
target’s machine using tcpdump. It is not necessary to send
messages in the other direction (from target’s client to the
adversary) since as a result of symmetry, we could assume
that message was sent from the adversary to the target and
it would have the same timestamp, size, and network traffic
pattern.

Generating Traffic. With all of the studied SIM services,
the adversary is not able to see the contents of the target cli-
ent's communications by intercepting her traffic (due to
encryption), however she can capture the encrypted traffic
of the target client. The adversary then uses the detection
algorithms introduced in Section 5 to decide if the target
user is associated with the target communication C. In a
real-world setting, the adversary will possibly have multi-
ple target communications, and will monitor a large num-
ber of suspected clients.

WhatsApp. The two clients were running on separate vir-
tual machines running Ubuntu 18.04. We use Selenium [84]
to connect to WhatsApp’s web application and send 100
hours of generated one-on-one traces. This results in a more
realistic packet capture as the target’s client would have to
click to download media messages upon arrival while sub-
sequent messages are arriving,.

Signal. The two clients run on separate virtual machines
running Ubuntu 20.04. We use temporary phone numbers
to create Signal accounts. Then on both machines, we use
version 0.8.4.1 of signal-cli [88], an open source command
line and dbus interface for the Signal messenger to write a

thon program for the adversary’s machine to send all of
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Fig. 10. Comparing the analytical upper bounds of the event-based
detector with empirical results (for 15 minutes of Telegram traffic).

the generated one-on-one traces and a separate Python pro-
gram on the target’s machine to receive those messages.
Our target's client starts downloading media messages
while subsequent messages are arriving.

Wire. Wire provides the following messaging solutions:
Wire Personal, Wire for Free, Wire for Enterprise, and Wire
for Governments. In this work we use Wire for Free to per-
form our experiments. In the rest of the paper we refer to
Wire Personal as Wire. Wire offers two types of messaging:
one-on-one and group communications. We use different e-
mail addresses to create Wire accounts for these experiments.
We use Selenium to connect to Wire's web application [111]
to automate sending all of the generated one-on-one traces.
When sending photos on Wire’s web application, instead of
using Wire's option to send compressed photos, we send
them as files. Because otherwise, the order by which the
media is downloaded on the target’s client would be different
from the order of the arrived messages, which would be as a
result of Wire automatically downloading photos (not files) as
they arrive. At the time of the experiments, there was no
option to turn off this function.

Wickr. Based on different customer needs, Wickr has devel-
oped several secure messaging apps: Wickr Me, Wickr Pro,
and Wickr Enterprise. In this work we use Wickr Pro to per-
form the experiments. Note that in the rest of the paper we
refer to Wickr Pro as just Wickr. Wickr offers two types of
group communications: regular group communication and
secure room communication. A room is a private group. The
main difference between group communication and a room is
that in a room there is a subset of participants called the
administrators who can add new participants to the room or
remove any participants from the room. In a group communi-
cation, only participants may remove themselves. We use the
Wickr IO Integration Gateway to automate the process of the
experiments. We use the Wickr I0 Docker Container [109] to
set up the Web Interface REST API integration enabling the
communication with Wickr client using Python.

Parameter Selection. We choose burst detection thresh-
old as te=0.5s based on the empirical distribution of
network jitter. Also, we set t, of the shape-based detector
to 0.01s, as it leaves enough separation between two con-
secutive IM messages. Note that the optimum values of
A and T in the event-based algorithm are different for
each SIM experiment.

Ethics. We performed our inference attacks only over

ublic IM channels or one-to-one communications between
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Fig. 11. The performance of the event-based detector on Signal traffic
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Fig. 12. Performance of the event-based detector on different SIMs (15
mins of observed traffic).

our own accounts; therefore, we did not capture any private
IM communications. Also, we performed our attacks only
on our own IM clients, but no real-world IM clients. There-
fore, our experiments did not compromise the privacy of
any real-world IM members or admins.

Synchronization. As the adversary’s clock may be skewed
across her vantage points, our adversary uses a simple slid-
ing window to mitigate this: for the first 10 seconds of traf-
fic, the adversary slides the two flows being compared with
0.5 second steps, and uses the maximum correlation value.

6.2 Experiments in Normal Network Conditions
We experiment our attacks for each SIM (fully complying
with the ethical considerations of Section 6.1).

Event-Based Detector. Fig. 11 shows the ROC curve of the
event-based algorithm using Signal traffic data for 4 differ-
ent observation lengths. We can see that, as expected, longer
traffic observations improve the accuracy of the detector. For
instance, the event-based detector offers a TP = (.58 and
FP = 5.4 x 10~® with 3 min observation, while 30 mins of
observation increases the TP to close to TP = 0.98. To calcu-
late FP, we pair each flow of messages with traces of every
other flow and feed it to the algorithm to see if it detects any
matches. In practice, an adversary can deploy the attack with
hierarchical observation intervals to optimize accuracy and com-
putation. For instance, the adversary can monitor a mass of
IM users for 15 mins of observation; then the adversary will
monitor only the clients detected with 3 mins observations
for longer time periods, e.g., 30 mins, to improve the overall
FP performance while keeping computations low.

Furthermore, Fig. 12 compares the performance of the
event-based detector on our target SIMs. As can be seen,
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Fig. 13. Comparing event-based and shape-based detectors on Signal
traffic.

with Signal and Wire, the detector has a worse performance
compared to other SIMs. It appears that they apply obfusca-
tion algorithms on their traffic flows. However, we could
not find any official documentation about their obfuscation
techniques.

Shape-Based Detector. We also experiment our shape-
based detector on each SIM. Fig. 13 compares the perfor-
mance of the event-based and shape-based detectors on
Wickr traffic for 3 mins and 15 mins of observed traffic.

As can be seen, the shape-based detector outperforms the
event-based detector for smaller values of false positive rates. For
instance, for a target true positive rate of 0.8, the shape-
based detector offers a false positive of 1.5 x 10~* compared
to 4 x 10% of the event-based detector (with 15 mins of
observation). The reason for this performance gap is the
impact of event extraction noise on the event-based detec-
tor. Such noise has smaller impact on the shape-based detec-
tor as it correlates the shape of traffic flows. For higher false
positive rates, the performance is opposite and the event-
based detector has more true positive rate than the shape-
based detector.

Note that for our event-based detector in Fig. 13, for short
traffic observations (e.g., 3 mins) we cannot observe small
FPs in our ROC curve. This is because the event-based cor-
relation uses the number of matched events, which is very
coarse-grained due to the limited number of events in short
(e.g., 3 minutes) intervals. We use our analytical upper-
bounds (derived in (1) and (3)) to estimate the performance
trend for smaller false positive values for Telegram traffic in
Fig. 10.

In terms of the performance time, our event-based detector
is two orders of magnitude faster than the shape-based detector.
Table 4 compares the number of CPU cycles each of the two
detectors take to calculate the correlation of a pair of 900 sec-
ond Signal flows, as well as the correlation times of the two
detectors. The main reason for this difference is that the
event-based correlator uses the discrete time-series of event
metadata for its correlation, while the shape-based detector
uses traffic histograms over time.

6.3 Experiments in Poor Network Conditions

To evaluate the effect of the bandwidth of the target’s device
on the performance of the event-based detector, we col-
lected traffic for each SIM with the target device’s band-
width limited to 1Mbps, 5Mbps, and in some cases 10Mbps.
We used Wondershaper [112] to limit the bandwidth on
target’'s VM. We then tuned the parameters of the event-
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TABLE 4
The Attack Performances for One Correlation
Method # of CPU cycles One correlation time
Shape-based 34 431709 34431.70 ms
Event-based 123962 123.96 ms
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Fig. 14. Performance of the event-based detector on Signal and Wire
SIMs with different bandwidth limits (15 mins of observed traffic).

based detector to better detect events of the traffic of the cli-
ent with limited bandwidth.

Fig. 14 shows the performance of the event-based detec-
tor on Signal and Wire when the bandwidth of the target
user is limited to 10 Mbps and 5 Mbps compared to when
there is no imposed limits. As expected, lower bandwidth
corresponds with lower performance of the detector on
both SIMs. With smaller bandwidths, there are more over-
laps between events which causes more errors in the event
extraction process. A similar pattern existed in our experi-
ments for Wickr, Telegram, and WhatsApp. When we limit
the bandwidth to 1Mbps, the performance drops signifi-
cantly making the detector ineffective. This is expected as
the the SIMs become almost unusable with a IMbps band-
width when sending media messages.

6.4 Experiments to Evaluate the Effect of
Adversary’s Location

We also evaluate the performance of our event-based algo-
rithm while tunneling adversary’s traffic through VPNs in
different locations. This is to evaluate the effect of
adversary’s location with respect to its target. We tunnel the
traffic through VPNs in three locations: Japan, South Africa,
and Turkey. In setups where VPN is used, either a Tor-
Gurad VPN client [99] or a NordVPN client [66] is installed
on the sender (adversary) virtual machine and the VPN has
been connected prior to sending messages. Fig. 15 shows
the performance of the event-based detector while observ-
ing 15 minutes of Signal’s traffic as adversary’s traffic is tun-
neled through a VPN server in different locations. We
believe the poor performance of the event-based detector
when traffic was tunneled through the VPN server in South
Africa is due to the very low bandwidth of the connection
through that VPN server (close to IMbps). As can be seen,
tunneling the traffic through VPN affects the performance
of the detector to some degree but does not make it ineffec-
tive as VPNs do not obfuscate the traffic patterns of SIMs.
VPNs however, add a delay to adversary’s traffic. This indi-

cates that when directly sending messages to its target, the
plore. Restrictions apply.
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Fig. 15. Performance of the event-based detector on Signal when tunnel-
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location of the adversary has some effect on the perfor-
mance of the event-based detector. Fig. 16 shows the perfor-
mance of the event-based detector while observing the
traffic of different SIM applications for 15 minutes as
adversary’s traffic is tunneled through a VPN server located
in Japan. Comparing this figure with Fig. 12 shows how the
location of the adversary has some effect on the perfor-
mance of the event-based algorithm while the algorithm still
has its lowest performance on Signal.

6.5 Comparison With Deep Learning Techniques
As mentioned earlier in Section 3.4, the recent work of
DeepCorr [63] uses deep learning classifiers to perform flow
correlation attacks on Tor. They demonstrate that deep
learning classifiers outperform statistical correlation techni-
ques, like the ones we used in our work, in correlating Tor
connections. In this section, we compare our IM classifiers
with deep learning classifiers. As we show in the following,
when the SIM service has not deployed effective obfusca-
tion, our statistical classifiers outperform deep-learning-based
classifiers, especially for shorter flow observations. Intui-
tively, this is due to the sparsity of events in typical IM com-
munications, as well as the stationary nature of noise in
unobfuscated IM communications in contrast to the sce-
nario of Tor. Note that this fully complies with Nasr et al.
[63]'s observation that DeepCorr only outperforms statisti-
cal classifiers in non-stationary noisy conditions, where sta-
tistical traffic models become inaccurate.

For fair comparisons, we obtain the original code of
DeepCorr [63], and adjust it to the specific setting of IM traf-

fic. Specifically, we divide the timing of each flow to equal
Authonzed licensed use limited to: University of
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Fig. 17. Comparing our event-based detector with a DeepCorr-based
classifier, for 3 and 15 mins of observed Wickr traffic.
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Fig. 18. Comparing our event-based detector with a DeepCorr-based
classifier, for 3 and 15 mins of observed Signal traffic.

periods of length 1 second, and in each period we assign
values of {0, 1} to that period. We set the value of a period 1
if there is a burst of packets in that period, and 0 if there is
no burst of packets. As an example, if we use 15 minutes of
traffic flows for correlation, our feature dimension is a 900-
length vector with values of 0, 1.

We design a DeepCorr model for each SIM using its col-
lected data. Figs. 17 and 18 show the ROC curves of our
event-based detector compared with our deep-learning-
based detector, using 3 and 15 minutes of Wickr and Signal
traffic, respectively. As we can see, in case of Wickr, our
event-based technique outperforms the deep-learning-
based classifier for smaller false positive rates. For instance,
for a false positive rate of 10~ when using 15 minutes of
traffic, our event-based detector achieves a 98% accuracy
compared to 95% of the DeepCorr-based technique. We see
that the performance advantage of our event-based detector
significantly increases for shorter flow observations, e.g.,
when 3 minutes of traffic is used for detection, our classifier
provides 93% accuracy compared to 62% of the DeepCorr-
based classifier (for the a false positive rate of 107%).

On the other hand, for Signal, when 3 minutes of trafficis
used for detection, DeepCorr provides a FP rate of 1.9 x
10~* compared to 5.4 x 107% of our classifier (for the TP
rates of 60% and 58% respectively). With 15 minutes of Sig-
nal traffic, DeepCorr provides a TP rate of 99% compared to
95% of our classifier (for a FP rate of 1.4 x 1072). In contrast
with Wickr, on Signal, the deep-learning-based technique is
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Fig. 19. The impact of various countermeasures on the performance of
the event-based detector using different circumvention systems (15
minutes of observed Telegram traffic).

performing better than the event-based detector. We believe
this is because it can capture the noise in the traffic caused
by the Signal obfuscation mechanisms as mentioned in
Section 6.2.

Furthermore, we train a DeepCorr model on the aggre-
gated data of all SIMs. We then test this aggregated model
on the test data of each SIM. Fig. 22 compares the perfor-
mance of the aggregated model with individual models
trained on Wickr, Wire, and Signal traffics. We see that the
aggregated model has a similar performance compared to
the models trained on each dataset separately.

Temporal Constraints. According to [63], DeepCorr learns
the generic features of noise in Tor, regardless of the specific
circuits and end-hosts during the training process. There-
fore, there could be a need to re-train the DeepCorr model
trained on SIM traffic if the generic features of noise of a
SIM application change. Examples of such a change can be
if a SIM starts to use a new encoding or a new compression
algorithm for their text or media message. We believe this
type of change to be infrequent.

7 COUNTERMEASURES

We deploy and evaluate possible countermeasures against
our presented attacks. Intuitively, our attacks work because
in-the-wild SIM services do not obfuscate traffic patterns
enough. Therefore, we investigate various traffic obfusca-
tion mechanisms as countermeasures against our traffic
analysis-based attacks.

Note that obfuscation-based countermeasures have been
studied against other kinds of traffic analysis attacks over-
viewed in Section 3.4. There are several key ideas used in
existing countermeasures: (1) tunneling traffic through an
overlay system that perturbs its patterns [57], [68], e.g., Tor,
(2) adding background traffic (also called decoy) that is
mixed with the target traffic [30], [56], [72], [103], [115], (3)
padding traffic events (e.g., packets) [18], [19], [30], [48],
[102], and (4) delaying traffic events [18], [19], [30], [102],
[103]. In the following, we investigate various countermea-
sure techniques inspired by these standard approaches.

7.1 Tunneling Through Circumvention Systems
With/Without Background Traffic

As the first countermeasure, we tunnel SIM traffic through

standard circumvention systems, in particular VPN and Tor

Eluggable transports [98]. We use the same exgeerimental
uthonzed licensed use limited to: University of Massachusetts Am

rst. Downloaded on September 11,2023 at 18:05:52 UTC from |

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 20, NO. 5, SEPTEMBER/OCTOBER 2023

1.0 - . —
008 r ’
et Yy
g1
2087 4
= Y
n
o S
o047 %
o I
=4 4
= s
0214
"/ & Mo delay
_/ 1ih = 0,085
0.0 #8—— & =008

10~ 1071 107
False Positive Rate

Fig. 20. Randomly delaying events by an SIM server acts as an effective
countermeasure to our attacks. 1 is the mean of the added delay in
seconds (15 minutes of observed Wire traffic).

setup as before and connect to 300 Telegram channels. For
each circumvention system, we perform the experiments
with and without any background traffic. In the experi-
ments with background traffic, the VM running the SIM
software also makes HTTP connections using Selenium.
The background HTTP webpages are picked randomly
from the top 50,000 Alexa websites. To amplify the impact
of the background traffic, the time between every two con-
secutive HTTP GETs is taken from the empirical distribu-
tion of Telegram IMDs, therefore producing a noise pattern
similar to actual SIM channels.

We observe that our event-based attack performs stronger
against our countermeasures. Therefore, we only present the
countermeasure results against the event-based detector.
Fig. 19 shows the ROC curve of the event-based detector
using various circumvention systems and in different set-
tings. Our Tor experiments are done once with regular Tor,
and once using the obfs4 [68] transport with the IAT mode
of 1, which obfuscates traffic patterns.

We see that using regular Tor (with no additional obfusca-
tion) as well as using VPN does not significantly counter our
attacks, e.g., we get a TP of 85% and a FP of 5 x 107 when
tunneling through these services (using 15 mins of traffic).
However, adding background traffic when tunneled through
Tor and VPN reduces the accuracy of the attack, but we get
the best countermeasure performance using Tor's obfs4
obfuscator.

Note that tunneling through a generic circumvention sys-
tem like Tor is not the most attractive countermeasure to the
users due to the poor connection performance of such
systems.

7.2 IMProxy: An Obfuscation Proxy Designed for IM

Services

Wedesign a proxy-based obfuscation system, called IMProxy,
built specifically for IM communications. IMProxy com-
bines two obfuscation techniques: changing the timing of
events (by adding delays), and changing the sizes of events
through adding dummy traffic. An IM client has the ability
to enable each of these countermeasures, and specify the
amplitude of obfuscation to make her desired tradeoff
between performance and resilience. IMProxy does not
require any cooperation from IM providers, and can be used to
obfuscate any IM service.

Components of IMProxy. Fig. 23 shows the design of

IMProxy. For a client to use IMProxy, she needs to install a
E Xplore. Restrictions apply.
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Fig. 21. Padding IM events by the SIM server (or client) can act as an
effective countermeasure against our attacks. (15 minutes of observed
Telegram traffic).

local proxy software. local proxy runs a SOCKS5 proxy lis-
tening on a local port. The client will need to change the set-
ting of her IM software (e.g., Telegram software) to use this
local port for proxying or use a proxy that can filter out IM
software packets.

A second component of IMProxy is remote proxy, which
is a SOCKSS5 proxy residing outside of the surveillance area.
The client needs to enter the (IP, port) information of this
remote proxy in the settings of her local proxy software.
Note that, in practice, remote proxy can be either run by the
client herself (e.g., as an AWS instance), or can be run by the
IM provider or trusted entities (similar to the MTProto prox-
ies run for Telegram users [61]).

How IMProxy Works. Once an IM client sets up her sys-
tem to use IMProxy as above, her IM traffic to/from the IM
servers will go through proxy servers of IMProxy, as shown
in Fig. 23. The IM traffic of the client will be handled by local
proxy and remote proxy, which obfuscate traffic through
padding and delaying.

As shown in the figure, IMProxy acts differently on
upstream and downstream IM traffic. For upstream SIM
communications (e.g., messages sent by an admin), local
proxy adds padding to the traffic by injecting dummy pack-
ets and events at certain times. First, some dummy packets
are injected close to the events in order to change their sizes.
The size of padding for each event is chosen randomly, fol-
lowing a uniform distribution in [0, r'paddingl, Where rpadding is
a parameter adjusted by each user. Second, some dummy
events (burst of packets) are injected during the silence
intervals; this is done randomly: during each 1 second
silence interval, an event is injected with a probability
Ppadding: Where Ppdding 18 also adjusted by each individual
user. The size of dummy events is drawn from the empirical
distribution of the sizes of image messages, as presented
earlier. Finally, the dummy packets are removed by remote
proxy before getting forwarded to the IM server. Note that
all traffic between local proxy and remote proxy is
encrypted so the adversary can not identify the dummy
packets.

For downstream SIM communications (e.g., messages
received by a member), remote proxy adds dummy packets,
as above, which are then dropped by local proxy before
being released to the client's IM software. In addition to
padding, remote proxy delays the packets in the down-
stream traffic. In our implementation, remote proxy uses an
Exponential Distribution with rate A to generate random
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Fig. 23. Design of our IMProxy countermeasure.

delays (which is based on our delay model in Fig. 5). Note
that no delay is applied on upstream traffic, as the delay
will transit to the corresponding downstream traffic. Also,
note that each client can control the intensity of padding by
adjusting the ppoqding and rpadaing parameters, and control the
amplitude of delays by adjusting A.

To implement the delaying of packets, we used the Net-
FilterQueue and scapy modules in Python. To evaluate the
effects of addition and removal of dummy packets and pad-
ding, we run a simulation using traffic collected without the
use of IMProxy.

Evaluation Against Oblivious Adversary. We first evaluate
our IMProxy implementation against an adversary who is
not aware of how IMProxy works (or its existence). To do
so, we evaluate IMProxy against our event-based detector.

Fig. 20 shows the ROC curve of the event-based detector
for different values of \. Note that ; defines the average
amount of delay added to the packets. As we can see,
increasing the added delay (by reducing M) reduces the perfor-
mance of our attack, as it causes to missalign events across the
monitored flows. For instance, a ;= 0.05s reduces the
adversary’s TP from 90% to 2% (for a constant 18 x 10~*
false positive).

Fig. 21 shows the ROC curves for the simulation of the
event-based detector with different rp.44ing and ppidding =
10~%. Note that a ppedding = 107 causes a 7% average traffic
overhead. As expected, increasing 1 pdging reduces the perfor-
mance of our attack; even a rpqddimg as small of 10% and 7%
of dummy events can have a noticeable impact on counter-
ing the traffic analysis attacks, i.e., for a 1073 false positive
rate, the detection accuracy is reduced from 93% to 62%.
Increasing rpadding to 50% will further reduce detection
accuracy to 56%.

Authorized licensed use limited to: University of Massachusetts Amherst. Downloaded on September 11,2023 at 18:05:52 UTC from |EEE Xplore. Restrictions apply.
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Fig. 24. Evaluating IMProxy against an IMProxy-aware classifier (trained
using DeepCorr).

Evaluation Against IMProxy-Aware Adversary. Next, we
evaluate IMProxy against an adversary who is aware that
target users are deploying IMProxy and also knows the
details of IMProxy. Our adversary trains a DeepCorr-based
classifier on IM traffic obfuscated using IMProxy (note that
our statistical detectors will suffer for such an adversary
due to the randomness of IMProxy’s obfuscation).

Fig. 24 shows the performance of this DeepCorr-based
classifier against IMProxy-obfuscated connections on Tele-
gram (each flow is 15 mins). We use 7pg4ging = 0.1 and evalu-
ate the performance for different values of pydging. As can
be seen, IMProxy is highly effective even against an IMProxy-
aware classifier, demonstrating IMProxy’s efficiency in
manipulating IM traffic patterns. For instance, for a false
positive rate of 10~?, the IMProxy-aware classifier provides
true positive rates of 25% and 15% (for average obfuscation
delays of 0.5 and 1), which is significantly weaker compared
to 93% of the event-based detector when IMProxy is not
deployed. As we can see, delaying provides better protec-
tion than padding; however, we expect that most users will
prefer padding over delays due to the latency-sensitive
nature of IM communications.

Note that each user tradeoffs between privacy protection
and overhead by adjusting the countermeasure parameters.
Ideally, the countermeasure software can ask the user her
tolerable padding/delay overhead (or her target FP/FN for
the adversary), and then will choose the best countermea-
sure parameters for the user. For instance, based on Fig. 24,
assuming that a real-world adversary can tolerate a FP of
1073, if the user states that she intends to keep the
adversary’s TP below 0.3, the countermeasure software
delays packets with an average of 1s.

8 CONCLUSION

In this paper, we showed how popular IM applications leak
sensitive information about their clients to adversaries who
merely monitor encrypted traffic. Specifically, we devised
traffic analysis attacks that enable an adversary to identify
the administrators and members of target IM channels
with practically high accuracies. We demonstrated the
practicality of our attacks through extensive experiments
on 5 real-world IM systems. We believe that our study

resents a significant, real-world threat to the users of such
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services given the escalating attempts by oppressive gov-
ernments in cracking down on social media.

We also investigated the use of standard countermeasures
against our attacks and demonstrated their practical feasibility
at the cost of communication overhead and increased M
latency. We designed and implemented an open-source, pub-
licly available countermeasure system, IMProxy, which works
for major IM services with no need to support from the IM pro-
viders. While IMProxy may be used as an ad hoc, short-term
countermeasure by IM users, we believe that to achieve the
best usability and user adoption, effective countermeasures
should be deployed by IM providers (i.e., through integrating
traffic obfuscation techniques into their software). We hope
that our study will urge IM providers to take action.
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