














�s�t �a�t�i �s�t�i �c �a�l � �m �e�t �r�i �c �s�,� �s �u �c �h� �a �s � �m �u�t �u �a�l� �i �n�f �o�r �m �a�t�i �o �n� �[ �2 �3�]�,� �[ �1 �1 �9�]�,
�P �e �a�r �s �o �n� �c �o�r �r �e�l �a�t�i �o �n� �[ �5 �2�]�,� �[ �8 �5�]�, � �C �o �s�i �n �e� �S�i �m�i�l �a�r�i�t �y� �[ �4 �2�]�,� �[ �6 �4�]�,
�a �n �d� �t �h �e� �S �p �e �a�r �m �a �n � �C �o�r �r �e�l �a�t�i �o �n� �[ �9 �3�]�,� �t �o� �l�i �n �k� �n �e�t �w �o�r �k � û� �o �w �s� �b �y
�c �o�r �r �e�l �a�t�i �n �g� �t �h �e�i �r� �v �e �c�t �o�r �s� �o�f � �p �a �c �k �e�t� �t�i �m�i �n �g� �a �n �d� �s�i �z �e �s�. � �W �e� �u �s �e
�h �y �p �o�t �h�e�s�i �s� �t �e�s�t�i �n �g�[ �7 �4�]�,�2�s�i �m�i�l �a�r� �t �o� �s�t �a�t �e�- �o�f�-�t �h �e�- �a�r�t � û� �o �w� �c �o�r �r �e�-
�l �a�t�i �o �n � �w �o�r �k �s� �[ �4 �1�]�,� �[ �4 �2�]�, � �w �e� �d �e �s�i �g �n� �o �p�t�i �m �a�l� �t �r �a�f û� �c� �a �n �a�l �y �s�i �s
�a�l �g �o�r�i�t �h �m �s� �f �o�r� �t �h �e� �p �a�r�t�i �c �u�l �a�r� �s �e�t�t�i �n �g� �o�f� �I �M� �c �o �m �m �u �n�i �c �a�t�i �o �n �s�.
�I �n� �c �o �n�t �r �a �s�t� �t �o � û� �o �w� �c �o�r �r �e�l �a�t�i �o �n� �s�t �u �d�i �e �s � �w �h�i �c �h� �u �s �e� �t �h �e� �f �e �a�t �u�r �e �s
�o�f � �n �e�t �w �o�r �k � �p �a �c �k �e�t �s�, � �w �e� �u �s �e� �t �h �e� �f �e �a�t �u�r �e �s� �(�t�i �m�i �n �g� �a �n �d� �s�i �z �e �s�)� �o�f
�I �M � �m�e�s�s �a �g�e�s�f �o�r � �d �e�t �e �c�t�i �o �n�.

�N �o�t �e� �t �h �a�t� �t �h �e� �r �e �c �e �n�t � �w �o�r �k� �o�f � �D �e �e �p �C �o�r �r� �[ �6 �3�] � �u �s �e �s� �a � �d �e �e �p
�l �e �a�r �n�i �n �g� �c�l �a �s �s�i û� �e�r� �t �o � �p �e�r�f �o�r �m� û� �o �w� �c �o�r �r �e�l �a�t�i �o �n� �a�t�t �a �c �k �s� �o �n
�T �o�r�. � �T �h �e �y � �d �e �m �o �n �s�t �r �a�t �e� �t �h �a�t� �t �h �e�i �r � �d �e �e �p� �l �e �a�r �n�i �n �g� �c�l �a �s �s�i û� �e�r
�o �u�t �p �e�r�f �o�r �m �s� �s�t �a�t�i �s�t�i �c �a�l� �c �o�r �r �e�l �a�t�i �o �n� �t �e �c �h �n�i �q �u �e �s� �i �n� �l�i �n �k�i �n �g � �T �o�r
�c �o �n �n �e �c�t�i �o �n �s�.� �I �n� �S �e �c�t�i �o �n� �6�. �5�, � �w �e� �c �o �m �p �a�r �e� �o �u�r� �s�t �a�t�i �s�t�i �c �a�l� �c�l �a �s �s�i�-
û� �e�r �s � �w�i�t �h� �a � �D �e �e �p �C �o�r �r�- �b �a �s �e �d� �c�l �a �s �s�i û� �e�r� �t �a�i�l �o�r �e �d� �t �o� �I �M� �t �r �a�f û� �c�.
�A �s � �w �e � �w�i�l�l� �s �h �o �w�, � �w �h �e �n� �a� �S�I �M� �s �e�r �v�i �c �e� �h �a �s� �n �o�t � �d �e �p�l �o �y �e �d
�s�t �r �o �n �g� �t �r �a�f û� �c� �o �b�f �u �s �c �a�t�i �o �n�,� �o �u�r� �s�t �a�t�i �s�t�i �c �a�l� �c�l �a �s �s�i û� �e�r �s�o �u�t �p�e�r�-
�f �o�r �m�s �u �c �h � �d �e �e �p� �l �e �a�r �n�i �n �g� �b �a �s �e �d� �c�l �a �s �s�i û� �e�r �s�,� �e �s �p �e �c�i �a�l�l �y� �f �o�r
�s �h �o�r�t �e�r � û� �o �w� �o �b �s �e�r �v �a�t�i �o �n �s�.� �I �n�t �u�i�t�i �v �e�l �y�,� �t �h�i �s� �i �s � �d �u �e� �t �o� �t �h �e� �s �p �a�r�-
�s�i�t �y� �o�f� �e �v �e �n�t �s� �i �n� �t �y �p�i �c �a�l� �I �M� �c �o �m �m �u �n�i �c �a�t�i �o �n �s�,� �a �s � �w �e�l�l� �a �s� �t �h �e
�s�t �a�t�i �o �n �a�r �y� �n �a�t �u�r �e� �o�f � �n �o�i �s �e� �i �n� �I �M� �c �o �m �m �u �n�i �c �a�t�i �o �n �s� �i �n� �c �o �n�t �r �a �s�t
�t �o� �t �h �e� �s �c �e �n �a�r�i �o� �o�f � �T �o�r�. � �N �o�t �e� �t �h �a�t� �t �h�i �s� �f �u�l�l �y� �c �o �m �p�l�i �e �s � �w�i�t �h
�N �a �s�r� �e�t� �a�l�.� �[ �6 �3�] � �s� �o �b �s �e�r �v �a�t�i �o �n� �t �h �a�t � �D �e �e �p �C �o�r �r� �o �n�l �y� �o �u�t �p �e�r�-
�f �o�r �m �s� �s�t �a�t�i �s�t�i �c �a�l� �c�l �a �s �s�i û� �e�r �s� �i �n� �n �o �n�- �s�t �a�t�i �o �n �a�r �y� �n �o�i �s �y� �c �o �n �d�i�-
�t�i �o �n �s�, � �w �h �e�r �e� �s�t �a�t�i �s�t�i �c �a�l� �t �r �a�f û� �c � �m �o �d �e�l �s� �b �e �c �o �m �e� �i �n �a �c �c �u�r �a�t �e�.

�O �u�r � �H �y �p �o�t �h�e�s�i �s � �T�e�s�t�i �n �g�.�C �o �n �s�i �d �e�r�C �t �o� �b �e� �a� �t �a�r �g �e�t� �S�I �M
�c �o �m �m �u �n�i �c �a�t�i �o �n� �( �e�. �g�.�,� �a � �p �u �b�l�i �c� �g�r �o �u �p� �o �n� �a � �p �o�l�i�t�i �c �a�l�l �y� �s �e �n �s�i�-
�t�i �v �e� �t �o �p�i �c�)�.� �F �o�r� �e �a �c �h� �I �M� �u �s �e�r�,�U�,� �t �h �e� �a�t�t �a �c �k �e�r� �a�i �m �s� �a�t � �d �e �c�i �d�-
�i �n �g � �w �h�i �c �h� �o�f� �t �h �e� �f �o�l�l �o �w�i �n �g� �h �y �p �o�t �h �e �s �e �s� �i �s� �t �r �u �e�:

�H�0�: � �U �s �e�r�U�i �s�n �o�t�a �s �s �o �c�i �a�t �e �d � �w�i�t �h� �t �h �e� �t �a�r �g �e�t� �c �o �m �m �u�-
�n�i �c �a�t�i �o �n�C�,� �i�. �e�.�,� �s �h �e� �i �s � �p �a�r�t�i �c�i �p �a �n�t� �o�f� �c �o �m �m �u �n�i �c �a�t�i �o �n
�C�.
�H�1�: �U�s �e�r�U�i�s�a �s �s �o �c�i �a�t �e �d � �w�i�t �h� �t �h �e� �t�a�r �g �e�t� �c �o �m �m �u �n�i �c �a�t�i �o �n
�C�,� �i�. �e�.�,� �s �h �e� �i �s� �p �o �s�t�i �n �g � �m �e�s �s �a �g �e �s� �t �o� �t �h �a�t� �c �o �m �m �u �n�i �c �a�t�i �o �n
�a �s� �a �n� �a �d �m�i �n�,� �o �r� �i �s� �a � �m �e �m �b �e�r� �o�f� �t �h �a�t� �c �o �m �m �u �n�i �c �a�-
�t�i �o �n� �a �n �d� �t �h �e �r �e�f �o �r �e� �r �e �c �e�i �v �e �s� �t �h �e� �c �o �m �m �u �n�i �c �a�t�i �o �n � �s
�m �e �s �s �a �g �e �s�.

�A �s � �d �e �s �c�r�i �b �e �d� �i �n� �o �u�r� �t �h�r �e �a�t � �m �o �d �e�l� �( �S �e �c�t�i �o �n� �3�)�,� �t �h �e� �a �d �v �e�r�-
�s �a�r �y� �c �a �n� �o �n�l �y� �o �b �s �e�r �v �e� �e �n �c�r �y �p�t �e �d� �S�I �M� �c �o �m �m �u �n�i �c �a�t�i �o �n �s
�b �e�t �w �e �e �n� �u �s �e�r �s� �a �n �d� �S�I �M� �s �e�r �v �e�r �s�. � �T �h �e�r �e�f �o�r �e�, � �w �e� �d �e �s�i �g �n � �d �e�t �e �c�-
�t �o�r �s� �t �h �a�t � �u �s �e� �t �r �a�f û� �c� �f �e �a�t �u�r �e �s�,� �i�. �e�.�,� �I �M �D �s� �a �n �d � �m �e �s �s �a �g �e� �s�i �z �e �s�.� �I �n
�t �h �e� �f �o�l�l �o �w�i �n �g�, � �w �e� �d �e �s �c�r�i �b �e� �t �w �o� �d �e�t �e �c�t �o�r� �a�l �g �o�r�i�t �h �m �s�.

�5�. �1 � �E �v �e �n�t�- �B �a �s �e �d � �D �e�t �e �c�t �o�r
�O �u�r � û� �r �s�t � �d �e�t �e �c�t �o�r�,� �t �h �e�E �v�e �n�t�- �B �a�s�e �d � �D�e�t�e �c�t �o�r�,� �a�i �m �s� �a�t � �m �a�t �c �h�i �n �g
�S�I �M� �e �v �e �n�t �s� �i �n� �a� �t �a�r �g �e�t � �u �s �e�r � �s� �t �r �a�f û� �c� �t �o� �t �h �o �s �e� �o�f� �t �h �e� �t �a�r �g �e�t
�c �o �m �m �u �n�i �c �a�t�i �o �n�C�. �A �n�e �v�e �n�t�e�¼ �ð�t�;� �s�Þ�i �s� �a� �s�i �n �g�l �e� �S�I �M � �m �e �s�-
�s �a �g �e� �o�r� �a� �b �a�t �c �h� �o�f� �S�I �M � �m �e �s �s �a �g �e �s� �s �e �n�t � �w�i�t �h� �I �M �D �s� �l �e �s �s� �t �h �a �n� �a
�t �h�r �e �s �h �o�l �d�t�e �( �a �s� �i �n�t �r �o �d �u �c �e �d� �i �n� �S �e �c�t�i �o �n� �4�. �3�)�. � �E �a �c �h� �s�i �n �g�l �e� �S�I �M
�m �e �s �s �a �g �e� �c �a �n� �b �e� �o �n �e� �o�f� �t �h �e� û� �v �e� �t �y �p �e �s� �o�f� �i �m �a �g �e�,� �v�i �d �e �o�, � û��l �e�,
�t �e �x�t�,� �o�r� �a �u �d�i �o�.�t �i �s� �t �h �e� �t�i �m �e� �t �h �a�t�e�a �p �p �e �a�r �e �d� �o �n� �t �h �e� �S�I �M� �c �o �m�-
�m �u �n�i �c �a�t�i �o �n� �( �e�. �g�.�,� �s �e �n�t� �t �o� �t �h �e� �p �u �b�l�i �c� �c �h �a �n �n �e�l�)�,� �a �n �d�s �i �s� �t �h �e
�s�i �z �e� �o�f�e�. � �N �o�t �e� �t �h �a�t� �a �n� �S�I �M� �c �o �m �m �u �n�i �c �a�t�i �o �n� �c �a �n� �i �n �c�l �u �d �e� �S�I �M
�p�r �o�t �o �c �o�l � �m �e �s �s �a �g �e �s� �a �s � �w �e�l�l� �( �h �a �n �d �s �h �a �k �e �s�, � �n �o�t�i û� �c �a�t�i �o �n �s�,

�u �p �d �a�t �e �s�,� �e�t �c�.�)�; � �h �o �w �e �v �e�r�,� �s �u �c �h � �m �e �s �s �a �g �e �s� �a�r �e� �c �o �m �p �a�r �a�t�i �v �e�l �y
�v �e�r �y� �s �m �a�l�l� �a �s� �s �h �o �w �n� �i �n� �F�i �g�.� �7�,� �a �n �d� �t �h �u �s� �t �h �e � �d �e�t �e �c�t �o�r� �i �g �n �o�r �e �s
�t �h �e �m� �i �n� �t �h �e� �c �o�r �r �e�l �a�t�i �o �n� �p�r �o �c �e �s �s�.� �I�t� �a�l �s �o� �i �g �n �o�r �e �s � �m �e �s �s �a �g �e �s
�w�i�t �h� �t �y �p �e� �t �e �x�t� �s�i �n �c �e� �t �h �e �y � �u �s �u �a�l�l �y� �o �n�l �y� �g �e �n �e�r �a�t �e� �n �o�t � �m �o�r �e
�t �h �a �n� �a� �c �o �u �p�l �e� �o�f � �M �T �U�- �s�i �z �e �d� �p �a �c �k �e�t �s � �m �a �k�i �n �g� �t �h �e �m� �h �a�r �d� �t �o
�d �e�t �e �c�t�. � �R �e �c �a�l�l� �t �h �a�t� �t �h �e� �a �d �v �e�r �s �a�r �y� �i �s� �n �o�t� �a �b�l �e� �t �o� �s �e �e� �p�l �a�i �n�t �e �x�t
�e �v �e �n�t �s� �i �n� �t �h �e� �u �s �e�r � �s� �t �r �a�f û� �c � �d �u �e� �t �o� �e �n �c�r �y �p�t�i �o �n�. � �T �h �e�r �e�f �o�r �e�,� �t �h �e
û� �r �s�t� �s�t �a �g �e� �o�f� �o �u�r� �e �v �e �n�t�- �b �a �s �e �d � �d �e�t �e �c�t �o�r� �i �s� �t �o�e �x�t �r �a �c�t�e �v �e �n�t �s
�b �a �s �e �d� �o �n� �t �h �e� �u �s �e�r � �s� �e �n �c�r �y �p�t �e �d� �S�I �M� �t �r �a�f û� �c� �s �h �a �p �e�.� �F�i �g�.� �8
�d �e �p�i �c�t �s� �t �h �e� �c �o �m �p �o �n �e �n�t �s� �o�f� �o �u�r� �e �v �e �n�t�- �b �a �s �e �d � �d �e�t �e �c�t �o�r�.

�E �v�e �n�t � �E �x�t �r �a �c�t�i �o �n�.�E �a �c �h� �S�I �M� �e �v �e �n�t�,� �e�. �g�.�,� �a� �s �e �n�t� �i �m �a �g �e�, � �p�r �o �d �u�-
�c �e �s� �a� �b �u�r �s�t� �o�f � �M �T �U�- �s�i �z �e �d� �p �a �c �k �e�t �s� �i �n� �t �h �e� �e �n �c�r �y �p�t �e �d� �t �r �a�f û� �c�,� �i�. �e�.�,
�p �a �c �k �e�t �s � �w�i�t �h� �v �e�r �y� �s �m �a�l�l� �i �n�t �e�r�- �p �a �c �k �e�t � �d �e�l �a �y �s�. � �T �h�i �s� �i �s� �i�l�l �u �s�t�r �a�t �e �d
�i �n� �F�i �g�.� �7�:� �S�I �M� �e �v �e �n�t �s� �s �u �c �h� �a �s� �i �m �a �g �e �s� �a �p �p �e �a�r� �a �s� �t �r �a�f û� �c� �b �u�r �s�t �s�,
�a �n �d� �s �c �a�t�t �e�r �e �d� �p �a �c �k �e�t �s� �o�f� �s �m �a�l�l� �s�i �z �e� �a�r �e� �S�I �M� �p�r �o�t �o �c �o�l � �m �e�s �s �a �g �e �s
�l�i �k �e� �n �o�t�i û� �c �a�t�i �o �n �s�, � �h �a �n �d �s �h �a �k �e �s�, � �u �p �d �a�t �e �s�,� �e�t �c�. � �T �h �e�r �e�f �o�r �e�,� �t �h �e
�a �d �v �e�r �s �a�r �y� �c �a �n� �e �x�t �r �a �c�t� �S�I �M� �e �v �e �n�t �s� �b �y� �l �o �o �k�i �n �g� �f �o�r� �b �u�r �s�t �s� �o�f
�M �T �U�- �s�i �z �e �d� �p �a �c �k �e�t �s�,� �e �v �e �n� �t �h �o �u �g �h� �s �h �e� �c �a �n �n �o�t� �s �e �e� �p �a �c �k �e�t� �c �o �n�-
�t �e �n�t �s � �d �u �e� �t �o� �e �n �c�r �y �p�t�i �o �n�. � �W �e� �u �s �e� �t �h �e� �I �M �D� �t �h�r �e �s �h �o�l �d�t�e�t �o� �i �d �e �n�-
�t�i�f �y� �b �u�r �s�t �s�. � �A �n �y� �t �w �o� �p �a �c �k �e�t �s � �w�i�t �h � �d�i �s�t �a �n �c �e� �l �e �s �s� �t �h �a �n�t�e �a�r �e
�c �o �n �s�i �d �e�r �e �d� �t �o� �b �e� �p �a�r�t� �o�f� �t �h �e� �s �a �m �e� �b �u�r �s�t�. � �N �o�t �e� �t �h �a�t�t�e �i �s� �a
�h �y �p �e�r�- �p �a�r �a �m �e�t �e�r� �o�f� �o �u�r � �m �o �d �e�l� �a �n �d � �w �e� �d�i �s �c �u �s �s� �i�t �s� �c �h �o�i �c �e� �i �n
�S �e �c�t�i �o �n� �4�. �3�.� �F �o�r� �e �a �c �h� �b �u�r �s�t�,� �t �h �e� �a �d �v �e�r �s �a�r �y� �e �x�t �r �a �c�t �s� �a� �S�I �M� �e �v �e �n�t�,
�w �h �e�r �e� �t �h �e� �a�r�r�i �v �a�l� �t�i �m �e� �o�f� �t �h �e� �l �a �s�t � �p �a �c �k �e�t� �i �n� �t �h �e� �b �u�r �s�t� �g�i �v �e �s� �t �h �e
�a�r �r�i �v �a�l� �t�i �m �e� �o�f� �t �h �e� �e �v �e �n�t�,� �a �n �d� �t �h �e� �s �u �m� �o�f� �a�l�l � �p �a �c �k �e�t� �s�i �z �e �s� �i �n� �t �h �e
�b �u�r �s�t� �g�i �v �e �s� �t �h �e� �s�i �z �e� �o�f� �t �h �e� �e �v �e �n�t�. � �T �w �o� �S�I �M � �m �e�s �s �a �g �e �s� �s �e �n�t � �w�i�t �h
�a �n� �I �M �D� �l �e �s �s� �t �h �a �n�t�e �a�r �e� �e �x�t �r �a �c�t �e �d� �a �s� �o �n �e� �e �v �e �n�t�.� �S�i �m�i�l �a�r�l �y�,� �t �h �e
�a �d �v �e�r �s �a�r �y� �c �o �m �b�i �n �e �s� �e �v �e �n�t �s� �c�l �o �s �e�r� �t �h �a �n�t�e �w �h �e �n� �c �a �p�t �u�r�i �n �g
�t �h �e �m� �f �r �o �m� �t �h �e� �t �a�r �g �e�t� �c �o �m �m �u �n�i �c �a�t�i �o �n�.

�F �o�r �m�i �n �g � �H �y �p �o�t �h�e�s�e�s�.�W �e� �c �a�l�l� �a� �o �n �e�- �s�i �d �e �d� �S�I �M� �c �o �m �m �u �n�i �c �a�t�i �o �n
�a �n� �S�I �Mû� �o �w�. � �T �h �e�r �e�f �o�r �e�,� �a� û� �o �w� �e�i�t �h �e�r� �c �o �n �s�i �s�t �s� �o�f� �t �h �e� �p �a �c �k �e�t �s�s�e �n�t
�b �y� �a� �u �s �e�r� �t �o� �a �n� �S�I �M� �s �e�r �v �e�r�,� �o�r� �t �h �e� �p �a �c �k �e�t �s�r�e�c�e�i �v�e �d�b �y� �t �h �e� �u �s �e�r
�f�r �o �m� �t �h �e� �S�I �M� �s �e�r �v �e�r�. � �W �e� �r �e �p�r �e �s �e �n�t� �a� û� �o �w � �w�i�t �h�n�e �v �e �n�t �s� �a �s�f �¼
�f�e�1�; �e�2�;�. �. �.�; �e�n�g�, �w �h �e�r �e�e�i �¼ �ð�t�i�; �s�i�Þ�i �s� �t �h �e�i�t �h� �e �v �e �n�t�.

�C �o �n �s�i �d �e�r� �a � �u �s �e�r�U �a �n �d� �a� �t �a�r �g �e�t� �c �o �m �m �u �n�i �c �a�t�i �o �n�C�.� �S �u �p�-
�p �o �s �e� �t �h �a�t� �t �h �e� �a �d �v �e�r �s �a�r �y� �h �a �s� �e �x�t �r �a �c�t �e �d� û� �o �w�f�ð�U�Þ�¼
�f�e�ð�U�Þ

�1 �; �e�ð�U�Þ
�2 �;�. �. �.�; �e�ð�U�Þ

�n �g �f �o�r � �u �s �e�r�U �(�t �h�r �o �u �g �h � �w�i �r �e�t �a �p �p�i �n �g�)�,� �a �n �d

û� �o �w�f�ð�C�Þ�¼ �f�e�ð�C�Þ
�1 �; �e�ð�C�Þ

�2 �;�. �. �.�; �e�ð�C�Þ
�n �g �f �o�r� �t �h �e� �t �a�r �g �e�t� �c �o �m �m �u �n�i �c �a�-

�t�i �o �n�C�( �u �s�i �n �g� �h �e�r� �g�r �o �u �n �d� �t �r �u�t �h�)�. � �T �h �e � �d �e�t �e �c�t �o�r� �a�i �m �s� �a�t � �d �e �c�i �d�-
�i �n �g � �w �h �e�t �h �e�r � �u �s �e�r�U �i �s � �p �a�r�t�i �c�i �p �a �n�t� �o�f�C�. � �W �e� �c �a �n� �r �e�- �s�t �a�t �e� �t �h �e
�a �d �v �e�r �s �a�r �y � �s� �h �y �p �o�t �h �e �s �e �s� �p�r �e �s �e �n�t �e �d� �e �a�r�l�i �e�r� �i �n� �t �h�i �s� �s �e �c�t�i �o �n� �a �s
�f �o�l�l �o �w �s�:

�H�0�: � �U �s �e�r�U�i �s� �n �o�t� �a � �p �a�r�t�i �c�i �p �a �n�t� �o�f� �t �h �e� �t �a�r �g �e�t� �c �o �m �m �u�-
�n�i �c �a�t�i �o �n�; � �h �e �n �c �e�,�f�ð�C�Þ�a �n �d�f�ð�U�Þ�a�r �e� �i �n �d �e �p �e �n �d �e �n�t�.

�F�i �g�.� �7�. � �E �v �e �n�t� �e �x�t�r �a �c�t�i �o �n�:� �I �M � �M �e �s �s �a �g �e �s� �s �e �n�t�/�r �e �c �e�i �v �e �d� �b �y� �a� �t �a�r �g �e�t� �u �s �e�r� �c�r �e�-
�a�t �e� �b �u�r �s�t �s� �o�f� �( �e �n �c�r �y �p�t �e �d�)� �p �a �c �k �e�t �s�;� �t �h �e� �a �d �v �e�r �s �a�r �y� �c �a �n� �e �x�t�r �a �c�t� �e �v �e �n�t �s� �f�r �o �m
�p �a �c �k �e�t� �b �u�r �s�t �s�.

�2�.�O �u�r� �a �p �p�r �o �a �c �h� �i �s�  ��t �h�r �e �s �h �o�l �d� �t �e �s�t�i �n �g  �� �b �y� �s �o �m �e� �o�f� �t �h �e � �m �o�r �e� �s�t �r�i �c�t
�d �e û� �n�i�t�i �o �n �s�, � �h �o �w �e �v �e�r�, � �w �e � �w�i�l�l � �u �s �e� �t �h �e� �t �e�r �m�  � �h �y �p �o�t �h �e �s�i �s� �t �e �s�t�i �n �g  �� �i �n� �t �h�i �s
�p �a �p �e�r� �a �s� �t �h�r �e �s �h �o�l �d� �t �e �s�t�i �n �g� �f �a�l�l �s� �i �n�t �o� �t �h �e� �g �e �n �e�r �a�l� �c�l �a �s �s� �o�f� �s�t �a�t�i �s�t�i �c �a�l
�h �y �p �o�t �h �e �s�i �s� �t �e �s�t �s� �[ �7 �4�]�.

�4 �1 �4 �2 �I �E �E �E� �T �R �A �N �S �A �C �T�I �O �N �S � �O �N � �D �E �P �E �N �D �A �B �L �E � �A �N �D � �S �E �C �U �R �E � �C �O �M �P �U �T�I �N �G�, � �V �O �L�.� �2 �0�, � �N �O�.� �5�, � �S �E �P �T �E �M �B �E �R�/ �O �C �T �O �B �E �R� �2 �0 �2 �3

�A �u�t �h �o�r�i �z �e �d� �l�i �c �e �n �s �e �d� �u �s �e� �l�i �m�i�t �e �d� �t �o�:� �U �n�i �v �e�r �s�i�t �y� �o�f� �M �a �s �s �a �c �h �u �s �e�t�t �s� �A �m �h �e�r �s�t�.� �D �o �w �n�l �o �a �d �e �d� �o �n� �S �e �p�t �e �m �b �e�r� �1 �1�, �2 �0 �2 �3� �a�t� �1 �8�: �0 �5�: �5 �2� �U �T �C� �f�r �o �m� �I �E �E �E� �X �p�l �o�r �e�.� � �R �e �s�t�r�i �c�t�i �o �n �s� �a �p �p�l �y�.� 



H 1 :  U s e r U i s a  p a rti ci p a nt of t h e t a r g et c o m m u ni c a-
ti o n C ; t h e r ef o r e, t h e  u s e r  fl o w f ðU Þ i s a  n oi s y v e r si o n
of t h e c o m m u ni c ati o n  fl o w f ðC Þ .

T h e r ef o r e,  w e  h a v e

H 0 : t
ðC Þ
i ¼ t

ð Þ
i þ d

ð Þ
i ; s

ðC Þ
i ¼ s

ð Þ
i ; 1 i n

H 1 : t
ðC Þ
i ¼ t

ðU Þ
i þ d

ðU Þ
i ; s

ðC Þ
i ¼ s

ðU Þ
i ; 1 i n

(

w h e r e f ð Þ ¼ f e
ð Þ
1 ; e

ð Þ
2 ; . . . ; eð Þ

n g i s t h e  fl o w of a  u s e r U 0 6¼ U
w h o i s n ot a  p a rti ci p a nt of c o m m u ni c ati o n C .  Al s o, d

ð Þ
i i s t h e

l at e n c y a p pli e d t o t h e ti mi n g of t h e it h e v e nt.  N ot e t h at I M
m e s s a g e si z e s  d o n ot c h a n g e  d r a sti c all y i n t r a n sit, a n d t h e
o r d e r of  m e s s a g e s r e m ai n s t h e s a m e aft e r t r a n s mi s si o n.

Dete cti o n  Al g orit h m. T h e a d v e r s a r y c o u nt s t h e n u m b e r of
e v e nt  m at c h e s b et w e e n t h e  u s e r  fl o w f ðU Þ a n d t h e c o m m u ni-
c ati o n  fl o w f ðC Þ .  W e s a y t h at t h e it h c o m m u ni c ati o n e v e nt
e

ðC Þ
i m at c h e s s o me e v e nt e

ðU Þ
j i n f ðU Þ if:

e
ðC Þ
i a n d e

ðU Þ
j h a v e cl o s e ti mi n g: jt

ðC Þ
i t

ðU Þ
j j < D ; a n d

e
ðC Þ
i a n d e

ðU Þ
j h a v e cl o s e si z e s: js

ðC Þ
i s

ðU Þ
j j < G s

ðC Þ
i .

w h e r e D a n d G a r e t hr e s h ol d s v al u e s f or t h e ti mi n g a n d si z e s
of e v e nt s.  N ot e t h at e v e n t h o u g h t h e si z e s of SI M  m e s s a g e s  d o
n ot c h a n g e i n t r a n s mi s si o n, t h e e v e nt e xt r a cti o n al g o rit h m
i nt r o d u c e d e arli er  m a y i m p o s e si z e  m o di fi c ati o n s, a s n et w o r k
jitt e r i s a bl e t o  di vi d e / m e r g e e v e nt b ur st s (i. e., a b ur st c a n b e
di vi d e d i nt o t w o b u r st s  d u e t o n et w or k jitt er o r t w o b ur st s
c a n b e c o m bi n e d  d u e t o t h e s m all b a n d wi dt h of t h e  u s e r). It
s h o ul d al s o b e n ot e d t h at  d e fi ni n g cl o s e n e s s of e v e nt si z e s a s a
r ati o of t h e si z e of t h e e v e nt r at h er t h a n  u si n g a  fi x e d- si z e
t hr e s h ol d i m p r o v e s t h e  p erf or m a n c e of t h e  d et e ct or.

Fi n all y, t h e a d v e r s a r y c al c ul at e s t h e r ati o of t h e  m at c h e d
e v e nt s  wit hi n a  fl o w a s r ¼ k = n ,  w h e r e k i s n u m b e r of
m at c h e d e v e nt s a n d n i s t h e t ot al n u m b e r of e v e nt s i n t h e
fl o w of t a r g et c o m m u ni c ati o n.  T h e  d et e ct o r  d e ci d e s t h e

h y p ot h e si s b y c o m p a ri n g t o a t h r e s h ol d: r ¼ k
n 5

H 1

H 0

h w h e r e h
i s t h e  d et e cti o n t h r e s h ol d.

A n al yti c al  B o u n ds. W e  fi r st  d e ri v e a n  u p p e r- b o u n d o n t h e
p r o b a bilit y of f al s e  p o siti v e ( P F P ), i. e., t h e  p r o b a bilit y t h at
H 1 i s  d et e ct e d  w h e n H 0 i s t r u e ( T y p e I e r r o r).  L et p 0 b e t h e
p r o b a bilit y t h at a  m e s s a g e  wit h si z e s

ðC Þ
i a n d ti m e t

ðC Þ
i

m at c h e s a n e v e nt i n f ðU Þ w h e n H 0 i s t r u e, i. e., t h e r e e xi st s
o nl y o n e  m e s s a g e  w h o s e ti m e t

ð Þ
j s ati s fi e s t

ðC Þ
i t

ð Þ
j

t
ðC Þ
i þ D a n d  h a s t h e s a m e si z e l a b el a s s

ðC Þ
i . F r o m o u r o b s e r-

v ati o n s, p 0 ¼ 0 :0 0 2 .  T hi s  T y p e I e r r o r o c c u r s if  m o r e t h a n h
n e v e nt s i n f ðC Þ m at c h f ðU Þ ,  w h e n H 0 i s t r u e.  T hi s i s e q ui v a-
l e nt t o t h e c a s e t h at l e s s t h a n n h n e v e nt s i n f ðC Þ d o  n ot
m at c h f ðU Þ w h e n H 0 i s t r u e.  C o n s e q u e ntl y

P F P ¼ P ð k h n j H 0 Þ ¼ P ðn k n h n j H 0 Þ;

¼ F ðn h n ; n; 1 p 0 Þ;

1 h

p 0

n þ n h h h

1 p 0

n h

; ( 1)

w h e r e F ðr ; m; p Þ ¼ P ðX r Þ i s t h e c u m ul ati v e  d e n sit y f u n c-
ti o n of a  Bi n o mi al  di st ri b uti o n  wit h  p a r a m et e r s m; p , a n d
t h e l a st st e p f oll o w s f r o m t h e f oll o wi n g i n e q u alit y  w hi c h i s
ti g ht  w h e n p i s cl o s e t o z e r o [ 7]

F ðr ; m; p Þ
r = p

p

k 1 r = m

1 p

k m

: (2 )

N e xt,  w e  u p p e r- b o u n d t h e  p r o b a bilit y of f al s e n e g ati v e s
(P F N ), i. e., t h e  p r o b a bilit y t h at H 0 i s  d et e ct e d  w h e n H 1 i s
t r u e,  w hi c h o c c u r s  w h e n l e s s t h a n k m e s s a g e s of f ðC Þ m at c h
f ðU Þ .  L et p 1 b e t h e  p r o b a bilit y of t h e c a s e t h at a n e v e nt of
f ðC Þ m at c h e s f ðU Þ w h e n H 1 i s t r u e ( T y p e II e r r o r).

E v e n t h o u g h  w e  m e nti o n e d e a rli e r i n t hi s s e cti o n t h at
w h e n H 1 i s t r u e, a  d el a y e d v e r si o n of e a c h e v e nt of f ðU Þ

a p p e a r s i n f ðC Þ , t h e b a n d wi dt h of t h e t a r g et  u s e r c a n aff e ct
t h e b u r st e xt r a cti o n  p r o c e s s.  A s e x pl ai n e d e a rli e r i n t hi s s e c-
ti o n,  w e  m e r g e b u r st s of  p a c k et s f o r  m e s s a g e s  w h o s e I M D i s
l e s s t h a n te .  H e n c e, s u p p o s e t h at t h e ti m e it t a k e s f o r t h e
u s e r t o s e n d a  m e s s a g e i s l a r g e e n o u g h t o  m a k e t h e I M D
b et w e e n t h e c u r r e nt  m e s s a g e a n d t h e n e xt o n e l e s s t h a n te .
T h e r ef o r e, t h e s e t w o c o n s e c uti v e  m e s s a g e s a r e c o m bi n e d i n
o n e b u r st.  T a bl e 3 s h o w s t h e v al u e of p 1 o b s e r v e d f r o m o u r
d at a f o r  diff e r e nt b a n d wi dt h s. Si n c e t h e b a n d wi dt h of o u r
e x p e ri m e nt s i s 1 M b p s, p 1 ¼ 0 :9 2 1 .

N ot e t h at  T y p e II e r r o r o c c u r s  w h e n l e s s t h a n h n m e s-
s a g e s of f ðC Þ m at c h f ðU Þ w h e n H 1 i s t r u e.  T h e r ef o r e

P F N ¼ P k h n jH 1ð Þ ¼ F ðh n ; n; p 1 Þ

h

p 1

n h 1 h

1 p 1

h n n

; ( 3)

w h e r e t h e l a st st e p f oll o w s f r o m ( 2).

5. 2  S h a p e- B a s e d  D et e ct or

W e  d e si g n a s e c o n d  d et e ct o r c all e d t h e s h a pe- b ase d d et e ct o r.
T hi s  d et e ct o r li n k s  u s e r s t o SI M c o m m u ni c ati o n s b y c o r r e-
l ati n g t h e s h a p e of t h ei r n et w o r k t r af fi c,  w h e r e t r af fi c s h a p e
r ef e r s t o t h e v e ct o r of  p a c k et l e n gt h s o v e r ti m e. Fi g. 9 ill u s-
t r at e s t h e f o u r st a g e s of t h e s h a p e- b a s e d  d et e ct o r.

E ve nt  E xtr a cti o n. T h e  fi r st st a g e of t h e s h a p e- b a s e d  d et e c-
t o r i s t o e xt r a ct SI M e v e nt s f r o m n et w o r k t r af fi c,  w hi c h i s
p e rf o r m e d si mil a r t o  w h at  w a s  d e s c ri b e d e a rli e r f o r t h e
e v e nt- b a s e d  d et e ct o r.  A s  d e s c ri b e d i n t h e f oll o wi n g,  w e  d o
t hi s i n a  w a y t h at a c c o u nt s f o r t h e  diff e r e nt b a n d wi dt h s of
t h e  u s e r s b ei n g c o r r el at e d.

N or m ali zi n g  Tr af fi c S h a pes. T h e s h a p e- b a s e d  d et e ct o r c o n-
v e rt s t h e e xt r a ct e d e v e nt s i nt o n o r m ali z e d t r af fi c s h a p e s b y
r e pl a ci n g e a c h e v e nt  wit h a t r af fi c b a r.  T h e r e a s o n f o r  d oi n g

Fi g. 8.  E v e nt- b a s e d d et e ct or.

T A B L E 3
T h e  E m piri c al  V al u e of p 1 M e a s ur e d f or  Diff er e nt  Cli e nt

B a n d wi dt h s

Cli e nt  B a n d wi dt h ( M b p s) p 1

0. 1 0. 8 2 4
0. 5 0. 9 0 2
1 0. 9 2 1
1 0 0. 9 7 4
1 0 0 0. 9 8 3
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s o i s t h at t h e s h a p e of a n I M e v e nt ( e. g., t h e c o r r e s p o n di n g
p a c k et b u r st) i s a f u n cti o n of  u s e r n et w o r k b a n d wi dt h s; o u r
t r af fi c n o r m ali z ati o n r e m o v e s t h e i m p a ct of  u s e r b a n d-
wi dt h, a n d t h e r ef o r e t h e a d v e r s a r y c a n c o r r el at e t r af fi c
s h a p e s  wit h n o k n o wl e d g e of t h e  u n d e rl yi n g  u s e r s’
b a n d wi dt h s.

T o  p e rf o r m t hi s n o r m ali z ati o n,  w e r e pl a c e e a c h e v e nt
(i. e., e a c h b u r st)  wit h a t r af fi c b a r  w h o s e  wi dt h i s 2 te ,
w h e r e te i s t h e t h r e s h ol d  u s e d  d u ri n g e v e nt e xt r a cti o n a s
di s c u s s e d i n s e cti o n 5. 1.  W e c h o o s e t hi s v al u e t o r e d u c e t h e
c h a n c e s of o v e rl a p s b et w e e n c o n s e c uti v e b a r s.  T o c a pt u r e
t h e si z e s of e v e nt s i n t r af fi c n o r m ali z ati o n, t h e h ei g ht of
e a c h b a r i s c h o s e n s u c h t h at t h e a r e a  u n d e r t h e b a r i s e q u al
t o t h e si z e of t h e e v e nt.  O u r s h a p e n o r m ali z ati o n al s o
r e d u c e s c o r r el ati o n n oi s e b y r e m o vi n g s m all t r af fi c  p a c k et s
t h at a r e n ot  p a rt of a n y SI M e v e nt s.

T o f o r m t h e n e w n o r m ali z e d s h a p e of t r af fi c,  w e  di vi d e
e a c h b a r i nt o s m all e r bi n s of  wi dt h ts , t h e v al u e of  w hi c h i s
di s c u s s e d i n S e cti o n 6. 1, a n d  wit h a h ei g ht e q u al t o t h e
h ei g ht of t h e c o r r e s p o n di n g b a r.  T h e r ef o r e e a c h b a r c o n si st s
of a n u m b e r of bi n s of e q u al  wi dt h a n d h ei g ht. F u rt h e r m o r e,
w e  p ut bi n s  wit h t h e s a m e  wi dt h ts a n d  h ei g ht 0 b et w e e n
t h e s e b a r s.  B y  d oi n g s o, aft e r t h e t r af fi c n o r m ali z ati o n, t h e
n e w s h a p e of t r af fi c  will b e a v e ct o r of h ei g ht s of bi n s o v e r
ti m e.

C orrel ati n g  N or m ali ze d  Tr af fi c S h a pes. O u r s h a p e- b a s e d
d et e ct o r c o r r el at e s t h e n o r m ali z e d s h a p e s of t w o t r af fi c
st r e a m s of t a r g et c o m m u ni c ati o n C a n d  u s e r U t o  d e ci d e if
t h e y a r e a s s o ci at e d. S u p p o s e t h at b ðC Þ ¼ f b

ðC Þ
1 ; b

ðC Þ
2 ; . . . ; bðC Þ

n C
g

a n d b ðU Þ ¼ f b
ðU Þ
1 ; b

ðU Þ
2 ; . . . ; bðU Þ

n U
g a r e t h e r e s p e cti v e v e ct o r s of

h ei g ht s of bi n s a s s o ci at e d  wit h t h e t a r g et c o m m u ni c ati o n
a n d  u s e r b ei n g t e st e d,  w h e r e n C a n d n U a r e t h e  n u m b e r of
e v e nt s i n t a r g et c o m m u ni c ati o n a n d  u s e r  fl o w s, r e s p e c-
ti v el y.  W e  u s e t h e f oll o wi n g n o r m ali z e d c o r r el ati o n  m et ri c

c o r r ¼ 2

P n
i¼ 1 b

ðC Þ
i b

ðU Þ
i

P n
i¼ 1 ðb

ðC Þ
i Þ 2 þ

P n
i¼ 1 ðb

ðU Þ
i Þ 2

(4 )

w h e r e n ¼ mi n ðn C ; nU Þ.  N ot e t h at c o r r r et u r n s a v al u e
b et w e e n 0 a n d 1,  w hi c h s h o w s t h e si mil a rit y of t h e t w o t r af-
fi c s h a p e s ( 1 s h o w s t h e hi g h e st si mil a rit y). Fi n all y, t h e
d et e ct o r  m a k e s it s  d e ci si o n b y c o m p a ri n g c o r r t o a t h r e s h-

ol d, c o r r 5
H 1

H 0

h ,  w h e r e h i s t h e  d et e cti o n t h r e s h ol d.

6 A T T A C K E X P E RI M E N T S

6. 1  G e n er al  S et u p

W e  d e si g n o u r e x p e ri m e nt al s et u p t o  p e rf o r m o u r att a c k s i n
t h e s etti n g of Fi g. 1, a n d b a s e d o n t h e t h r e at  m o d el of S e c-
ti o n 3.  W e  u s e t w o SI M cli e nt s  u si n g  diff e r e nt SI M a c c o u nt s
( e. g.,  T el e g r a m a c c o u nt s) t h at a r e r u n ni n g I M s oft w a r e o n
t w o s e p a r at e  m a c hi n e s.  O n e of t h e s e I M cli e nt s i s r u n b y t h e
a d v e r s a r y, a n d t h e ot h e r o n e r e p r e s e nt s t h e t a r g et cli e nt.

F o r  T el e g r a m,  d u e t o t h e l a r g e n u m b e r of  p u bli c c h a n n el s
a v ail a bl e,  w e  u s e t h e  fi r st t y p e of g r o u n d t r ut h i n Fi g. 1
( a d v e r s a r y j oi n s t h e t a r g et c h a n n el a s a r e a di n g- o nl y  m e m-
b e r).  T h e a d v e r s a r y cli e nt j oi n s t a r g et c h a n n el C , ( e. g., a
p u bli c  p oliti c al  T el e g r a m c h a n n el) a n d r e c o r d s t h e  m et a d at a
of all t h e SI M c o m m u ni c ati o n s of C , i. e., t h e ti mi n g a n d si z e s
of all  m e s s a g e s s e nt o n t h at c h a n n el.  T h e t a r g et cli e nt  m a y o r
m a y n ot b e a  m e m b e r / a d mi n of t h e t a r g et c h a n n el C .

Ot h e r t h a n  T el e g r a m, t h e ot h e r SI M s e r vi c e s  d o n ot h a v e
p u bli c c o m m u ni c ati o n s ( g r o u p c h at s o r c h a n n el s). F o r t h o s e
SI M s e r vi c e s,  w e f o c u s o n o n e- o n- o n e c o m m u ni c ati o n a n d
u s e t h e t hi r d t y p e of g r o u n d t r ut h i n Fi g. 1  w h e r e a d v e r s a r y
s e n d s  m e s s a g e s t o t h e t a r g et i n a o n e- o n- o n e c h at. I n t hi s
s c e n a ri o, t h e a d v e r s a r y c h o o s e s t h e c o nt e nt of t h e  m e s s a g e s
s h e s e n d s t o t h e t a r g et cli e nt, i n cl u di n g t h e ti mi n g a n d si z e s.
S h e c a n al s o r e c o r d t h e ti mi n g a n d si z e s of t h e  m e s s a g e s s h e
r e c ei v e s f r o m t h e t a r g et cli e nt.

U nli k e  p u bli c c o m m u ni c ati o n s ( e. g., c h a n n el s i n  T el e-
g r a m), o n e- o n- o n e c o m m u ni c ati o n s i n t h e s e SI M s e r vi c e s
a r e  p ri v at e.  T h e r ef o r e,  w e h a d t o g e n e r at e t h e c o nt e nt of
c o m m u ni c ati o n s, a n d h a v e t h e a d v e r s a r y’ s cli e nt s e n d t h e m
t o h e r t a r g et.  T o g e n e r at e t h e c o nt e nt of t h e  m e s s a g e s,  w e
g e n e r at e r a n d o m c o nt e nt t h at  m at c h e s t h e si z e a n d f r e-
q u e n c y st ati sti c s of t h e  fi v e  m ai n  m e s s a g e t y p e s c oll e ct e d
f r o m  T el e g r a m, s h o w n i n  T a bl e 2.  A s st at e d i n [ 5 4], t o g e n e r-
at e t h e I M D s,  w e  u s e d t h e  P a r et o  T y p e I  di st ri b uti o n  wit h
s c al e a n d s h a p e  p a r a m et e r s of 5 0 0 0  milli s e c o n d a n d 0. 9 3
r e s p e cti v el y.  T h e r e s ult  w a s a t ot al of 2 6 7 h o u r s of o n e- o n-
o n e c o m m u ni c ati o n t r a c e s  w hi c h i n cl u d e d a t ot al of 2 5 3 6 7
m e s s a g e s, 1 7 9 4 8 of  w hi c h a r e  m e di a ( n o n-t e xt)  m e s s a g e s.
W h e n s e n di n g t h e  m e s s a g e s,  w e r e c o r d t h e ti m e st a m p a n d
at t h e s a m e ti m e,  w e c a pt u r e t h e n et w o r k t r af fi c of t h e
t a r g et’ s  m a c hi n e  u si n g t c p d u m p. It i s n ot n e c e s s a r y t o s e n d
m e s s a g e s i n t h e ot h e r  di r e cti o n (f r o m t a r g et’ s cli e nt t o t h e
a d v e r s a r y) si n c e a s a r e s ult of s y m m et r y,  w e c o ul d a s s u m e
t h at  m e s s a g e  w a s s e nt f r o m t h e a d v e r s a r y t o t h e t a r g et a n d
it  w o ul d h a v e t h e s a m e ti m e st a m p, si z e, a n d n et w o r k t r af fi c
p att e r n.

Ge ner ati n g  Tr af fi c. Wit h all of t h e st u di e d SI M s e r vi c e s,
t h e a d v e r s a r y i s n ot a bl e t o s e e t h e c o nt e nt s of t h e t a r g et cli-
e nt’ s c o m m u ni c ati o n s b y i nt e r c e pti n g h e r t r af fi c ( d u e t o
e n c r y pti o n), h o w e v e r s h e c a n c a pt u r e t h e e n c r y pt e d t r af fi c
of t h e t a r g et cli e nt.  T h e a d v e r s a r y t h e n  u s e s t h e  d et e cti o n
al g o rit h m s i nt r o d u c e d i n S e cti o n 5 t o  d e ci d e if t h e t a r g et
u s e r i s a s s o ci at e d  wit h t h e t a r g et c o m m u ni c ati o n C . I n a
r e al- w o rl d s etti n g, t h e a d v e r s a r y  will  p o s si bl y h a v e  m ulti-
pl e t a r g et c o m m u ni c ati o n s, a n d  will  m o nit o r a l a r g e n u m-
b e r of s u s p e ct e d cli e nt s.

W h ats A p p. T h e t w o cli e nt s  w e r e r u n ni n g o n s e p a r at e vi r-
t u al  m a c hi n e s r u n ni n g  U b u nt u 1 8. 0 4.  W e  u s e S el e ni u m [ 8 4]
t o c o n n e ct t o  W h at s A p p’ s  w e b a p pli c ati o n a n d s e n d 1 0 0
h o u r s of g e n e r at e d o n e- o n- o n e t r a c e s.  T hi s r e s ult s i n a  m o r e
r e ali sti c  p a c k et c a pt u r e a s t h e t a r g et’ s cli e nt  w o ul d h a v e t o
cli c k t o  d o w nl o a d  m e di a  m e s s a g e s  u p o n a r ri v al  w hil e s u b-
s e q u e nt  m e s s a g e s a r e a r ri vi n g.

Si g n al. T h e t w o cli e nt s r u n o n s e p a r at e vi rt u al  m a c hi n e s
r u n ni n g  U b u nt u 2 0. 0 4.  W e  u s e t e m p o r a r y  p h o n e n u m b e r s
t o c r e at e Si g n al a c c o u nt s.  T h e n o n b ot h  m a c hi n e s,  w e  u s e
v e r si o n 0. 8. 4. 1 of si g n al- cli [ 8 8], a n o p e n s o u r c e c o m m a n d
li n e a n d  d b u s i nt e rf a c e f o r t h e Si g n al  m e s s e n g e r t o  w rit e a
P yt h o n  p r o g r a m f o r t h e a d v e r s a r y’ s  m a c hi n e t o s e n d all of

Fi g. 9.  S h a p e- b a s e d d et e ct or.
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t h e g e n e r at e d o n e- o n- o n e t r a c e s a n d a s e p a r at e  P yt h o n  p r o-
g r a m o n t h e t a r g et’ s  m a c hi n e t o r e c ei v e t h o s e  m e s s a g e s.
O u r t a r g et’ s cli e nt st a rt s  d o w nl o a di n g  m e di a  m e s s a g e s
w hil e s u b s e q u e nt  m e s s a g e s a r e a r ri vi n g.

Wire. Wir e  p r o vi d e s t h e f oll o wi n g  m e s s a gi n g s ol uti o n s:
Wir e  P er s o n al,  Wir e f or Fr e e,  Wir e f or  E nt er p ri s e, a n d  Wir e
f or  G o v er n m e nt s. I n t hi s  w o r k  w e  u s e  Wir e f or Fr e e t o  p er-
f or m o ur e x p eri m e nt s. I n t h e r e st of t h e  p a p er  w e r ef er t o
Wir e  P er s o n al a s  Wir e.  Wir e off er s t w o t y p e s of  m e s s a gi n g:
o n e- o n- o n e a n d gr o u p c o m m u ni c ati o n s.  W e  u s e  diff e r e nt e-
m ail a d d r e s s e s t o c r e at e  Wir e a c c o u nt s f or t h e s e e x p eri m e nt s.
W e  u s e S el e ni u m t o c o n n e ct t o  Wir e’ s  w e b a p pli c ati o n [ 1 1 1]
t o a ut o m at e s e n di n g all of t h e g e n er at e d o n e- o n- o n e t r a c e s.
W h e n s e n di n g  p h ot o s o n  Wir e’ s  w e b a p pli c ati o n, i n st e a d of
u si n g  Wir e’ s o pti o n t o s e n d c o m pr e s s e d  p h ot o s,  w e s e n d
t h e m a s  fil e s.  B e c a u s e ot h e r wi s e, t h e o r d er b y  w hi c h t h e
m e di a i s  d o w nl o a d e d o n t h e t ar g et’ s cli e nt  w o ul d b e  diff e r e nt
f r o m t h e o r d er of t h e a rri v e d  m e s s a g e s,  w hi c h  w o ul d b e a s a
r e s ult of  Wir e a ut o m ati c all y  d o w nl o a di n g  p h ot o s ( n ot  fil e s) a s
t h e y ar ri v e.  At t h e ti m e of t h e e x p eri m e nt s, t h e r e  w a s n o
o pti o n t o t ur n off t hi s f u n cti o n.

Wic kr. B a s e d o n  diff e r e nt c u st o m e r n e e d s,  Wi c kr h a s  d e v el-
o p e d s e v er al s e c u r e  m e s s a gi n g a p p s:  Wi c kr  M e,  Wi c kr  P r o,
a n d  Wi c kr  E nt er p ri s e. I n t hi s  w o r k  w e  u s e  Wi c kr  P r o t o  p er-
f or m t h e e x p eri m e nt s.  N ot e t h at i n t h e r e st of t h e  p a p er  w e
r ef er t o  Wi c kr  P r o a s j u st  Wi c kr.  Wi c kr off er s t w o t y p e s of
g r o u p c o m m u ni c ati o n s: r e g ul a r g r o u p c o m m u ni c ati o n a n d
s e c ur e r o o m c o m m u ni c ati o n.  A r o o m i s a  p ri v at e gr o u p.  T h e
m ai n  diff e r e n c e b et w e e n gr o u p c o m m u ni c ati o n a n d a r o o m i s
t h at i n a r o o m t h e r e i s a s u b s et of  p arti ci p a nt s c all e d t h e
a d mi nistr at ors w h o c a n a d d n e w  p arti ci p a nt s t o t h e r o o m o r
r e m o v e a n y  p arti ci p a nt s f r o m t h e r o o m. I n a g r o u p c o m m u ni-
c ati o n, o nl y  p arti ci p a nt s  m a y r e m o v e t h e m s el v e s.  W e  u s e t h e
Wi c kr I O I nt e gr ati o n  G at e w a y t o a ut o m at e t h e  p r o c e s s of t h e
e x p eri m e nt s.  W e  u s e t h e  Wi c kr I O  D o c k e r  C o nt ai n e r [ 1 0 9] t o
s et  u p t h e  W e b I nt erf a c e  R E S T  A PI i nt e gr ati o n e n a bli n g t h e
c o m m u ni c ati o n  wit h  Wi c kr cli e nt  u si n g  P yt h o n.

P a r a m et e r S el e cti o n. W e c h o o s e b u r st  d et e cti o n t h r e s h-
ol d a s te ¼ 0 :5 s b a s e d o n t h e e m pi ri c al  di st ri b uti o n of
n et w o r k jitt e r.  Al s o,  w e s et ts of t h e s h a p e- b a s e d  d et e ct o r
t o 0 :0 1 s , a s it l e a v e s e n o u g h s e p a r ati o n b et w e e n t w o c o n-
s e c uti v e I M  m e s s a g e s.  N ot e t h at t h e o pti m u m v al u e s of
D a n d G i n t h e e v e nt- b a s e d al g o rit h m a r e  diff e r e nt f o r
e a c h SI M e x p e ri m e nt.

Et hi cs. W e  p e rf o r m e d o u r i nf e r e n c e att a c k s o nl y o v e r
p u bli c I M c h a n n el s o r o n e-t o- o n e c o m m u ni c ati o n s b et w e e n

o u r o w n a c c o u nt s; t h e r ef o r e,  w e  di d n ot c a pt u r e a n y  p ri v at e
I M c o m m u ni c ati o n s.  Al s o,  w e  p e rf o r m e d o u r att a c k s o nl y
o n o u r o w n I M cli e nt s, b ut n o r e al- w o rl d I M cli e nt s.  T h e r e-
f o r e, o u r e x p e ri m e nt s  di d n ot c o m p r o mi s e t h e  p ri v a c y of
a n y r e al- w o rl d I M  m e m b e r s o r a d mi n s.

S y n c hr o ni z ati o n. A s t h e a d v e r s a r y’ s cl o c k  m a y b e s k e w e d
a c r o s s h e r v a nt a g e  p oi nt s, o u r a d v e r s a r y  u s e s a si m pl e sli d-
i n g  wi n d o w t o  miti g at e t hi s: f o r t h e  fi r st 1 0 s e c o n d s of t r af-
fi c, t h e a d v e r s a r y sli d e s t h e t w o  fl o w s b ei n g c o m p a r e d  wit h
0. 5 s e c o n d st e p s, a n d  u s e s t h e  m a xi m u m c o r r el ati o n v al u e.

6. 2  E x p eri m e nt s i n  N or m al  N et w or k  C o n diti o n s

W e e x p e ri m e nt o u r att a c k s f o r e a c h SI M (f ull y c o m pl yi n g
wit h t h e et hi c al c o n si d e r ati o n s of S e cti o n 6. 1).

E ve nt- B ase d  Dete ct or. Fi g. 1 1 s h o w s t h e  R O C c u r v e of t h e
e v e nt- b a s e d al g o rit h m  u si n g Si g n al t r af fi c  d at a f o r 4  diff e r-
e nt o b s e r v ati o n l e n gt h s.  W e c a n s e e t h at, a s e x p e ct e d, l o n ger
tr af fi c o bser v ati o ns i m pr o ve t he a c c ur a c y of t he dete ct or. F o r
i n st a n c e, t h e e v e nt- b a s e d  d et e ct o r off e r s a  T P ¼ 0 :5 8 a n d
F P ¼ 5 :4 1 0 3 wit h 3  mi n o b s e r v ati o n,  w hil e 3 0  mi n s of
o b s e r v ati o n i n c r e a s e s t h e  T P t o cl o s e t o  T P ¼ 0 :9 8 .  T o c al c u-
l at e F P,  w e  p ai r e a c h  fl o w of  m e s s a g e s  wit h t r a c e s of e v e r y
ot h e r  fl o w a n d f e e d it t o t h e al g o rit h m t o s e e if it  d et e ct s a n y
m at c h e s. I n  p r a cti c e, a n a d vers ar y c a n de pl o y t he att a c k  wit h
hier ar c hi c al o bser v ati o n i nter v als t o o pti mi ze a c c ur a c y a n d c o m-
p ut ati o n . F o r i n st a n c e, t h e a d v e r s a r y c a n  m o nit o r a  m a s s of
I M  u s e r s f o r 1 5  mi n s of o b s e r v ati o n; t h e n t h e a d v e r s a r y  will
m o nit o r o nl y t h e cli e nt s  d et e ct e d  wit h 3  mi n s o b s e r v ati o n s
f o r l o n g e r ti m e  p e ri o d s, e. g., 3 0  mi n s, t o i m p r o v e t h e o v e r all
F P  p e rf o r m a n c e  w hil e k e e pi n g c o m p ut ati o n s l o w.

F u rt h e r m o r e, Fi g. 1 2 c o m p a r e s t h e  p e rf o r m a n c e of t h e
e v e nt- b a s e d  d et e ct o r o n o u r t a r g et SI M s.  A s c a n b e s e e n,

Fi g. 1 1.  T h e p erf or m a n c e of t h e e v e nt- b a s e d d et e ct or o n  Si g n al tr af fi c
f or diff er e nt tr af fi c l e n gt h s.

Fi g. 1 0.  C o m p ari n g t h e a n al yti c al u p p er b o u n d s of t h e e v e nt- b a s e d
d et e ct or  wit h e m piri c al r e s ult s (f or 1 5  mi n ut e s of  T el e gr a m tr af fi c).

Fi g. 1 2.  P erf or m a n c e of t h e e v e nt- b a s e d d et e ct or o n diff er e nt  SI M s ( 1 5
mi n s of o b s er v e d tr af fi c).
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wit h Si g n al a n d  Wi r e, t h e  d et e ct o r h a s a  w o r s e  p e rf o r m a n c e
c o m p a r e d t o ot h e r SI M s. It a p p e a r s t h at t h e y a p pl y o bf u s c a-
ti o n al g o rit h m s o n t h ei r t r af fi c  fl o w s.  H o w e v e r,  w e c o ul d
n ot  fi n d a n y of fi ci al  d o c u m e nt ati o n a b o ut t h ei r o bf u s c ati o n
t e c h ni q u e s.

S h a pe- B ase d  Dete ct or. W e al s o e x p e ri m e nt o u r s h a p e-
b a s e d  d et e ct o r o n e a c h SI M. Fi g. 1 3 c o m p a r e s t h e  p e rf o r-
m a n c e of t h e e v e nt- b a s e d a n d s h a p e- b a s e d  d et e ct o r s o n
Wi c k r t r af fi c f o r 3  mi n s a n d 1 5  mi n s of o b s e r v e d t r af fi c.

A s c a n b e s e e n, t he s h a pe- b ase d dete ct or o ut perf or ms t he
e ve nt- b ase d dete ct or f or s m aller v al ues of f alse p ositi ve r ates . F o r
i n st a n c e, f o r a t a r g et t r u e  p o siti v e r at e of 0. 8, t h e s h a p e-
b a s e d  d et e ct o r off e r s a f al s e  p o siti v e of 1 :5 1 0 3 c o m p a r e d
t o 4 1 0 3 of t h e e v e nt- b a s e d  d et e ct o r ( wit h 1 5  mi n s of
o b s e r v ati o n).  T h e r e a s o n f o r t hi s  p e rf o r m a n c e g a p i s t h e
i m p a ct of e v e nt e xt r a cti o n n oi s e o n t h e e v e nt- b a s e d  d et e c-
t o r. S u c h n oi s e h a s s m all e r i m p a ct o n t h e s h a p e- b a s e d  d et e c-
t o r a s it c o r r el at e s t h e s h a p e of t r af fi c  fl o w s. F o r hi g h e r f al s e
p o siti v e r at e s, t h e  p e rf o r m a n c e i s o p p o sit e a n d t h e e v e nt-
b a s e d  d et e ct o r h a s  m o r e t r u e  p o siti v e r at e t h a n t h e s h a p e-
b a s e d  d et e ct o r.

N ot e t h at f o r o u r e v e nt- b a s e d  d et e ct o r i n Fi g. 1 3, f o r s h o rt
t r af fi c o b s e r v ati o n s ( e. g., 3  mi n s)  w e c a n n ot o b s e r v e s m all
F P s i n o u r  R O C c u r v e.  T hi s i s b e c a u s e t h e e v e nt- b a s e d c o r-
r el ati o n  u s e s t h e n u m b e r of  m at c h e d e v e nt s,  w hi c h i s v e r y
c o a r s e- g r ai n e d  d u e t o t h e li mit e d n u m b e r of e v e nt s i n s h o rt
( e. g., 3  mi n ut e s) i nt e r v al s.  W e  u s e o u r a n al yti c al  u p p e r-
b o u n d s ( d e ri v e d i n ( 1) a n d ( 3)) t o e sti m at e t h e  p e rf o r m a n c e
t r e n d f o r s m all e r f al s e  p o siti v e v al u e s f o r  T el e g r a m t r af fi c i n
Fi g. 1 0.

I n t e r m s of t h e  p e rf o r m a n c e ti m e, o ur e ve nt- b ase d dete ct or
is t w o or ders of  m a g nit u de f aster t h a n t he s h a pe- b ase d dete ct or.
T a bl e 4 c o m p a r e s t h e n u m b e r of  C P U c y cl e s e a c h of t h e t w o
d et e ct o r s t a k e t o c al c ul at e t h e c o r r el ati o n of a  p ai r of 9 0 0 s e c-
o n d Si g n al  fl o w s, a s  w ell a s t h e c o r r el ati o n ti m e s of t h e t w o
d et e ct o r s.  T h e  m ai n r e a s o n f o r t hi s  diff e r e n c e i s t h at t h e
e v e nt- b a s e d c o r r el at o r  u s e s t h e  di s c r et e ti m e- s e ri e s of e v e nt
m et a d at a f o r it s c o r r el ati o n,  w hil e t h e s h a p e- b a s e d  d et e ct o r
u s e s t r af fi c hi st o g r a m s o v e r ti m e.

6. 3  E x p eri m e nt s i n  P o or  N et w or k  C o n diti o n s

T o e v al u at e t h e eff e ct of t h e b a n d wi dt h of t h e t a r g et’ s  d e vi c e
o n t h e  p e rf o r m a n c e of t h e e v e nt- b a s e d  d et e ct o r,  w e c ol-
l e ct e d t r af fi c f o r e a c h SI M  wit h t h e t a r g et  d e vi c e’ s b a n d-
wi dt h li mit e d t o 1 M b p s, 5 M b p s, a n d i n s o m e c a s e s 1 0 M b p s.
W e  u s e d  W o n d e r s h a p e r [ 1 1 2] t o li mit t h e b a n d wi dt h o n
t a r g et’ s  V M.  W e t h e n t u n e d t h e  p a r a m et e r s of t h e e v e nt-

b a s e d  d et e ct o r t o b ett e r  d et e ct e v e nt s of t h e t r af fi c of t h e cli-
e nt  wit h li mit e d b a n d wi dt h.

Fi g. 1 4 s h o w s t h e  p e rf o r m a n c e of t h e e v e nt- b a s e d  d et e c-
t o r o n Si g n al a n d  Wi r e  w h e n t h e b a n d wi dt h of t h e t a r g et
u s e r i s li mit e d t o 1 0  M b p s a n d 5  M b p s c o m p a r e d t o  w h e n
t h e r e i s n o i m p o s e d li mit s.  A s e x p e ct e d, l o w e r b a n d wi dt h
c o r r e s p o n d s  wit h l o w e r  p e rf o r m a n c e of t h e  d et e ct o r o n
b ot h SI M s.  Wit h s m all e r b a n d wi dt h s, t h e r e a r e  m o r e o v e r-
l a p s b et w e e n e v e nt s  w hi c h c a u s e s  m o r e e r r o r s i n t h e e v e nt
e xt r a cti o n  p r o c e s s.  A si mil a r  p att e r n e xi st e d i n o u r e x p e ri-
m e nt s f o r  Wi c k r,  T el e g r a m, a n d  W h at s A p p.  W h e n  w e li mit
t h e b a n d wi dt h t o 1 M b p s, t h e  p e rf o r m a n c e  d r o p s si g ni fi-
c a ntl y  m a ki n g t h e  d et e ct o r i n eff e cti v e.  T hi s i s e x p e ct e d a s
t h e t h e SI M s b e c o m e al m o st  u n u s a bl e  wit h a 1 M b p s b a n d-
wi dt h  w h e n s e n di n g  m e di a  m e s s a g e s.

6. 4  E x p eri m e nt s t o  E v al u at e t h e  Eff e ct  of
A d v er s ar y’ s  L o c ati o n

W e al s o e v al u at e t h e  p e rf o r m a n c e of o u r e v e nt- b a s e d al g o-
rit h m  w hil e t u n n eli n g a d v e r s a r y’ s t r af fi c t h r o u g h  V P N s i n
diff e r e nt l o c ati o n s.  T hi s i s t o e v al u at e t h e eff e ct of
a d v e r s a r y’ s l o c ati o n  wit h r e s p e ct t o it s t a r g et.  W e t u n n el t h e
t r af fi c t h r o u g h  V P N s i n t h r e e l o c ati o n s: J a p a n, S o ut h  Af ri c a,
a n d  T u r k e y. I n s et u p s  w h e r e  V P N i s  u s e d, eit h e r a  T o r-
G u r a d  V P N cli e nt [ 9 9] o r a  N o r d V P N cli e nt [ 6 6] i s i n st all e d
o n t h e s e n d e r ( a d v e r s a r y) vi rt u al  m a c hi n e a n d t h e  V P N h a s
b e e n c o n n e ct e d  p ri o r t o s e n di n g  m e s s a g e s. Fi g. 1 5 s h o w s
t h e  p e rf o r m a n c e of t h e e v e nt- b a s e d  d et e ct o r  w hil e o b s e r v-
i n g 1 5  mi n ut e s of Si g n al’ s t r af fi c a s a d v e r s a r y’ s t r af fi c i s t u n-
n el e d t h r o u g h a  V P N s e r v e r i n  diff e r e nt l o c ati o n s.  W e
b eli e v e t h e  p o o r  p e rf o r m a n c e of t h e e v e nt- b a s e d  d et e ct o r
w h e n t r af fi c  w a s t u n n el e d t h r o u g h t h e  V P N s e r v e r i n S o ut h
Af ri c a i s  d u e t o t h e v e r y l o w b a n d wi dt h of t h e c o n n e cti o n
t h r o u g h t h at  V P N s e r v e r ( cl o s e t o 1 M b p s).  A s c a n b e s e e n,
t u n n eli n g t h e t r af fi c t h r o u g h  V P N aff e ct s t h e  p e rf o r m a n c e
of t h e  d et e ct o r t o s o m e  d e g r e e b ut  d o e s n ot  m a k e it i n eff e c-
ti v e a s  V P N s  d o n ot o bf u s c at e t h e t r af fi c  p att e r n s of SI M s.
V P N s h o w e v e r, a d d a  d el a y t o a d v e r s a r y’ s t r af fi c.  T hi s i n di-
c at e s t h at  w h e n  di r e ctl y s e n di n g  m e s s a g e s t o it s t a r g et, t h e

Fi g. 1 3.  C o m p ari n g e v e nt- b a s e d a n d s h a p e- b a s e d d et e ct or s o n  Si g n al
tr af fi c.

T A B L E 4
T h e  Att a c k  P erf or m a n c e s f or  O n e  C orr el ati o n

M et h o d # of  C P U c y cl e s  O n e c o r r el ati o n ti m e

S h a p e- b a s e d 3 4 4 3 1 7 0 9 3 4 4 3 1. 7 0  m s
E v e nt- b a s e d 1 2 3 9 6 2 1 2 3. 9 6  m s

Fi g. 1 4.  P erf or m a n c e of t h e e v e nt- b a s e d d et e ct or o n  Si g n al a n d  Wir e
SI M s  wit h diff er e nt b a n d wi dt h li mit s ( 1 5  mi n s of o b s er v e d tr af fi c).
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l o c ati o n of t h e a d v e r s a r y h a s s o m e eff e ct o n t h e  p e rf o r-
m a n c e of t h e e v e nt- b a s e d  d et e ct o r. Fi g. 1 6 s h o w s t h e  p e rf o r-
m a n c e of t h e e v e nt- b a s e d  d et e ct o r  w hil e o b s e r vi n g t h e
t r af fi c of  diff e r e nt SI M a p pli c ati o n s f o r 1 5  mi n ut e s a s
a d v e r s a r y’ s t r af fi c i s t u n n el e d t h r o u g h a  V P N s e r v e r l o c at e d
i n J a p a n.  C o m p a ri n g t hi s  fi g u r e  wit h Fi g. 1 2 s h o w s h o w t h e
l o c ati o n of t h e a d v e r s a r y h a s s o m e eff e ct o n t h e  p e rf o r-
m a n c e of t h e e v e nt- b a s e d al g o rit h m  w hil e t h e al g o rit h m still
h a s it s l o w e st  p e rf o r m a n c e o n Si g n al.

6. 5  C o m p ari s o n  Wit h  D e e p  L e ar ni n g  T e c h ni q u e s

A s  m e nti o n e d e a rli e r i n S e cti o n 3. 4, t h e r e c e nt  w o r k of
D e e p C o r r [ 6 3]  u s e s  d e e p l e a r ni n g cl a s si fi e r s t o  p e rf o r m  fl o w
c o r r el ati o n att a c k s o n  T o r.  T h e y  d e m o n st r at e t h at  d e e p
l e a r ni n g cl a s si fi e r s o ut p e rf o r m st ati sti c al c o r r el ati o n t e c h ni-
q u e s, li k e t h e o n e s  w e  u s e d i n o u r  w o r k, i n c o r r el ati n g  T o r
c o n n e cti o n s. I n t hi s s e cti o n,  w e c o m p a r e o u r I M cl a s si fi e r s
wit h  d e e p l e a r ni n g cl a s si fi e r s.  A s  w e s h o w i n t h e f oll o wi n g,
w h e n t h e SI M s e r vi c e h a s n ot  d e pl o y e d eff e cti v e o bf u s c a-
ti o n, o ur st atisti c al cl assi fiers o ut perf or m dee p-le ar ni n g- b ase d
cl assi fiers , e s p e ci all y f o r s h o rt e r  fl o w o b s e r v ati o n s. I nt ui-
ti v el y, t hi s i s  d u e t o t h e s p a r sit y of e v e nt s i n t y pi c al I M c o m-
m u ni c ati o n s, a s  w ell a s t h e st ati o n a r y n at u r e of n oi s e i n
u n o bf u s c at e d I M c o m m u ni c ati o n s i n c o nt r a st t o t h e s c e-
n a ri o of  T o r.  N ot e t h at t hi s f ull y c o m pli e s  wit h  N a s r et al.
[ 6 3]’ s o b s e r v ati o n t h at  D e e p C o r r o nl y o ut p e rf o r m s st ati sti-
c al cl a s si fi e r s i n n o n- st ati o n a r y n oi s y c o n diti o n s,  w h e r e st a-
ti sti c al t r af fi c  m o d el s b e c o m e i n a c c u r at e.

F o r f ai r c o m p a ri s o n s,  w e o bt ai n t h e o ri gi n al c o d e of
D e e p C o r r [ 6 3], a n d a dj u st it t o t h e s p e ci fi c s etti n g of I M t r af-
fi c. S p e ci fi c all y,  w e  di vi d e t h e ti mi n g of e a c h  fl o w t o e q u al

p e ri o d s of l e n gt h 1 s e c o n d, a n d i n e a c h  p e ri o d  w e a s si g n
v al u e s of f 0 ; 1 g t o t h at  p e ri o d.  W e s et t h e v al u e of a  p e ri o d 1
if t h e r e i s a b u r st of  p a c k et s i n t h at  p e ri o d, a n d 0 if t h e r e i s
n o b u r st of  p a c k et s.  A s a n e x a m pl e, if  w e  u s e 1 5  mi n ut e s of
t r af fi c  fl o w s f o r c o r r el ati o n, o u r f e at u r e  di m e n si o n i s a 9 0 0-
l e n gt h v e ct o r  wit h v al u e s of 0 ; 1 .

W e  d e si g n a  D e e p C o r r  m o d el f o r e a c h SI M  u si n g it s c ol-
l e ct e d  d at a. Fi g s. 1 7 a n d 1 8 s h o w t h e  R O C c u r v e s of o u r
e v e nt- b a s e d  d et e ct o r c o m p a r e d  wit h o u r  d e e p-l e a r ni n g-
b a s e d  d et e ct o r,  u si n g 3 a n d 1 5  mi n ut e s of  Wi c k r a n d Si g n al
t r af fi c, r e s p e cti v el y.  A s  w e c a n s e e, i n c a s e of  Wi c k r, o u r
e v e nt- b a s e d t e c h ni q u e o ut p e rf o r m s t h e  d e e p-l e a r ni n g-
b a s e d cl a s si fi e r f o r s m all e r f al s e  p o siti v e r at e s. F o r i n st a n c e,
f o r a f al s e  p o siti v e r at e of 1 0 3 w h e n  u si n g 1 5  mi n ut e s of
t r af fi c, o u r e v e nt- b a s e d  d et e ct o r a c hi e v e s a 9 8 % a c c u r a c y
c o m p a r e d t o 9 5 % of t h e  D e e p C o r r- b a s e d t e c h ni q u e.  W e s e e
t h at t h e  p e rf o r m a n c e a d v a nt a g e of o u r e v e nt- b a s e d  d et e ct o r
si g ni fi c a ntl y i n c r e a s e s f o r s h o rt e r  fl o w o b s e r v ati o n s, e. g.,
w h e n 3  mi n ut e s of t r af fi c i s  u s e d f o r  d et e cti o n, o u r cl a s si fi e r
p r o vi d e s 9 3 % a c c u r a c y c o m p a r e d t o 6 2 % of t h e  D e e p C o r r-
b a s e d cl a s si fi e r (f o r t h e a f al s e  p o siti v e r at e of 1 0 3 ).

O n t h e ot h e r h a n d, f o r Si g n al,  w h e n 3  mi n ut e s of t r af fi c i s
u s e d f o r  d et e cti o n,  D e e p C o r r  p r o vi d e s a F P r at e of 1 :9
1 0 4 c o m p a r e d t o 5 :4 1 0 3 of o u r cl a s si fi e r (f o r t h e  T P
r at e s of 6 0 % a n d 5 8 % r e s p e cti v el y).  Wit h 1 5  mi n ut e s of Si g-
n al t r af fi c,  D e e p C o r r  p r o vi d e s a  T P r at e of 9 9 % c o m p a r e d t o
9 5 % of o u r cl a s si fi e r (f o r a F P r at e of 1 :4 1 0 2 ). I n c o nt r a st
wit h  Wi c k r, o n Si g n al, t h e  d e e p-l e a r ni n g- b a s e d t e c h ni q u e i s

Fi g. 1 5.  P erf or m a n c e of t h e e v e nt- b a s e d d et e ct or o n  Si g n al  w h e n t u n n el-
i n g tr af fi c t hr o u g h diff er e nt  V P N s er v er l o c ati o n s ( 1 5  mi n s of o b s er v e d
Si g n al tr af fi c).

Fi g. 1 6.  P erf or m a n c e of t h e e v e nt- b a s e d d et e ct or o n diff er e nt  SI M s
w h e n t u n n eli n g tr af fi c t hr o u g h t h e  V P N l o c at e d i n J a p a n ( 1 5  mi n s of
o b s er v e d tr af fi c).

Fi g. 1 7.  C o m p ari n g o ur e v e nt- b a s e d d et e ct or  wit h a  D e e p C orr- b a s e d
cl a s si fi er, f or 3 a n d 1 5  mi n s of o b s er v e d  Wi c kr tr af fi c.

Fi g. 1 8.  C o m p ari n g o ur e v e nt- b a s e d d et e ct or  wit h a  D e e p C orr- b a s e d
cl a s si fi er, f or 3 a n d 1 5  mi n s of o b s er v e d  Si g n al tr af fi c.
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p e rf o r mi n g b ett e r t h a n t h e e v e nt- b a s e d  d et e ct o r.  W e b eli e v e
t hi s i s b e c a u s e it c a n c a pt u r e t h e n oi s e i n t h e t r af fi c c a u s e d
b y t h e Si g n al o bf u s c ati o n  m e c h a ni s m s a s  m e nti o n e d i n
S e cti o n 6. 2.

F u rt h e r m o r e,  w e t r ai n a  D e e p C o r r  m o d el o n t h e a g g r e-
g at e d  d at a of all SI M s.  W e t h e n t e st t hi s a g g r e g at e d  m o d el
o n t h e t e st  d at a of e a c h SI M. Fi g. 2 2 c o m p a r e s t h e  p e rf o r-
m a n c e of t h e a g g r e g at e d  m o d el  wit h i n di vi d u al  m o d el s
t r ai n e d o n  Wi c k r,  Wi r e, a n d Si g n al t r af fi c s.  W e s e e t h at t h e
a g g r e g at e d  m o d el h a s a si mil a r  p e rf o r m a n c e c o m p a r e d t o
t h e  m o d el s t r ai n e d o n e a c h  d at a s et s e p a r at el y.

Te m p or al  C o nstr ai nts. A c c o r di n g t o [ 6 3],  D e e p C o r r l e a r n s
t h e g e n e ri c f e at u r e s of n oi s e i n  T o r, r e g a r dl e s s of t h e s p e ci fi c
ci r c uit s a n d e n d- h o st s  d u ri n g t h e t r ai ni n g  p r o c e s s.  T h e r e-
f o r e, t h e r e c o ul d b e a n e e d t o r e-t r ai n t h e  D e e p C o r r  m o d el
t r ai n e d o n SI M t r af fi c if t h e g e n e ri c f e at u r e s of n oi s e of a
SI M a p pli c ati o n c h a n g e.  E x a m pl e s of s u c h a c h a n g e c a n b e
if a SI M st a rt s t o  u s e a n e w e n c o di n g o r a n e w c o m p r e s si o n
al g o rit h m f o r t h ei r t e xt o r  m e di a  m e s s a g e.  W e b eli e v e t hi s
t y p e of c h a n g e t o b e i nf r e q u e nt.

7 C O U N T E R M E A S U R E S

W e  d e pl o y a n d e v al u at e  p o s si bl e c o u nt e r m e a s u r e s a g ai n st
o u r  p r e s e nt e d att a c k s. I nt uiti v el y, o u r att a c k s  w o r k b e c a u s e
i n-t h e- wil d SI M s e r vi c e s  d o n ot o bf u s c at e t r af fi c  p att e r n s
e n o u g h.  T h e r ef o r e,  w e i n v e sti g at e v a ri o u s t r af fi c o bf u s c a-
ti o n  m e c h a ni s m s a s c o u nt e r m e a s u r e s a g ai n st o u r t r af fi c
a n al y si s- b a s e d att a c k s.

N ot e t h at o bf u s c ati o n- b a s e d c o u nt e r m e a s u r e s h a v e b e e n
st u di e d a g ai n st ot h e r ki n d s of t r af fi c a n al y si s att a c k s o v e r-
vi e w e d i n S e cti o n 3. 4.  T h e r e a r e s e v e r al k e y i d e a s  u s e d i n
e xi sti n g c o u nt e r m e a s u r e s: ( 1) t u n n eli n g t r af fi c t h r o u g h a n
o v e rl a y s y st e m t h at  p e rt u r b s it s  p att e r n s [ 5 7], [ 6 8], e. g.,  T o r,
( 2) a d di n g b a c k g r o u n d t r af fi c ( al s o c all e d  d e c o y) t h at i s
mi x e d  wit h t h e t a r g et t r af fi c [ 3 0], [ 5 6], [ 7 2], [ 1 0 3], [ 1 1 5], ( 3)
p a d di n g t r af fi c e v e nt s ( e. g.,  p a c k et s) [ 1 8], [ 1 9], [ 3 0], [ 4 8],
[ 1 0 2], a n d ( 4)  d el a yi n g t r af fi c e v e nt s [ 1 8], [ 1 9], [ 3 0], [ 1 0 2],
[ 1 0 3]. I n t h e f oll o wi n g,  w e i n v e sti g at e v a ri o u s c o u nt e r m e a-
s u r e t e c h ni q u e s i n s pi r e d b y t h e s e st a n d a r d a p p r o a c h e s.

7. 1  T u n n eli n g  T hr o u g h  Cir c u m v e nti o n  S y st e m s
Wit h/ Wit h o ut  B a c k gr o u n d  Tr af fi c

A s t h e  fi r st c o u nt e r m e a s u r e,  w e t u n n el SI M t r af fi c t h r o u g h
st a n d a r d ci r c u m v e nti o n s y st e m s, i n  p a rti c ul a r  V P N a n d  T o r
pl u g g a bl e t r a n s p o rt s [ 9 8].  W e  u s e t h e s a m e e x p e ri m e nt al

s et u p a s b ef o r e a n d c o n n e ct t o 3 0 0  T el e g r a m c h a n n el s. F o r
e a c h ci r c u m v e nti o n s y st e m,  w e  p e rf o r m t h e e x p e ri m e nt s
wit h a n d  wit h o ut a n y b a c k g r o u n d t r af fi c. I n t h e e x p e ri-
m e nt s  wit h b a c k g r o u n d t r af fi c, t h e  V M r u n ni n g t h e SI M
s oft w a r e al s o  m a k e s  H T T P c o n n e cti o n s  u si n g S el e ni u m.
T h e b a c k g r o u n d  H T T P  w e b p a g e s a r e  pi c k e d r a n d o ml y
f r o m t h e t o p 5 0, 0 0 0  Al e x a  w e b sit e s.  T o a m plif y t h e i m p a ct
of t h e b a c k g r o u n d t r af fi c, t h e ti m e b et w e e n e v e r y t w o c o n-
s e c uti v e  H T T P  G E T s i s t a k e n f r o m t h e e m pi ri c al  di st ri b u-
ti o n of  T el e g r a m I M D s, t h e r ef o r e  p r o d u ci n g a n oi s e  p att e r n
si mil a r t o a ct u al SI M c h a n n el s.

We o bser ve t h at o ur e ve nt- b ase d att a c k perf or ms str o n ger
a g ai nst o ur c o u nter me as ures .  T h e r ef o r e,  w e o nl y  p r e s e nt t h e
c o u nt e r m e a s u r e r e s ult s a g ai n st t h e e v e nt- b a s e d  d et e ct o r.
Fi g. 1 9 s h o w s t h e  R O C c u r v e of t h e e v e nt- b a s e d  d et e ct o r
u si n g v a ri o u s ci r c u m v e nti o n s y st e m s a n d i n  diff e r e nt s et-
ti n g s.  O u r  T o r e x p e ri m e nt s a r e  d o n e o n c e  wit h r e g ul a r  T o r,
a n d o n c e  u si n g t h e o bf s 4 [ 6 8] t r a n s p o rt  wit h t h e I A T  m o d e
of 1,  w hi c h o bf u s c at e s t r af fi c  p att e r n s.

W e s e e t h at usi n g re g ul ar  T or ( wit h n o a d diti o n al o bf us c a-
ti o n) as  well as usi n g  V P N d oes n ot si g ni fi c a ntl y c o u nter o ur
att a c ks , e. g.,  w e g et a  T P of 8 5 % a n d a F P of 5 1 0 3 w h e n
t u n n eli n g t h r o u g h t h e s e s e r vi c e s ( u si n g 1 5  mi n s of t r af fi c).
H o w e v e r, a d di n g b a c k gr o u n d tr af fi c w h e n t u n n el e d t h r o u g h
T o r a n d  V P N r e d u c e s t h e a c c u r a c y of t h e att a c k, b ut we get
t he best c o u nter me as ure perf or m a n ce usi n g  T or’s o bfs 4
o bf us c at or .

N ot e t h at t u n n eli n g t h r o u g h a g e n e ri c ci r c u m v e nti o n s y s-
t e m li k e  T o r i s n ot t h e  m o st att r a cti v e c o u nt e r m e a s u r e t o t h e
u s e r s  d u e t o t h e  p o o r c o n n e cti o n  p e rf o r m a n c e of s u c h
s y st e m s.

7. 2 I M Pr o x y:  A n  O bf u s c ati o n  Pr o x y  D e si g n e d f or I M
S er vi c e s

W e  d e si g n a  p r o x y- b a s e d o bf u s c ati o n s y st e m, c all e d I M P r o x y,
b uilt s p e ci fi c all y f o r I M c o m m u ni c ati o n s. I M P r o x y c o m-
bi n e s t w o o bf u s c ati o n t e c h ni q u e s: c h a n gi n g t h e ti mi n g of
e v e nt s ( b y a d di n g  d el a y s), a n d c h a n gi n g t h e si z e s of e v e nt s
t h r o u g h a d di n g  d u m m y t r af fi c.  A n I M cli e nt h a s t h e a bilit y
t o e n a bl e e a c h of t h e s e c o u nt e r m e a s u r e s, a n d s p e cif y t h e
a m plit u d e of o bf u s c ati o n t o  m a k e h e r  d e si r e d t r a d e off
b et w e e n  p e rf o r m a n c e a n d r e sili e n c e. I M Pr o x y d oes n ot
re q uire a n y c o o per ati o n fr o m I M pr o vi ders , a n d c a n b e  u s e d t o
o bf u s c at e a n y I M ser vi ce .

C o m p o ne nts of I M Pr o x y. Fi g. 2 3 s h o w s t h e  d e si g n of
I M P r o x y. F o r a cli e nt t o  u s e I M P r o x y, s h e n e e d s t o i n st all a

Fi g. 1 9.  T h e i m p a ct of v ari o u s c o u nt er m e a s ur e s o n t h e p erf or m a n c e of
t h e e v e nt- b a s e d d et e ct or u si n g diff er e nt cir c u m v e nti o n s y st e m s ( 1 5
mi n ut e s of o b s er v e d  T el e gr a m tr af fi c).

Fi g. 2 0.  R a n d o ml y d el a yi n g e v e nt s b y a n  SI M s er v er a ct s a s a n eff e cti v e
c o u nt er m e a s ur e t o o ur att a c k s. 1 i s t h e  m e a n of t h e a d d e d d el a y i n
s e c o n d s ( 1 5  mi n ut e s of o b s er v e d  Wir e tr af fi c).
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l o c al  p r o x y s oft w a r e. l o c al  p r o x y r u n s a S O C K S 5  p r o x y li s-
t e ni n g o n a l o c al  p o rt.  T h e cli e nt  will n e e d t o c h a n g e t h e s et-
ti n g of h e r I M s oft w a r e ( e. g.,  T el e g r a m s oft w a r e) t o  u s e t hi s
l o c al  p o rt f o r  p r o x yi n g o r  u s e a  p r o x y t h at c a n  filt e r o ut I M
s oft w a r e  p a c k et s.

A s e c o n d c o m p o n e nt of I M P r o x y i s r e m ot e  p r o x y,  w hi c h
i s a S O C K S 5  p r o x y r e si di n g o ut si d e of t h e s u r v eill a n c e a r e a.
T h e cli e nt n e e d s t o e nt e r t h e (I P,  p o rt) i nf o r m ati o n of t hi s
r e m ot e  p r o x y i n t h e s etti n g s of h e r l o c al  p r o x y s oft w a r e.
N ot e t h at, i n  p r a cti c e, r e m ot e  p r o x y c a n b e eit h e r r u n b y t h e
cli e nt h e r s elf ( e. g., a s a n  A W S i n st a n c e), o r c a n b e r u n b y t h e
I M  p r o vi d e r o r t r u st e d e ntiti e s ( si mil a r t o t h e  M T P r ot o  p r o x-
i e s r u n f o r  T el e g r a m  u s e r s [ 6 1]).

H o w I M Pr o x y  W or ks. O n c e a n I M cli e nt s et s  u p h e r s y s-
t e m t o  u s e I M P r o x y a s a b o v e, h e r I M t r af fi c t o /f r o m t h e I M
s e r v e r s  will g o t h r o u g h  p r o x y s e r v e r s of I M P r o x y, a s s h o w n
i n Fi g. 2 3.  T h e I M t r af fi c of t h e cli e nt  will b e h a n dl e d b y l o c al
p r o x y a n d r e m ot e  p r o x y,  w hi c h o bf u s c at e t r af fi c t h r o u g h
p a d di n g a n d  d el a yi n g.

A s s h o w n i n t h e  fi g u r e, I M P r o x y a ct s  diff e r e ntl y o n
u p st r e a m a n d  d o w n st r e a m I M t r af fi c. F o r  u p st r e a m SI M
c o m m u ni c ati o n s ( e. g.,  m e s s a g e s s e nt b y a n a d mi n), l o c al
p r o x y a d d s  p a d di n g t o t h e t r af fi c b y i nj e cti n g  d u m m y  p a c k-
et s a n d e v e nt s at c e rt ai n ti m e s. Fi r st, s o m e  d u m m y  p a c k et s
a r e i nj e ct e d cl o s e t o t h e e v e nt s i n o r d e r t o c h a n g e t h ei r si z e s.
T h e si z e of  p a d di n g f o r e a c h e v e nt i s c h o s e n r a n d o ml y, f ol-
l o wi n g a  u nif o r m  di st ri b uti o n i n [ 0, r p a d di n g ],  w h e r e r p a d di n g i s
a  p a r a m et e r a dj u st e d b y e a c h  u s e r. S e c o n d, s o m e  d u m m y
e v e nt s ( b u r st of  p a c k et s) a r e i nj e ct e d  d u ri n g t h e sil e n c e
i nt e r v al s; t hi s i s  d o n e r a n d o ml y:  d u ri n g e a c h 1 s e c o n d
sil e n c e i nt e r v al, a n e v e nt i s i nj e ct e d  wit h a  p r o b a bilit y
p p a d di n g ,  w h e r e p p a d di n g i s al s o a dj u st e d b y e a c h i n di vi d u al
u s e r.  T h e si z e of  d u m m y e v e nt s i s  d r a w n f r o m t h e e m pi ri c al
di st ri b uti o n of t h e si z e s of i m a g e  m e s s a g e s, a s  p r e s e nt e d
e a rli e r. Fi n all y, t h e  d u m m y  p a c k et s a r e r e m o v e d b y r e m ot e
p r o x y b ef o r e g etti n g f o r w a r d e d t o t h e I M s e r v e r.  N ot e t h at
all t r af fi c b et w e e n l o c al  p r o x y a n d r e m ot e  p r o x y i s
e n c r y pt e d s o t h e a d v e r s a r y c a n n ot i d e ntif y t h e  d u m m y
p a c k et s.

F o r  d o w n st r e a m SI M c o m m u ni c ati o n s ( e. g.,  m e s s a g e s
r e c ei v e d b y a  m e m b e r), r e m ot e  p r o x y a d d s  d u m m y  p a c k et s,
a s a b o v e,  w hi c h a r e t h e n  d r o p p e d b y l o c al  p r o x y b ef o r e
b ei n g r el e a s e d t o t h e cli e nt’ s I M s oft w a r e. I n a d diti o n t o
p a d di n g, r e m ot e  p r o x y  d el a y s t h e  p a c k et s i n t h e  d o w n-
st r e a m t r af fi c. I n o u r i m pl e m e nt ati o n, r e m ot e  p r o x y  u s e s a n
E x p o n e nti al  Di st ri b uti o n  wit h r at e t o g e n e r at e r a n d o m

d el a y s ( w hi c h i s b a s e d o n o u r  d el a y  m o d el i n Fi g. 5).  N ot e
t h at n o  d el a y i s a p pli e d o n  u p st r e a m t r af fi c, a s t h e  d el a y
will t r a n sit t o t h e c o r r e s p o n di n g  d o w n st r e a m t r af fi c.  Al s o,
n ot e t h at e a c h cli e nt c a n c o nt r ol t h e i nt e n sit y of  p a d di n g b y
a dj u sti n g t h e p p a d di n g a n d r p a d di n g p a r a m et e r s, a n d c o nt r ol t h e
a m plit u d e of  d el a y s b y a dj u sti n g .

T o i m pl e m e nt t h e  d el a yi n g of  p a c k et s,  w e  u s e d t h e Net-
Filter Q ue ue a n d s c a p y m o d ul e s i n  P yt h o n.  T o e v al u at e t h e
eff e ct s of a d diti o n a n d r e m o v al of  d u m m y  p a c k et s a n d  p a d-
di n g,  w e r u n a si m ul ati o n  u si n g t r af fi c c oll e ct e d  wit h o ut t h e
u s e of I M P r o x y.

E v al u ati o n  A g ai nst  O bli vi o us  A d vers ar y. W e  fi r st e v al u at e
o u r I M P r o x y i m pl e m e nt ati o n a g ai n st a n a d v e r s a r y  w h o i s
n ot a w a r e of h o w I M P r o x y  w o r k s ( o r it s e xi st e n c e).  T o  d o
s o,  w e e v al u at e I M P r o x y a g ai n st o u r e v e nt- b a s e d  d et e ct o r.

Fi g. 2 0 s h o w s t h e  R O C c u r v e of t h e e v e nt- b a s e d  d et e ct o r
f o r  diff e r e nt v al u e s of .  N ot e t h at 1 d e fi n e s t h e a v e r a g e
a m o u nt of  d el a y a d d e d t o t h e  p a c k et s.  A s  w e c a n s e e,
i n cre asi n g t he a d de d del a y ( b y re d u ci n g ) re d u ces t he perf or-
m a n ce of o ur att a c k , a s it c a u s e s t o  mi s s ali g n e v e nt s a c r o s s t h e
m o nit o r e d  fl o w s. F o r i n st a n c e, a 1 ¼ 0 :0 5 s r e d u c e s t h e
a d v e r s a r y’ s  T P f r o m 9 0 % t o 2 % (f o r a c o n st a nt 1 8 1 0 4

f al s e  p o siti v e).
Fi g. 2 1 s h o w s t h e  R O C c u r v e s f o r t h e si m ul ati o n of t h e

e v e nt- b a s e d  d et e ct o r  wit h  diff e r e nt r p a d di n g a n d p p a d di n g ¼
1 0 4 .  N ot e t h at a p p a d di n g ¼ 1 0 4 c a u s e s a 7 % a v e r a g e t r af fi c
o v e r h e a d.  A s e x p e ct e d, i n cre asi n g r p a d di n g r e d u ces t he perf or-
m a n ce of o ur att a c k ; e v e n a r p a d di n g a s s m all of 1 0 % a n d 7 %
of  d u m m y e v e nt s c a n h a v e a n oti c e a bl e i m p a ct o n c o u nt e r-
i n g t h e t r af fi c a n al y si s att a c k s, i. e., f o r a 1 0 3 f al s e  p o siti v e
r at e, t h e  d et e cti o n a c c u r a c y i s r e d u c e d f r o m 9 3 % t o 6 2 % .
I n c r e a si n g r p a d di n g t o 5 0 % will f u rt h e r r e d u c e  d et e cti o n
a c c u r a c y t o 5 6 % .

Fi g. 2 1.  P a d di n g I M e v e nt s b y t h e  SI M s er v er ( or cli e nt) c a n a ct a s a n
eff e cti v e c o u nt er m e a s ur e a g ai n st o ur att a c k s. ( 1 5  mi n ut e s of o b s er v e d
T el e gr a m tr af fi c).

Fi g. 2 2.  C o m p ari n g t h e a g gr e g at e d  m o d el tr ai n e d o n all t h e d at a  wit h
m o d el s tr ai n e d o n e a c h  SI M’ s d at a s et.

Fi g. 2 3.  D e si g n of o ur I M Pr o x y c o u nt er m e a s ur e.
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E v al u ati o n  A g ai nst I M Pr o x y- A w are  A d vers ar y. N e xt,  w e
e v al u at e I M P r o x y a g ai n st a n a d v e r s a r y  w h o i s a w a r e t h at
t a r g et  u s e r s a r e  d e pl o yi n g I M P r o x y a n d al s o k n o w s t h e
d et ail s of I M P r o x y.  O u r a d v e r s a r y t r ai n s a  D e e p C o r r- b a s e d
cl a s si fi e r o n I M t r af fi c o bf u s c at e d  u si n g I M P r o x y ( n ot e t h at
o u r st ati sti c al  d et e ct o r s  will s uff e r f o r s u c h a n a d v e r s a r y
d u e t o t h e r a n d o m n e s s of I M P r o x y’ s o bf u s c ati o n).

Fi g. 2 4 s h o w s t h e  p e rf o r m a n c e of t hi s  D e e p C o r r- b a s e d
cl a s si fi e r a g ai n st I M P r o x y- o bf u s c at e d c o n n e cti o n s o n  T el e-
g r a m ( e a c h  fl o w i s 1 5  mi n s).  W e  u s e r p a d di n g ¼ 0 :1 a n d e v al u-
at e t h e  p e rf o r m a n c e f o r  diff e r e nt v al u e s of p p a d di n g .  A s c a n
b e s e e n, I M Pr o x y is hi g hl y effe cti ve e ve n a g ai nst a n I M Pr o x y-
a w are cl assi fier ,  d e m o n st r ati n g I M P r o x y’ s ef fi ci e n c y i n
m a ni p ul ati n g I M t r af fi c  p att e r n s. F o r i n st a n c e, f o r a f al s e
p o siti v e r at e of 1 0 3 , t h e I M P r o x y- a w a r e cl a s si fi e r  p r o vi d e s
t r u e  p o siti v e r at e s of 2 5 % a n d 1 5 % (f o r a v e r a g e o bf u s c ati o n
d el a y s of 0. 5 a n d 1),  w hi c h i s si g ni fi c a ntl y  w e a k e r c o m p a r e d
t o 9 3 % of t h e e v e nt- b a s e d  d et e ct o r  w h e n I M P r o x y i s n ot
d e pl o y e d.  A s  w e c a n s e e,  d el a yi n g  p r o vi d e s b ett e r  p r ot e c-
ti o n t h a n  p a d di n g; h o w e v e r,  w e e x p e ct t h at  m o st  u s e r s  will
p r ef e r  p a d di n g o v e r  d el a y s  d u e t o t h e l at e n c y- s e n siti v e
n at u r e of I M c o m m u ni c ati o n s.

N ot e t h at e a c h  u s e r t r a d e off s b et w e e n  p ri v a c y  p r ot e cti o n
a n d o v e r h e a d b y a dj u sti n g t h e c o u nt e r m e a s u r e  p a r a m et e r s.
I d e all y, t h e c o u nt e r m e a s u r e s oft w a r e c a n a s k t h e  u s e r h e r
t ol e r a bl e  p a d di n g / d el a y o v e r h e a d ( o r h e r t a r g et F P / F N f o r
t h e a d v e r s a r y), a n d t h e n  will c h o o s e t h e b e st c o u nt e r m e a-
s u r e  p a r a m et e r s f o r t h e  u s e r. F o r i n st a n c e, b a s e d o n Fi g. 2 4,
a s s u mi n g t h at a r e al- w o rl d a d v e r s a r y c a n t ol e r at e a F P of
1 0 3 , if t h e  u s e r st at e s t h at s h e i nt e n d s t o k e e p t h e
a d v e r s a r y’ s  T P b el o w 0. 3, t h e c o u nt e r m e a s u r e s oft w a r e
d el a y s  p a c k et s  wit h a n a v e r a g e of 1 s.

8 C O N C L U SI O N

I n t hi s  p a p e r,  w e s h o w e d h o w  p o p ul a r I M a p pli c ati o n s l e a k
s e n siti v e i nf o r m ati o n a b o ut t h ei r cli e nt s t o a d v e r s a ri e s  w h o
m e r el y  m o nit o r e n c r y pt e d t r af fi c. S p e ci fi c all y,  w e  d e vi s e d
t r af fi c a n al y si s att a c k s t h at e n a bl e a n a d v e r s a r y t o i d e ntif y
t h e a d mi ni st r at o r s a n d  m e m b e r s of t a r g et I M c h a n n el s
wit h  p r a cti c all y hi g h a c c u r a ci e s.  W e  d e m o n str at e d t h e
p r a cti c alit y of o u r att a c k s t h r o u g h e xt e n si v e e x p e ri m e nt s
o n 5 r e al- w o rl d I M s y st e m s.  W e b eli e v e t h at o u r st u d y
p r e s e nt s a si g ni fi c a nt, r e al- w o rl d t h r e at t o t h e  u s e r s of s u c h

s e r vi c e s gi v e n t h e e s c al ati n g att e m pt s b y o p p r e s si v e g o v-
e r n m e nt s i n c r a c ki n g  d o w n o n s o ci al  m e di a.

W e al s o i n v e sti g at e d t h e  u s e of st a n d ar d c o u nt er m e a s ur e s
a g ai n st o ur att a c k s a n d  d e m o n str at e d t h eir  pr a cti c al f e a si bilit y
at t h e c o st of c o m m u ni c ati o n o v er h e a d a n d i n cr e a s e d I M
l at e n c y.  W e  d e si g n e d a n d i m pl em e nt e d a n o p e n- s o ur c e,  p u b-
li cl y a v ail a bl e c o u nt er m e a s ure s y st e m, I M Pr o x y,  w hi c h  w or k s
f or  m aj or I M s er vi c e s  wit h n o n e e d t o s u p p ort fr o m t h e I M  pr o-
vi d er s.  W hil e I M Pr o x y  m a y b e  u s e d a s a n a d h o c, s h ort-t er m
c o u nt er m e a s ur e b y I M  u s er s,  w e b eli e v e t h at t o a c hi e v e t h e
b e st  u s a bilit y a n d  u s er a d o pti o n, eff e cti v e c o u nt er m e a s ur e s
s h o ul d b e  d e pl o y e d b y I M  pr o vi d er s (i. e., t hr o u g h i nt e gr ati n g
tr af fi c o bf u s c ati o n t e c h ni q u e s i nt o t h eir s oft w ar e).  W e h o p e
t h at o ur st u d y  will  ur g e I M  pr o vi d er s t o t a k e a cti o n.

A C K N O W L E D G M E N T S

T h e  U. S.  G o v e r n m e nt i s a ut h o ri z e d t o r e p r o d u c e a n d  di s-
t ri b ut e r e p ri nt s f o r g o v e r n m e nt al  p u r p o s e s n ot wit h st a n di n g
a n y c o p y ri g ht n ot ati o n t h e r e o n.  T h e vi e w s, o pi ni o n s, a n d /
o r  fi n di n g s e x p r e s s e d a r e t h o s e of t h e a ut h o r( s) a n d s h o ul d
n ot b e i nt e r p r et e d a s r e p r e s e nti n g t h e of fi ci al vi e w s o r  p oli-
ci e s of t h e  D e p a rt m e nt of  D ef e n s e o r t h e  U. S.  G o v e r n m e nt.
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Ar d a v a n  B o z or gi r e c ei v e d t h e  B S d e gr e e i n
c o m p ut er e n gi n e eri n g fr o m t h e  U ni v er sit y of  T e h-
r a n, i n 2 0 1 8.  H e i s c urr e ntl y  w or ki n g t o w ar d s t h e
P h D d e gr e e  wit h t h e  C oll e g e of I nf or m ati o n
a n d  C o m p ut er  S ci e n c e s,  U ni v er sit y of  M a s s a c h u-
s ett s  A m h er st,  M A,  U S A.  Hi s r e s e ar c h i nt er e st s
i n cl u d e pri v a c y, s e c urit y, a n d tr af fi c a n al y si s.

Alir e z a  B a hr a m ali r e c ei v e d t h e  B S d e gr e e i n
el e ctri c al e n gi n e eri n g fr o m t h e  U ni v er sit y of
T e hr a n, i n 2 0 1 7, a n d t h e  M S d e gr e e i n c o m p ut er
s ci e n c e fr o m t h e  U ni v er sit y of  M a s s a c h u s ett s
A m h er st,  M A,  U S A i n 2 0 2 0.  H e i s c urr e ntl y  w or k-
i n g t o w ar d t h e  P h D d e gr e e  wit h t h e  U ni v er sit y of
M a s s a c h u s ett s  A m h er st, st u d yi n g c o m p ut er s ci-
e n c e.  Hi s r e s e ar c h i nt er e st s i n cl u d e s e c urit y a n d
pri v a c y, tr af fi c a n al y si s,  m a c hi n e l e ar ni n g, a n d
wir el e s s c o m m u ni c ati o n s y st e m s.

F at e m e  R e z a ei r e c ei v e d t h e  B S d e gr e e i n c o m-
p ut er e n gi n e eri n g fr o m t h e  S h arif  U ni v er sit y of
T e c h n ol o g y, i n 2 0 1 5, a n d t h e  M S a n d  P h D d e gr e e s
i n c o m p ut er s ci e n c e fr o m t h e  U ni v er sit y of  M a s s a-
c h u s ett s  A m h er st, i n 2 0 2 1.  H er r e s e ar c h i nt er e st s
i n cl u d e  Pri v a c y a n d  S e c urit y, a n d  Tr af fi c  A n al y si s.
S h e i s c urr e ntl y  w or ki n g  wit h  S n a p I n c. a s a s oft-
w ar e e n gi n e er.

A mir h o s s ei n  G h af ari r e c ei v e d t h e  B S d e gr e e i n
s oft w ar e e n gi n e eri n g fr o m t h e  U ni v er sit y of  T e hr a n,
i n 2 0 1 8 a n d t h e  M S d e gr e e i n c o m p ut er s ci e n c e
fr o m t h e  U ni v er sit y of  M a s s a c h u s ett s  A m h er st, i n
2 0 2 2.  H e i s c urr e ntl y a s oft w ar e e n gi n e er  wit h  N VI-
DI A,  S a nt a  Cl ar a,  C A.  Hi s r e s e ar c h i nt er e st s ar e
n et w or k s e c urit y, tr af fi c a n al y si s, a n d c e n s or s hi p.
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P h D d e gr e e fr o m t h e  U ni v er sit y of Illi n oi s at
Ur b a n a – C h a m p ai g n, i n 2 0 1 2.  H e i s c urr e ntl y a n
a s s o ci at e pr of e s s or  wit h t h e  M a n ni n g  C oll e g e of
I nf or m ati o n a n d  C o m p ut er  S ci e n c e s,  U ni v er sit y
of  M a s s a c h u s ett s  A m h er st.  Hi s br o a d ar e a of
r e s e ar c h i s n et w or k s e c urit y a n d pri v a c y.  H e h a s
r e c ei v e d s e v er al a w ar d s, i n cl u di n g t h e  B e st  Pr a c-
ti c al  P a p er  A w ar d  wit h t h e I E E E  S y m p o si u m o n
S e c urit y  &  Pri v a c y, i n 2 0 1 3, t h e  G o o gl e  F a c ult y
R e s e ar c h  A w ar d, i n 2 0 1 5, a n d t h e  N S F  C A R E E R
A w ar d, i n 2 0 1 6.
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e n gi n e eri n g fr o m t h e  U ni v er sit y of  T e hr a n, i n 2 0 0 9,
t h e  M S d e gr e e i n el e ctri c al e n gi n e eri n g fr o m t h e
S h arif  U ni v er sit y of  T e c h n ol o g y, i n 2 0 1 2, a n d t h e
M S a n d  P h D d e gr e e s i n el e ctri c al a n d c o m p ut er
e n gi n e eri n g fr o m t h e  U ni v er sit y of  M a s s a c h u s ett s
A m h er st, i n 2 0 1 9.  H e i s c urr e ntl y a s e ni or e n gi n e er
wit h  Q u al c o m m,  S a n  Di e g o,  C A a n d pr e vi o u sl y  wit h
S a m s u n g  S e mi c o n d u ct or I n c.,  S a n  Di e g o,  C A.  Hi s
r e s e ar c h i nt er e st s i n cl u d e  wir el e s s c o m m u ni c ati o n,
5 G  N R, s e c urit y a n d pri v a c y,  m a c hi n e l e ar ni n g, a n d
n et w or ki n g.
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d e gr e e fr o m t h e  U ni v er sit y of  Mi c hi g a n, i n 1 9 9 6.  H e
i s c urr e ntl y a pr of e s s or  wit h t h e  El e ctri c al a n d  C o m-
p ut er  E n gi n e eri n g  D e p art m e nt,  U ni v er sit y of  M a s-
s a c h u s ett s  A m h er st,  Hi s r e s e ar c h i nt er e st s ar e i n
p h y si c al l a y er c o m m u ni c ati o n s a n d  wir el e s s n et-
w or k t h e or y.  H e r e c ei v e d t h e  N S F  C A R E E R  A w ar d,
i n 1 9 9 9 f or c o d e d  m o d ul ati o n f or hi g h- s p e e d  wir e-
l e s s c o m m u ni c ati o n s a n d t h e  U ni v er sit y of  M a s s a-
c h u s ett s  Di sti n g ui s h e d  T e a c hi n g  A w ar d, i n 2 0 0 7.

D o n  T o w sl e y ( F ell o w, I E E E) r e c ei v e d t h e  P h D
d e gr e e i n c o m p ut er s ci e n c e fr o m t h e  U ni v er sit y of
T e x a s.  H e i s c urr e ntl y a di sti n g ui s h e d pr of e s s or
wit h t h e  M a n ni n g  C oll e g e of I nf or m ati o n  &  C o m-
p ut er  S ci e n c e s,.  Hi s r e s e ar c h i nt er e st s i n cl u d e p er-
f or m a n c e  m o d eli n g a n d a n al y si s, a n d q u a nt u m
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