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Abstract—We investigate the feasibility of targeted privacy
attacks using only information available in physical channels
of LTE mobile networks and propose three privacy attacks to
demonstrate this feasibility: mobile-app fingerprinting attack,
history attack, and correlation attack. These attacks can reveal
the geolocation of targeted mobile devices, the victim’s app
usage patterns, and even the relationship between two users
within the same LTE network cell. An attacker also may launch
these attacks stealthily by capturing radio signals transmitted
over the air, using only a passive sniffer as equipment. To
ensure the impact of these attacks on mobile users’ privacy, we
perform evaluations in both laboratory and real-world settings,
demonstrating their practicality and dependability. Furthermore,
we argue that these attacks can target not only 4G/LTE but also
the evolving 5G standards.

Index Terms—LTE, 4G, Fingerprinting, Privacy, Cellular, Ma-
chine Learning

I. INTRODUCTION

Mobile communication signals permeate the airwaves as the
number of devices and users increases while an average user
spends almost 4 hours on their mobile devices every day [1].

Information that we send across these airwaves and the mobile
annlicatione with which we cend 1t diecloces intimate detaile
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(the radio layer) [4]. This means that previously-proposed
attacks will only work when the attacker can access either the
victim’s mobile device or the base station the victim’s device
is connected to, where the attacker can sniff and analyze the
transport layer traffic that is not protected by LTE encryption.
In this case, compromising cell phones or breaking into base
stations can be challenging in the real world. However, is this
really necessary?

In this paper, we demonstrate that the physical channel
of LTE alone is sufficient to carry out previously-proposed
privacy attacks to identify which mobile applications are in
use on a device. Because our attacks function on the physical
layer of LTE, they can be carried out through self-deployed
sniffers directly on the exact traffic transmitted in the air, and
do not require physical or logical access to user equipment
or network nodes. They also do not require the cooperation
of mobile vendors. Worse, these techniques scale with the
number (and coverage) of deployed sniffers, and by correlating
the use of messaging applications between different devices,
we could detect communication between targeted users. The
capabilities that we describe in this paper allow an adversary
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