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Abstract—In this work, we propose a joint security approach
based on physical layer security (PhySec) and noisy ciphertext
to improve the secrecy rate of a relay network with cooperative
jamming via two trusted relays. While the secrecy capacity has
been considered as the maximum limit for a perfect secrecy at the
physical layer, we demonstrate that the consideration of error-
prone ciphertext in encryption and its interaction with PhySec
allows us to transmit above the PhySec capacity without any
leakage. By formulating and solving a non-convex encryption-
aided secrecy rate maximization problem, it is shown that
beyond PhySec capacity performances can be achieved even in a
simple jamming scenario in which the two jammers just send
independent jamming signals. The optimal encryption-aware
power allocation and the secrecy rate maximization solution are
also established in the case of common jamming signals to further
increase the secrecy rate. Numerical results are finally provided
to demonstrate the superiority of the proposed joint security
framework over traditional PhySec.

Index Terms—Cooperative jamming; Encryption; Error-prone
ciphertext; PHY security; Rate-equivocation region; Secrecy
capacity.

I. INTRODUCTION

While encryption-based security mechanisms have tradi-
tionally been designed and implemented at higher layers of
protocol stacks [1]–[3], recently, security schemes at the phys-
ical layer (PHY) have been proposed and studied. Physical
layer security (PhySec), also known as information-theoretic
security, generally refers to exploiting the unique properties
of the communication systems, such as noise, interference and
fading, to provide secrecy and address security threats [4]–[8].
For instance, benefiting from information theoretic studies in
cooperative relaying communications, relaying strategies have
received considerable attention in the context of PhySec over
wireless network. Relay nodes can be used as trusted nodes to
support a secured transmission from a source to a destination
in the presence of one or more eavesdroppers. Another method
is to generate weighted jamming signals from the relays to
confound the adversaries. This technique is usually referred
to as cooperative jamming (CJ) [9]–[11].

Nevertheless, despite many advances in PhySec, there is still
no clear path to connect the PhySec to conventional security
approaches at higher layers. In fact, information-theoretic
and cryptographic security (CryptoSec) approaches generally
neglect one another in the design of a secure communication
system. PhySec relies on better channel condition at the legit-
imate receiver compared to the eavesdropper, and CryptoSec

depends on imposing high-complexity computation on the
eavesdropper to break the cipher. In fact, classical encryption
schemes ignore the properties of the channel and assume that
the eavesdropper can detect all parts of the cipher message
without any error. Instead, the design of encryption schemes is
based on the assumption of limited computational power at the
adversary. Interestingly, PhySec assumes the exact opposite;
i.e., all the designs are based on the assumption of unlimited
computational power at the eavesdropper, which means that
the presence of the encryption is completely ignored. On the
other hand, unlike in classical cryptography, it is assumed
that the eavesdropper cannot, at all, retrieve the correct cipher
message. In other words, in CryptoSec, the eavesdropper is
assumed to be weak in computation but strong in interception
(e.g., equipped with powerful receivers), while in PhySec, the
assumption is exactly the opposite. Since in practice, either
or none of these assumptions can be true, it is important
to consider both approaches and bridge up the gap between
PhySec and CryptoSec schemes to come up with more efficient
and flexible security mechanisms. By establishing a level of
coordination between the layers, cross-layer security design is
a promising solution to achieve higher secrecy in communica-
tion networks and provide a more flexible trade-off between
critical system resources.

While several efforts have been made to design variety
of processes jointly in different layers [12]–[16], security
schemes in physical and application layers are still designed
and executed separately. Recently, there have been some
limited efforts to come up with cross-layer security designs
by establishing coordination between physical and higher
layers [17], [18]. These techniques use the fact that PhySec
introduces a theoretical secure transmission rate limit to be
employed in higher layers to execute scheduling or packetizing
in a more efficient way. In [17], a joint framework involving
both physical and application layers for security designs is
proposed for wireless multimedia delivery. In [18], a cross-
layer packet scheduling is proposed with PhySec employing
beamforming and artificial noise. One of the rare attempts
to bridge up the gap between PhySec and CryptoSec is
reported in [19], [20], where new security metrics based on
the cryptographic definition of security are introduced, and the
mutual connection between such metrics is studied. Despite
considering a cryptographic treatment of wiretap channels, no
assumption on the computational power is considered, and
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key-based encryption is completely ignored. PhySec has also
been introduced as an alternative method for key exchange
allowing the use of cryptographic algorithms [21], [22]. The
idea is based on measuring the characteristics of a highly
correlated wireless channel, and then using them as shared
random sources to generate a shared key.

In this paper, a joint security approach based on PhySec
and noisy ciphertext is introduced for a relay-based network
for beyond-secrecy-capacity performances. While the focus is
on a relay network with two trusted relays, the results can be
extended to more general networks. From the PhySec point
of view, we can achieve any transmission rate below PhySec
capacity with perfect secrecy. On the other hand, if we transmit
any rate above the PhySec capacity, there is a leakage. With
encryption, such a result still holds true if the eavesdropper can
decode the ciphertext without error. However, with error-prone
ciphertext, it is more difficult for the eavesdropper to break
the cipher, which leaves room for improvement in PhySec.
Therefore, under the consideration of error-prone ciphertexts,
we address the encryption-aided secrecy rate maximization
problem and show that beyond PhySec capacity performances
can be achieved even when the jammers just send independent
jamming signals. The secrecy rate can also be enhanced by
utilizing cooperative jamming in which the two relays use
a common jamming signal. Our simulation results show the
superiority of the proposed joint security framework over
traditional PhySec.

II. ENCRYPTION-AIDED PHYSICAL LAYER SECURITY
WITH COOPERATIVE JAMMING: SYSTEM MODEL AND

SECRECY RATE MAXIMIZATION

In this section, we first present the relay-based wiretap
channel of interest. We then introduce the proposed security
approach and formulate the secrece rate maximization problem
under error ciphertext constraints.

A. Channel Model and PhySec Capacity

Source
Alice Eavesdropper

Eve

Destination
Bob

Jammer 1

Jammer 2

Fig. 1. A cooperative jamming wiretap channel with two trusted jammers.

In this work, we consider a cooperative jamming wiretap
channel that includes a source Alice, a destination Bob, an
eavesdropper Eve, and two trusted jammers J1 and J2. The

source Alice transmits a Gaussian signal xs to Bob under
the power constraint ρs. Each of the jammers assists Alice
to confuse Eve by transmitting Gaussian signals x1 and x2,
respectively, to the channel. We assume that the two jammers
can share power with a total available jamming power budget
of Pt, i.e., E[|x1|2 + |x2|2] = ρ1 + ρ2 ≤ PT .

Let h0 and g0 be the complex channel gains of Alice-Bob
and Alice-Eve channels, respectively. The channel gains of
Ji-Bob and jammer Ji-Eve are hi and gi, respectively, with
i ∈ {1, 2}. Thus, the received signals at destination Bob and
eavesdropper Eve can be written, respectively, as

Y = h0xs + h1x1 + h2x2 + nB , (1)
Z = g0xs + g1x1 + g2x2 + nE , (2)

where nB and nE are additive white Gaussian noise (AWGN)
at Bob and Eve with zero mean and normalized unit variance.
For a given power scheme ρ = (ρ1, ρ2), the achievable secrecy
rate Rs is calculated as

Rs(ρ) = [Rb(ρ)−Re(ρ)]
+

= [log2(1 + γB)− log2(1 + γE)]
+
, (3)

where Rb(ρ) is Alice-Bob channel rate, Re(ρ) is Alice-Eve
channel rate, and [x]+ = max{0, x}. Furthermore, γB and
γE are the signal to interference plus noise ratios at the Bob
and Eve, respectively. In this work, we consider two different
types of jamming signals as follows.

i) Independent jamming signals: In the case that the jammers
send out independent Gaussian signals x1 and x2, we have:

γB = γI
B =

ρsα0

ρ1α1 + ρ2α2 + 1
, (4)

γE = γI
E =

ρsβ0

ρ1β1 + ρ2β2 + 1
, (5)

where αi = |hi|2 and βi = |gi|2, i ∈ {1, 2}.
ii) Common jamming signals: If the jammers use a common

Gaussian signal x, the signal to interference plus noise ratios
at Bob and Eve, respectively, can be expressed as

γB = γC
B =

ρsα0

|w1h1 + w2h2|2 + 1
, (6)

γE = γC
E =

ρsβ0

|w1g1 + w2g2|2 + 1
, (7)

where w1 and w2 are refered to as complex jamming powers,
and ρ1 = |w1|2 and ρ2 = |w2|2.

In both cases, the secrecy capacity CS is the solution of the
following optimization problem

CS =maximize
ρ

Rs(ρ),

subject to ρ1 + ρ2 ≤ PT .
(8)

This optimization problem is non-convex, but it can be solved
effectively using iterative two-layer approaches [9], [23], [24].
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B. Encryption-Aided Rate Maximization with Error-Prone Ci-
phertexts

In PhySec, transmitting above CS is not possible without
leakage. However, under a practical assumption of errors that
come from the physical layer, it makes it harder for Eve to
break the cipher. The mutual impact between physical-layer
errors encryption has been studied in [25]–[32], and it has
been well documented that Eve needs to be computationally
stronger or equipped with more sophisticated attacks in order
to successfully break encryption. On the other hand, such
interaction can also be interpreted via the connection between
noisy ciphertext and secrecy rate. In particular, following the
analysis in [25], let define Pcipher be the error probability
limit that causes Eve to fail in breaking the cipher. We can
then define an encryption factor λ that can be used to reflect
the strength of encryption. More specifically, it is clear that
a stronger encryption leads to a larger λ, or equivalently, a
smaller Pcipher. Thus, we can define λ as follows

λ =
1

Pcipher
. (9)

It is clear that when λ is 1, we can assume that there is
no encryption. When a more powerful encryption scheme
is used, we have a larger λ. This newly defined parameter
can be applied to PhySec to lead to a larger security region.
Specifically, in the asymtotic block length regime, the message
error rate at Eve, denoted as PEve satisfies PEve ≥ Re

R . In
addition, setting the ratio Re

R as an upper bound for Pcipher

will ensure that PEve ≥ Pcipher. This means that, in this case,
the system is secure. Therefore, from (9), we have

Re

R
≥ 1

λ
. (10)

The secrecy rate maximization problem can now be defined
by considering the new constraint R ≤ λRe, which is

R̄S
∆
= sup

R

{
R :

(
R,

R

λ

)
∈ R̄WTC

}
, (11)

where R̄WTC is the so-called rate-equivocation region. For
a typical rate-equivocation region that contains all possible
rate pairs (R,Re), with Re be the equivocation rate, there
exist five important boundary points, which are (R,Re) =
{(0, 0), (CS , CS), (C

′
B , CS), (CB , C

′
S), (CB , 0)}. Here, CB is

the main Alice-Bob channel capacity with no jamming. In
addition, C ′

B is the maximum possible rate of Alice-Bob
channel at which we still have Re = CS . Equivalently, we have
C ′

B = Rb(ρ
(S)) or equivalently, C ′

B = Rb(ρ
(S)), where ρ(S)

is the power allocation scheme. Finally, C ′
S is the maximum

possible equivocation rate when R = CB . To simplify the
problem further, we can define two thresholds on encryption
strength as λT1 = C ′

B/CS and λT2 = CB/C
′
S . While not

showing in detail here for brevity of the presentation, it can be
proved that when 1 ≤ λ ≤ λT1, the encryption-aware secrecy
capacity can readily be found as C̄S = λCS . When λ > λT2,
we can securely transmit at the main channel capacity, i.e.,

C̄S = CB . Finally, when λT1 < λ < λT2, C̄S is the solution
of the following problem

C̄S = maximize
ρ

Rb(ρ),

subject to ρ1 + ρ2 ≤ PT ,

Rb(ρ) = λRs(ρ).

(12)

III. ENCRYPTION-AIDED RATE MAXIMIZATION: OPTIMAL
POWER ALLOCATION AND SECRECY CAPACITY

In the following, we shall address the optimization problem
in (12) for the two cases of using independent jamming signals
and common jamming signals, respectively. It should be noted
that we only need to focus on the region λT1 < λ < λT2. The
solutions for other regions are rather trivial as we discussed
earlier.

A. Independent Jamming Signals

Consider the first case that the two jamming signals x1 and
x2 are independent. For convenience, let K1 = ρs |h0|2 and
K1 = ρs |g0|2. After some manipulations, the problem in (12)
can be equivalently written as

minimize
ρ

ρ1α1 + ρ2α2,

subject to ρ1 + ρ2 ≤ PT ,

ρ1α1 + ρ2α2 =
K1(

1 + K2

1+ρ1β1+ρ2β2

)ξ

− 1

− 1.

(13)

Observe that (13) is a 2 − dimensional optimization problem
with a linear objective function, one linear inequality con-
straint, and another non-linear equality constraint. This prob-
lem can be approximated as a linear programming (LP) prob-
lem by simply approximating the non-linear equality constraint
with a linear function as follows. First, let t1 = ρ1α1 + ρ2α2

and t2 = ρ1β1 + ρ2β2. We can write the equality constraint
as

t1 =
K1(

1 + K2

1+t2

)ξ

− 1

− 1. (14)

The curve in (14) is approximated with the line t1 = mt2+ c,
where m > 0 is the slope and c < 0 is the t1 intercept value.
Given this approximation, (13) can be written as

minimize
ρ

t1,

subject to ρ1 + ρ2 ≤ PT ,

t1 = mt2 + c.

(15)

We now have a linear programming problem with two con-
straints, whose two-dimensional dual problem can be formu-
lated as

maximize
ν1,ν2

− PT ν1 − cν2,

subject to ν1 + (αi −mβi)ν2 ≥ −αi, i = 1, 2,

ν1 ≥ 0,

(16)
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where ν1and ν2 are the dual variables. The three lines, ν1 = 0
and ν1 + (αi −mβi)ν2 = −αi for i = 1, 2, define a super-set
of the lines that determine the boundary of this region. For this
linear programming, strong duality is achieved, which results
in

minimum t1 = maximum − PT ν1 − cν2 ≥ 0. (17)

Furthermore, complementary slackness conditions are satis-
fied. Therefore, we have:

ν∗1 (ρ
∗
1 + ρ∗2 − PT ) = 0, (18)

ρ∗i (ν
∗
1 + (αi −mβi)ν

∗
2 + αi) = 0, i = 1, 2. (19)

Note that ν1 ≥ 0 in (16). Now, let first consider the case
that ν∗1 ̸= 0. The first condition in (20) implies that the
power constraint in the primal problem should be achieved
with equality. On the other hand, if ν∗1 = 0, to satisfy the
conditions in (21), we can verify that we have ρ∗1 = 0, ρ∗2 = 0
or ρ∗1 = ρ∗2 = 0. So, to solve (13), we consider the following

minimize
ρ

ρ1α1 + ρ2α2,

subject to ρ1 + ρ2 = PT ,

ρ1α1 + ρ2α2 =
K1(

1 + K2

1+ρ1β1+ρ2β2

)ξ

− 1

− 1.

(20)

Note that the above problem is the system of equations with
the two equality constraints, and its solution results in the
optimal powers (ρ∗1, ρ

∗
2). It should be noted that if no solution

is found for this system of equation, we need to proceed by
checking

minimize
ρ

ρiαi,

subject to ρi ≤ PT ,

ρiαi =
K1(

1 + K2

1+ρiβi

)ξ

− 1

− 1,
(21)

for i = 1, 2. It is obvious that the optimal power allowcation
ρ∗ can be found directly by solving the non-linear equation
depicted by the equality constraint. Furthermore, if no solution
to be found for this equality constraint, we conclude that ρ∗1 =
ρ∗2 = 0, i.e., it is optimal to silence both jammers to achieve
the optimal secrecy.

B. Common Jamming Signals

In this subsection, we address the case that the two jammers
transmit common signals x1 = x2 = x. Under this jamming
scenario, it is not hard to verify that the power constraint at
the two jammers can be achieved with equality. In a similar
manner as in the independent jamming signals, the main

optimization problem in (12) can be re-formulated over two
complex variables w1 and w2 as follows:

minimize
w1,w2

|w1g1 + w2g2|2 ,

subject to |w1|2 + |w2|2 = PT ,

|w1h1 + w2h2|2 =
K1(

1 + K2

1+|w1g1+w2g2|2

)ξ

− 1

− 1.

(22)

In (22), |w1h1 + w2h2|2 and |w1g1 + w2g2|2 are the interfer-
ences caused by the jammers at Bob and Eve, respectively.
Because of the logarithmic equality constraint in (22), it is
extremely difficult, if not possible, to obtain the optimal values
of w1 and w2. Our method is to approximate this constraint
by a line with a tolerable error. As a result, we can formulate
the following optimization problem to obtain an approximated
solution as

minimize
w1,w2

|w1g1 + w2g2|2 , (23)

subject to |w1|2 + |w2|2 = PT ,

|w1h1 + w2h2|2 = m |w1g1 + w2g2|2 + c.

By letting w1 = |w1|∠η1 and w2 = |w2|∠η2, for h1 =
|h1|∠θ1, h2 = |h2|∠θ2 , g1 = |g1|∠ϕ1 and g2 = |g2|∠ϕ2,
(23) can further be written as

minimize
w1,w2

2 |w1| |g1| |w2| |g2| cos (η2 − η1 + ϕ1 − ϕ2)

+ (|w1| |g1|)2 + (|w2| |g2|)2 , (24)

subject to |w1|2 + |w2|2 = PT ,

2 |w1| |h1| |w2| |h2| cos (η2 − η1 + θ1 − θ2)

+ (|w1| |h1|)2 + (|w2| |h2|)2 =

2m |w1| |g1| |w2| |g2| cos (η2 − η1 + ϕ1 − ϕ2)

+m (|w1| |g1|)2 +m (|w2| |g2|)2 + c.

Without loss of generality, we can assume η∗1 = 0. Then, the
optimal η∗2 that minimizes the objective function in (24) can
be given by

η∗2 = π + ϕ2 − ϕ1.

Finally, the optimal magnitudes of the complex jamming
powers |w1|∗ and |w2|∗ can be readily obtained from the two
equality constraints.

IV. NUMERICAL EXAMPLES

In this section, we provide several numerical examples to
show the significance of the proposed joint security approach.

First, let consider the scenario in which a positive PhySec
rate can be achieved without the need of cooperative jamming.
This corresponds to the case that the Alice-Bob channel is
stronger than the Alice-Eve channel, which is equivalent to
K1 > K2. For this scenario, the channel gains are chosen
as follows: h0 = 1, h1 = 0.25 + j0.25, h2 = 0.55 + j0.3,
g0 = 1.3, g1 = 0.24 + 0.05j and g2 = 0.54 + j0.2.
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Fig. 2. Encryption-aided secrecy rates achieved by different encryption
strengths when K1 > K2.

Assume that we have a source power budget of 15dB and
jamming power budget 10dB, Fig.2 shows the encryption-
aided secrecy rates achieved by independent jamming as well
as common jamming signals for different λ values. It should
be again noted that when λ = 1, we achieve the traditional
PhySec capacity, which is also plotted in Fig.2 as a benchmark.
It can be observed from Fig.2 that we can achieve significant
rate gains over traditional PhySec capacity in both cases of
using independent jamming and common jamming signals. It
can also be seen that the use of common jamming signals
leads to a slight better rate as compared to the case of
using independent jamming signals. Finally, it is also worth
seeing the effect of λ to the secrecy rate from Fig.2. At
sufficiently high values of λ, the encryption-aided PhySec
capacity approaches a constant value. The main reason for
that is because we approach to the main channel capacity CB .

The results also hold in a more interesting scenario in which
cooperative jamming is needed to achieve a positive PhySec
rate, i.e., the Alice-Bob channel is stronger than the Alice-Eve
channel that results in K1 < K2. In particular, we consider the
same set of channel gains h1 = 0.25+j0.25, h2 = 0.55+j0.3,
g1 = 0.24 + 0.05j and g2 = 0.54 + j0.2, but different Alice-
Bob and Eve-Bob channels with h0 = 1.3 and g0 = 1. Fig.
3 shows a similar behaviour as in Fig. 2, where we can still
achieve a significant improvement over the traditional PhySec
capacity. It is also clear that jamming using a common signal
provides higher rates than jamming using independent signals.

V. CONCLUSION

This paper presented a new joint security approach to exploit
the benefits of physical layer security (PhySec) and noisy
ciphertext in encryption for a relay network with cooperative
jamming with two trusted relays. The consideration of error

1 2 3 4 5 6 7 8
Encryption Strength ( )

1

1.5

2

2.5

3

3.5

4

4.5

5

S
ec

ur
e 

Tr
an

sm
is

si
on

 R
at

e 
(b

pc
u)

Encryption-aware Secrecy Capacity with Common Jamming
Encryption-aware Secrecy Capacity with Independent Jamming
Conventional Secrecy Capacity

Fig. 3. Encryption-aided secrecy rates achieved by different encryption
strengths when K1 < K2

prone ciphertext enables us to transmit above the PHYsec
capacity without leakage. We formulated and solved non-
convex encryption-aided secrecy rate maximization problems
for two cases of using independent and common jamming
signals from the two relays. Numerical results were provided
to confirm that beyond PHYsec capacity performances can be
achieved under the consideration of error-prone ciphertext in
encryption and its interaction with the physical layer.

As for future works, it is of particular interest to extend
the current framework to a general relay network having K
relays that include both trusted and untrusted (but friendly)
relay nodes. All the relays can assist in providing secure
communication against the eavesdropper. However, untrusted
relays should not be able to completely extract the cipher
message; however, with the aid of encryption, partial decoding
might be possible. We can assume that all relays collaborate
with each other by sharing channel information to achieve the
best transmission scheme. The relays can also employ different
encryption schemes; i.e., different encryption strength λ. This
interesting research is currently under investigation.
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