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ABSTRACT

Several papers have been published over the last ten years to provide
a defense against intentional spoofing to sensors. However, these
defenses would only work against those spoofing signals, which
have a separate frequency from the original signal being measured.
These defenses would not work if the spoofing attack signal (i) has
a frequency equal to the frequency of original signals, (ii) has zero
frequency, and (iii) is strong enough to drive the sensor output close
to its saturation region. More specifically, these defenses are not
designed for a magnetic spoofing attack on passive Hall sensors.
Our work begins to fill this gap by providing a defense against
the magnetic spoofing attack on passive Hall sensors. Our pro-
posed defense HALC can detect and contain all types of strong and
weak magnetic spoofing, such as constant, sinusoidal, and pulsat-
ing magnetic fields, in real-time. HALC works up to ~9000 G of
external magnetic spoofing within a frequency range of 0 - 150 kHz,
whereas existing defenses work only when the spoofing signals
have a separate frequency from the original signal being measured.
HALC utilizes the analog and digital cores to achieve a constant
computational complexity O(1). Moreover, it is low-power (~1.9
mW), low-cost (~$12), and can be implemented in the sensor hard-
ware. We have tested HALC on ten different industry-used Hall
sensors from four different manufacturers to prove its efficacy and
found that the correlation coefficient between the signals before
and after the attack is greater than 0.91 in every test case. Moreover,
we demonstrate its efficacy in two practical systems: a grid-tied
solar inverter and a rotation-per-minute measurement system. We
find through experiments that HALC is a robust real-time defense
against a magnetic spoofing attack on passive Hall sensors.
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1 INTRODUCTION

Recent decades have observed the proliferation of smart sensors in
embedded and cyber-physical systems (ECPSs). One widely used
sensor is the Hall sensor, which can output analog voltage propor-
tional to the magnetic field it senses in the environment. Due to the
continuous development in Hall sensing technology, nowadays, the
Hall sensor has excellent accuracy, high efficiency, and good linear-
ity, and their markets are growing rapidly [18, 27, 33-35, 42, 46].
Despite this growth, they are still not secured, and recently, it has
been proved that an attacker can compromise its integrity by inject-
ing fake external magnetic fields [20, 38], causing an intentional
spoofing and denial-of-service (DoS) in ECPSs. Therefore, a ro-
bust defense for Hall sensors is much needed to protect them from
intentional magnetic spoofing attacks by an attacker.

The output voltage of the Hall sensor is linear to input magnetic
fields [36]. Therefore, broadly speaking, the external magnetic field
injected by an attacker can introduce two types of errors in the
Hall sensor’s output: the attacker can inject strong magnetic field,
which can change the sensor’s output on a large scale (i.e., volt
range) and drive the output from its linear region to close to its
saturation region, or can spoof with weak magnetic fields, which
can change the sensor output in millivolt scale only in the linear
region. We refer to the above definition of strong and weak magnetic
fields when we mention these two terms in this paper. Moreover,
Hall sensors are of two types: active and passive Hall sensors. As
passive sensors [45] are naive devices, they blindly send signals
to the upper level without proper authentication. Therefore, the
security of passive Hall sensors is always challenging.

The state-of-the-art defenses [19, 23, 28, 37, 41, 47] target spe-
cific sensors other than passive Hall sensors, such as MEMS micro-
phones, accelerometers, gyroscopes. However, these defenses have
the following limitations: (i) They cannot contain strong spoofing
signals, which can change the sensor output in volt scale, driving
the output close to its saturation region. (ii) They cannot contain
such spoofing signals, which have a frequency other than the reso-
nant frequency of the target sensors. (iii) They don’t work against
DC/constant spoofing signals, which have a zero frequency. (iv)
They cannot contain a spoofing signal if it has the same frequency as
the original input signal being measured. Moreover, these defenses
can handle spoofing signals having different modalities other than
magnetic fields, such as acoustics, ultrasounds. Therefore, these
defenses cannot be used for a passive Hall sensor 'as it use magnetic
fields.

n this paper, Hall sensors mean unipolar/bipolar, open-loop/closed-loop passive
Hall sensors, unless stated otherwise.
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Figure 1: (Left) Hall in-sensor components of a typical Hall
sensor. (Right) The transfer function of a typical Hall sensor.

Therefore, we propose HALC?: Hall Spoofing Container, to pro-
vide a robust real-time defense against magnetic spoofing on passive
Hall sensors by handling the above limitations that exist in the re-
cent works [19, 23, 28, 37, 41, 47]. HALC can detect and contain
all types of weak and strong magnetic spoofing, such as constant,
sinusoidal, and pulsating fields up to ~9000 G and can prevent both
intentional spoofing and denial-of-service of the system.

The core idea behind HALC is that it can separate the injected
fake spoofing signal from the original signal using two different
cores - analog and digital core. The analog core removes the fake AC
(i.e., time-dependent) magnetic fields using inexpensive fast-order
filters irrespective of their frequencies, and the digital core removes
the fake DC (i.e., constant) fields using a DC feedback signal keep-
ing the original signal intact. The analog core is implemented in
such a way that it introduces two parallel paths to process inputs
enabling faster signal processing. The digital core runs a low-power
algorithm with O(1) complexity that can even prevent attack signals
having the same frequency/amplitude as the original input signals.
HALC is low-power and can be implemented in the sensor hard-
ware domain. Therefore, we name this solution as in-sensor defense
that is cheap and does not hamper the existing data-processing
speed of connected systems. To the best of our knowledge, HALC
is a robust real-time and in-sensor defense against the strong and
weak magnetic spoofing attack on Hall sensors. We believe that
the defense demonstrated here can be applied to a broad array of
sensors beyond Hall sensors, including accelerometers and more.
Contributions: Our main technical contributions are:

1. We design HALC - a low-cost (~$12) and low-power (~1.9 mW)
defense that can detect and contain the strong and weak magnetic
spoofing in hard real-time with O(1) computational complexity.

2. We show the effectiveness of HALC through over 150 experi-
ments on ten different Hall sensors from four different manufactur-
ers. We experiment with different types, namely unipolar, bipolar,
open-loop, closed-loop, and differential sensors to prove its efficacy.

3. We prove the efficacy of HALC in two critical systems: a
grid-tied inverter in smart grids and a rotation-per-minute (RPM)
system in industrial control systems (ICSs). The demonstration of
HALC is shown in the following link: https://sites.google.com/view/
hallspoofingcontainer/home

ZPronounced as Hulk, who is a mighty superhero in Marvel Comics.
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Figure 2: (Left) A differential Hall sensor. (Right) A differen-
tial Hall sensor may not work against a strong field.

2 BACKGROUND

2.1 Hall in-sensor components

The basic components of Hall sensors are shown in Fig. 1 (Left). A
Hall sensor has a Hall element (i.e., p-type semiconductor), which
generates a Hall voltage (V) proportional to an input magnetic
field, B. A DC voltage bias is applied across the Hall element to
energize it. The generated Vg,j; is given as input to a differential
amplifier with closed-loop feedback and a self-calibration block to
reduce the measurement error. It is clear from this discussion that
state-of-the-art Hall sensors are still lacking hardware in the sensor
domain to contain injected fake magnetic fields.

Transfer function: The term Vg ,;; can be +ve or -ve because
input magnetic field B can be +ve or -ve (i.e., north/south pole).
Therefore, the output of the differential amplifier, denoted by Vo,
can go either +ve or -ve from the null-voltage position. The null-
voltage is denoted by V™! which is the position of the Vy,,; with
no input magnetic field (i.e., B = 0). Therefore, the transfer function
of a typical Hall sensor can be expressed as:

Vour = (K x B) + vull (1)
where K is a coefficient. The graphical representation of Eqn. 1,
which is shown in Fig. 1 (Right), indicates that Vyy,; linearly varies
with the input magnetic field B. As mentioned earlier, the existing
defenses [19, 23, 28, 37, 41, 47] work against weak magnetic spoof-
ing, which can vary the output in its linear region, but don’t work
against strong magnetic spoofing, which can change V,,,; in volt
scale, driving close to the saturation voltage, Vyq;.

2.2 Passive and active Hall sensor

A passive Hall sensor can simply detect magnetic fields coming
from the environment, whereas an active Hall sensor [44] transmits
a signal first and gathers data after the reflection of that transmitted
signal from a target. PyCRA [39] works only with the active sensor
but does not work with the passive one. State-of-the-art passive
Hall sensors are largely blind that relay signals to the upper level
without considering the signal integrity. Therefore, our proposed
defense targets passive hall sensors.

2.3 Differential Hall sensor

The differential Hall sensor is the state-of-the-art sensor, which can
reject common-mode spoofing signal [19]. It is an in-sensor defense.
As our defense is also an in-sensor, the differential Hall sensor’s
limitations are important to understand the novelty of our work.
A differential Hall sensor has two [19] Hall elements, D; and
D3, placed close to each other (Fig. 2 (Left)). Let us assume D, sees
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Figure 3: (Left) Noninvasive magnetic spoofing attack on Hall sensors. (Right) (a) The constant B,;; adds a DC offset. (b) The
sinusoidal B;;; modulates the V,, ;4,4 sinusoidally. (c) The square pulsating B, creates a pulsating variation in V. ;ginar-

magnetic field By, and D; sees magnetic field Bp. Therefore, the
transfer function of a differential Hall sensor is:

Vour = K X (By — Bp) + vl )

where K is a proportionality coefficient. Let us assume an attacker
injects an external magnetic field, B, ;. As D1 and D3 are placed
close to each other, they may see the same magnetic field, B, ;. As
a result, after the injection of By, Eqn. 2 is changed as follows:

Vout = K X {(B1 + Bgy) — (B + Bgyp)} + Vil

®3)
= K X (By — By) + V"l

The B, can only be nullified in Eqn. 3 if and only if D1 and D3
can see the same (i.e., common-mode) B,; ;. However, practically
speaking, there is always a small physical distance between D; and
D3 as a physical signal path is present between D; and Ds. There-
fore, they may not see the same B;. As a result, B, ;. may not be
exactly nullified in Eqn. 3. The mismatch gets worse if the injected
magnetic field is strong. At a strong magnetic field, the magnetic
reluctance of the material present in the tiny distance between D
and D gets increased. The increase of reluctance increases the
magnetic field gradient between Hall elements D; and D5.

To prove this claim, an experiment is carried out on a differen-
tial Hall sensor (Part# ACS724) by injecting a weak 4G external
magnetic field, and a strong 8000G magnetic field using an elec-
tromagnet and a permanent magnet (part# H33 [32], respectively
(see Appendix 10.1) from 1 cm distance. The ACS724 typically has
vnull _ 2 5V, Fig. 2 (Right) shows that 4 G shifts the Vs by 0.8
4V, which is negligible, whereas 8000 G adds a large DC offset,
denoted by E9¢, with V™! This shifts the Vy,; by 1.113 V upward
causing a 44.52% change in vnull This can corrupt the sensor data
resulting in a DoS attack on the connected systems. It proves that
industry-used Hall sensors are still vulnerable to strong magnetic
spoofing.

3 ATTACK MODEL

The components of the attack model against which HALC works
are explained below and also shown in Fig. 3 (Left).

a. Attacker’s capability: The attacker can be a disgruntled em-
ployee or a guest, who may not get a long time to modify the target
Hall sensor like a lunch-time attack [25]. The attacker just needs
brief one-time access to noninvasively spoof Hall sensors from a
close distance using external magnetic fields. The attacker is not
allowed to physically alter any components of Hall sensors.
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b. Attacker’s strength: The attacker can inject any type of mag-
netic field. Here, we consider constant, sinusoidal, and square pul-
sating fields to cover the whole attack surface because all other
patterns can be derived from these three basic fields (i.e., Fourier
transformation [21]). Moreover, the attacker can use different in-
tensities of magnetic fields inside or outside of the normal sensing
range of the sensor. Let’s denote the original magnetic field being
measured by By, ginq; and magnetic fields injected by the attacker
by By, (Fig. 3 (Left)). The term B,;; can be modeled as follows:

M; constant field,
Batk = By sin wt; sinusoidal field, 4)
sgn(Bm sinwt);  square pulsating field.

where M is a constant, w is the angular frequency and By, is the
magnitude of the injected magnetic field, and sgn is the signum
function. Eqn. 1 can be written after an attack as:

Vour = {(K X Boriginal) + Vnull} + (K X Batk) (5)

= Voriginal + Vatk

Eqn. 5 shows that Hall sensor’s output Vyy;, after an attack,
has two components: an original component, V,;ginql, coming
from the By, iginq) and an attack component, Vy;x, coming from
the injected B,;k. An ideal defense should filter out the attack
component V. originating from any type of attack magnetic field
Batk-

Demonstration: A demonstration of injecting a constant, sinu-
soidal, and square pulsating malicious magnetic fields B, into
a Hall sensor is shown in Fig. 3 (Right). Before injecting the B,
the Hall sensor is giving a sinusoidal voltage Viginai (green line)
at its output. A constant 300 G malicious B, adds a DC offset,
shifting the Vj,;iginqi by 0.02 V. A 2 Hz sinusoidal and pulsating
300 G malicious B, modulates the Vy,iginq; in a sinusoidal and
pulsating fashion, respectively.

c. Attack tool and cost: The attacker can use a cheap electro-
magnet and an Arduino with pulse-width modulation to generate
above distinct types of B, (see Appendix 10.1). For example, a
simple electromagnet, such as Uxcell [17] can generate sufficient
magnetic fields (i.e., ~ 8000 G) for a strong magnetic spoofing attack,
and it is cheap (~$37) and easily available on eBay/Amazon.

d. Ineffective Shield: The Hall sensor may or may not be secured
inside of a shield [26] depending on its application. In the presence
of a shield, the injected B ;. is strong enough to penetrate a shield.
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Figure 4: Basic blocks of the Hall Spoofing Container (HALC).

e. Target system: Hall sensors are used in many safety-critical
applications, such as power grid monitoring, motor speed moni-
toring, proximity sensing in industrial plants, and braking in auto-
motive. Therefore, the consequences of attacking Hall sensors can
be catastrophic. For example, injecting fake magnetic fields into
Hall sensors located in a micro-grid may cause a denial-of-service
(DoS) attack on the power system [20]. Another notable attack
happens on automotive systems where an attacker may cause a
brake failure by spoofing Hall sensors located in anti-lock-braking
systems (ABSs) of a vehicle [38]. The consequences of these attacks
on Hall sensors are significant in terms of loss of human life and
monetary resources. Moreover, an inaccurate Hall effect reading
would cause immediate damage in the absence of a fail-safe, like
an electric motor running at higher RPM than it is mechanically
designed for. This may cause a complete shut-down of the compro-
mised system. Therefore, a defense (i.e., like HALC) is critical in the
Hall sensor domain to prevent these catastrophic consequences.

4 HALL SPOOFING CONTAINER (HALC)

In this section, we provide details on the design process of HALC
by answering the following three questions.

Q1. How can HALC contain all types, such as DC/constant,
sinusoidal, and pulsating attack magnetic fields?

02. How can HALC contain a strong magnetic spoofing attack?

03. How can HALC remove the injected fake magnetic field B
from the original magnetic field By ginai €ven if the frequencies
of Byyk and By jging; are same?

We start by mathematically modeling the attack at first.

Attack modeling: A Hall sensor can measure AC (i.e., time-
dependent) and DC (i.e., constant) magnetic fields. Therefore, the
AC and DC magnetic fields will have a proportional AC and DC
voltage components in the sensor output Vyy,; in Eqn. 5. Let us
define the AC and DC voltage components coming from the AC
and DC components of original input magnetic field By iginar by
V(t) and V9, respectively. Therefore, we can write the original
component, Vy iginal = V(t) + vde o ynull in Eqn. 5.

Let us assume that the attacker can cause a DC error voltage E°
by injecting a constant magnetic field, a sinusoidal error voltage
E(t) by injecting sinusoidal magnetic fields, and a square error
voltage E*(t) by injecting square magnetic fields. Here, we consider
an extreme scenario when the attacker injects all three patterns at the
same time. Therefore, the attack component in the output voltage
of the compromised Hall sensor can be written as, V,;; = E€ +
E(t) + E*(t). Moreover, Fourier analysis [31] of the square error
voltage E*(t) shows that it has a DC portion E* and a low and
high frequency portion §;(t) and &y (t), respectively (i.e., E5(t) =
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ES +6;(t) + 8,(t)). Therefore, the output, Vo, of the compromised
Hall sensor during an attack can be written from Eqn. 5 as:

Vout = Voriginal + Vark
= V() + Ve + vrully 4 (EC + E(t) + E¥ (1))
= Voriginal + (EC +E@) + E® + 8y(t) + Sp(1))

(6)

From Eqn. 6, it is apparent that Vj,; under attack has two com-
ponents, namely AC (i.e., time-dependent) component, V() + E(t) +
Op(t) + 8;(t), and DC (i.e. constant) component, yde , ynull |, pe
+ E%. Please note that inside of the AC component, the AC attack
component is E(¢) + 8(t) + d;(t), and inside of the DC component,
the DC attack component is E€ + ES.

Parallelism: In an extreme scenario, if the attacker injects AC
and DC attack components simultaneously, a proper defense should
contain these attack components in real-time without hampering
the existing speed of the connected systems. However, there is no
defense exists that can contain the AC and DC attack components
inside of existing sensors. Moreover, a naive solution, which may se-
quentially handle the AC and DC attack components, may make the
defense slow, hampering the real-time requirement of the defense.
To solve this problem, our proposed defense HALC introduces two
different cores - analog and digital cores, to parallelly handle the
AC and DC attack components in the following ways:

(i) Analog core: The analog core removes the high and low
frequency AC attack components, E(t) + §,(t) + 6;(t), from the
Vour using different filtering techniques.

(ii) Digital core: The digital core removes the DC attack com-
ponents, E€ + E, from the Vy,; using a novel algorithm.

Fig. 4 shows all blocks of the two cores, and Fig. 5 shows the
details of each block of the two cores. Fig. 4 shows two paths- paths
b-c-d and b-e-h - that host the two cores. The parallel handling of
the AC and DC attack components by two separate cores in two
different paths makes HALC faster than the sequential handling of
each attack component. We mathematically discuss each core in
the following sections with implementation details.

4.1 Analog Core

At first, the analog core needs to separate the AC and DC compo-
nents from Vy,,; to parallelly process them in two different paths -
paths b-c-d and b-e-h. To separate the AC and DC components from
Vout, the analog core uses two blocks - DC blocker and subtractor,
which are discussed below.

4.1.1 DC Blocker. The DC blocker blocks the DC component (i.e.,
yde ynull L g | ES) of V,y,; and outputs only the AC component
(i.e., V(t) + E(t) + Op(t) + §;(t)) at node (B to path b-c-d (Fig. 4). It
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Figure 5: Implementation details of the analog and digital cores of the proposed Hall Spoofing Container (HALC).

uses a first-order high pass filter (Fig. 5) with R1 = 100 kQ and C1
= 2 pF having a cut-off frequency, fc = 1/(27R1C1) = 0.8 Hz (i.e., it
only blocks the DC signal).

4.1.2 Subtractor. The subtractor subtracts the AC component
of Vou; from Vyy,; and outputs only the DC component of Vyy;
(ie, V4e + ynull | E¢ | ES) at node (€) to path b-e-h (Fig. 4). The
subtractor is implemented using a differential amplifier with a
transfer function, V, - V_, when R2=R3=R4=R5 (Fig. 5). Here, V, is
the +ve input and V_ is -ve input of the amplifier.

Next, after separation, the AC component of V,,,; are processed
by the high-pass and low-pass filters, and the DC component of
Vour is processed by the digital core (see Section 4.2).

4.1.3 High-Pass Filter (HPF) & Low-Pass Filter (LPF). A first-
order active HPF and a LPF are used to filter out the low-frequency
(i-e., E(t) + 6;(t)) and high-frequency (i.e., §(t)) attack components
from Vs, respectively, by keeping the original AC component V(t)
intact. The digital core, which works as an adjunct to the analog core
(Section 4.2), can control the cut-off frequencies (i.e., f¢) of the HPF
and LPF to filter out only low/high frequency attack components. In
our implementation, the rheostats R7 and R11 (Fig. 5) are used to
vary the cut-off frequencies of the HPF and LPF within 0 - 150 kHz
(see Sections 4.3 and 7.1 for more details). Please note that the gain
of the DC blocker, LPF, and HPF is ~1 (i.e., unity) and phase-shift
is linear (i.e., constant) for all frequencies over f.. Therefore, path
b-c-d does not add any non-linearity and unstability to the original
AC component V(t) in our design.

4.1.4 Delay Compensator. The signal, Vo, travels from node
@ to node (D through different blocks. These blocks have capac-
itors and resistors with different values that introduce different
phase delays. As a result, the signal at node () is a phase-delayed
version of the signal from node @). For example, a 2.34 ms leading
phase delay is present between node @) and node () of our HALC.
This could cause a 2.34 ms delay while taking a time-critical deci-
sion by the connected system. To compensate for the phase delay, a
delay compensator is placed after node (). The delay compensator
is an all-pass filter with a voltage gain, A, = 1 at all frequencies and
can create a specific phase shift. A lagging phase shift of 50.63° is
implemented in our design that is equivalent to 2.34 ms of lagging
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delay. As a result, the 2.34 ms of leading delay at node (@) is compen-
sated to zero (See Fig. 8). This ensures that HALC does not create
any timing predictability issue to connected systems and preserves
the hard real-time requirement of the overall system.

In summary, the analog core separates the AC component from the
Vour and then contain the AC attack component (i.e., E(t) + Op(t) +
8;(t)) by keeping the original AC component V(t) intact.

4.2 Digital Core

The digital core uses a novel algorithm to generate a feedback signal
-(E€ + E®), equal but opposite polarity to the injected DC attack
component E¢ + ES. The digital core uses the generated feedback
signal to nullify the injected DC attack component while keeping
the original DC signal V%€ intact (see Eqn. 6). Moreover, it controls
the cut-off frequencies of HPF/LPF of the analog core to remove
AC attack components while keeping the original AC component
V(t) intact. To accomplish these two tasks, the digital core takes
input from an external sensing device that is explained below.
External sensing device (ESD): As a Hall sensor under attack
is a naive device, it cannot alone differentiate the original input
magnetic fields (Byyjginq1) from the attacker’s provided magnetic
fields (B, ). Therefore, the digital core uses an external sensing
device (ESD), which helps the compromised Hall sensor by only
sensing the presence of the injected attack fields, B, (see Fig. 4
and 5). The ESD could be an external coil or another Hall sensor,
which should be placed side by side with the compromised Hall
sensor. As the ESD can only sense the injected attack fields B, the
attacker cannot confuse the defense using multiple magnetic sources.
Shield between ESD and B,,.;ginq1° The next question is how
to ensure that the ESD only picks the injected attack fields (B, ), not
the original fields (Boriginal)- Let’s consider two scenarios. Firstly,
suppose the original field is internal, such as for voltage/current
Hall sensors (sensors 1-4, and 9-10 in Table 1). In that case the ESD
only picks the injected external attack fields, not the original fields.
Secondly, if the original fields and injected attack fields both are
external to a sensor (sensors 5-8 in Table 1), there is a chance that
the ESD can pick both the original and injected external fields. To
prevent this happens, a shield is used between the ESD and the
source of original magnetic fields, so that the ESD cannot pick up
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the original fields but only can pick up the injected external fields.
As the direction of the original fields is known to a designer, he can
safely place a simple shield to prevent the original fields from going
into the ESD (see Fig. 4 for the shield between ESD and By, iginar)-

A question may arise if the shield can be bypassed by the attacker.
Please note that the use of the shield is not to prevent attackers
from influencing the target Hall sensor. However, the use of the
shield is to prevent the original magnetic fields (Boy;ginqi) from
going into the ESD so that the ESD can only pick the injected attack
fields (B,;x ), not the original magnetic fields. Therefore, bypassing
the shield with the B;; by an attacker will not impact the defense
because the ESD still can pick up the injected attack fields B, .

How the ESD is different from the recent works: Although
the ESD is placed close to the compromised Hall sensor, there
should always be a physical distance between the ESD and the
compromised Hall sensor. Because of this physical distance, the
ESD is unable to measure the exact amplitude of the external attack
fields injected into the compromised Hall sensor. This is why we
can not use the signal from the ESD to simply subtract the injected
attack signals from the original signals to recover the original signal.
Therefore, HALC uses the ESD differently compared to its use in
the adaptive filtering technique found in recent work [28].

The ESD only provides the following two pieces of informa-
tion to the digital core (see Fig. 4): (i) the attack notification sig-
nal, Ny, which is only activated when the ESD senses the exter-
nal attack field B,;x, and (ii) the notification signal, N¢pp,g, when
the ESD senses that the injected DC attack signal / component,
E° +EF changes. The Ny and N¢pp 4 both do not consider any ab-
solute amplitude of the attack signal, instead just only consider the
change/difference in attack signal. Next, we discuss how the N1
and N;pp,4 are used by the digital core to generate the feedback
signal -(E€ + E®) to nullify the injected DC attack signal (E€ + E®).

Removing injected DC attack signal E€ + E®: The digital core
runs a novel algorithm 1 in a central processing unit (CPU) to
remove the injected DC attack signal E€ + E°. Let us summarize
the algorithm first before introducing its technical implementation.
When the ESD gives an attack notification signal (i.e., N, ) that
an attack happens at time ¢, the algorithm subtracts the DC com-
ponent (see Eqn. 6) of original signal at time t from the previous
DC component of original signal at time t — 1 (i.e., data before
the attack). The difference between the DC components during
the attack and before the attack gives the amount of injected DC
attack signal E€ + E® after the attack. The algorithm tracks this
difference all the time and generates -(E€ + E®) to nullify the in-
jected DC attack signal E€ + ES. If the injected DC attack signal
changes during an attack, the algorithm 1 can also track it from the
previously calculated difference. It is noteworthy that algorithm 1
also tracks when the DC component of the original signal changes
without any attack. This helps to correctly retrieve the original sig-
nal with and without attack. In summary, the continuous tracking
of the DC component of the original signal before, after, and during
the attack gives information of the injected DC attack signal, and
this information is used to retrieve the DC component of original
signal. This idea and its implementation are absent in recent works
[19, 23, 28, 37, 41, 47] that exist in the literature. Next, we discuss the
implementation (see Fig. 4 and 5) of algorithm 1 in detail.
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4.2.1 ADCOand ADC1. Two analog-to-digital converters - ADCO
and ADC1 provide data to the CPU (Fig. 5). ADCO is connected
with the ESD and provides the two information coming from the
ESD, namely, notification signals Nyt and Neppg to the defense
algorithm 1 running in CPU. Parallelly, ADC1 also provides the DC
component (i.e., yde y ynull | pe E?®) of the Voy; to algorithm 1
from node (). To reduce the power consumption, both ADCs use a
low sampling frequency (35 kHz) at normal operating conditions
(i.e., no attack), but start using a high sampling frequency (900 kHz)
when an attack happens.

4.2.2 Peripheral Reflex System (PRS) and Direct Memory
Access (DMA). To satisfy real-time requirement and reduce en-
ergy consumption, the workload of the CPU is shared with a pe-
ripheral reflex system (PRS) and direct memory access (DMA). The
PRS and DMA handle the workload related to data movement from
ADCs to CPU, whereas the CPU handles the workload related to run-
ning algorithm 1 and providing feedback signals to the analog core.

4.2.3 Central Processing Unit (CPU). The CPU runs the de-
fense algorithm 1 and provides a feedback signal to nullify the DC
attack signal (i.e., E€ + E®) that is explained below.

Line 1-10: The CPU always checks the data coming from the
ESD for the attack notification signal N, using the ADCO. Let’s
assume an attack happens at time ¢. Before any attack (at ¢ — 1 time),
there is no presence of external spoofing magnetic fields. Therefore,
the output of the ESD is zero, which indicates no attack happens
(i.e., Ngsk = NO). Moreover, when no attack happens, the data
from ADC1 at t — 1 is simply equal to V4¢(t — 1) + V4l — 1)
because no DC attack signals are present (i.e., E + E° = 0) at node
(®. As no DC attack signals are present, the CPU does not need to
nullify the DC attack signals E€ + ES. That is why the CPU provides
aNULL signal to digital-to-analog converters (DACs), and the DACs
provide no feedback (0 V) at node ().

Line 11-16: However, when the attacker injects magnetic fields
at time ¢, the ESD senses this injection that generates an attack
notification signal, N, = YES. The ADC0 and ADCI1 increase the
sampling frequency from 35 kHz to 900 kHz to capture tiny changes
of injected signals. During attack at time ¢, the data from ADCI is
equal to vde(s)+ vrull(p) + E€(¢) + ES(t). As the DC component of
the Vo, iginal does not change, vae(r) + virull(y) at time t is equal
to the previous value of Vet — 1) + VUl — 1) at time £ — 1. As
vde(t — 1) + V4t — 1) is known, the injected DC attack signal
E€(t) + E5(t) can be calculated as shown in line 16.

Line 17-20: After calculating the value of the injected DC attack
signal E€(t) + E*(t), the DACs (Fig. 5) generate a analog signal
which is equal to the E°(t) + E*(t). If the injected DC attack signal
E€(t) + E*(¢) is positive, the amplifier in Fig. 5 is configured as
inverting amplifier with a gain of -1 and outputs a feedback signal
-(EC(t) + E*(t)) at node (@ with the help of DACs. If E€(t) + E*(¢) is
non-positive, the amplifier is configured as non-inverting amplifier
with a gain of +1 and outputs a feedback signal +(E€(¢) + E*()) at
node (@ with the help of DACs. The adder1 adds signals at node (g
with signals at node (&) and nullifies the injected DC attack signal
E€(t) + E°(t) from the Vyy; (see Fig. 4).

Line 21-29: After an attack happens at time ¢, the DC compo-
nent of V,y,; sampled by ADC1 may change anytime after time ¢.
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Algorithm 1: Proposed Defense Algorithm.

Input: Data from ADC0 and ADC1
Output: Feedback signal at node @ to nullify the E°(¢) + E*(t)

1 t < attack happens

2 Setup ADCO, and ADC1 « (12 bits, sampling freq. = 35kHz)

3 VIA(r — 1)+ V™ (¢t — 1) «— ADCI(t-1)

4 fort « 1tooodo

5 Nk < ADCO(t-1)

6 if Nyt = NO then

7 vde(t — 1)+ vrull(t — 1) — ADCI(t-1)

8 func_Notifies_system (no_attack_happens)

9 ADCO, ADC1 « sampling frequency 35 kHz

10 | Output = no feedback signal (i.e., 0V at node @)

1 else

12 func_Notifies_system (attack_happens)

13 ADCO, ADC1 « sampling frequency 900 kHz

14 ve(r) + vrull(p) 4 E€(t) + ES(t) « ADCI(t)

15 vde() + vrull(p) = ve(p — 1) + vrullp — 1)

16 EC(t) + E5(t) « ADCI(t) =V 9c(t) — Vull(y)

17 if E€(¢) + E5(¢) > 0 then

18 Output = feedback signal -(E€(t) + E*(t)) at node ® to

‘ nullify the E€(t) + E*(t)
19 else
20 Output = feedback signal +(E€(t) + E*(t)) at node ® to
‘ nullify the -(E(t) + E*(t))

21 if The data from ADC1 changes after t at t+n time then

22 Nechng < ADCO(t+n)

23 if Nepng = YES then

2 VEe(t + n) + Vi (t + n) = Ve(r) + Vull(y)

25 E€(t + n) + ES(t + n) « ADCI(t+n)
—vde(t 4 n) - vrull(p 4 p)

26 if E€(t + n) + ES(t + n) > 0 then

27 Output = feedback signal -(E€(t + n) + E*(t + n))
‘ at node @ to nullify the E°(¢ + n) + E*(¢ + n)

28 else

29 Output = feedback signal +(E€(t + n) + E*(t + n))
‘ at node ® to nullify the -(E€(t + n) + E*(t + n))

30 else

31 E¢(t +n)+E°(t +n) « E°(t)+ E*(t)

32 vae(t)+ VUl (1) = ADCI(t+n)+E€(t + n) + ES(t + n)

33 if E€(t + n) + ES(t + n) > 0 then

34 Output = feedback signal -(E°(t + n) + E*(t + n))
‘ at node ®) to nullify the E°(¢ + n) + E*(¢ + n)

35 else

36 Output = feedback signal +(E€(¢t + n) + E°(¢ + n))
‘ at node ® to nullify the -(E°(¢t + n) + E*(t + n))

3 | vee(r— 1)+ vrull(p — 1) = vie(r) + vrull(y)

Let us assume the data from ADC1 changes at time ¢ + n where
ne{1,2,3,..,00}. The change can happen under two scenarios: ei-
ther the attacker changes the DC attack signal (E¢ + E®), or the
DC component (vde 4 ynully of the Voriginal may change natu-
rally. Under the first scenario, when the attacker changes the DC
attack signal at time ¢ + n, the ESD outputs a notification signal
Nchng = YES, which is extracted from the ADCO at ¢ + n. As the
DC component of the V,,ginq; do not change under the first sce-
nario, the previously saved DC component (vee(t) + vull(p) of
the Vy,igingl at time t must be equal to the most recent DC com-
ponent (Ve(t + n) + vull(s 4 n)) of the Voriginal at time ¢ + n.
Therefore, the injected DC attack signal (E(t + n) + E(t + n)) can
be calculated using the data from ADCI1 at time ¢ + n shown in
line 25. The E°(t + n) + E*(t + n) can be similarly used to generate
feedback signals explained in line 17-20.
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Line 30-37: Under the second scenario, when the DC component
(vde 4 ynully of the Voriginal changes naturally at time ¢ + n, the
ESD outputs a notification signal N¢jpy = NO, which is extracted
from the ADCO at ¢ + n. As the injected DC attack signal does not
change under the second scenario, the previously saved DC attack
signal (E€(t) + E5(t)) at time ¢ must be equal to the most recent DC
attack signal (E€(t+n)+E*(t+n)) at time ¢ +n. The calculated E€ (¢ +
n)+E*(t+n) is similarly utilized to generate feedback signals, which
is explained in line 17-20. The DC component vae@y+vnull(p) of
the V5, iginal at time t are updated in line 32 that is used in line 37 to
update V4¢(t—1)+ V™! (t—1). The updated V¢ (t—1)+ V"4l (1)
will be used in the next iteration at line 15.

In lines 21-29, two scenarios are considered, change due to attack
and change naturally. A question might arise what will happen if a
persistent attack coincides with a natural change. The answer lies
in the execution time of lines 21-23. Let us denote the time required
to execute lines 21-23 as p. Therefore, if the time difference between
change due to attack and change naturally is greater than p, HALC
can successfully detect both changes. For example, the time required
to execute lines 21-23 is ~3 us for our prototype. The time difference
can be reduced to a lower value using a faster CPU resulting in a
more robust defense against the error.

4.3 Controlling HPF & LPF of the analog core

The digital core decides the appropriate cut-off frequencies of the
HPF and LPF after sensing the frequency of the injected attack
magnetic fields (B,;x) using the ESD. If the injected attack mag-
netic field has a single frequency (i.e., single tone), the digital core
configures the HPF and LPF in such a way that the HPF and LPF
jointly act as a band-stop filter, which stops the injected single tone
attack signals E(t) + §p,(t) + 8;(¢). If the injected attack magnetic
field has multiple frequencies (i.e., multiple tones), the digital core
configures the HPF and LPF in such a way that the HPF and LPF
jointly act as a band-pass filter, which only passes the original input
signal (Vorigina1), removing the injected attack signals behind. In
this way, with the help of the digital core, the HPF and LPF jointly
eliminate the AC attack components (E(t) + d5(t) + 6;(t)) of the
injected V. from the Vou: by keeping the Vy,,.ginq intact.

4.4 Removing equal frequency attack signals

A concern may arise what will happen if the amplitude and fre-
quency of the injected V¢ are same as the Vj,;4inq1- To handle
this concern, a Hall sensor should be used in the differential con-
figuration [19]. Referring to Section 2.3, let us assume two Hall
elements D and D5 are placed close to each other in a differential
configuration. During an attack, let us assume the two Hall elements
D1 and D; sense Boriginall» Bgtk1 and BoriginalZs Batka, respec-
tively, while measuring an original signal By iginal- AS Voriginal
Boriginal and Vggg o Byi, we can write the transfer function of
the differential sensor during an attack from Eqn. 3 as,
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Figure 6: (Left) A prototype

11
Vour = k[Boriginall +Bark1 — BoriginalZ = Bark2l + v
1
= Voriginalt + Vatk1 = Voriginalz = Vatkz2 + v )

1l
= (Voriginall - Voriginalz) + V4 (Vark1 = Vark2)
= 2Voriginall + Vnull +E°

where Vo iginail ® - Voriginalz (Le., differential input). The By g
and B,k both have the same frequency because they are coming
from the same attack signal. But they have different amplitudes be-
cause there is a small gap present between the two Hall elements D
and D (refer to Section 2.3 for explanation). Therefore, the V, ;1
and V2 have the same frequency, but they have different ampli-
tudes (i.e., Bgsk1 # Barko)- Therefore, the (V11 — Vasko) results
in a constant error E¢, which acts as a DC attack signal. Therefore,
the defense algorithm 1 can remove the DC attack signal E€ from
Vour in the same way that is already described in Section 4.2.3.

4.5 Novelty of HALC

The novelty of HALC compared to recent work [19, 23, 28, 37,41, 47]
is discussed here by answering the three questions from Section 4.

Q1. How can HALC contain all types, such as DC/constant,
sinusoidal, and pulsating attack magnetic fields?

Answer: The Eqn. 6 models the constant, sinusoidal, and pulsat-
ing attack++ magnetic fields using the AC attack component E(t)
+ Op(t) + 6;(t) and DC attack component E€ + ES. The AC attack
component is contained by HPF and LPF of the analog core with
the help of the digital core (see Sections 4.1 and 4.3). The DC attack
component is contained by the digital core with a feedback signal
E€ + E® (see Section 4.2). In this way, HALC can contain constant,
sinusoidal, and pulsating injected attack magnetic fields.

Q2. How can HALC contain strong magnetic spoofing attack?

Answer: Fig. 1 (Right) indicates that the attacker can spoof
the output of the Hall sensor within its linear region close to its
saturation voltage using a strong magnetic field. Please note that
the digital core of HALC can generate the DC feedback signal
E€ + E® within the entire linear region of the Hall sensor close
to the supply voltage (i.e., greater than the saturation voltage) to
nullify the injected DC attack component. Moreover, the analog core
can filter out the AC attack component within the entire operating
region of the HPF and LPF. As the operating region of the HPF
and LPF is greater than the linear region of the Hall sensor (i.e.,
the supply voltage of HPF/LPF is greater than the Hall sensor), the
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analog core can also contain the AC attack components within the
entire linear region of the hall sensor close to the saturation voltage.
In this way, HALC can contain strong magnetic spoofing attack.

Q3. How can HALC remove the injected fake magnetic field B; 1
from the original magnetic field Byy;ginqs even if the frequencies
of Bysk and By jginal are same?

Answer: The answer is already given in Section 4.4.

Another important point to note is that HALC only nullifies in-
jected attack component V1 in the sensor output V,y,; by keeping
the original component Vo,iginq; intact. It is possible that origi-
nal signals may contain anomalous data. HALC does not alter any
anomalous data present in original signals as HALC only works
on the injected attack component. The ESD is used to differentiate
between original and attack components (refer to Section 4.2).

5 PERFORMANCE ANALYSIS

5.1 A prototype of the proposed HALC

A prototype of the proposed HALC is implemented in a lab setup
as a proof-of-concept and is shown in Fig. 6 (Left). The DC blocker,
subtractor, adder1, adder2, delay compensator, HPF, and LPF of the
analog core are implemented using a low-power op-amp (part #
TLO084CN from Texas Ins.). The TL084CN has a JFET input stage
that provides high slew rates, low input bias, and low offset currents.
The values of discrete resistors and capacitors of the analog core are
shown in Fig. 5. The digital core is implemented in an EFM-32 Giant
Gecko board from Silicon Labs [6] that has Cortex M-3 based 32-bit
CPU with PRS, ADCs, DACs, and DMA. It has an ultra low-power
CPU with a 48 MHz clock.

5.2 Testbed

Different tools used in the testbed are shown in Fig. 6 (Right). We
use a Hall sensor (part #ACS718) as the external sensing device
(Fig. 6 (Left)). We test 10 different Hall sensors (see Table 1) of all
types, such as unipolar, bipolar, open-loop, and closed-loop Hall
sensors, from four different manufacturers in the testbed. As these
sensors require different types of inputs (Sin), we use different
sources to supply input signals to these Hall sensors. We use a
variable AC/DC power supply to supply current/voltage as original
input signals to the Hall sensors with serial no. 1-4, and 9-10 of
Table 1. We use a permanent magnet [32] to supply magnetic fields
as input signals to the Hall sensors with serial no. 5-8 of Table 1.
We use an electromagnet [17] with an Arduino Uno as an attack
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Figure 7:

tool to generate constant, sinusoidal, and pulsating attack fields
using a pulse-width-modulation (PWM) technique. In addition,
we use a function generator connected with a monopole antenna
[16], which is also used as an attack tool, to radiate high and low
frequency EMI signals. We can change the power and frequency of
the electromagnet and EMI to generate weak and strong magnetic
fields with different frequencies within a range of 0 - 9000 G in our
testbed. The demonstration of the testbed is shown in the following
link: https://sites.google.com/view/hallspoofingcontainer/home

5.3 Justification of HALC

Now, we justify how HALC can contain the injected magnetic
fields by analyzing signals at all of its nodes. We arbitrarily choose
ACS718 from Table 1 as the target Hall sensor and connect it to
HALC to analyze signals at all of its nodes. A 3 A peak-to-peak AC
current of 60 Hz and a 0.5 A DC current are given as input signals
(Sin) to the target sensor. Before any attack, the Hall sensor outputs
the Vyriginal at node @ (Fig. 7 (i)). A V(¢) = 300 mV peak-to-peak,
ynull — 25V and V4¢ = 50 mV are present in the Voriginal before
any attack. An electromagnet with a magnetic field density of 5600
G is used to inject constant (E€), sinusoidal (E(t)) and pulsating
(E%(t)) external magnetic fields from 1 cm distance. We use 2 Hz
as the frequency of injected E(t) and E*(¢) as an example. Fig 7
(ii) shows that the output of the Hall sensor at node (@) is shifted
close to its saturation voltage (4.7 V) after the attack. The injection
of the AC attack signal, E(t) + E°(t) distorts the V,;4in41, and
the injection of the DC attack signal, E€ + ES shifts the V%! +
V4e of the Voriginal from 2.55 V to 4.56 V. The DC blocker blocks
only the DC components, V¢ + vl 4 E¢ 4 ES and outputs
only the AC components, V(t) + E(t) + 8,(t) + §;(t) at node (B)
(Fig. 7 ().

The signals from node (®) propagate forward using two paths
- path b-c-d and path b-e-h. Let us discuss the path b-c-d first.
The HPF filters out the injected low-frequency error, E(t) + &;(t)
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Figure 8: The delay between nodes @ and (§) is compensated.

and outputs V(t) + §,(t) at node (© (Fig. 7 (iv)). The LPF filters
out the injected high-frequency errors (65 (¢)) and outputs the AC
component of the original input signal V(¢) at node @) (Fig. 7 (v)).

Now, we discuss the path b-e-h. The subtractor outputs the
overall DC components, yde yynull 4 pe 4 ES at node ® (Fig. 7
(vi)). The value of V¢ + V1l L F€ L ES j54.56 V. As the VUl yyde
of the original input signal is shifted from 2.55 V to 4.56 V, a DC
error (E€ + E®) of 2.01 V is injected by the attacker. Therefore, our
proposed defense algorithm running in the digital core gives a
feedback signal (—E€ — E®) of -2.01 V at node (g) (Fig. 7 (vii)). The
adder1 adds signals from node (€) and node (g), and outputs only
vde 4 ynull with a value of 2.55 V at node () (see Fig. 7 (viii)).

The adder2 adds signals from nodes (@) and () and outputs a
delayed version of the Vj,,;ginq; at node O (Fig. 7 (ix)). A 2.34 ms
of leading delay is present between signals at node @ and node
@ (Fig. 8 (i)). A delay compensator compensates for the delay and
outputs the V,,;ginas at node () (Fig. 8 (ii)).

Performance metric: If we can prove that the output of the
target Hall sensor before an attack is same to the output of the target
Hall sensor after an attack with HALC in a point-by-point fashion,
we can claim that HALC is effective to prevent the spoofing attack.
To quantify the similarity between signals before and after an attack,
we calculate correlation coefficient (C) [29] between signals of node
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@ (i.e., before an attack) and node () (i.e., after an attack). If the
correlation coefficient is close to unity, it indicates that the output
of the target Hall sensor before and after an attack is same in a
point-by-point fashion.

The value of C is 0.93 for this case, that is very close to unity
(i.e., due to the presence of noise, C is slightly less than unity). This
indicates that the signal at node () (i.e., after an attack) is same
as the original signal at node @ (i.e., before an attack) in a point-
by-point fashion. This proves that HALC can separate V;; from
Voriginal @nd successfully contain the spoofing attack inside of it.

5.4 Varying the amplitude of the input signals

We vary the amplitude of the input signals (S;i;) to 10 different Hall
sensors within their entire input range (Table 1(a)). We keep the
frequency of the S;,, fixed at 15/60 Hz (Table 1(b)). We calculate C for
every different amplitudes and do an average of C for every sensor.
The avg. of C is greater than 0.93 when HALC is used compared to
0.2 when HALC is not used (Table 1(c)). This indicates that HALC
works within the entire input range of every Hall sensor.

5.5 Varying the frequency of the input signals

We vary the frequency of input signals (S;,) to 10 different Hall
sensors within their entire input frequency range (Table 1(d)). We
keep the amplitude of the S;, fixed at 1 A/100 G/110 V (Table 1(e)).
We calculate C for every different frequency and do an average of C
for every sensor. The avg. of C is greater than 0.93 for every sensor
when HALC is used compared to 0.2 when HALC is not used (see
Table 1(f)). This indicates that HALC works within the entire input
frequency range of every Hall sensor.

5.6 Varying the magnetic field density of B,

In Sections 5.4 and 5.5, we keep the magnetic field density (i.e.,
~5600 G) and distance (i.e., 1 cm) of the source of By, (i.e., electro-
magnet) fixed. In this section, we vary the magnetic field density
of the source of B, from a fixed distance (1 cm) and keep the fre-
quency and amplitude of the input signals (S;,) fixed at 60 Hz/15Hz
and 1 A/100 G/110 V, respectively. We vary the magnetic field den-
sity from 0 G to 9000 G at frequency zero and calculate C for every
case for 10 different Hall sensors. The C is less than 0.2 before HALC
is used. However, the C is greater than 0.93 for every sensor (Fig.
9 (Left)) when HALC is used. This proves that HALC can satisfac-
torily contain both the weak and strong (i.e., 0 - ~9000 G) magnetic
fields injected by the attacker.

5.7 Varying the frequency of the B,

We keep the magnetic field density of B,;1 at 300 G and very the
frequency of the B, ;4 within 0 to 150 kHz. We keep the frequency
and amplitude of the input signals (S;p) fixed at 60 Hz/15Hz and 1
A/100 G/110 'V, respectively. The C is within 0.3 to 0.71 before HALC
is used. However, the C is greater than 0.92 for every sensor (Fig. 9
(Right)) when HALC is used. This proves that HALC can satisfacto-
rily contain both the low and high frequency magnetic spoofing
within 0 - 150 kHz. It is important to note that the range 0 - 150 kHz
covers the entire input frequency range (see Table 1 (d)) supported
by 10 different Hall sensors from 4 different manufacturers. The
range also includes the same frequency as the input signals.
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core.

5.8 Varying the distance of the attack tool

We vary the distance of the attack tool (i.e., electromagnet, EMI)
from the Hall sensor. We use a magnetic field density of 9000 G for
B,k and keep the frequency and amplitude of the input signals
(Sin) fixed at 60 Hz/15Hz and 1 A/100 G/110 V, respectively. We
vary the distance from 0 cm (very close) to 7 cm with an increment
of 1 cm and calculate C for every case for all Hall sensors listed in
Table 1. The value of C is greater than 0.91 for every case (Fig. 10
(Left)) when HALC is used. This proves that HALC can contain a
magnetic spoofing attack from a very close distance.

5.9 Comparing HALC with a shield

We compare HALC with a MuMetal shield [12], which is a foremost
industry-used specialized material for magnetic shielding. We keep
the source of B, ;1 = 9000 G 1 cm away outside of the shield and keep
Hall sensors 1 cm away inside of the shield. We vary the thickness of
the shield and find that even a 0.9 inch thick shield cannot prevent
the B, = 9000 G (i.e., low C in Table 1 (g), (h)). Because strong
magnetic fields can saturate the MuMetal and diminish its shielding
property, making it vulnerable to strong fields [24]. Next, we use
HALC without the shield and find that C is close to unity (Table 1
(i)). This proves the efficacy of HALC over a shield.

5.10 Timing analysis of the analog core

The analog core is typically implemented by using a high-speed op-
amp (Section 5.1) with very high slew rate, low rise-time, and high
bandwidth. Therefore, the delay associated with the DC blocker,
subtractor, adder1, and adder? is typically less than 20 ps. The path
b-c-d of the analog core comprises HPF and LPF. They introduce
a delay in the form of phase shifts at nodes (©), and (. The HPF
creates a leading phase shift of +72.43°, and the LPF creates a
lagging phase shift of -21.68°. The total phase shift occurs in path
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Table 1: Testing Hall sensors with HALC for different amplitudes and frequencies of input signals, and with a MuMetal shield.

Sl | Manufac- | Part# Polarity/Loop Different amplitudes (a) Freque- | Avg. Different fre- | Ampli- | Avg. C((04in | C(09in | Avg.

turers ncy (b) C(c) quencies (d) | tude(e) | C (f) thick) (g) | thick)(h) | C (@)
1 Allegro ACS718 [3] Bipolar/Open 1A, 5A, 10A, 15A, 20A 60 Hz 0.93 0 - 40kHz 1A 0.93 0.43 0.55 0.95
2 Allegro ACS710 [1] Bipolar/Open 2A, 4A, 6A, 8A, 10A 60 Hz 0.93 0 - 120kHz 1A 0.93 0.39 0.47 0.94
B Allegro ACS715 [2] Unipolar/Open || 1A, 5A, 10A, 15A, 20A 60 Hz 0.94 0 - 80kHz 1A 0.93 0.43 0.51 0.93
4 | Allegro ACS724 [4] Unipolar/Open || 2A, 4A, 6A, 8A, 10A 60 Hz 0.97 0 - 120kHz 1A 0.97 0.49 0.56 0.95
5 Honeywell | SS49/5S19 [15] Bipolar/Open 100G,200G,300G,400G,500G | 15 Hz 0.94 0-30Hz 100 G 0.93 0.36 0.46 0.96
6 Honeywell | SS39ET [13] Bipolar/Open 100G,200G,300G,400G,500G | 15 Hz 0.94 0 - 40Hz 100 G 0.94 0.39 0.49 0.95
7 Honeywell | SS494B [14] Bipolar/Open 100G,200G,300G,400G,500G | 15 Hz 0.94 0 - 30Hz 100 G 0.94 0.48 0.56 0.94
8 Texas Ins. | DRV5053 [7] Bipolar/Open 100G,200G,300G,400G,500G | 15 Hz 0.94 0 - 20Hz 100 G 0.94 0.54 0.59 0.95
9 | LEM LTSR6-NP [9] Bipolar/Closed 1A, 2A, 3A, 4A, 5A 60 Hz 0.96 0 - 100kHz 1A 0.96 0.33 0.43 0.96
10 | LEM LV 25 P [10] Bipolar/Closed || 30V, 50V, 70V, 90V, 110V 60 Hz 0.96 0 - 25kHz 110V 0.96 0.37 0.51 0.94

b-c-d is +72.43° + (-21.68°) = +50.74° leading. The +50.74° phase
shift is equivalent to 2.36 ms of delay between signals at node @)
and node @. This 2.34 ms of delay is compensated to zero by using a
delay compensator (see Section 4.1.4). This preserves the hard real-time
requirement of the overall system.

5.11 Constant computational complexity

We implement the necessary filters in the analog core using first-
order circuits. If these filters were implemented in the digital core
using higher-order FIR or IIR filters, the CPU would require higher-
order operations with high computational complexity. HALC utilizes
the analog and digital cores in such a way that the CPU does not need
to handle higher-order arithmetic operations. Instead, it handles first-
order tasks that ensure a constant computational complexity of
O(1). Moreover, the complexity of the defense algorithm 1 does not
grow with the input data, and it remains constant independent of
the different input signals/magnetic fields.

5.12 Timing analysis of the digital core

Broadly speaking, the digital core of HALC handles the following
four tasks: (i) It samples signals using ADCs, (ii) It transfers sampled
data to internal variables using DMAs, (iii) It processes the sampled
signals by using an algorithm 1, and (iv) It generates DC feedback
signals (-E*-E€) at node (8) using DACs. In this section, we calculate
the time required to execute each of these tasks by considering the
clock cycles required for each of these tasks. Four different clocks
are used for the ADCs, DMAs, CPU, and DACs in the digital core.
The frequencies of these clocks and the execution time required for
each task are tabulated in Table 2.

The minimum and maximum execution time of tasks 1, 2, and 4
are constant as they don’t involve the CPU. Task 3 involves the CPU
and requires a minimum execution time of 31 ys and a maximum
execution time of 43 ps. The CPU requires minimum and maximum
execution time when a minimum and maximum number of cache
miss occurs, respectively. The digital core requires a maximum of
105 ps or a minimum of 93 s in total to generate the DC feedback
signals -(ES+E€) to contain the DC attack component.

Table 2: Timing analysis of the digital core

Task # Clock name Clock freq. Min. time Max. time
Task 1 ADC clock 11 MHz 16 ps 16 us
Task 2 DMA clock 48 MHz 19 ps 19 ps
Task 3 CPU clock 48 MHz 31 ps 43 ps
Task 4 DAC clock 500 kHz 27 ps 27 ps
93 ps (total) 105 ps (total)
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5.13 Attack containment in hard real-time

It is guaranteed that the digital core will provide feedback signals
within a maximum of 105 us of delay after signal changes at node
(®. The digital core executes the four tasks sequentially, and there
is no task-scheduling involved in the process. Therefore, the delay
associated with the digital core is always deterministic. Moreover,
the digital core typically handles the low-frequency DC signals,
which vary less slowly than the introduced delay/latency by the
digital core. Therefore, a 105 us of delay is negligible compared
to the rate of signal change in path b-e-h. In addition, the phase-
shift introduced by the analog core is taken care of by the delay
compensator. Therefore, the attack is contained in hard real-time.

5.14 Low-power HALC

The digital core consumes 0.5 mW and 0.3 mW average power when
an attack happens and does not happen, respectively. When there is
no attack, the digital core runs in energy-saving mode. The power
is measured using an energy profiler app of the Simplicity Studio
IDE [30]. The average and instantaneous current are shown in Fig.
10 (Right). The spike of the instantaneous current occurs during
the ADC conversion. Moreover, the analog core consumes 1.4 mW
of average power with or without an attack. Therefore, the total
power consumed by HALC is ~1.7-1.9 mW, which is compatible
with power ~ 10 mW [5] consumed by the Hall sensor itself.

5.15 Low-cost HALC and easy to integrate

HALC uses a cheap (~$2) Hall sensor as the ESD. The total cost of
our prototype is ~$12, which is comparable with the sensor cost
(~$2 - $70). However, as ~$12 is the cost of the prototype, the actual
cost will be much less in mass level production using SoC fabrication.
HALC can be connected with the target Hall sensor in a plug-&-play
manner after fabricating HALC in a chip.

6 EVALUATION OF HALC

We evaluate HALC in two practical systems: a grid-tied solar in-
verter and a rotation-per-minute (RPM) system.

6.1 Grid-tied solar inverter

Grid-tied solar inverters are typically used as central inverters in
solar/industrial plants or shopping malls. They widely use Hall
sensors to measure AC and DC current. A 140 Watt inverter from
Texas Ins. [8], which is a miniature version of a practical inverter, is
used in the testbed to evaluate HALC. This inverter has a Hall effect
current sensor with a part # ACS712ELCTR-20A-T with a magnetic
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shield around it. At first, we use our attack tool to inject constant,
sinusoidal, and pulsating magnetic fields with a magnetic field
density of 7000 G into the Hall sensor from a 1 cm distance. This
drives the Hall sensor close to saturation and forces the inverter
to shut down, causing a denial-of-service (DoS) attack even with
a shield. Next, we connect HALC with the Hall sensor and repeat
the same experiment (Fig. 11). At this time, nothing happens to the
inverter, and it continues working without any disruption.

6.2 Rotation-per-minute (RPM) system

The RPM system is used in ICSs to measure the rotational speed of
any rotating structure, such as a motor shaft, wheel. We use a motor
shaft in our testbed with a Hall sensor having part # SS490. A small
permanent magnet (part # HE510-ND) is mounted on the motor
shaft. When the motor shaft rotates, the permanent magnet also
rotates. The Hall sensor can sense the change of magnetic fields
coming from the motor shaft (i.e., permanent magnet) and use this
information to count motor shaft rotations. At first, we provide a
100 RPM speed to the motor shaft. Then we inject magnetic fields
with a magnetic field density of 5000 G from a 1 cm distance into
the Hall sensor. As a result, the Hall sensor cannot measure the
number of rotations correctly. Next, we connect HALC with the
Hall sensor and repeat the same experiment. Now, the Hall sensor
starts measuring the RPM correctly without any error (Fig. 12).
We find that if the C is < 0.8, a DoS attack happens in both the
solar inverter and the RPM system. As HALC can keep the C close
to unity, it can prevent the DoS and spoofing attack on Hall sensors.

7 LIMITATIONS

There are a few limitations of HALC. These limitations exist be-
cause of the limitations of the practical hardware.

)
Compromised @ B——
| Hall sensor of {
the inverte Strong .
Electromagnet
Fomnmr

w

Grid-tied solar

|~
Figure 11: HALC can prevent the magnetic spoofing attack
on the grid-tied solar inverter.

Electromagnet B
,’.,{, mpromlsed

Hall sensor
<~/

A permanent
magnet on
motor shaft

Container
(HALC)

Figure 12: HALC is connected with the Hall sensor of the
RPM system to prevent magnetic spoofing.
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7.1 Non-zero settling time of rheostat

The digital rheostats R7 and R11 used in the design have a non-zero
settling time. We use MCP4252 [11] to implement rheostats R7
and R11 in our prototype (see Section 4.1.3). MCP4252 has an SPI
interface that supports a 10 MHz clock. The total time required to
calculate R7 and R11 and write these values to the MCP4252 chip
using a 10 MHz SPI port is ~3.5 ps. The time required to settle down
the wiper of the digital rheostat is ~240 us. Therefore, the total
settling time of the rheostat is 240 + 3.5 = 243.5 us in our prototype.
If the attacker changes the injected magnetic fields within 243 ps,
the timeliness of the defense will not be guaranteed. The settling
time of the rheostat results from its parasitic capacitance. Therefore,
the settling time can be reduced from 243 us to a lower value using a
rheostat having lower parasitic capacitance, which can be achieved
using JFETs instead of traditional MOSFETSs in a rheostat.

7.2 Upper limit magnetic field density of B,

HALC can work up to a magnetic field density of ~9000 G. The
upper limit ~9000 G originates from the amplifier in Fig. 5, which
cannot provide the feedback signal -(E€ + E*) more than the supply
voltage (i.e., 5 V). By increasing the supply voltage from 5 V to a
higher value, the upper limit of the B, can be increased.

7.3 Upper limit frequency of B,

The prototype of HALC can prevent a B, with frequencies of 0
Hz to 150 kHz. The upper limit of 150 kHz can be increased beyond
150 kHz by increasing the maximum upper limits of rheostats R7
and R11. To increase the maximum upper limits of rheostats, multi-
ple digital rheostats can be connected in series. However, it may
increase the settling time of the rheostats.

7.4 Multiple co-located Hall sensors

In the present state of the design, if multiple sensors are co-located,
HALC should be used with each co-located sensor separately.

8 RELATED WORK AND LIMITATIONS

To the best of our knowledge, no state-of-the-art work provides a
defense against a strong magnetic spoofing attack on Hall sensors.
However, few related works exist for other sensors that can not be
applicable to Hall sensors for the following reasons.

Trippel et al. [41] proposed randomized and 180° out-of-phase
sampling to nullify acoustic spoofing signals injected into MEMS
accelerometers. Randomized sampling samples at random times and
180° out-of-phase sampling takes 2 samples with 180° out of phase
within the resonant frequency period to nullify the spoofing signals.
These defenses will fail in two scenarios: (i) When the spoofing
signal has the same frequency as the original signal being measured
because randomized sampling will nullify both the spoofing and
original signals. (ii) When the spoofing signal is a DC/constant
signal because randomized sampling cannot filter out a DC signal.

Cheng et al. [23] and Alexander [19] from Allegro Microsystems
proposed differential Hall sensors to nullify common-mode spoof-
ing signals. This technique would work for weak magnetic spoofing
but does not work against strong magnetic spoofing. The reasons
behind this limitation are already explained in Section 2.3 in detail.
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Table 3: Summary of the strength of HALC.

Strength Values
values of injected B,k up to ~ 9000 G
frequencies of injected B,k 0- 150 kHz
proximity of the attack tool <lcm
power consumption ~1.7-1.9 mW
cost ~$12
latency 93 ps - 105 ps
constant, sinusoidal, pulsating B

v
spoofing signal having same frequency as original signal

v
Works within entire input signal (S;,) range

v

Kune et al. [28] proposed adaptive filtering to estimate the spoof-
ing attack signal first and then subtract the estimated attack signal
from the original signal to clean up the original signal. This tech-
nique will fail in two scenarios: (i) Because of the physical distance
between the adaptive filter and the compromised Hall sensor, the
adaptive filter cannot measure the exact amplitude of the external
attack fields. This is why we can not simply subtract the estimated
attack signals from the original signals to recover the original signal.
(ii) This technique uses higher order FIR filters for adaptive filtering
that is computationally expensive and may hamper the real-time
requirement of the defense (refer to Section 5.11 for details).

Zhang et al. [47] used a Support Vector Machine (SVM), and
Roy et al. [37] proposed a non-linearity tracing classifier to contain
the inaudible voice commands injected into MEMS microphones in
ultrasonic range. These defenses have following limitations: (i) They
will work only for spoofing signals located in ultrasonic frequency
band (> 20kHz), which has a clear separation from the audible voice
signals (< 20 kHz). As the spoofing signal may share the same band
as the original signal in Hall sensors, these defenses don’t work for
Hall sensors. (ii) They will not work for DC spoofing signals.

The works in [19, 23, 28, 41] are sensor-level and [37, 47] are
system-level defenses. There are other system-level defenses. Shoukry
et al. [39] proposed PyCRA that only can detect an attack but cannot
prevent it. Cardenas et al. [22] and Urbina et al. [43] incorporated
the knowledge of the physical system under control to detect an at-
tack on ICSs. But their approaches cannot contain the attack. Again,
Shoukry et al. [40] proposed to reconstruct the state to recover
from a sensor spoofing attack using the satisfiability modulo theory
(SMT) that can not be implemented in the in-sensor hardware.

Moreover, machine learning techniques and other system-level
defenses require complex computations to converge for attack de-
tection and recovery, requiring powerful hardware resources. There-
fore, they are not suitable for low-power real-time sensor systems
with constrained resources. In addition, they may not work against a
time-varying magnetic spoofing as a time-varying signal may create
oscillations between two safe states of the controller, and they are
incapable of handling these oscillations in real-time.

HALC is novel in the sense that it can detect and contain a strong
magnetic spoofing up to ~9000 G of any type, such as constant/DC,
sinusoidal, and pulsating magnetic fields, in real-time and can keep
the connected system running during the attack. A summary of the
strength of HALC is given in Table 3.
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9 CONCLUSION

We have presented HALC, a defense against a weak and strong
magnetic spoofing attack on Hall sensors. HALC can not only detect
but also contain the weak and strong magnetic spoofing of different
types, such as constant, sinusoidal, and pulsating fields, in hard
real-time. HALC utilizes the analog and digital cores to achieve a
constant computational complexity O(1) and keep the existing data
processing speed of the connected system undisturbed. We have
done extensive analysis of HALC on 10 different Hall sensors from 4
different manufacturers and proved its efficacy against the magnetic
spoofing attack. We have demonstrated that our proposed defense
is low-power and low-cost and can be implemented in the sensor
hardware domain. Moreover, we have evaluated the effectiveness of
HALC in two practical systems. Our results from these experiments
prove that HALC can accurately and reliably detect and mitigate
the magnetic spoofing attack in hard real-time. To the best of our
knowledge, HALC is the first of its kind that can provide defense
against a weak/strong magnetic spoofing on the Hall sensor. Finally,
we believe that HALC has the potential to be adopted for other
passive sensors in general to protect them from a spoofing attack.
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10 APPENDIX

10.1 Generation of magnetic fields

Generation of a constant magnetic field: We use a permanent
magnet (part # H33 [32]) having 10900 G of B and a solenoid hav-
ing 100 turns and 3 cm radius with variable DC power supply to
generate a constant magnetic field.
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Figure 13: A specially crafted structure to generate sinu-
soisal magnetic field using two permanent magnets.

Generation of a sinusoidal magnetic field: A sinusoidal mag-
netic field variation (By, sin wt) can be created by two ways. The
first way is to use two magnets crafted in a particular way that
is shown in Fig. 13. In our experiment, this magnet pair is crafted
using two permanent magnets (part # H33 [32]) having 10900 G
magnetic field density. We slide this magnet pair from left to right
from 3 cm distance periodically to generate a sinusoidal magnetic
field. The angular frequency (w) of this sinusoidal magnetic field is
equal to the sliding rate of the magnet pair moving from left to right.

The second way is to use an electromagnet or solenoid. We
sinusoidally vary the input voltage to the electromagnet by using
the pulse-width-modulation technique. We use an electronic switch
MOSEFET (part # P7N20E) with an Arduino control to switch an
electromagnet (part # WF-P80/38 [17]) (Fig. 14).

Generation of a square pulsating magnetic field: A square pul-
sating magnetic field variation (sgn(By, sin wt) can be created by
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Figure 14: An electromagnet with Arduino control can gen-
erate constant, sinusoidal, and pulsating magnetic fields.
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switching an electromagnet/solenoid on/off periodically. In our
experiment, we use an electronic switch MOSFET (part # P7N20E)
to switch an electromagnet (part # WF-P80/38 [17]) on/off to gen-
erate a square pulsating magnetic field Fig. 13 (Right). The angular
frequency (w) of the injected square pulsating magnetic field is
calculated from the switching rate of the electromagnet.
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