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designing the new transducer to im-

plementing lightweight algorithms 

in the sensor domain. We call it the 

bottom-up approach. In the bottom-up 

design, sensors may need computation 

blocks in between the transducer and 

the ADC, and lightweight algorithms 

should be implemented after the ADC 

to contain the attacks inside of the 

sensors. As sensors will have smart 

computations in the sensor domain, we 

propose this methodology as in-sensor 

computation for sensor security. More-

over, as our proposed method involves 

the integration of hardware and soft-

ware components in the in-sensor 

computation block, we also name 

this methodology hardware/software 

co-design in the in-sensor computation 

for sensor security. This methodology 

has the following important compo-

nents for in-sensor defense.

Introducing smart transducers

The number and location of the trans-

ducers in the sensor should be revised 

to detect and differentiate between the 

injected attack signal and the legiti-

mate signal. As a transducer is an entry 

point to the sensor, if a transducer can 

reject the attack signal, this approach 

would diminish the burden of using a 

complex encryption algorithm in the 

sensor hardware. One strategy is to 

use multiple transducers in specific 

geometric configurations to detect 

and reject external attack signals. For 

example, the differential configura-

tion uses two transducers of the same 

type4,5 placed in a line to nullify the 

common mode attack signal from the 

legitimate signal. This idea can be ex-

tended to other sensors as well. For 

the microelectromechanical system 

(MEMS) accelerometer, as our second 

example, a new idea to explore is to use 

three transducers in a triangular po-

sition to detect ultrasound frequency 

injected by an attacker. As the MEMS 

accelerometer is sensitive to a partic-

ular resonant frequency injected by 

an external attacker, there is a possi-

bility that the triangular placement 

of transducers can nullify the injected 

resonant frequency while not perturb-

ing its normal operation of measuring 

acceleration to a particular direction. 

A real-time lightweight algorithm 

will be implemented in the in-sen-

sor computation block to contain 

the rest of the attack signals, which 

may slip through the transducer. 

Therefore, the sensor itself will act 

as a hardware/software co-designed 

firewall in the physical layer against 

the spoofing signal injected by an at-

tacker. Though this strategy is quite 

novel, it has its own implementation 

challenge for all types of sensors. Re-

search in this direction would be in-

fluential in the future.

Analog signal encryption

An active sensor can transmit a sig-

nal and obtain measurements after 

the reflection of the same transmit-

ted signal from the environment. The 

main reason for the vulnerability of 

active sensors is that the signal trans-

mitted by the transmitter of the active 

sensor is not encrypted. Therefore, 

an attacker can transmit a similar 

signal with corrupted information to 

spoof the sensor transmitter. If the 

legitimate transmitted signal can be 

encrypted with a key in the analog 

domain, the same signal can be de-

crypted with the same key after the 

reception of the same transmitted 

signal. The encryption of the analog 

signal can be achieved by transmit-

ting the analog signal in a broad spec-

trum using the frequency hopping 

spread spectrum technique.

The encryption and decryption of 

analog signals in the in-sensor compu-

tation block is a robust solution against 

a spoofing attack on sensors. The main 

challenge of this approach is to en-

sure that the sensor-level encryption 

and decryption will not hamper the 

real-time measurement of the sensor. 

This requirement can be achieved by 

using robust cryptographic hardware 

using a hardware/software co-design 

technique in the transport layer of 

the sensor.

T
he main intention of this article 

is to make the readers aware of 

the existing vulnerability of the 

sensor physics that has been neglected 

so far while designing the sensor. We 

emphasize that the next generation 

of sensors should be redesigned from 

the transducer to the signal process-

ing stage of the sensor pipeline to 

prevent sensor spoofing. Otherwise, 

no matter how efficiently the sensors 

are designed, their security will be 

compromised by an attacker using a 

simple external spoofing technique. 

We provide a research direction of how 

the sensors can be redesigned using 

a hardware/software co-design ap-

proach to ensure their security with-

out hampering their normal real-time 

operation. 
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