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ABSTRACT

Molecular networks have the potential to enable bio-implants and
biological nano-machines to communicate inside the human body.
Molecular networks send and receive data between nodes by releas-
ing molecules into the bloodstream. In this work, we explore how
we can scale molecular networks from a single transmitter single
receiver paradigm to multiple transmitters that can concurrently
send data to a receiver. We identify unique challenges in enabling
multiple access in molecular networks that prevent us from using
standard multiple access protocols. These challenges include the
lack of synchronization and feedback, the non-negativity of molecu-
lar signals, the extremely long tail of the molecular channel leading
to high ISI (Inter-Symbol-Interference), and the limited types of
molecules that can be used for communication. We present MoMA
(Molecular Multiple Access), a protocol that enables a molecular
network with multiple transmitters. We introduce packet detection,
channel estimation, and encoding/decoding schemes that lever-
age the unique properties of molecular networks to address the
above challenges. We evaluate MoMA on a synthetic experimental
testbed and demonstrate that it can scale up to four transmitters
while signi�cantly outperforming the state-of-the-art.
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Figure 1: Molecular network with multiple transmitters.

1 INTRODUCTION

The Internet of Bio-Nano Things (IoBNT) promises to revolutionize
medicine and healthcare [2]. It consists of biological computing
machines such as micro and nano-implants that can collect sensor
information inside the human body and coordinate monitoring
and treatment. The past decade has witnessed huge leaps towards
enabling this vision. Advances in bio-engineering, synthetic biology,
and nanotechnology have led to biosensors that collect and process
data [39, 41, 43], nano-scale Lab-on-a-Chip that run medical tests
inside the body [24, 46, 60], the use of bacteria to design biological
nano-machines that can detect pathogens [13, 29, 47], and all the
way to nano-robots that can swim through the bloodstream to
perform targeted drug delivery and treatment [11, 24, 48].

However, networking such bio-implants to deliver data to the
labs-on-chip and communicate with nano-robots has gained limited
attention. Traditional techniques like wireless radios, which work
well for large implants such as pacemakers, de�brillators, and pill
cams [52], cannot be scaled in form factor to micro and nano-
dimensions [38, 49, 66]. Moreover, wireless signals do not propagate
well in body �uids. As a result, molecular communication (MC)
has emerged as the most suitable paradigm for networking nano-
implants [1, 5–7, 32, 45]. The idea behind MC is to encode “1” and
“0” bits by releasing molecular particles into the bloodstream. In its
simplest form, one can encode “1” bit by releasing particles and a
“0” bit by releasing nothing similar to ON-OFF-Keying in wireless
networks. The small form factor and bio-compatibility of MC make
it the most promising approach which led researchers to design
bio-transceivers that can send and receive particles using synthetic
cells or genetically engineered bacteria as well as biological circuits
that use cells to emulate NAND and NOR logic gates. [12, 15, 40,
44, 50, 51, 56, 58].
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Despite these advances in MC, networking research has been
limited to mostly theoretical work [14] with very few experimental
studies or setups [42, 63, 64]. While there is a long way to enable the
deployment of such systems, this paper takes early steps towards
more practical and scalable molecular networks. In particular, we
focus on identifying the practical challenges in scaling molecular
networks beyond a single transmitter and designing protocols that
enable multiple molecular transmitters to send data to a central
receiver as shown in Fig. 1.

Building multiple access protocols for molecular networks is
di�cult. First, it is hard to synchronize molecular transmitters due
to the large propagation delay of molecules [34] and the added com-
plexity of implementing a receiver in addition to the transmitter on
the nano-implant as we explain in more detail in Sec. 3. As a result,
schemes like TDMA (Time Division Multiple Access) cannot be
implemented and packets can be transmitted at any time, i.e., while
the receiver is decoding a packet, new packets might arrive. Second,
the number of available distinct molecules that can be released
by a biological nano-machine is typically limited, and designing a
receiver that can distinguish many molecules is a challenging prob-
lem [29, 53, 57]. Hence, techniques like MDMA (Molecule-Division
Multiple-Access) [18] where each transmitter uses a di�erent mole-
cule (similar to FDMA where each wireless radio uses a di�erent
frequency) cannot scale.

Third, the molecular signal is non-negative as it corresponds to
the concentration of released particles. This makes it hard to directly
implement techniques CDMA (Code Division Multiple Access) as
signals only add up constructively and correlating with the CDMA
code cannot cancel interference from other transmitters. In contrast,
CDMA in wireless networks like cellular and GPS use “+1” and “-1”
which sum up destructively to cancel interference. To address this,
past work adopts Optical Orthogonal codes (OOC) [54, 68] used in
�ber optic networks where the signal is also non-negative. However,
as we explain in Sec. 8 and show in our results in Sec. 7, OOC
does not work well in molecular networks. It requires very long
codes which can signi�cantly reduce the data rate and its highly
unbalanced code creates large �uctuations in concentration making
it hard to detect and decode new packets. Finally, due to the di�usion
of molecular particles, the molecular communication channel has
a very long tail which results in high inter-symbol-interference
(ISI) [26]. Unlike, �ber optic networks which can compensate for
ISI in hardware [21, 25] and still use CDMA albeit with long codes,
high ISI is unavoidable in molecular networks which necessitates
accurate estimation and compensation of the molecular channel.

In this paper, we present MoMA (Molecular Multiple Access), a
protocol that enables multiple molecular transmitters to send their
data to a central receiver that is capable of identifying and accurately
decoding the data packets. MoMA opts for a CDMA-based scheme
that uses Gold codes as it does not require synchronization and
enables easy addressing of the di�erent transmitters. However,
MoMA modi�es the code and packet structure and intertwines
packet detection, channel estimation, and decoding of data bits
to address the above challenges. Due to the non-negativity of the
molecular signal and high ISI, failing to detect a single packet or
inaccurately estimating a single transmitter’s channel will bias the
entire concentration of the received signal and completely corrupt

the decoding. Hence, while decoding, MoMA constantly checks for
new packets and re-estimates the channel.

To enable accurate packet detection, MoMA ensures that the
signal power (concentration) throughout a data packet is stable
and balanced while the power in the preamble �uctuates quickly.
To do so, we modify the CDMA code to include only balanced
codes i.e., the number of “1”s and “0” di�er by at most 1. Moreover,
as opposed to the standard approach [54, 68] of multiplying the
code with the data bit which leads to no transmissions for “0” bits,
MoMA takes an element-wise XOR of the code and the complement
of the data bit, i.e., it sends the code as is for bit “1” and sends its
complement for bit “0” which balances the power across the packet.
For the preamble, MoMA repeats each element of the code a few
times leading to a large sequence of pulse transmissions or a large
sequence of no transmissions. Such �uctuations make the preamble
easily distinguishable and allow the receiver to detect new incoming
packets that start in the middle of previous packets being decoded.

To enable accurate channel estimation, MoMA jointly estimates
the channels of all detected transmitters using adaptive �lters. It also
incorporates the unique properties of the molecular channel such
as non-negativity and the long tail into the optimization function.
Channel estimation is also used to further improve packet detection
by rejecting falsely detected packets if their channel deviates too
much within consecutive samples of the preamble or if deviates
too far from the statistical model of the channel presented in Sec. 2,
i.e., the channel cannot look random and cannot drastically change
within the preamble.

Finally, MoMA introduces a second molecule to each trans-
mitter i.e., each transmitter sends two molecules. Unlike, MDMA
which requires # distinct molecules to support # transmitters,
MoMA only requires two which is still practical [53, 57]. Using
two molecules helps eliminate false positives and false negatives in
packet detection, improves the accuracy of channel estimation, and
increases throughput by sending di�erent data streams on di�erent
molecules.

We implement and evaluate MoMA using a synthetic experi-
mental testbed adapted from prior work [16, 63] and extended it to
support multiple transmitters. The testbed, described in detail in
Sec. 6, uses a network of tubes and pumps to emulate a constant
�ow of liquid with transmitters releasing particles into the liquid.
Our results reveal the following: MoMA can scale up to four trans-
mitters even in the case when the four packets from the transmitters
always collide with random o�sets. It can achieve a per transmitter
throughput of around 0.89 bps which is 20× larger than prior work
that uses OOC with CDMA for molecular networks [64] and 1.7×
larger compared to a baseline that combines CDMAwith MDMA. It
also improves the BER (bit error rate) by 200× compared to [64] and
by 10× compared to using OOC codes instead of MoMA’s modi�ed
Gold codes. Moreover, MoMA’s channel estimation improves BER
by 10×, and the use of an additional molecule improves the packet
detection rate by 20%.

Contributions: The paper has the following contributions

• We present MoMA, a medium access protocol for molecular net-
works that enable multiple unsynchronized transmitters to trans-
mit their packets at any time to a receiver that is able to accurately
decode colliding packets.
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• We introduce packet encoding, packet detection, channel esti-
mation, and packet decoding techniques that are customized to
molecular networks and leverage the unique properties of the
molecular channel.

• We build a synthetic experimental testbed with four transmitters
and evaluate the performance of MoMA to show its ability to
support multiple transmitters and demonstrate signi�cant im-
provement in performance.

Limitations: We acknowledge that our current testbed might not
capture all the challenges associated with designing protocols for
molecular networks. In-vivo testing of micro-implants and micro-
�uids in wet-labs is needed to achieve practical and deployable
molecular networks. However, we take the �rst steps towards this
vision and believe our insights for designing molecular networks
will hold as the underlying di�usion and �uid dynamics models in
our testbed are fundamental to molecular communication. Further
discussion of limitations is provided in Sec. 9.

Ethical Issues: While the vision of IoBNT itself might invoke
privacy and health concerns once deployed in practice, this paper
focuses on exploring communication protocols and does not include
any human subjects or potentially sensitive data. Hence, we believe
that the technical work done in this paper does not raise any ethical
concerns.

2 BACKGROUND

2.1 Molecular Communication Channel

As described earlier, the transmitter in molecular communication
will encode data bits “1” and “0” by either releasing or not releasing
particles similar to ON-OFF-Keying (OOK) in wireless communi-
cations where the transmitter encodes data bits by either turning
its transmission ON or OFF. The particles propagate through the
�owing liquid and are then detected and decoded by the receiver.1

The propagation of the released particles from the transmitter to
the receiver is governed by three phenomena: advection, di�usion,
and turbulence. Advection refers to the transport of molecules
along a bulk �ow. Di�usion refers to the randommotion of particles
as they collide with neighboring substances in the medium and
randomly spread throughout space. Turbulence is motion caused by
spatial or temporal changes in pressure and �ow velocity. It usually
appears as small-scale unpredictable �ows and brings randomness
similar to di�usion, but at a higher intensity [23].

Thus, the propagation of particles is usually described as the
statistical behavior using Fick’s Law and the advection-di�usion
equation [37] as follows:

m�

mC
+ ∇ · (E�) = ∇ · (�∇�) + ' (1)

where� (G, C) denotes the concentration of particles as a function of
location G and time C . E denotes the velocity of advection, ∇ and ∇·
are respectively the gradient and divergence operators, and '(G, C)
denotes the input particles released by the transmitter at a certain

1Prior work has proposed more complex MC encoding schemes like concentration shift
keying [31] which is similar to pulse amplitude modulation (PAM) in wireless networks
or even encoding huge amounts of data into protein and DNA structures [15, 51, 69].
However, these schemes are yet to be implemented and so for the purpose of this
paper, we focus on OOK since it is the simplest and likely the most practical approach.
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Figure 2: The channel impulse response inmolecular communication

for two di�erent speeds of the �owing liquid.

location and time. Finally, � denotes the di�usion coe�cient that
describes how fast the particles spread out in the environment,
which jointly quanti�es di�usion and turbulence. It can be solved
under di�erent boundary conditions for various shapes of the chan-
nel. For example, assuming a point transmitter releases a pulse
of  particles at location G = 0 and time C = 0 in an in�nite 1-D
environment, Eq. 1 becomes [17]:

m�

mC
+ m

mG
(E�) = �

m2�

mG2
+  X (0, 0) (2)

which has a closed-form solution2 as

� (G, C) =  √
4c�C

exp

{

− (G − EC)2
4�C

}

(3)

The above equation represents the channel impulse response (CIR)
of the molecular communication channel. Fig. 2 shows an example
of this CIR for two di�erent �ow velocities (E). As can be seen,
the CIR has a very long tail resulting in signi�cant inter-symbol-
interference (ISI) between the transmitted data bits which severely
limits the data rates in molecular networks [26].

Past work has also shown that this channel di�ers from channels
in wired and wireless networks in several aspects: (1) It exhibits
non-causal ISI, i.e., future symbols can also interfere with current
symbols, (2) The coherence time of the channel is short relative
to its delay spread, i.e., the channel changes fast and within the
same packet transmission and (3) The channel has signal-dependent
noise, i.e., transmitting more particles results in more noise in the
system [63]. Past work has shown how to address these challenges
for a single transmittermolecular communication system [63]. How-
ever, these challenges are exacerbated once we move to multiple
transmitters as we will describe in the following sections.

2.2 CDMA Gold Codes

CDMA (Code Division Multiple Access) is a popular scheme used
in wireless networks that allows multiple transmitters to transmit
data at the same time by modulating their data bits with a unique
binary code. The code should have good auto-correlation and cross-
correlation properties, i.e., a transmitter’s code 28 correlates very
well with itself resulting in a peak if 28 is present in the signal.
It also correlates very badly with the codes of other transmitters
canceling out their signal. Ideally, the codes are orthogonal and
the dot product 28 · 2 9 = 0 if 8 ≠ 9 . However, to achieve orthogonal
codes, the length of the code !2 will be exponential in the number

2This solution also assumes a passive receiver, i.e., the receiver does not absorb or
destroy the particles [33].
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of needed codes � , i.e., !2 = 2� . This exponentially reduces the
data rate and is typically avoided in practice [20].

Gold codes are binary codes that are not perfectly orthogonal
but still maintain good correlation properties while having a code
length !2 that is linear in the number of codes � . As a result, they
are widely used in CDMA systems, e.g. GPS [22]. Gold codes are
generated using linear-feedback shift registers of size = that gen-
erate � = 2= + 1 codes of length !2 = 2= − 1 [19]. The codes have
high auto-correlation: 28 · 28 = !2 and low cross-correlation:

max
8, 9,8≠9

28 · 2 9 =
{

2(=+2)/2 + 1 if = even

2(=+1)/2 + 1 if = odd
∝
√

!2 (4)

In a set of Gold codes about half of the codes are balanced, i.e.,
the number of +1s and −1s in the code di�er by at most 1. For
example, the set of Gold codes with = = 3 are listed below where
only the �rst 3 are balanced.

20 = −1, +1, +1, +1, +1,−1,−1 21 = −1, +1,−1, +1,−1, +1, +1
22 = +1,−1, +1, +1,−1,−1, +1 23 = +1, +1,−1,−1,−1,−1,−1
24 = −1,−1, +1,−1,−1, +1,−1 25 = +1, +1, +1,−1, +1, +1, +1
26 = −1,−1,−1,−1, +1,−1, +1

(5)

It is worth noting that Gold codes have poor performance for
any = that is a multiple of 4. Hence, we are limited to using = =

3, 5, 6, 7, 9, · · · Finally, the individual bits of the code 28 [<] = ±1 for
< ∈ [0, !2 − 1] are referred to as chips.

3 OVERVIEW AND CHALLENGES

MoMA’s goal is to enable multiple transmitters in molecular net-
works. We consider the most common case where multiple micro-
implants transmit data to a central receiver [4, 14]. The receiver
can potentially be a larger implant that is more powerful. For the
purpose of this paper, we only consider one-way communication
from the micro-implants to the larger implant in which case the
micro-implants can be as simple as possible or can even be imple-
mented using biological cells [12, 50, 51]. We also assume that the
receiver is placed downstream in the direction of blood �owmaking
it easier for the particles to propagate from the micro-implants to
the receiver. We adopt ON-OFF-Keying as the modulation scheme
by releasing particles to encode a “1” bit and releasing nothing
to encode a “0” bit which also emphasizes our goal to keep the
transmitters simple and push the complexity to the receiver.

Achieving multiple access in such molecular networks requires
addressing the following challenges:

• Non-negative signal: Unlike typical wired and wireless signals,
molecular communication signals are non-negative as they rep-
resent the concentration of particles. Hence, it is not possible to
encode “+1” and “−1” chips of the CDMA code in a molecular
signal and we must resort to using “1” and “0” instead. To un-
derstand why this is a problem, consider how CDMA works in
today’s wireless networks. Once we correlate the received signal
with the code of a transmitter 28 , the “+1” and “−1” chips sum up
destructively to cancel the signal from other transmitters. As a
result, we can decode the packet of transmitter 8 while treating
all the other signals as noise. This is no longer true when we
transmit “1” and “0”. The interference from other transmitters is
always non-negative and will bias the decoder to think that the

transmitter 8 is releasing particles even when it is not, leading
to major errors in decoding. This problem is made worse when
(1) the interfering transmitters have stronger signal strength (i.e.
better CIR) and (2) when the decoder does not detect the packets
of other interfering transmitters. Hence, it is not possible to de-
code packets independently and the decoder must detect all the
transmitted packets as well as estimate their CIR in order to be
able to decode the packets.

• Lack of Synchronization: Since the transmitters in a molecu-
lar network are not synchronized and cannot receive feedback
from the receiver, we cannot implement typical multiple access
schemes like TDMA. Furthermore, the transmitters are likely
to transmit their packets at any time, i.e., a new packet might
arrive while the receiver is already in the middle of decoding
other packets. Simply discarding such packet collision will lead
to further degradation in what is already a relatively low data
rate. Note that even if one were to a�ord the added complexity
and equip micro-implants with receivers such that they can get
feedback from a central implant, achieving synchronization is
still di�cult since (1) unlike wireless signals that travel at the
speed of light, the propagation delay of molecular signals is very
large, on the order of multiple transmitted bits and (2) it is not
possible to di�use data upstream in the opposite direction of
blood �ow. Having the particles loop around (through the heart,
lungs, etc.) to reach the micro-implant will lead to an even larger
propagation delay and very low signal strength.

• High ISI: As can be seen from Fig. 2, the molecular channel
has a very long tail that decays very slowly. As a result, molecu-
lar communication systems su�er from very high inter-symbol-
interference (ISI) which further complicates the design andmakes
it hard to decode signals from di�erent transmitters indepen-
dently using CDMA. It also makes it di�cult to decode without
accurately estimating the channel of each transmitter.

The above challenges make accurate packet detection and channel
estimation very di�cult and at the same time essential for accu-
rate decoding. In the following sections, we describe in detail how
MoMA addresses these challenges to scale molecular networks to
multiple transmitters.

4 MOMA PROTOCOL

In this section, we describe how the MoMA transmitters encode
their data packets to enable multiple access. As explained earlier,
MoMA uses a CDMA-based multiple access scheme where each
transmitter is assigned a CDMA code that is used to encode its data
bits. The code also serves as a means to address (identify) di�erent
transmitters. Transmitters are not synchronized and can transmit at
any time. Hence, their packets can collide with random o�sets. To
enable accurate packet detection at the receiver even when packets
from many MoMA transmitters collide, MoMA ensures that the
preamble demonstrates signi�cant �uctuations in power whereas
the data portion of the packet is balanced with a stable power across
the data. MoMA also uses two molecules per transmitter to increase
the likelihood of correctly detecting the packet. Below we describe
in detail how the MoMA transmitter encodes its packets.
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Figure 3: Fluctuation in power in the preamble vs. the data symbols.

4.1 Codebook

The codebook of MoMA is constructed from Gold codes described
in Sec. 2. We only use Gold codes that are balanced, i.e., the number
of “1” and “-1” in the code di�er by at most one. In general, for
parameter =, less than half of the � = 2= + 1 generated codes are
balanced. Hence, if we have # transmitters, we will generate Gold
codes with parameter = = ⌈log2 (# +1) +1⌉. However, as mentioned
in Sec. 2, Gold codes have poor performance when = is a multiple of
4 which is the case when 4 ≤ # ≤ 8. In this case, using = = 5would
generate � = 33 codes of length !2 = 31 which will unnecessarily
cut the data rate in half. Instead, we use = = 3 to generate codes of
length !2 = 7 and append each code with a Manchester code such
that every sequence becomes perfectly balanced. This results in
codes of length !2 = 14 instead of 31. Finally, the chips of each code
are represented as “1” and “0” instead of “+1” and “-1” to encode
releasing molecules or releasing nothing.

4.2 Packet construction

The 8-th transmitter is assigned a code 28 = [28 [0], . . . , 28 [!2 − 1]]) .
The preamble ?8 of each packet has the length !? = ' × !2 , which

is generated by repeating each chip of the code ' times. Let ®1)
'
be

a vector of all “1” of length '. Then,

?8 =
[

28 [0]®1)' , . . . , 28 [!2 − 1]®1)'
])

(6)

The consecutive pulses of “1”s or “0’ create large �uctuations in
signal power making it easier to detect the preamble.

The data symbols38 are encoded by taking the element-wise XOR
between the code and the complement of the data bit as follows:

38 =

{

28 ⊕ ®0)
'

if data bit is 1

28 ⊕ ®1)
'

if data bit is 0
(7)

E�ectively, we send the code if the data bit is 1 and we send the
complement of the code if the bit is 0. Unlike past work that sends
nothing if the bit is 0, MoMA’s approach ensures that the power
is balanced across the packet which improves both decoding and
packet detection. Fig. 3 shows the power (concentration) of the
received signal for both the preamble and the data portion of the
packet when ' = 16. As can be seen, the consecutive “1”s in the
preamble lead to a buildup of concentration of molecules at the
receiver, and the consecutive “0”s lead to a sharp drop creating
large changes in power. On the other hand, the power in the data
symbols is stable and does not vary drastically as the number of
“1”s and “0”s are balanced, and due to high ISI, there is not enough
buildup or drop in concentration.

Two points are worth noting. First, the total power of the pre-
amble and the data symbols is the same, i.e., we are not sending
the preamble at a higher power. We are simply rearranging the 1s
and 0s to create a larger �uctuation in power. Second, one might
assume that using the complement to send the 0 bit would hurt the
decoding as sending nothing for !2 chips would cause a noticeable
drop in concentration. However, note that this �gure shows a single
transmitter. When the signals from multiple transmitters combine,
such large �uctuations in data symbols make it harder to decode as
we show in our results section.

4.3 Multiple molecules

MoMA uses multiple molecules to help improve packet detection,
decoding, and throughput. One option is to use multiple molecules,
instead, to perform MDMA (Molecule Division Multiple Access)
where each transmitter uses a di�erent molecule and none of the
packets interfere. However, as described earlier, the number of
possible types of molecules is limited, and having a single receiver
to decode all types is challenging [29, 53, 57]. Another approach is
to combine MDMA with CDMA. Suppose we have # transmitters
and use " molecules, we divide the transmitters into groups of
# /" transmitters and use a CDMA code within each group. The
packets from the di�erent groups do not interfere. This is e�ectively
similar to reducing the size of the network by"× which reduces
the length of the code by"× and increases the data rate by"×. We
refer to these two approaches as MDMA and MDMA+CDMA. We
compare with them in our results in Sec. 7 to show that MoMA’s
approach yields better performance.

MoMA’s approach is instead to have each transmitter use multi-
ple molecules. Each transmitter is assigned a di�erent code for each
molecule and the assignment is legal as long as any two transmit-
ters do not share the same code on the same molecule. An example
of a legal assignment would be: transmitter 8 can use 21 on molecule
1 and 23 on molecule 2 whereas transmitter 9 uses 26 on molecule
1 and 21 on molecule 2. Besides, each transmitter can send di�er-
ent data streams on di�erent molecules which also increases the
data rate by "×. While there is no gain in data rate compared
to using "�"� +��"�, MoMA is able to achieve higher over-
all throughput and better scaling for two reasons: (1) Using two
molecules signi�cantly improves packet detection as the probability
of missing the packet on multiple molecules decreases exponen-
tially with the number of molecules. (2) Di�erent codes might have
di�erent performance depending on the channel impulse response
and the underlying data. Since the codes cannot be changed after
deployment, having a bad code-channel combination can signif-
icantly harm the data rate of a transmitter. Using two codes on
two molecules signi�cantly reduces the probability of such a bad
combination on both molecules.

It is worth noting that MoMA’s approach can yield further scal-
ing gains if we allow some transmitters to share the same code on
the same molecule. As long as, they do not share the same code on
all molecules, it is still possible to distinguish and decode the data
from the transmitters. For a codebook of size � , this allows us to
scale the possible number of transmitters from$ (�) to$ (�" ). We
explain this possibility for further scaling in Appendix B in more
detail and present preliminary results that show that it is possible
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to distinguish and decode transmitters if they use the same code
on one of two molecules.

5 MOMA DECODER

In this section, we will explain how the MoMA receiver is able to
decode the colliding packets from the transmitters. Since packets
can arrive at any time, the MoMA receiver must constantly keep
checking for new packets while at the same time updating its es-
timates of each transmitters’ CIR and decoding the data bits. To
do so, MoMA uses a sliding window design. In each window, the
decoder (1) performs packet detection to discover new packets;
(2) estimates the CIR of new packets and updates CIR of already
detected packets; (3) and decodes the data symbols. It does this for
each molecule and combines measurements across molecules to im-
prove packet detection. However, as previously mentioned, packet
detection, channel estimation, and decoding are quite intertwined
as we will describe in detail in the following subsections.

5.1 Packet Detection

Packet detection is particularly important. As we will show in
Sec. 7, missing detection of a single packet will lead to an exploding
BER. Hence, we opt for packet detection that favors false positives
(detecting a packet that is not there) over false negatives (missing a
packet). We can then use multiple molecules and channel estimation
to eliminate detection errors. For simplicity, we will describe it for
a single molecule and then extend it to multiple molecules. The
packet detection process works as follows. A full pseudocode can be
found in Appendix. A. We maintain a list of transmitters detected
in the previous windows (3 . In each window:

Step 1. Initialize an empty list (2 of newly detected transmitters.
Step 2. Decode the data of transmitters in (3 ∪(2 assuming no new

packets will arrive in this window.
Step 3. Update the CIR of each transmitter and use it along with

the decoded bit sequence to reconstruct the received signal
~3 of these transmitters.

Step 4. Subtract the reconstructed signal~3 from the actual received
signal ~ to get the residual signal ~A which might contain
undetected transmitter packets.

Step 5. For each transmitter 8 that is not in (3 ∪ (2 , compute the
correlation of its preamble ?8 with the residual signal~A and
�nd the peak of the correlation. If the peak is in the window
of the preamble length, then a new packet might be present
which indicates that the decoding in Step 2 was wrong.

Step 6. Iterate between (1) estimating the CIR of all TXs in (3 ∪
(2 ∪ {8} and (2) decoding all these TXs’ data. The iteration
terminates when the decoding converges, i.e., we decode
the same bits every time.

Step 7. Divide the preamble of the packet of transmitter 8 into two
halves and estimate two CIRs of 8 from each half. If the two
CIRs pass the similarity test described below, add transmitter
8 to (2 as a newly detected transmitter.

Step 8. Loop back to Step 5 for the next transmitter that exhibits a
peak in correlation.

Step 9. If no more new transmitters were added to (2 , add (2 to (3
and move to the next window. Otherwise, loop back to step
2.

In the above packet detection scheme, the similarity test in step
7 aims to remove false positives. It is based on the fact that the CIR
should not change drastically in a preamble period. After computing
the CIR using the �rst and second half of the preamble, we compute
the ratio of the total power of the two estimates. We then compute
the correlation coe�cient of the two estimates. The test fails if the
either the correlation or power ratio are below a threshold since the
CIR should follow the model in Sec. 2 and should not look random.

To extend the above protocol to multiple molecules, we run the
entire process in parallel on each molecule but we average the peaks
across molecules in step 5 and average the correlation coe�cient in
the similarity test in step 7. This reduces the probability of missing
packets in step 5 and improves our ability to reject false positives.

Finally, as can be seen, the above packet detection is intertwined
with channel estimation and decoding which we will describe in
the following subsections.

5.2 Channel Estimation

In traditional systems like wireless, channel estimation typically
takes place after detecting a new packet by using the preamble.
However, past work has shown that the channel coherence time in
MC is on the same order as the delay spread (the tail of the chan-
nel) [63]. Hence, the channel must be re-estimated and updated
regularly throughout the packet to ensure accurate decoding. In
the context of multiple access, this means that we cannot rely on
CIRs estimated in the previous window and we need to re-estimate
the CIR in every window as shown in the previous section. More-
over, since the received signal is the sum of packets from di�erent
transmitters, we cannot estimate the CIR of each transmitter inde-
pendently, i.e., we must jointly estimate the CIR of all transmitters.

We estimate the channel for each molecule independently. In
Appendix B, we show how we can leverage multiple molecules to
improve the channel estimation. Let ~ be the received signal, ℎ8
and G8 be the channel impulse response and transmitted signal of
transmitter 8 respectively, and = the noise vector. For simplicity, we
will sum in the below equations over all transmitters 8 ∈ [1, · · · , # ].
However, in practice, we should only sum over the transmitters
that were detected during packet detection, i.e., transmitters in the
set (3 ∪ (2 from the previous section. Then,

~ =

#
∑

8=1

ℎ8 ∗ G8 + = =

#
∑

8=1

-8ℎ8 + = = -ℎ + =

where - = [-1, . . . , -# ]

ℎ =

[

ℎ)1 , . . . , ℎ
)
#

])

(8)

Although linear matrix inversion can be directly used to compute
the least squares channel estimate from Eq. 8, it does not account
for the unique features of the molecular channel and leads to sub-
optimal decoding performance as we show in Sec. 7. To account
for the characteristics of the MC channel, we formulate channel
estimation as an optimization problemwhose loss term is composed
of the following:

• Least Squares loss. This is the term that directly corresponds
to the linear inversion of Eq. 8, which describes the distance
between the actual received signal and the expected received
signal constructed from the estimated CIR. Suppose the length
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of the signal ~ is !~ , then

L0 =
1

!~
∥~ − -ℎ∥2 (9)

• Non-negativity loss. This arises from the fact that the molecular
signal is fundamentally the concentration of particle, which is
strictly non-negative. Hence, we penalize the negative terms in
the estimated CIR. Suppose the length of CIR ℎ8 is !ℎ , then

L1 =
1

!ℎ

#
∑

8=1

∥ReLu(−ℎ8 )∥2 (10)

• Weak head-tail loss. As can be seen from Fig. 2, the CIR of a
molecular channel should start with a weak head and end with a
weak tail. Thus, we penalized the non-zero taps that are far away
from the peak CIR sample. Let 0 ⊙ 1 denote the element-wise
product of vectors 0 and 1, then

L2 =
1

!2
ℎ

#
∑

8=1

∥68 ⊙ ℎ8 ∥2

where 68 = [1 − @8 , . . . , !ℎ − @8 ])

and @8 is the index of the peak sample

(11)

• CIR similarity loss. CIRs of the molecular network reveal high
correlation when they share the same molecule di�usion coe�-
cient and/or the same transceiver distance. De�ning G ′ = G/�
and C ′ = C/� , the di�usion model Eq. 2, can be simpli�ed as

m�

mC ′
+ m

mG ′
(E�) = m2�

mG ′2
+ � X (0, 0) (12)

This indicates that the CIR � (G, C) can be achieve from another
one � (G ′, C ′) by scaling in the amplitude and the time scale. The-
oretically, the channel estimation can include a step of parameter
�tting that uni�es the common parameter in the estimated CIRs
and improves the performance. However, an accurate channel
model is hard to generalize to the various practical molecular envi-
ronments. But, when the di�usion coe�cients� of the molecules
do not diverge much, the two CIRs can be compared directly with
only scaling in amplitude. Thus, we only take an preliminary
check among CIRs of the same transmitter and penalize those de-
viating from the average in this work. We introduce another loss
term, similarity loss (L3), in the channel estimation algorithm.
Note that this loss term, unlike the other loss terms mentioned
above, is only applicable to multi-molecule channel and cannot
be computed separately for each molecule.

L3 =
1

!ℎ

#
∑

8=1

"
∑

9=1










®ℎ8 9 − 08 9 ®ℎ08









2

where ®ℎ08 =
1

"

"
∑

9=1

®ℎ8 9
08 9

, and 08 9 = ∥ ®ℎ8 9 ∥
(13)

By adding the above loss terms with di�erent weights,1,,2, we
formulate the molecular channel estimation problem as the below
optimization. 3

min
ℎ8 ,8=1,...,#

L0 + L1 + L2 + L3 (14)

3The weights of the loss terms are not perfectly tuned in this work, but might lead to
potential performance improvement.
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Figure 4: Chip-based Viterbi state transitions for two transmitters.

!2 is the length of the coding, and)2 is the time o�set (in the unit of

chips) between the two transmitters. The omitted transitions only

have one outgoing state.

MoMA solves the above optimization through an adaptive �lter-
ing algorithm using iterative gradient descent. The adaptive �lter is
initialized with the Least Squares solution to Eq. 8 which can also
be used to initialize @8 in Eq. 11. Finally, once the adaptive �lter
converges, we can also compute noise power = by comparing the
reconstructed -ℎ and actual value ~ of the received signal. We can
then use the noise power for decoding in the following section.

5.3 Viterbi Decoder

We use a Viterbi algorithm to decode the data bits which we modify
to account for multiple transmitters, the CDMA codes, and the MC
channel. The Viterbi algorithm [61] is a dynamic programming algo-
rithm for obtaining the maximum a posteriori probability estimate
of the most likely sequence of hidden states—-called the Viterbi
path-—that results in a sequence of observed events, typically in
the context of Hidden Markov Model (HMM). In general, the HMM
for MC transmission has the following components:

• Hidden Markov Chain: The state of the Markov Chain is a se-
quence of consecutively transmitted bits whose particles remain
in the channel and in�uence the received signal. The length of
the sequenced is decided by the length of ISI, and the transition
between states happens when a new data bit is sent by the trans-
mitter. All the possible transitions construct a large-scale Viterbi
trellis shown in Fig. 4, and the algorithm aims to �nd the path
with the highest probability.

• Observed events: The received signals serve as the observations
of the HMM. First, an expectation is computed from the current
state of the HMM and the CIR estimated from the preamble.
Then, the probability of the actual observation is computed with
its divergence from the expectation and the noise power in the
system. Such probability accumulates as the Viterbi path prolongs
as more receiver signals are collected with time.

For the case with a single transmitter and a single receiver with-
out coding or oversampling (e.g. [63]), the state of the HMM is a
sequence of data bits each with one sample of the receiver signal
as observation. With CDMA codes and multiple transmitters, we
modify the model by changing the number of observations for each
state to the length of the code. However, this HMM based on data
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Figure 5: A synthetic liquid testbed with four transmitters and one receiver. Left is a line topology, while right is a fork topology. (Circuitry of

the testbed is not shown for clarity.)

bits is not accurate to describe the MoMA, due to the lack of syn-
chronization among multiple transmitters. Considering that the
packets could arrive at the receiver with o�sets, MoMA uses one or
more sequences of chips (instead of data bits) to represent the HMM
state, where each sequence represents one of the detected packets.
With chip-rate sampling, each state still has one receiver sample
as the observation. The major di�erence from single transmitter
without CDMA is that not all HMM states will transition to two
di�erent states. From the perspective of each transmitter, such tran-
sition only happens when the �rst chip of the data symbol comes
into the state sequence, while for the other states the transition is
deterministic according to the CDMA code. From the perspective of
all transmitters, there is the possibility that one HMM state could
transit to more than 2 states (i.e. power of 2) when multiple trans-
mitters are coincidentally synchronized at symbol level. In general,
the multiplication of Viterbi states for each transmitter has a period
equal to the CDMA code length, but with random delays.

6 TESTBED

We built a synthetic experimental testbed, as shown in Fig. 5, to
evaluate MoMA. This testbed is centered around channel with
either a single path or a fork in the middle, where on the one side
a background �ow pump continuously pumps water through the
tube to the receiver on the other side. In addition, four other tubes
are interconnected with the mainstream at various distances from
the receiver, each of which has a pump that can inject bursts of
information molecule solution into the mainstream. These four
pumps are controlled electronically with transistor circuits and
serve as the communication transmitters in the molecular network.
Two di�erent channels are evaluated (the line channel and the fork
channel, which are presented in Fig. 5), while most of the results
in Sec. 7 are under the line channel. The fork-channel �gures, as a
support, will be marked out in the title.

In this testbed, we use NaCl as the information molecule, and
we use an Electric Conductivity (EC) reader that indicates the NaCl
concentration in the solution as the communication receiver. The
Tx pumps and the Rx EC reader are controlled by an Arduino
Mega 2560 REV3. Since most of the common soluble molecules
will change the electric conductivity with high possibility, which
means that introducing them to will infer the measurement of
NaCl, we cannot conduct real-world experiments with two types of
molecules in the current stage. However, we will discuss testbeds
using other molecules as well as possible methods to implement a

multi-molecule testbed in Sec. 9. Alternatively, we use emulation
to evaluate multiple molecules. For each data point reported in
the paper, we repeated the experiment of one molecule 40 times
with di�erent data streams and code assignments. To emulate two
molecules, we randomly pick two experiments of the same trans-
mitters and concurrently process them, which assumes that the two
molecules are not interfering. Each data point of the two molecules
include 500 such emulations.

7 RESULTS

7.1 Main Results

We evaluate MoMA in a network with 4 transmitters, and each
transmitter can emit 2 types of molecules. To demonstrate the
scalability of MoMA, we compare the total network throughput
and per transmitter throughput as we intentionally cause di�erent
number of transmitters to collide. We compare MoMA with the
following two baselines.

• MDMA (Molecule-Division Multiple-Access): Each transmitter
only uses a distinct type of molecule, and we assume that the
receiver can independently measure each type of molecule. Under
this scheme, OOK (On-O� Keying) can be used to encode data
symbols and pseudo-random sequences as the preambles. Note
thatMDMA requires the number of usablemolecules to be greater
than or equal to the number of transmitters.

• MDMA+CDMA: When there are more transmitters than the
available types of molecules, one has to combine MDMA with
CDMA. We �rst evenly divide all transmitters among the mole-
cule categories and then assign distinct CDMA codes to di�erent
transmitters using the same molecule.

Since these two baselines can be viewed as special cases of MoMA,
we use the same decoder, and we assume that the receiver drops
packets with BERs greater than 0.1. For the fairness of throughput
comparison, we normalize the transmission data rate to 2/1.75 bps
for all schemes. In particular, (1) for MDMA, each transmitter uses 1
molecule and the symbol interval is 875 ms, (2) for MDMA+CDMA,
each transmitter uses 1 molecule and the CDMA code length is 7
with a chip interval of 125 ms, (3) for MoMA, each transmitter uses
2 molecules and code length is 14 with a chip interval of 125 ms.
Besides, we also ensure that the preambles introduce the same
overhead in all schemes. To do so, we ensure that the length of the
preamble is equal to 16 times the length of the data symbol and each
packet encodes 100 data bits. One thing to note is that the reported
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throughput is NOT the capacity of the network, since the number
of transmitters in the network does not reach the maximum size of
the codebook.

Fig. 6 shows the overall and per transmitter throughput of the
network as the number of actively transmitting and colliding trans-
mitters varies from 1 to 4. When there are no more than two active
transmitters, MDMA provides the highest throughput of 0.99 bps
per transmitter. However, it cannot support more than 2 transmit-
ters since the system is restricted to 2 di�erent molecules. Even
though MDMA+CDMA can support up to 4 transmitters, the per
transmitter throughput drastically decreases when two transmitters
share the same molecule. This is because MDMA+CDMA fails to de-
tect colliding packets carried by the same molecules, which causes
packet loss. On the contrary, the throughput of MoMA is able to
scale with the number of transmitters with much less loss, and it
still achieves 0.89 bps per transmission with 4 colliding transmitters,
which is 1.7x the throughput of MDMA+CDMA.

7.2 Micro benchmarks

7.2.1 Impact of code length on decoding BER.

Fig. 7 shows the average BER when the code length changes but the
data rate is �xed. The BER increases along with the length of the
code since longer code results in more inter-symbol interference.
Taking this into consideration, MoMA uses the shortest code pos-
sible when the codebook is large enough to support the required
number of transmitters.

7.2.2 Impact of preamble length on throughput.

Fig. 8 shows the total network throughput achieved by MoMA with
di�erent preamble lengths. All four TXs transmit and collide us-
ing only one molecule at a data rate of 1/1.75 bps. The network
throughput �rst increases along with the preamble length until the

preamble reaches 16x the symbol length. This is because the addi-
tional preamble sequences improve packet detection and channel
estimation accuracy. However, these bene�ts saturate at 16x symbol
length and the more overhead starts to harm the throughput.

7.2.3 Importance of detecting colliding packets.

In Fig. 9, we compare the BER when all colliding packets are cor-
rectly detected and when some of them are missing, which uses the
same experiments as MoMA with 2/3/4 transmitters in Fig. 6. The
median BER only considers the transmissions that are still correctly
detected. It is obvious that incorrect detection of any colliding pack-
ets results in a disastrous BER in the decoding of the other detected
packets. As a consequence, almost all packets are dropped because
the BERs are above 0.3. Based on this result, we prioritize packet
detection when designing MoMA.

7.2.4 Comparison of coding schemes.

We compare �ve decoding schemes of two categories: (1) individual
threshold decoder on directly correlating the receiver signal with
the code [64] and (2) MoMA’s joint decoder. For MoMA’s joint
decoder, there are four possible combinations of two coding choices,
i.e., OOC and MoMA’s code, and two representations of bit -1, that
are transmitting nothing and complementary code. The test case
had increasing number of colliding packets, each with 100 data bits,
with code length 14 and chip interval 125 ms. In this comparison, we
adopt a set of (14,4,2)-OOC codes as speci�ed in [9], which also has
code length 14. However, each code in this set has four +1s and the
maximum cross-correlation is 2. To isolate the impacts of di�erent
coding schemes from all the other aspects, e.g., packet detection and
channel estimation, we assume that the receiver knows the exact
packet arrival time and the exact CIR of every packet. To obtain the
ground truth CIR, we assume we know all the transmitted bits and
use all of them to estimate the CIR as opposed to only using the
preambles to estimate CIR. Fig. 10 shows the BER averaged over 40
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di�erent traces. Based on the �rst bar in the �gure, the chosen OOC
code cannot provide good correlation properties to address ISI and
MAI (multiple access interference) issues. Using a longer OOC code
set might handle the issue, but it cannot achieve a comparable data
rate as MoMA. From the other bars in the �gure, we can see that
MoMA achieves the best possible decoding among all four coding
schemes. Besides, using complementary code for bit -1 can also
improve the performance of OOC.

7.2.5 Benefits of empirical loss in channel estimation.

We also validate the bene�ts introduced by the empirical loss terms
in the adaptive �ltering channel estimation algorithm in MoMA.
The test case had increasing number of colliding packets, each with
100 data bits, with code length 14 and chip interval 125 ms. First,
we evaluate the improvement in channel estimation by assuming
the ground truth time of arrival (ToA) and comparing the BER of
di�erent channel estimation losses. Fig. 11 shows the BER averaged
over 40 di�erent traces for di�erent number of colliding TXs. These
results are for one molecule, so L3 is not applicable and will be
evaluated later. We compare the performance of the full loss with
the cases of missing either L1 or L2. In Fig. 11, it can be observed
that L2 greatly improves the mean BER as the second bar is much
higher than the other two. We also note that although L1 o�ers
some improvement, (�rst and last bars), its contributions are not
signi�cant.

7.2.6 Benefits of multiple molecules in channel estimation.

In Sec. 4, we explain the advantages of multiple molecules. On
one hand, more molecules provide more samples to conduct bet-
ter packet detection. On the other hand, more molecules make it
possible for the decoder to retrieve the common information about
the channel, which improves channel estimation accuracy and thus
reduces decoding error.

In Fig. 12a (similar to Fig. 11), we extend our results to two
molecules. Fig. 12a shows the improvement in channel estimation
with two molecules due to L3. The "salt-1" bar denotes the origi-
nal one molecule data with #0�; , and the "salt-2" bar denotes the
two-molecule emulation with both molecules as #0�; . Comparing
these two bars reveals no improvement for #0�; for decoding col-
lisions. This is because estimating #0�; CIR is good enough with
one molecule under the current preamble length. Thus, we also con-
ducted the same experiments with baking soda #0��$3. Although
we used di�erent concentration of TX solution to achieve roughly
equal number of molecules per volume (20 grams per liter for #0�;

and 40 grams per liter for #0��$3), we can still see that #0��$3

has worse performance by comparing "salt-1" with "soda-1". So em-
ulating two molecules with #0��$3 reveals higher improvement
from "soda-1" to "soda-2". More intriguing results are revealed by
the "salt-mix" and "soda-mix" bars, which represents the emulation
of combining one #0�; experiment with one #0��$3 experiment.
The performance of each molecule are presented separately consid-
ering that these are anywhere di�erent molecules. By comparing
"soda-1" with "soda-mix", we can clearly see the improvement in
channel estimation for the worse molecule even under the case of
combing two di�erent molecules, while the better one is not much
in�uenced ("salt-1" with "salt-mix"). This validates the idea of using
the commonness between CIRs to improve both of them based on
their similarity. By comparing "soda-2" with "soda-mix", we can
see that such improvement could be better replicating each one of
the molecules and more improvements are foreseen with a smarter
channel estimation algorithm.

Fig. 12b presents the similar experiments under the fork chan-
nel, which is more complicated than the line one. A preliminary
conclusion can be achieved from Eq. 3 that slower background �ow
is equivalent to longer propagation distance. Assuming the �ow
splits equally into the forked tubes, which roughly doubles their
length if under the same �ow, the TX2 and Tx3 in the fork channel
are at a equivalent distance of 60cm and 120cm in the line channel.
However, the BER for these two TXs are much higher. Although the
bene�ts of multiple molecules can still be observed under such case,
the fork topology actually introduces more factors to the molecular
channel, which will be considered in future.

A more extreme case is presented in Fig. 13. In this experiment,
two colliding TXs used di�erent codes on molecule A but the same
code on molecule B. Further, the packets are intentionally made
to collide in the preamble, which is the worst case scenario for
channel estimation. Assuming ground truth ToA, we compare the
mean BER when applying two di�erent channel estimation losses,
i.e. with and without the similarity loss L3. From Fig. 13, we can
see that L3 merely a�ects decoding in molecule A since the two
transmitters are distinguishable in coding, but the improvement
is obvious when it comes to molecule B, where BER is reduced by
more than half and becomes comparable to molecule A. This again
validates the bene�ts of connecting signals frommultiple molecules
with L3.

7.2.7 Benefits of multiple molecules in packet detection.

In the end of this part, the general improvement in packet de-
tection is evaluated. Fig. 14 shows percentage of detecting all 4

10



Towards Practical and Scalable Molecular Networks ACM SIGCOMM ’23, September 10, 2023, New York, NY, USA

A B

Molecule index

0

0.01

0.02

0.03

0.04

m
ea

n
 B

E
R

w/o L3

w/ L3

Figure 13: BER of decoding two colliding TXs

under two-molecule emulations. Moreover,

the two TXs share the same code on molecule

B, but use di�erent codes on molecule A, so

L3 plays the role. ToA is assumed known.

1 1.2 1.4 1.6 1.8 2 2.2 2.4

Datarate per molecule (bps)

0.7

0.8

0.9

1

C
o

rr
ec

t 
d

et
ec

ti
o

n
 r

at
e

1 molecule

2 molecules

Figure 14: Bene�ts of multiple molecules in

packet detection. Percentage of detecting all 4

colliding TXs correctly at di�erent datarate.

1 2 3 4

Tx arriving order

0

0.5

1

co
rr

ec
t 

d
et

ec
ti

o
n
 r

at
e

1 molecule

2 molecules

Figure 15: Bene�ts of multiple molecules in

packet detection. Percentage of detecting each

of the 4 colliding TXs correctly at a datarate

of 2.29 bps per molecule.

colliding TXs correctly at di�erent datarate. One can see that when
using two informationmolecules, the correct detection rates are 10%
higher than those with only one molecule and such improvement is
consistent at all data rates. To better understand the improvements,
we further examine whether each of the 4 packets is detected cor-
rectly, which is shown in Fig. 15. First, it can be seen that the later
packets are more likely to be miss-detected because the detection
happens concurrently with the decoding of all previous packets.
The increased signal-dependent noise would lead to more decoding
errors, making it harder to detect the newly arrived packets. Second,
we can also see the huge improvement in using multiple molecules
in packet detection, especially for the last arriving packet.

8 RELATED WORK

Enabling multiple access in molecular networks has been studied by
past work. Except for a few [30, 64], most work has been theoretical
or simulation-based:

• TDMA: [55] proposes a TDMA (Time Division Multiple Access)
scheme. However, TDMA requires synchronization which is di�-
cult to implement in practice due to (a) the long propagation delay
of molecular signals and (b) the added complexity of requiring a
receiver on the micro-implant.

• MDMA: [8, 18] introduce MDMA (Molecular Division Multiple
Access) where di�erent molecules are used by di�erent trans-
mitters to avoid interference altogether. This scheme is sim-
ilar to FDMA (Frequency Division Multiple Access) in wire-
less networks which avoids synchronization and interference.
However, it is di�cult to scale this approach to many transmit-
ters as most practical biomolecular systems are limited to 2-3
molecules [29, 53, 57].

• ADMA: [30] presents ADMA (Amplitude Division Multiple Ac-
cess) that assigns the amplitude of the transmitted signal as the
address of the source. This method reduces the error in resolving
the source addresses under collisions, but the required signal
power scales exponentially with the number of transmitters and
the performance is sensitive to changes in the channel response.

• CDMA: [64, 68] propose a CDMA (Code Division Multiple Ac-
cess) scheme that adopts Optical Orthogonal Codes (OOC) from
�ber optic networks. [64] further tests the OOC codes in a gaseous
molecular testbed with two transmitters. Despite the fact that,
similar to molecular networks, the signal in �ber optic networks
is also non-negative since it represents the intensity of light [67],
OOC is not suitable for molecular networks for the following

reasons: (a) Unlike molecular networks, �ber optic networks can
deal with high ISI in hardware by compensating for the dispersion
of light pulses. Techniques such as DCF (Dispersion Compensa-
tion Fiber) and FBG (Fiber Bragg Grating) [25] can change the
physical properties of the channel to reduce ISI. However, in
the presence of high ISI, one cannot simply correlate with the
OOC code of each transmitter and decode them independently
as proposed in [64, 68]; 4 (b) Commercial �ber optic systems that
use OOC typically use long OOC codes which can signi�cantly
reduce the data rate [10]. Unlike optical networks that operate
at link budgets of 100 Gbps [21], molecular networks operate in
the few bits per second regime and cannot a�ord a signi�cant
reduction in data rate; (c) We show in our results in section 7 that
using OOC codes of short length (high data rate) leads to high Bit
Error Rates (BER). Moreover, [64] itself reports poor performance
where the error rate is low only at data rates below 0.051 bits per
second. MoMA, on the other hand, can achieve low error rate at
data rates of 1 bit per second per transmitter. [28] also proposes a
CDMA scheme that uses two molecules but is not based on OOC.
However, the two molecules are used for modulation to encode
di�erent bits, i.e., releasing molecule A represents a “1” bit while
releasing molecule B represents a “0”. Since the two molecules
cannot be released at the same time, the network capacity is cut
by half. In contrast, MoMA uses the two molecules to send two
data streams while at the same time improving packet detection
and channel estimation.

• Broadcast (No Multiple Access Scheme): [14] computes the
theoretical BER of a multi-transmitter network where the trans-
mitters broadcast their data packets that collide at the receiver.
However, in this work, each transmitter is decoded indepen-
dently resulting in a drastic increase in BER as the number of
transmitters increase. [4] also computes the theoretical capacity
of a multiple-Tx single-Rx network when the network uses one
molecule and transmitters broadcast their packets. However, the
work does not present any approach for decoding the colliding
packets.

Finally, designing practical transceivers that can process multiple
molecules is a requirement for MoMA. While this is outside the
scope of this paper, it is important to note that there exist studies on
both natural and arti�cial molecular transmitters that can leverage
multiple information particles [3]. Researchers have created cells

4Despite their name, OOC codes are not perfectly orthogonal but have good correlation
properties when the code length is large.
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that can respond to and integrate multiple molecules. For example,
[62] constructs an Escherichia coli consortium-based biosensor
that can detect and integrate three environmental signals (arsenic,
mercury, and copper ion levels). [65] presents a robust, general,
and scalable system (named BLADE) to engineer genetic circuits
with multiple inputs and outputs in mammalian cells, enabling
sophisticated cellular computation.

9 DISCUSSIONS

In this section, we shall explore the constraints of the study and
the possible avenues for future research.

9.1 Alternative molecular testbed

In this work, we have used #0�; to emulate the propagation of
molecules in a liquid medium. In addition to #0�; , researchers have
used a variety of particles to emulate molecular communication.
This includes hydrogen ions with pH probe [16], superparamag-
netic iron oxide nano-particles with susceptometer [59], glucose
with electrolyte-gated FET [27] and color pigments with color sen-
sor [42]. A detailed survey on existing molecular testbeds can be
found at [36]. It must be noted that our current testbed can be seam-
lessly combined with other existing particles as well as biological
systems to potentially implement a real-world molecular network
system.

Although this paper highlights the challenges to address the non-
negative signal, some of the above mentioned testbeds may have
negative measurements. For example, in a pH-based testbed [16],
acid (pH<7) can be treated as negative signal while base (pH>7)
as positive. However, pH signal introduces its own challenge for
CDMA. The variation in pH is in the log relation, instead of linear,
which a�ects the cancellation of CDMA code because CDMA code
assumes a linear relation between the measured signal and the
transmitted code. But taking a step back, all these molecular signals
reveal the variation in the concentration of information particles.
Studying the relation between these two, such various signals can
all be translated into the general concentration signal, so the MoMA
decoder is generally applicable.

9.2 Multiple-molecule testbed

One major limitation of this work is that the testbed does not sup-
port concurrent transmission of multiple molecules. Due to the fact
that our �rst measurement is electric conductivity indicating the
concentration of #0�; , it is hard to introduce another molecule to
the system such that it does not a�ect the EC value of the solution
and at the same time can be measured with other methods. A direct
improvement is to combine two existing testbeds (like the ones
reported in [36]) with independent molecules and measurements.
But targeting a more general solution, if we loosen the constraints
on the independence, there will be a much wider choice. For exam-
ple, if we use some acid as the second information molecule and
pH value as the second measurement, the two molecules can be
distinguished easily since #0�; only changes the EC value while
the acid changes both. Such testbed requires the knowledge in the
in�uence of the acid concentration on the EC and pH value respec-
tively, so it can recover the concentration changes of each molecule
from the received signal. Moreover, these two measurements could

even support more than two molecules. The preliminary idea is to
understand how one molecule changes the two measurements at
di�erence ratio. ��; dissolves in water and becomes �+ and �;− ,
so EC and pH should change at a ratio of 1:1. Similarly, #0�; is at
a ratio of 1:0 and #0$� of 1:-1. With such relation, the decoder
is able to separate the signals of each molecule using a modi�ed
Viterbi algorithm that jointly decode signals from all molecules.

9.3 Current and future MC research

Majority of research works onmolecular communication focuses on
studying and modeling the molecular channel, transceiver designs
of various particles, and sensing mechanisms using a theoretical
framework. This was followed by a shift towards experiments to
evaluate molecular communication spanning a range of few mil-
limeters all the way to few meters. Our work falls in the longer
range. A survey of the state of the art can be found in [35, 36].
The community seems to diverge into two directions. For the short
range, experiments are typically involved with micro-scale trans-
mitters that requires a strong basis in chemistry or biology. The
long range experimental testbeds can emulate biological systems.
Although such a testbed has similarities to wireless networks, due
to slow propagation and particle di�usion, molecular signals en-
dure high ISI that prohibits comparable datarate as existing wireless
techniques in the same range.

In order to leverage the advancements in wireless and wired com-
munication techniques in molecular systems, interdisciplinary col-
laboration is necessary. In this work, we have taken a step towards
this collaboration by asking the question "what CAN a biological
transmitter do" instead of “what SHOULD a transmitter do”. Unlike
existing works, our design incorporates the hardware constraints
of a bio-transmitter, a bottleneck posed by bio-engineering. We
then o�oad processing to the receiver, which is more computation-
ally resourceful than the transmitters. With this o�oading, MoMA
eliminates the needs for synchronization between the transmitter
and the receiver. This is our attempt to bridge the gap between
communication and biochemistry. Yet the community is not limited
to these two �elds. Based on our limited medical knowledge, we
envision that such system can be used to monitor the spread of
in�ammation or the metastasis of cancer cells. Nonetheless, the
value as well as the practical implementation of such an in-body
system should be evaluated from the medical perspective, which
invites more interdisciplinary researchers to participate and work
together towards a innovative community.

10 CONCLUSION

In this paper, we introduce an innovative multiple access protocol,
MoMA, for the molecular network with multiple transmitters and a
single receiver. We highlight the unique properties of the molecular
channel including non-negative signal, lack of synchronization and
high ISI and explain the encoding and decoding schemes of data
packets as well as the packet detection and channel estimation
processes under our protocol. Our results demonstrate that using
multiple transmitters along with multiple molecules with MoMA
brings us closer to enabling more practical and scalable molecular
networks.
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Appendices are supporting material that has not been peer-
reviewed.

A DECODER PSEUDO CODE

Algorithm 1 is the pseudo code of the whole decoding process of
MoMA.

Algorithm 1: MoMA Sliding Decoder

1 ( ← set of all transmitters;

2 (3 ← ∅;
3 for each sliding window do

4 ~ ← receiver signal in the current window;

5 (2 ← ∅;
6 while |(3 | + |(2 | < |( | do
7 if |(3 | + |(2 | > 0 then

8 1 ← decoded data for transmitters in (3 ∪ (2

with ~;

9 ~3 ← ∑

8∈(3∪(2 18 ∗ ℎ8 ;
10 ~A ← ~ − ~3 ;

11 else

12 ~A ← ~;

13 end

14 C ← peak location of correlating the preamble of

each transmitter 8 ∈ (/((3 ∪ (2 ) with ~A ;
15 CG_03343 ← 5 0;B4;

16 for 8 ∈ (/((3 ∪ (2 ) in the increasing order of C do

17 1 ← decoded data for transmitters in
(3 ∪ (2 ∪ {8}, which iterates between decoding
and channel estimation until convergence;

18 ℎ1 ← CIR of all transmitters in (2 ∪ {8},
estimated with 1 and the samples of ~ which
overlap with the 1st half of transmitter 8’s
preamble;

19 ℎ2 ← CIR of all transmitters in (2 ∪ {8},
estimated with 1 and the samples of ~ which
overlap with the 2nd half of transmitter 8’s
preamble;

20 if ℎ18 is similar to ℎ28 then

21 CG_03343 ← CAD4;

22 (2 ← (2 ∪ {8};
23 break for;

24 end

25 end

26 if CG_03343 is false then

27 break while;

28 end

29 end

30 (3 ← (3 ∪ (2 ;

31 ℎ ← CIR estimation of all transmitters in (3 ;

32 Decode all transmitters in (3 using ℎ;

33 Remove all transmitters from (3 at end of packet;

34 Advance the sliding window;

35 end
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B FURTHER SCALINGWITH MULTIPLE
MOLECULES

In this section, we will discuss the possibility of further scaling
up the number of transmitters in an MC network. The methods
are named code tuple and delayed transmission, which are both
supported by the usage of multiple molecules.

B.1 Code Tuple

First, we propose the concept of code tuple, which refers to the
code assignments of one transmitter on all molecules. It, allow-
ing multiple transmitters to share the same code on some but not
all molecules, greatly scales up the number of transmitters in an
MC network. Theoretically this scheme is also applicable in con-
ventional networks when the receiver jointly decode all colliding
packets with the knowledge of the CIRs. However, the bene�ts
of decoding collisions do not beat the cost in hardware when the
majority of collisions can be avoided by the synchronization tech-
niques. The more critical issue is that channel estimation is almost
impossible when the two packets with the same code collide in the
preamble.

As illustrated in Fig. 13, using the relation between CIRs is able
to address collisions of multiple transmitters using the same code,
as long as there is di�erent coding on other molecules. Suppose the
size of the codebook on each molecule is � , the total number of
di�erent code tuples for a systemwith" molecules is�" . However,
how to �nd the suitable number of transmitters in network is a

complicated problem relating to multiple factors, such as the packet
collision frequency, the various propagation loss, as well as the
increasing signal dependent noise with more colliding packets.
Besides, how to select the suitable ones among all the code tuples
is also an interesting topic.

B.2 Delayed transmission

Another possible improvement of MoMA is to introduce delayed
transmission. This delay does not refer to packets from di�erent
transmitters, which should be a common case without synchro-
nization in MoMA. Instead, one transmitter does not have to

send packets on all molecules in the same time slot, but with

speci�cally designed o�sets. For example, packet on the second
molecule starts one symbol later than the �rst, and packet on the
third molecule starts two symbols later than the second. With dif-
ferent delays introduced for transmitters using the same code tuple,
the network can accommodate more transmitters. Even when the
two transmitters share the same codes on all molecules, they can
distinguish in the packet transmission order on molecules, such as
the earliest packet of one transmitter is on the �rst molecule while
another transmitter is on the second molecule. Besides, delayed
transmission is expected with another advantage, which reduces
the in�uence of sudden change in the channel especially for the pre-
amble. The quality of packet detection and channel estimation could
be greatly compromised due to the bursting noise when the packet
arrives. By separating the preambles, the in�uence of such burst
error could be reduced with the receiver signal on other molecules.
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