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ABSTRACT

We conducted a user study with 19 parent-teen dyads to under-
stand the perceived benefts and drawbacks of using a mobile app
that allows them to co-manage mobile privacy, safety, and security
within their families. While the primary goal of the study was to
understand the use case as it pertained to parents and teens, an
emerging fnding from our study was that participants found value
in extending app use to other family members (siblings, cousins,
and grandparents). Participants felt that it would help bring the
necessary expertise into their immediate family network and help
protect the older adults and children of the family from privacy and
security risks. However, participants expressed that co-monitoring
by extended family members might cause tensions in their families,
creating interpersonal conficts. To alleviate these concerns, partici-
pants suggested more control over the privacy features to facilitate
sharing their installed apps with only trusted family members.
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1 INTRODUCTION

A Pew Research study reported that 85% of U.S. citizens own smart-
phones [20], and 77% of them have downloaded and installed difer-
ent third-party mobile apps on their devices [6]. Mobile apps collect
personal information (e.g., contact data, emails, photos, location, cal-
endar events, and even browser history) from users when granted
permission to do so [5], creating digital privacy threats when this
personal information is misused [8, 24]. Unfortunately, the major-
ity of US. adults lack knowledge regarding how to protect their
digital privacy and security, which increases the potential for pri-
vacy and security violations [27]. Due to the lack of mobile privacy
knowledge at an individual level, networked privacy researchers
(e.g., [3, 9, 12]) have suggested adopting more collaborative and
community-based approaches for managing digital privacy and
security, where trusted community members (e.g., family, friends,
co-workers) can work together to help keep one another safe on-
line. Interestingly, some research has even shown how adult family
members often rely on younger generations of their family (e.g.,
their teens) for technology support, as youth may be tech-savvier
than their parents [10, 26].

For instance, a recent study [2] examined family online safety
and privacy management by asking parents and teens to evaluate a
collaborative mobile app to understand whether parents and teens
can help one another manage their mobile privacy and online safety.
Despite the hierarchical tensions and asymmetry in privacy and
security knowledge between the parents and teens, they found value
in such bi-directional joint family oversight for keeping both parties
safer online. Meanwhile, our current work acknowledges that a
family often consists of other relationships beyond just parents and
teens; therefore, it is unclear whether this collaborative approach
could be generalized for the whole family by going beyond the
parent-teen dyadic relationship. As such, we build upon prior work
with parents and teens and extend it by exploring whether, how, and
why joint family oversight that includes extended family members
may work given a similar use case. Therefore, we frst developed a
mobile app for Community Oversight of Privacy and Security ("CO-
oPS"). Second, we had 19 parents and teens install and evaluate
the app in a lab-based setting. In addition to understanding the
dynamics of using the app within the context of the parent-teen
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relationship, participants also expressed the value of including
additional family members within the app for broader oversight
within an extended family network. As such, we were able to answer
the following high-level research questions:

¢ RQ1: With whom else could they seeincluding in their trusted
networks when sharing and receiving advice on mobile privacy
and security?

¢ RQ2: What would be the potential benefts and drawbacks of
including extended family members in a joint family ap-
proach?

¢ RQ3: What are the important design considerations for design-
ing an app for joint family oversight that includes extended
family members?

Overall, parents and teens felt that they would use the CO-
OPS app with their close relatives, particularly grandparents, sib-
lings, and cousins (RQ1). Parents and teens both saw benefts in
co-managing their mobile privacy and online safety with their
extended families as they thought it would help beneft more vul-
nerable family members (the older adults and children), and get
more expert advice from others within the family who are tech-
savvier. However, having extended families included in the CO-0PS
family network might also cause unwanted tension and interper-
sonal issues for the parents and teens, e.g., blaming parents for
teens’ mobile online behavior, disallowing teens’ autonomy, un-
wanted questioning, and family arguments (RQ2). To alleviate these
concerns, they suggested implementing more controls within the
privacy feature so that they can share their installed apps with only
specifed family members (RQ3). Our research makes important
contributions to the networked privacy research community by
examining whether co-managing mobile privacy, online safety, and
security with other family members, beyond just the parent-teen
relationship, could potentially help keep entire families safe online.

2 BACKGROUND

We place our study within two main streams of research: 1) mobile
privacy and security management on the individual level, and 2)
collaborative approaches for mobile privacy, safety, and security.

2.1 Mobile Privacy and Security Management at
the Individual Level

The proliferation of the usage of smartphones and mobile applica-
tions [20] caused mobile phone users to be over-exposed to digital
privacy, safety, and security threats [5, 27], as mobile apps get
access to users’ sensitive and personal information via diferent
permissions [5, 27]. Ironically, mobile app users often do not fully
understand what these mobile app permissions do and what they
are used for [4, 14, 15, 21]. Users also lack the understanding of how
their personal data are being used by these third parties [15]. What
is worse, third-party mobile apps may even get unauthorized access
to users’ information [8, 24]. For example, Calciati et al. [8] found
that when users give single permission, the app can silently obtain
further permissions. They further revealed that many third-party
apps leaked and misused users’ sensitive data, such as the user's
precise location, list of contacts, history of phone calls, and emails,
the permissions which users never explicitly granted. Despite these
various privacy threats, the majority of US adults lack signifcant
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knowledge regarding digital privacy and security and therefore,
fnd it difcult to manage their own privacy and security [27]. In
the next section, we synthesize the relevant literature that sug-
gests adopting collaborative approaches to help resolve individual’s
challenges in privacy and security management.

2.2 Collaborative Approaches for Mobile
Privacy, Safety, and Security

Several networked privacy research studies have demonstrated
that individuals often seek help and informal advice from their
trusted community (e.g., families, friends, coworkers) regarding
digital privacy and security [22, 23]. Users are also infuenced by
others’ privacy and security practices to make changes to their own
privacy behaviors [11-13, 16, 25]. Therefore, networked privacy
researchers have called for more collaborative approaches within an
individual’s networks so that people can exchange mobile privacy,
safety, and security support with one another [3, 9, 12].

However, Kropczynski et al. [18] have reported that in order to
get efective support for digital privacy and security management,
one must have some technical expertise in their community. Mean-
while, studies have indicated that teens often provide informal tech
support to their family members [10, 17]. In a recent study, Akter
et al. [2] examined a collaborative family oversight approach that
allowed teens and their parents to help one another manage their
mobile online safety and privacy. Their lab-based study revealed
that parents and teens overall valued such collaborative approaches
to manage their online safety and mobile privacy. However, there
were some tensions between parents and teens because of the difer-
ences in hierarchical power and tech-savviness. This work gave us
the idea to further investigate whether such joint family oversight
mechanisms would be applicable to the other relationships in the
family. Building upon these prior studies, we explore whether an
app created for Community Oversight of Privacy and Security ("CO-
0PS") [9] could be benefcial for immediate and extended families
to work together to help one another manage their mobile online
safety, privacy, and security.

3 METHODS

3.1 Design of the CO-0PS App

We developed the CO-0PS app [1] based on the model of community

oversight for privacy and security initially proposed by Chouhan et
al. in[9]. This model suggests mechanisms for trusted communities
to review one another’s mobile privacy and security practices (apps
installed and permissions granted) and exchange guidance. The
CO-0PS app includes three key aspects: 1) discovery of installed
apps, 2) permissions granted/denied, and 3) people in the family.
The Discovery feature (Figure-1a) allows users to review the list of
installed apps on their own phone with the ability to hide some apps

from their family members. The permissions feature (Figure-1b)
allows users to review the permissions granted or denied to each of
the apps installed. In the People screen (Figure-1c), users can view
the list of their family members with the ability to directly message
them and explore their installed apps. Here, to help the parents
and teens imagine using this app with their other family members,
we added two fctional family members: the teen’s uncle and aunt.
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Figure 1: CO-oPS features: (a) Discovery of Installed Apps, (b) Permissions Granted/Denied, (c) People in the Family

Therefore, during the study, each participant viewed three people
in this family list.

3.2 CO-0PS Parent-Teen User Study

Our study consisted of two distinct phases: 1) A guided think-aloud
exploration of the CO-0PS app with probing questions, and 2) A
semi-structured interview with parents and teens, with one compo-
nent where we asked them to refect on whether using this with the
other family members (including extended family) would be useful
for them. The study session started with showing participants a
video demo of the CO-0PS app to explain its core functionalities.
The participants were then asked to install the app on their phones
and use its diferent features, as shown in Figure-1. We asked prob-
ing questions to learn about participants’ reactions to the fctional
family members presented on the CO-0PS People page, as well as
their suggestions as to who else they would prefer to have in their
CO-0oPS family network. The presentation of these two extended
family members motivated our participants to think about the po-
tential benefts of allowing their extended family to participate in
their joint family oversight and encouraged them to think about
their concerns of having these family members included in review-
ing their apps’ permissions. Thus, participants could consider both
benefts and drawbacks, which also helped them to brainstorm
design suggestions that can support the benefts and alleviate the
drawbacks of having extended family included in the CO-0PS family
network.

The study sessions took place on Zoom and were audio and
video recorded. We then transcribed the recordings and conducted

a grounded thematic analysis for insights, using Braun & Clarke’s
[7] six-phase framework. Overall, we recruited a diverse sample of
19 parent and teen pairs where 42% of the participants were Asian,
32% Caucasian, 21% Hispanic / Latino, and 5% African American
families. 53% of the teens self-reported as females, and 47% were
males, whereas 58% of the parents were female, and 43% were male.
The teens’ ages ranged from 13-17, with a mean age and standard
deviation of 15.4 and 1.4, respectively. The parents’ mean age and
the standard deviation were 47.7 and 4.76, respectively, where their
ages ranged between 40 to 55.

4 RESULTS

In this section, we present the themes that emerged from our qualita-
tive analysis regarding the inclusion of extended family in CO-oPS.
Participants’ quotations are identifed by their IDs (for teens: T1,
T2,..T19 and parents: P1, P2,..P19), age, and gender information.

4.1 People to whom the joint family approach
could be extended (RQ1)

Most of the parents and teens felt that they would extend the joint
family oversight approach to their grandparents, siblings, and cousins.
More than two-thirds of the parents (68%, N=13) and half of the
teens (53%, N=10) said they would be interested to have their par-
ents (teens’ grandparents) in their CO-0PS family network since
they are the closest ones in their family who provide them support,
care, and acceptance.
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"This would be very useful if you include your grand-
parents. They'd probably freak out if they knew all the
apps that are sharing their location...they can then rely
on us to help them with the permissions... It's not just
they are family, they care about us, they love our kids." —
P9, Female, 51 years old

Teens showed more fexibility in terms of including other family
members, such as siblings, and cousins. About half of the teens (58%,
N=11) and a few parents (16%, N=3) said they would like to include
their siblings and cousins (parents’ other children, nephews
and nieces) into their CO-oPS family network. We noticed that
teens showed more enthusiasm in co-managing with their siblings
and cousins because they are of similar age and they get along
with them easily. A good number of parents (42%, N=8) also said
they would like to include their own siblings (teen’s uncles and
aunts) as they are close to their immediate family. Interestingly,
around one-third of the parents (32%, N=6) mentioned they would
monitor their signifcant other’s mobile apps and permissions as
they are not much aware of the importance of using safe apps and
granting safe permissions.

4.2 Potential benefts and drawbacks of
including extended family (RQ2)

Parents and teens, in general, envisioned benefts in the joint fam-
ily oversight with their other family members but also saw some
potential concerns for including extended family who are not as
close to them.

Most parents and teens thought such joint family oversight would
be benefcial for the vulnerable people of their families. More than
half of the participants (63%, N=12 parents and 47%, N=9 teens)
mentioned that the CO-0oPS app would help the older adults, as
they often are less aware of the digital privacy threats and also
lack the knowledge to monitor or manage app permissions. Both
the parents and teens thought that through the CO-oPS app, they
would be able to help the older adult family members by letting
them know about their unsafe apps and permissions. Next, 58%,
N=11 teens felt it would beneft younger children as they also
tend to be less aware of mobile privacy and security issues, similar
to the older adults.

"A lot of older people like my parents, or like the old
people in general, they do not get much time, they are
not very tech-sawvy either... If my parents, they're in-
cluded in our app like that,...it would help them” — P8,
Female, 46 years old

Parents and teens also saw value in including extended families
in the joint family oversight as it would bring necessary expertise
into their family network. Almost half of the teens (47%, N=9) and
a couple parents (11%, N=2) mentioned that they would be able
to get more expert advice or guidance from the tech-savvy
people of the extended family. Here, teens mostly mentioned their
tech-savvy older cousins and siblings. Similarly, N=2 parents also
mentioned their tech-savvy siblings who have better knowledge
regarding mobile privacy and security. Apart from this, around one-
fourth of the participants (21%, N=4 parents and 26%, N=5 teens)
said that having their extended family would help them more in
terms of being safe online and securing their personal information
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as more people would be able to warn them about unsafe apps.
To this end, they often referred to some popular but controversial
social media and gaming apps, e.g., TikTok, Snapchat, Discord, and
Instagram, that they came to know from their extended family
members. Hence, having more family members in the CO-oPS
family network would help them be more aware of diferent mobile
apps and their privacy issues.

"This would be more about educating the mind and cre-
ating awareness because they’re [cousins] gonna reeval-
uate your apps. Sowe might as well all learn from each
other” - T14, Female, 16 years old

Parents saw additional benefts in including extended family as
they would get more help in monitoring their children’s mobile online
safety. Around half of the parents (47%, N=9) felt that involving
extended family, especially their siblings (teens’ uncles and aunts),
in the CO-0PS family network would enable them to share the
parental responsibilities to monitor teens’ app usage. These
parents thought that their siblings would care about their teens
as much as they did, and so, they would have some peace of mind
knowing there would be other people to monitor their children’s
mobile online safety. Additionally, one-third of the parents (32%,
N=6) said their children would consider listening to the advice more
when they would receive guidance and feedback from more
people. A few parents (26%, N=>5) also thought using CO-0PS with
extended family would strengthen the relationship between
their children and the other family members who live out of their
town or state as they would get an opportunity to work together
on managing their family online safety and privacy.

"Our extended family is pretty concerned about this
stuf. So, this is a lot easier to kind of check on our kids,
you know to make sure they are not using anything
dangerous, and | would know that there are others to
tell them about if any safety concems they might have”
- P2, Female, 50 years old

Participants felt that including their extended family in the joint
family oversight would bring more tensions. Almost half of the par-
ents (47%, N=9) and one-fourth of the teens (26%, N=5) expressed
that involving the extended family in co-managing their mobile
privacy and security might become more stressful for parents.
They felt that the extended family might blame parents for teens’
unsafe online safety behaviors, especially if they fnd inappropriate
mobile apps on teens’ phones. Interestingly, 43%, N=8 teens said
such co-managing mobile privacy and security would cause more
harm for them because parents might get provoked to pull away
their autonomy in using social media, the internet, or even maobile
phones. They often brought up the restrictive and authoritarian
parenting styles in their uncles’ and aunts’ families, where their
cousins are not allowed to own mobile phones, and this might
infuence their parents to adopt such restrictions in their family
as well. A few participants (16%, N=3 parents and 5%, N=1 teens)
specifcally said that they did not see any necessity of including
their extended family as they are not close.

"I think once it reaches like extended families, like grand-
parents and aunts and uncles, it could get a little bit
harmful because these are people you aren’t living with
or aren't as close. | think mostly there would be just
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drama with my parents, oh, they're doing this or that,
you know, stressing them more” - T13, Female, 13 years
old

Participants also expressed concems for potential interpersonal
conficts that might arise. More than one-third of the participants
(N=42%, N=8 parents and N=32%, N=6 teens) envisioned that some
people in the extended family might become ofcious and there-
fore, there will be some unnecessary questioning about their
personal choice of app usage. Some participants (N=37%, N=7
parents and N=21%, N=4 teens) also believed that there would be
more incidence of family arguments when either parents or
teens ignore the advice given regarding their mobile apps in-
stalled or permissions granted.

“But if it's for the apps, and then you'll hear like why
do you have this app for, then | don’t think you have
the right to do it [questioning] because they’re not com-
pletely as dase as my immediate family. It's like giving
them a new scope to roast me for using a particular
app.” -T16, Female, 14 years old

4.3 Design suggestions for a joint family
oversight app (RQ3)

Participants suggested more control over the app privacy features to
allow only specifc people to co-monitor their apps and permissions.
Around half of the parents (47%, N=7) and one-fourth of the teens
(26%, N=5) mentioned that they would want to keep their apps visi-
ble only to their immediate families and to some specifc people
of their extended families, due to the drawbacks highlight above. A
couple of teens (11%, N=2) also said they would want the ability to
hide from their dominating older siblings. Interestingly, about
one-third of the parents (32%, N=6) mentioned that they would like
to hide their teens’ apps from their extended family to avoid any
potential tensions or conficts from happening. Parents often said
that they would either manually take their teens’ phones or ask
their teens to hide their installed apps from the extended family.

“If this went beyond my immediate family, my husband,
and kids, then | would probably reconsider that thought.
I would not want all of them to check my things, |
would hide apps from them... But again, if there is any
option to keep it shown for just a few people from the
extended family, not all of them, that would be nice” —
P12, Female, 55 years old

Additionally, a few parents (16%, N=3) and teens (21%, N=4) sug-
gested additional features that would allow them to remotely

change the apps and permissions on their extended family mem-
bers’ phones. These participants mostly wanted such features to

help some of their relatives who are non-tech savvy and do not live

with them. To further explain, they often said that being able to
review and let them know would not be enough actually to help

them. As some of their extended family, e.g., grandparents, do not

have any technical knowledge, they would not be able to follow

others’ feedback and go to the settings to deny permissions. There-
fore, these parents and teens expressed that they would like to have

the ability to remotely change the apps and permissions on their

family members’ phones.
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“If we could use that with like my grandparents, | would
want to change from here [CO-0PS], because they may
not know how to go into the place and they can’t change
it. If you're able to do it here. That would be a thing like
| needed in our situation.” - T3, Female, 14 years old

5 DISCUSSION

One of the key lessons learned was that our participants did not
implicitly envision their whole family as their CO-oPS family net-
work. They instead envisioned using this family oversight app with
people in the family who have strong bonds with them. This recon-
frms one of the fndings of Chouhan et al.'s paper [9], where their
participants were primarily motivated to help only close people.
Also, while opening the CO-oPS family network to others in the
extended family, our participants were also keenly aware of the
trade-of between getting more help versus being able to avoid
potential arguments and interpersonal conficts. As a result, partic-
ipants tried to negotiate this tension by fltering out the visibility
of their apps based on whether someone was close to them or not.
Therefore, a key takeaway of our work is to make sure the family
members have full agency over with whom their apps are being
shared. This desire for more controls is in contrast with the results
from Akter et al. [2], where participants saw little use of privacy
features within just the parent-teen context [2].

On the other hand, our participants wanted to include their
extended family in the joint family oversight not only to receive
expert advice from others, but also to provide help as well. For in-
stance, parents and teens were willing to include tech-savvy family
members in their CO-0PS family network who can help them with
privacy and security advice and guidance. This was because they
felt the needed expertise that did not exist within their immediate
family. In Akter et al’s work [2], they found that teens did not trust
the feedback of their parents, as they perceived their parents as less
tech-savvy. Therefore, including the extended family might provide
them with the dependable expert advice and guidance that teens
need. Our participants also showed equal enthusiasm to provide
help to other family members, especially to older adults who are
less tech-savvy. In Kropczynski et al’s studies [18, 19], they found
that older adults tend to be on the receiving end of tech support
[26], whereas younger adults are more likely to be tech support
givers. So, joint family oversight could support such tech caregiving
mechanisms, including the support for mobile privacy and security.
Akter et al. [2] reported in their study that teens did not feel em-
powered to monitor their parents’ apps and permissions and hence,
were reluctant to participate in joint family oversight. So, teens’
being interested to provide help to others in the extended family,
such as their grandparents, shows the potential for increasing their
engagement in the joint family oversight mechanism.

6 LIMITATIONS AND FUTURE RESEARCH

We recognize several limitations of our study. First, we examined
the perceived benefts and drawbacks of using the CO-oPS app
with extended family members only from the parents’ and teens’
perspectives, as this was an emergent fnding from our primary
study that was worthy of further investigation. As such, it would
be an important next step to explore extended family members’
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opinions in future work. Another potential limitation was that
we presented the teens’ uncle and aunt as their fctional extended
family members on CO-0PS, which might have led participants to
think more about the prospective problems that might arise from
co-managing with these family members. Interestingly, however,
our participants felt that they would use the CO-0PS app mostly
with their other relatives: teens’ grandparents, siblings, and cousins.
Lastly, because the nature of our study was lab-based, parents and
teens could not evaluate the CO-0PS app in a realistic setting; thus, in
future studies, we would want to deploy the CO-0PS app among
groups of family members, including diverse family relationships.

7 CONCLUSION

Given the continued proliferation and usage of smartphones and
third-party mobile apps, we believe community members can work
side by side to co-manage their mobile privacy, safety, and security.
Our study explored a joint family approach, highlighting parents’
and teens’ perceived benefts, concerns, and design considerations
for co-managing their mobile privacy and security with other mem-
bers of their extended families. Our work demonstrates the added
benefts and challenges when broadening an oversight community
beyond parents and teens. Generally, participants felt that such
a collaborative approach with extended family would help them
exchange privacy and security support with those they cared about.
Yet, potential tensions and interpersonal conficts would require
additional controls on collaborative monitoring so that only trusted
and close family members can review their mobile privacy and
security behaviors. We will continue to build upon this work to
examine how we can help people successfully co-manage mobile
privacy, safety, and security within their families.
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