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ABSTRACT

Recently, researchers have shown that the beamforming feed-
back angles (BFAs) used for Wi-Fi multiple-input multiple-
output (MIMO) operations can be effectively leveraged as a
proxy of the channel frequency response (CFR) for different
purposes. Examples are passive human activity recognition
and device fingerprinting. However, even though the BFAs
report frames are sent in clear text, there is not yet a uni-
fied open-source tool to extract and decode the BFAs from
the frames. To fill this gap, we developed Wi-BFI, the first
tool that allows retrieving Wi-Fi BFAs and reconstructing the
beamforming feedback information (BFI) — a compressed rep-
resentation of the CFR - from the BFAs frames captured over
the air. The tool supports BFAs extraction within both IEEE
802.11ac and 802.11ax networks operating on radio chan-
nels with 160/80/40/20 MHz bandwidth. Both multi-user and
single-user MIMO feedback can be decoded through Wi-BFI.
The tool supports real-time and offline extraction and stor-
age of BFAs and BFI. The real-time mode also includes a
visual representation of the channel state that continuously
updates based on the collected data. Wi-BFI code is open
source and the tool is also available as a pip package'.
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1 INTRODUCTION

Wi-Fi is the technology of choice for plug-and-play Internet
connectivity in indoor environments such as homes, offices,
shopping malls, and university campuses. Around 19.5 billion
of Wi-Fi devices are currently deployed worldwide and their
number is expected to increase with around 3.8 billion of
devices shipped annually [1].

To support the increasing demand for connectivity, mod-
ern Wi-Fi systems rely on multiple-input multiple-output
(MIMO) technology that allows concurrently transmitting
several data streams to multiple receivers (beamformees).
MIMO leverages the channel frequency response (CFR) esti-
mate performed by the beamformees during channel sound-
ing to obtain precoding parameters for each data stream at
each transmitter antenna. The estimate is referred to as the
beamforming feedback information (BFI) and is transmitted
by the beamformees to the transmitter (beamformer in a
compressed form - the beamforming feedback angles (BFAs)
(see Section 2.1). Interestingly, the BFAs are transmitted in
clear text and, in turn, can be captured by any network an-
alyzer, e.g., Wireshark, and decoded without the need for
decryption. This characteristic makes the compressed BFAs
an appealing proxy to the CFR to obtain information about
the radio propagation channel. In turn, BFAs (and BFI) can be
used for a wide range of applications that span from network
optimization to wireless sensing.

To enable this new paradigm, we developed Wi-BFI, the
first tool that allows parsing the BFAs frames to extract the
beamforming angles, and reconstruct the BFI. An overview
of Wi-BFI is depicted in Figure 1. Wi-BFI can concurrently
extract the BFAs transmitted by devices implementing dif-
ferent Wi-Fi standards, and operating on channels with dif-
ferent bandwidths. For example, Wi-BFI can simultaneously
extract the BFAs of an IEEE 802.11ac compliant device at
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40 MHz (station 1 in Figure 1), and an IEEE 802.11ax compli-
ant device at 160 MHz (station 2 in Figure 1) through a single
capture. Wi-BFI does not require access to the monitored
devices in the MIMO network. Contrarily, extracting the CFR
requires physical access and firmware modifications of the
monitored devices [2]. Because of this, state-of-the-art work
has shown significant interest in BFI [3, 4]. Recent work
has demonstrated that BFAs/BFI can be successfully used
in various applications like wireless human sensing [5] and
radio-fingerprinting [6]. While in previous work the proce-
dure to extract the BFAs/BFI was customized to the specific
network setup, Wi-BFI can be used with any network
configuration thus enabling further research in the area.
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Figure 1: Wi-BFI overview.

Summary of Paper Contributions
This work provides the following contributions.

e We propose Wi-BF1I, an open source python-based tool to
extract 802.11ac/ax BFAs in the wild and reconstruct the BFI.
Wi-BFI is compatible with any network configurations and
operating systems.

e We enable the extraction of BFAs and reconstruction of
BFI from multiple devices simultaneously, without any phys-
ical access to them. The monitored devices can implement
different standards and operate on different bands.

e We provide both real-time plotting and saving of the ex-
tracted BFAs and reconstructed BFI from live capture or any
prior collected traces.

e We present a use case entailing human activity classifica-
tion with BFAs collected from IEEE 802.11ac devices operat-
ing at 80 MHz. By leveraging spatial diversity, the BFAs-based
classifier achieves up to 99.28% of accuracy.

2 SYSTEM ARCHITECTURE OF Wi-BFI

In the following, we will use the superscripts T and { to de-
note the transpose and the complex conjugate transpose
(i.e., the Hermitian). We define with /C the matrix con-
taining the phases of complex-valued matrix C. Moreover,

diag(cy, ..., c;) indicates the diagonal matrix with elements
(c1,...,c;) on the main diagonal. The (¢, c;) entry of matrix
C is defined by [C],, .,, while L. refers to an identity matrix
of size ¢ X ¢ and I.«4 is a ¢ X d generalized identity matrix.

2.1 Wi-BFI Operation Principle

Wi-BFI leverages the way MIMO is implemented in Wi-Fi
networks following the mechanism standardized in IEEE
802.11. To enable MIMO, the beamformer pre-codes the data
packets by linearly combining the signals to be simultane-
ously transmitted to the different beamformees. To do so,
the beamformer uses a precoding matrix W which is derived
from the CFR matrix H, describing how the environment
modifies the irradiated signals in their path to the receiver.
The CFR needs to be estimated by each beamformee and fed
back to the beamformer to allow proper pre-coding.

The CFR estimation process is called channel sounding and
is depicted in Figure 2. The procedure is triggered by the
beamformer that periodically broadcasts a null data packet
(NDP) to estimate the MIMO channel between itself and the
connected beamformees (step 1 in Figure 2). Since its pur-
pose is to sound the channel, the NDP is not beamformed. This
is particularly advantageous as the resulting CFR estimation
is not affected by inter-stream or inter-user interference.
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Figure 2: Wi-BFI- overall system architecture.

The NDP is a packet containing sequences of bits - named
long training fields (LTFs) — the decoded version of which
is known by the beamformees. The LTFs are transmitted
over the different beamformer antennas in subsequent time
slots, thus allowing each beamformee to estimate the CFR
of the links between its receiver antennas and the beam-
former transmitter antennas. The LTFs are modulated — as
the data fields — through orthogonal frequency-division mul-
tiplexing (OFDM) by dividing the signal bandwidth into K
partially overlapping and orthogonal sub-channels spaced
apart by 1/T. The input bits are grouped into OFDM symbols,
a=[a_g/2-...,ak/2-1] where ai is named OFDM sample.
The K OFDM samples are digitally modulated and transmit-
ted through the K OFDM sub-channels in a parallel fashion
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thus occupying the channel for T seconds. Thus, the trans-
mitted LTF signal is

K/2-1
Stx(t):eﬂﬂ'fct Z akeﬂnkt/T’ (1)
k=-K/2

where f, is the carrier frequency. The NDP is received and
decoded by each beamformee (step 2 in Figure 2) to esti-
mate the CFR H. The different LTFs are used to estimate the
channel over each pair of transmitter (TX) and receiver (RX)
antennas, for every OFDM sub-channels. This generates a
K x M x N matrix H for each beamformee, where M and N
are respectively the numbers of TX and RX antennas. Next,
the CFR is compressed — to reduce the channel overhead -
and fed back to the beamformer. Using Hy to identify the
M x N sub-matrix of H containing the CFR samples related
to sub-channel k, the compressed beamforming feedback is
obtained as follows ([7], Chapter 13). First, Hy is decomposed
through singular value decomposition (SVD) as

H] = U;SiZ], ()

where Uy and Zj, are, respectively, N X N and M X M uni-
tary matrices, while the singular values are collected in the
N x M diagonal matrix Si. Using this decomposition, the
complex-valued beamforming matrix Vy, is defined by collect-
ing the first Nss < N columns of Z. Such a matrix is used
by the beamformer to compute the pre-coding weights for
the Nss spatial streams directed to the beamformee. Hence,
Vi is converted into polar coordinates to avoid transmitting
the complete matrix. Specifically, V is decomposed as the
product of Dy ; and Gy ,; matrices, which are defined as

L., 0 . 0
0 e/Prii g
Dpi=|. o . o | (3)
' 0 elPm-1i
0 e 0 1
Liq 0 o 0
0  coSYkei 0 sin Y e,i
Grei=| . 0 Ip—iy 0 )
—sintye; 0 COS Yk p.i 0
0 . 0 Tv—s

where the values of the ¢ and i angles are obtained through
the procedure detailed in Alg. 1. The number of ¢ and
angles depends on the specific network configuration, i.e., the
number of transmitter antennas and spatial streams. Using
these matrices and Dy, (see line 2 in Alg. 1), Vi can be written
as Vi = Vkﬁk, with

min(Nss,M—1) M

T
Dy 1—[ Gii

I=i+1

]IMXNSS’ (5)

i=1

Algorithm 1: Vi matrix decomposition

Require: Vi;
f)k = diag(ej‘[vk]Myl, .. .,ej‘[vk]Msts) ;
Q= VD

for i « 1 tomin(Nss, M — 1) do
qSk,[’l' =/ [Qk]“ withf=1i,...,M—1;
compute Dy ; through Eq. (3);
Q) «— Dz,iQk;
for{ «— i+1toMdo

[Qk]ii
Yk.ri = arccos | ——=—=—1;
o [ 2+ 2,
compute Gy, ; through Eq. (4);
Qi G, i Qs

where the products represent matrix multiplications. In the
\le matrix, the last row - i.e., the feedback for the M-th trans-
mitter antenna — consists of non-negative real numbers by
construction. Using this transformation, the beamformee is
only required to transmit the ¢ and ¢ angles to the beam-
former as they allow reconstructing V. precisely. Moreover,
it has been proved (see [7], Chapter 13) that the beamforming
performance is equivalent at the beamformee when using
Vi or Vi to construct the steering matrix W. In turn, the
feedback for Dy is not fed back to the beamformer.

To further reduce the channel occupancy, the angles are
quantized using by bits for ¢ and by, = by — 2 bits for ¢/, as
follows:

) 1 1y
0.9 = 7 i) (s )| @

InIEEE 802.11ac/ax, by = {9, 7} bits and by = {6, 4} bits are used
for multi-user multi-input multi-output (MU-MIMO) and
single-user multi-input multi-output (SU-MIMO) systems
respectively. The quantized values - g4 = {0,..., 2bs — 1}
and gy = {0,..., 2bv — 1} - are packed into the compressed
beamforming frame (step 3 in Figure 2) and such BFAs frame
is transmitted to the beamformer (step 4 in Figure 2). The
bg and by can be read in the VHT/HE MIMO control field,
together with other information like the number of columns
(Nss) and rows (M) in the beamforming matrix and the chan-
nel bandwidth (see Figure 3). Each BFI contains A angles
for each of the K OFDM sub-channels for a total of A X K
angles each. We remark that, since MU-MIMO requires fine-
grained channel sounding — around every 10 milliseconds,
according to [8] - it is fundamental to process the BFI in a
fast manner at the beamformer. For this reason, and since
cryptography would lead to excessive delays, the angles are
currently transmitted over-the-air unencrypted.




To be presented at ACM WiNTECH, Madrid, Spain, October 6, 2023

. IEEE 802.11 IEEE 802.11
Radiotap . .
Action No Wireless
Header
Ack, Flags Management
Radiotap Header

Header | Header | Present | Flags | Ch. Ch. Ant. Rx VHT / | Timesta | L-SIG | Each Ant.
revision | length Flags Freq | Flags | Signal | Flags | HE Info [ mp Info Signal:

& pad

2 2 12 2 2 2 1 2 14 14 4 2
bytes bytes bytes | bytes | bytes | bytes | byte | bytes | bytes bytes | bytes bytes
Action No Ack, Flags Wireless Management

Frame | Dura | Rx Addr | TxAddr | BSS | Seq. Frame HE | Acti | MIMO | Avera | BFAs

Control | tion / Dest. / Src 1D No. Check / on | Control ge

Field Addr Addr Seq VHT SNR

2 2 6 6 6 2 4 1 1 5 2
bytes | bytes bytes bytes bytes | bytes bytes byte | byte | bytes | bytes
Figure 3: IEEE 802.11ac/ax BFI report frame structure.
Wi-BFI captures the BFAs frames (step 5 in Figure 2) with 7 2 Uy .
the python-based network monitoring tool Pyshark. How- B?;:oufp s ‘ Extract the ‘ ‘ Reconstruct
ever, any other network monitoring tool like tcpdump or S frames BFAs )

Wireshark can also be used with Wi-BFI.

Note that the beamformer continuously triggers the chan-
nel sounding procedure on the connected beamformees. This
makes the BFI contain very rich, reliable, and spatially diverse
information. Moreover, as BFAs frames are broadcasted by
the beamformees, the information for all the beamformees
can be collected with a single capture by any Wi-Fi-compliant
device. Wi-BFI leverages this procedure to collect the BFAs
frames from multiple devices operating on different bands
with a single capture, and reconstruct the BFI from the ex-
tracted BFAs. Thus, Wi-BFI does not need any direct access
to the beamformees or any hardware-specific tool, ultimately
reducing the complexity of the data collection procedure.

Wi-BFI consists of four main steps as depicted in Figure 4.
Firstly, in step I, Wi-BFI groups the BFAs frames based on
the following arguments: (i) the standard: IEEE 802.11ac or
IEEE 802.11ax; (ii) the bandwidth: 20 MHz, 40 MHz, 80 MHz,
or 160 MHz; (iii) the device, through the MAC address.

After grouping the BFAs frames from any live capture
or earlier captured trace, Wi-BFI performs bit-wise parsing
through the frames to extract the BFAs (step II in Figure 4).
For that, we follow the IEEE 802.11 BFAs frame structure,
presented in Figure 3. Specifically, a BFAs frame has three
main parts: (i) Radiotap Header, (ii) IEEE 802.11 Action No
Ack, Flags, and (iii) IEEE 802.11 Wireless Management. The
fields of each part of a BFAs frame, along with the corre-
sponding byte values, are mentioned in Figure 3. Wi-BFI
parses through each of the fields of the BFAs frame to extract
the corresponding information including the BFAs. The BFAs

. by arguments arguments
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P Fu
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Live plot or ‘%’ A
processing
). @3 Radio fingerprintin
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Figure 4: Main sfeps of the Wi-BFI tool.

are structured in a matrix of dimension is P X K X A, where
P represents the total number of packets in the capture. As
an example, considering a 4 x 2 IEEE 802.11ax SU-MIMO
system operating on a 160 MHz bandwidth channel, with
the beamformer having four antennas and the beamformee
having two antennas, each BFAs frame has K =500 OFDM
data sub-channels with A =10 BFAs each. For this setup, Fig-
ure 5 depicts the first two BFAs (¢1; and ¢5;) for each of the
OFDM sub-channels (x-axis) for one BFAs frame.

Note that, according to the standard, the number of sub-
channels changes with the change in operating standards
and transmission bandwidth [9]. Moreover, we remind that
the number of BFAs depends on the network configuration,
i.e., the number of transmit antennas M, and the number of
spatial streams Nss. The number and order of BFAs for some
network configurations are reported in Table 1.
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Figure 5: BFAs (¢1; and ¢;;) of each sounded sub-
channel of a 4 X 2 IEEE 802.11ax system at 160 MHz.

MIMO No. angles Order of the angles
2x1 2 $11, Y21
2X2 2 P11, Y
3%x1 4 P11, Pa1, Y1, Y1
3X2 6 11, P21, Va1, Y1, Doz, Ys2
3X3 6 P11, Pa1, Y1, Vo1, Pz, Ys2
4x1 6 P11, P21, P31, Vo1, Y31, Y
4%2 10 ¢11’ ¢21’ ¢31’ llea Iﬁ31’ ¢4l’
P22, P32, Y32, Yuo
4%3 12 P11, P21, P31, Vo1, Y31, Y,
¢22> ¢3Z’ ¢32a ¢42’ ¢335 ¢43
11> P21, P31, Vo1, Y31, Yar,
4x4 12
P22, P32, Y32, Yaz, P33, Yu3

Table 1: Order of BFAs in the BFI report frame in Fig-
ure 3 for different MIMO configurations.

After extracting the BFAs, Wi-BFI reconstructs the Vk
matrix following Equation 5 (see step III of Figure 4). The
dimension of the reconstructed \N’k matrix is P X K X M X Nss.
For the above mentioned 4 X 2 IEEE 802.11ax system at
160 MHz, the reconstructed Vk has K=500, M=4 and Nss=
2 making the dimension P x 500 X 4 x 2. The V} matrices
reconstructed by Wi-BFI from the captured angles for the
first two transmitter antennas are depicted in Figure 6, i.e., for
(m=1,nss =1),(m=1,nss = 2),(m = 2,nss = 1),and (m = 2,
nss = 2), withm € {0,...,M—1} and nss € {0,..., Nss — 1})
being the transmitter antenna and the spatial stream indices,
respectively. Figure 6 reports V. for a single frame. Figure 7
depicts the time evolution of V. (multiple frames).

As the final step, as depicted in step I'V of Figure 4, Wi-BF I
either plots or saves the extracted BFAs and the V} matrix
(BFI). For further visual representations of the BFAs, please
refer to our Wi-BFI demonstration video.?

2Wi-BFI demonstration available at https://youtu.be/0k7uYRCmMBw
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Figure 6: Magnitude of V} of each sounded sub-channel
for different transmit antennas m € {0,...,M — 1} and
spatial streams ngs € {0,...,Nss — 1} of a 4 x 2 IEEE
802.11ax system at 160 MHz.
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Figure 7: Time evolution of V. The columns refer to the
transmit antenna and rows to the spatial streams.
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3 WI-BFI USE CASE: SENSING WITH BFAs

Beyond connectivity, the unprecedented rise in the number
of smartphones, laptops, and many other Wi-Fi-enabled de-
vices [10] will pave the way to revolutionary Wi-Fi sensing
applications including activity recognition [5], and radio-
fingerprinting [6], among others [11].

The vast majority of such applications leverage the un-
compressed CFR measurements obtained from pilot symbols
in the Wi-Fi packets to characterize the propagation channel.
Despite leading to good performance, CFR-based techniques
require manual extraction and recording of the CFR, which
is currently not supported by the IEEE 802.11 standard. This
has led to the usage of CFR extractor tools running custom-
tailored firmware [2, 12]. Even if 802.11 could eventually
support CFR extraction in the future, (i) it would require
additional device-specific processing to extract it from the
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chip, thus increasing energy consumption; (ii) multi-device
sensing would require tight synchronization among collec-
tors to align the time of the individual CFR measurements.
On top of these, most of the existing CFR tools need direct
access to the device and only work on devices implementing
specific standards and operating on channels with certain
bandwidths. This limits different applications to leverage the
Wi-Fi signals opportunistically and hinders mass adoption
at the same time.

On the contrary, we argue that the BFI, and, in turn, the
BFAs, are more effective metrics for developing sensing ap-
plications. In this section, we show how BFAs can be lever-
aged for human activity classification through IEEFE 802.11ac
MU-MIMO systems operating on channels with 80 MHz of
bandwidth. A comparison of BFAs and traditional CFR based
approach along with domain generalization capability of
BFAs are presented in [5].

3.1 Learning Architecture

Owing to its excellent performance, convolutional neural
network (CNN) is a popular choice in a wide range of ap-
plications including wireless sensing [5, 13]. The convolu-
tional layer is the basis of CNN which performs convolution
operations on the elements of the input data to extract fea-
tures. Thus, for demonstrating the potential of BFAs in Wi-Fi
sensing tasks like activity classification, we leverage a CNN
architecture based on only three VGG-based blocks [14].
Specifically, the network stacks three convolutional blocks
(conv-block) and a max-pooling (MaxPool) layer as detailed
in Figure 8. The output of the MaxPool layer is flattened and
then the Softmax activation function is used to obtain the
probability distribution over the activity labels.

Each conv-block consists of two 2-dimensional convolu-
tional layers. Inspired by the design of VGG block, we use a
kernel size of 3 X 3 and a step size of 1 in each of the convo-
lutional layer [14]. We use batch normalization and rectified
linear units (ReLU) activation function in each conv-block
to avoid gradient explosion or vanishing and to have non-
linearity in the network respectively. Our VGG-based CNN
consists of three of such conv-blocks with 32, 64, and 128
filters respectively.

[[ Conv2D ][ Conv2D ] [ Batch Normalization ] [ReLU]

0
° J
]

[ Conv-block, Conv-block, Conv-block,
32 64 1%8

[ Softmax ]<—[ Flatten J«—  MaxPool

|—>[ Activity label | )

Figure 8: CNN-based learning architecture.

3.2 Experimental Setup

The experiments are conducted in three indoor scenarios
with three different subjects as presented in Figure 9.
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Figure 9: Experimental setup for activity classification
with BFAs.

In each of the setups, we have a 3 x 3 IEEE 802.11ac MU-
MIMO system operating on channel 153 with center fre-
quency f. = 5.77 GHz, with 80 MHz of bandwidth. Each of
the systems has one beamformer and three beamformees
(stations (STAs)) with M=3 and N=1 antennas enabled re-
spectively. We use off-the-shelf Netgear Nighthawk X4S
AC2600 routers both as beamformer and beamformees to
set up the network. We consider three human subjects per-
forming ten different activities: walking, standing, rotating,
waiving, drinking, hands up and down, reading a book, jog-
ging, boxing, and clapping. UDP data streams are sent from
the beamformer to the beamformees in the downlink direc-
tion to trigger the channel sounding. We record the BFAs
frames of all three stations with a single capture with Wi-BFI
and extract the BFAs associated with each beamformees. For
training the model we capture the BFAs frames for 3 min-
utes for each activity performed by each subject. Hence, for
each of the beamformees we divide the extracted BFAs into
non-overlapping windows of 10 packets each. The windows
are fed one at a time to the learning block. To obtain the
ground truth, we also capture the video streams of the sub-
jects performing the activities. The experimental setup and
the snaps from the ground truth video streams with three
different subjects and activities are shown in Figure 10.

3.3 Sensing Performance with BFAs

Figure 11 presents the classification performance of BFAs
with baseline CNN when we consider a different number of
STAs. The average classification accuracies are respectively
94.35%, 98.59%, and 99.28% when we use the data from only
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Setup 1 — Subject 1— Drinking

Figure 10: Experimental setup for activity classification
with BFAs.
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Figure 11: Classification performance with BFAs for
different number of STAs.
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Figure 12: Classification performance with BFAs for
each individual STA.

one STA, two STAs combined, and three STAs combined. It is
noticeable that the performance is comparatively poor when
we have only one STA.

To further investigate this aspect, we report the classifi-
cation performance of each individual beamformees in Fig-
ure 12. We notice that, in different setups, the individual
performance of the beamformees varies significantly. For
example, in setup 1, STA B performs worse with an accuracy
of around 80%. On the other hand, in setup 2 and setup 3
STA C and STA B perform worse with an accuracy of 82.81%
and 92.97% respectively. This is due to the fact that the phys-
ical location of the STA may cause the channel between

23 Setup 1 E=T Setup 2 Setup 3
~100
S
>
g 9%
3
3
< 80
7
0 20 40 80 234

Number of sub-channel

Figure 13: Classification performance considering dif-
ferent number of OFDM sub-channels

that particular STA and the beamformer to be in deep fade,
making the model perform poorly. However, this can be im-
proved by considering more than one beamformees for the
classification as presented in Figure 11.

To evaluate the impact of the sub-channel granularity on
the activity classification accuracy, we report in Figure 13 the
performance of the CNN based model, presented in Figure 8,
when we consider different numbers of OFDM sub-channels.
The average performance over all the setups considering
all 234 data sub-channels at 80 MHz bandwidth is 99.19%.
Even though the overall performance degrades when the
number of sub-channels decreases, the reduction in the per-
formance is not significant. On the other hand, a decrease in
the number of sub-channels results in a significant reduction
of the computational burden. For example, the performance
decreases by only 0.44% and 1.83% when the number of sub-
channels is decreased to 160 and 80, respectively. However,
it reduces the computational burden by 1.46 and 2.92 times
respectively. Considering only 20 sub-channels, the overall
performance is 93.58% with an 11.7 times reduction of the
computational burden. This gives us an idea of the trade-off
between the performance and computational burden.

Overall, the performance analysis shows that BFAs-based
sensing performs comparatively with the CFR based sensing
works of the literature [11]. BFAs-based sensing can leverage
spatial diversity gained through MU-MIMO system which
most CFR-based approaches cannot.

4 RELATED WORK

Over the last few years, a few efforts have been made to lever-
age BFAs frames for various applications including radio-
fingerprinting [6] and Wi-Fi sensing [3-5, 15]. Meneghello et
al. leveraged V) matrices to perform Wi-Fi radio fingerprint-
ing on the move which is based on the intuition that, imper-
fections in the transmitter’s radio circuitry percolate onto
the BFI [6]. Kanda et al. extracted Vi matrices from BFAs
frames to perform respiratory rate estimation [3]. Kondo
et al. evaluate the sensing ability of uni-directional and bi-
directional BFI and demonstrate that BFI computed from the
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access point (uplink beamforming) has better sensitivity in
comparison to the BFI computed by the stations (downlink
beamforming) [4]. Itahara et al. leveraged BFI to estimate
the angle of departure for multiple propagation paths and
achieved comparable performance to that of CFR based ap-
proaches [15]. Haque et al. performed sensing by classifying
20 different human activities with compressed BFAs [5].

Even though there has been increased interest in BFI-based
research, there are no unified open-sourced tools to extract
BFAs and reconstruct BFI from the captured BFAs. This limits
the research community to investigate further this field. Thus
we developed Wi-BFI to extract BFAs and reconstruct the
Vi matrices from any IEEE 802.11 device with all possible
bandwidths and network configurations.

5 CONCLUSIONS AND REMARKS

In this paper, we have proposed Wi-BF1I, the first tool to ex-
tract IEEE 802.11ac/ax beamforming feedback angles (BFAs)
and reconstruct the beamforming feedback information (BFI)
in the wild from both SU-MIMO and MU-MIMO systems op-
erating at 20 MHz/40 MHz/80 MHz/160 MHz bandwidth and
with any network configuration. Wi-BFI operates at multi-
ple bands and with multiple Wi-Fi standards simultaneously
without the need for any direct access to the beamformer or
beamformees. We provided an example of leveraging BFAs
for one of the most popular wireless sensing tasks, i.e., hu-
man activity recognition, achieving up to 99.28% recognition
accuracy. Other BFI use cases include radio-fingerprinting,
Wi-Fi localization, and optimization of the resource allo-
cation in MU-MIMO networks, among others. To further
promote BFI-based research we have made the Wi-BFI tool
compatible with any operating system and we open-sourced
it together with a detailed explanation of the operations and
practical examples of use.
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