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Abstract—Cooperative Intelligent Transport Systems (C-ITS)
are very important in our daily lives. They ensure road safety
through the exchange of data between vehicles and road side
units (RSU). Due to the sensitivity of the exchanged data between
different entities, C-ITS systems are vulnerable to Cyber-attacks,
they require high protection. In order to guarantee the integrity
and the authentication of the exchanged messages, the European
Telecommunications Standards Institute (ETSI), has specified
specific procedures to manage certificates and signatures of all
sent messages. Each vehicle periodically sends signed CAMs.
Then, the integration of the signature and certificate in each
transmitted CAM has a considerable impact on the communi-
cation channel load and bandwidth. In this study, we propose a
new lightweight authentication mechanism which considers that
vehicles on road are composed of a set of clusters having different
sizes. The clusters are dynamic and change continuously. In
each cluster, we implement some procedures in order to reach a
trusted environment where vehicles communicate with unsigned
messages when they trust their neighbours. When the trust is
not guaranteed, vehicles switch to the standard communication
until trust recovery. In order to reach the trust, each vehicle
computes its own prediction of neighbours behavior. based on
trajectory, speed. The prediction is performed using an auto-
encoder running the LTSM algorithm. We have implemented
this mechanisms on the OMNET++ environment and we have
concluded that our mechanisms reduce the overhead generated
by the authentication algorithms around 34% of the size of
exchanged messages.

Index Terms—Clustering, Security, Privacy, Signature, Authen-
tication.

I. INTRODUCTION

In today’s world, the number of vehicles continues to
grow. There will be more than two billion vehicles on our
roads by 2050 [1], resulting in more accidents, traffic jams
and environmental pollution. According to the World Health
Organization (WHO), the total number of deaths due to road
accidents remains unacceptably high at about 1.24 million per
year [2]. Cooperative Intelligent Transportation Systems (C-
ITS) have the potential to address these issues, as they enable
real-time connections between vehicles and infrastructure to
alert the driver with the disruptive events. They also pro-
vide new services that improve driving through cooperation
between road infrastructure, drivers, and vehicles. However,
these services use messages to exchange road information (e.g.

traffic jams, accidents, etc.), which yields in a vulnerability to
various risks of cyber attacks. In order to protect the system, it
is very important to ensure the integrity of these information
and to authenticate the origin of the exchanged messages.

In Europe, a C-ITS protocol was introduced by the European
Telecommunications Standards Institute, under the name ETSI
ITS GS5. This protocol defines the policies for managing
security certificates, the format and fields of the secure CAMs
(Cooperative Awareness Messages), as well as the signature
and encryption algorithms. According to the ETSI standard,
each vehicle must sign its CAMs using these certificates. How-
ever, the integration of the signature and the certificate in each
sent CAM represents a high impact on the communication
channel load and bandwidth.

In this paper, we propose a new lightweight concept for
security in C-ITS that aims to reduce the size of the bandwidth
consumed by the signatures and the certificates of the CAMs
exchanged between vehicles. This is advantageous because it
avoids the risk of overloading the communication channel,
reduces CAM latency and enhances the security overload. For
this issue, we use the concept of clustering to establish trust
between neighbors, which allows the vehicles to send unsigned
CAMs. We have implemented our architecture on the Artery
framework, using the OMNET++ network simulator and the
SUMO road traffic simulator, in order to demonstrate the
efficiency of our proposal. The paper is structured as follows.
Section 2 introduces the related works. Section 3 describes the
proposed architecture within this study. Section 4 outlines the
simulation tests, which includes the simulation settings and
the result analysis, before concluding this work in Section 5.

II. RELATED WORK

This section presents some important works about the
security for connected vehicles.

Authors of [3] proposed an authentication protocols for
connected vehicles. This protocol uses the signature messages
for the authentication without needing a central authority.
The proposed protocol reduces the authentication time and
overhead. However, it will increase rapidly the size of the
revocation list in case of an attack since each vehicle uses
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multiple pseudonyms that need to be revoked all if the vehicle
is corrupted.

The work in [4] designed another authentication technique,
denoted Trust Based Authentication Technique (TBAT). TBAT
uses the trust degrees in order to select the more convenient
cluster-heads. All the messages are digitally signed and they
are encrypted by the sender using the cryptographic concept of
public-private keys. This technique reduces the authentication
time, but increases drastically the latency, in an open coopera-
tive world, where the messages need to be shared without any
encryption.

In [5], authors present an authentication scheme based on
signature that preserves the privacy. For this issue, authors
proposed to divide the network into different domains to fa-
cilitate the management of the certificates. They proposed also
the usage of a Hash Message Authentication Code (HMAC)
to replace the usage of the certificate revocation list, which is
known to be time consuming. Doing such, they reduce, in one
hand, the time to verify the message integrity, and in the other
hand the number of invalid messages. As a consequence, this
reduces authentication overhead and cost.

The authors of [6] suggested an authentication mechanism
using clustering in order to resolve the problem of usage

of cryptography in VANETSs since the frequently change in
the vehicles’ positions. It aims at creating stable clusters and
trustworthy in all the network. They propose also to detect
malicious vehicles and the cluster heads are selected among
the most trusted ones. The routing efficiency will be ensured
using the network stability and these trusted cluster heads. To
increase, even more, the security of the network, few vehicles
are selected to monitor their neighbouring ones. In this work
also, the signature and asymmetric cryptography is used. So,
the same drawbacks than the work in [4].

In the work [8], the authors have presented two proposals
using the cryptography in order to ensure the privacy. the first
one aims to fight against the eavesdropping using the zone-
encryption. They suggested to combine it with a scheme that
ensure the anonymous authentication to allow only the non
malicious vehicles to send messages. The main drawback of
this proposal is that it introduces an overhead of 224 bytes
for the cryptography within each message, which will limit
the bandwidth and increase the latency. The second proposal
is better adapted to the vehicular environment. It allows the
vehicles, them selves, to distribute the keys. This proposal
is using compact group signatures and allows to reduce the
security overhead in the bandwidth with a limited impact on
the cost of storage, while ensuring a high level of privacy.
However, the revocation process could be complex, when an
attack occurs since it does not guarantee the non-repudiation.

The authors of [9] propose a new authentication mechanism,
denoted Certificate less Aggregate scheme based Traceable
Ring Signature (CLA-TRS). This mechanism uses the ring
signature combined with bi-linear matching on elliptic curve.
Thus, it allows to ensure the privacy, while reducing the time
for signature verification.

In [10], authors designed an authentication message ap-
proach combining the identity-based signature with the ring
signature. The non efficiency of this approach is due to the
time consuming in message signing and their verification.

Finally, the authors of [11] also use the ring signature
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Fig. 3. Architecture of the proposed autoencoder-based process for unsuper-
vised inconsistency detection.

and bi-linear pairing. They also added the batch signature to
reduce the verification overhead. However, it is still not enough
sufficient in terms of single signature and verification.

All the proposed approaches try to reduce the security
fingerprint by proposing lightweight securing mechanisms.
However, any one of them propose to alternatively activate
and switch off the security mechanism to save the bandwidth.

Machine learning approaches have been intensively studied
in recent years. An effective anomaly detection concept is
required to represent the anomalous behavior of processes.
Several works have proposed LSTM methods for detecting
various types of anomalies. The authors of [14] used recurrent
variational AE to model breathing and Kullback divergence
to compare the output with the input, acting as an apnea
detector. This model detects sleep apnea using the amplitude
of a breathing signal and a threshold. Clustering is used in
[16] to choose a single layer of sparsely placed promiscuous
monitors. These monitors utilize statistical anomaly detection
to assess routing misbehavior.

III. OUR PROPOSAL

In our study, we suppose that a set of vehicles are driving
close to each other. This assumption is quite realistic and could
be enhanced for larger number of vehicles.

This set of vehicles will be considered as a cluster where all
members share the same list of neighbors. The dissemination
of this list is done through the beacon message (or the CAM
message). For this issue, we extended these messages with a
new field containing the list of all neighbors in the containers
as shown on the Fig. 2. A cluster is built dynamically, at
the beginning, each vehicle sends its own list of neighbors
and each neighbour updates its current list. These mechanisms
have been proposed in [15].

A. Cluster head management

When a cluster is already built, its cluster head is dynamic.
Indeed the cluster head changes after a fixed period of time
for all vehicles. In our example, this value is 10s. When a
vehicle becomes cluster head it requests to each neighbour its

certificate. This request is sent to all neighbours in the same
time. Since it is a cluster head, its request is supposed to reach
all cluster members.

Upon receiving this request, vehicles first check if the sender
is really the cluster head, then it checks its neighbor list.
Then each vehicle broadcasts its signed CAM with its own
neighbor list LNV to all vehicles. In this step, the vehicles
wait for a period of time Tw (A fixed threshold) to receive all
possible CAMs from their neighbors as depicted by Fig. 1.
Then, it checks that the condition that all members share
the same neighbors is satisfied. The main steps of the whole
authentication phase can be illustrated as follows:

« The CH requests for a certificate of each neighbour
using a standardized procedure defined in the ETSI CAM
standard.

o After receiving this request, vehicles send their CAMs
with their effective LNV.

o If the LNVs are the same on all vehicles, the CH resumes
its authentication step.

o Otherwise, all vehicles restart building their cluster.

B. Cluster dynamics

When the authentication setup from the cluster head has
been achieved, the communications between vehicles are done
using unsigned CAM messages. Indeed, the trust established
earlier allows to all cluster members to have confidence. In
order to guarantee a trusted environment between all neigh-
bours during the cluster lifetime, vehicles periodically predict
the behavior of each other. Here are the main steps of this
part:

« Vehicles start transmitting their CAMs without signature

or certificate.

« Vehicles predict the path of all other vehicles periodically.

C. Cluster update

As shown in Fig. 1, each cluster has a lifetime, at the end
of this period, all vehicles return to their initial state sending
signed CAMs, they start a new authentication process again.

If a cluster receives a signed CAM from a new vehicle
that has just joined the cluster, the vehicles immediately stop
forming a cluster and revert to the encrypted communication
based on signed CAMs. This starts directly without waiting
for the end of the cluster time period.

To do this, the first vehicle in the cluster that receives the
new vehicle message broadcasts a signed CAM to inform all
its neighbors that a new vehicle is within communication range
and is not a current cluster member. Then, all other cluster
members restart the authentication process with the updated
list of neighbors.

D. Trust management

The dynamics of a cluster is based on how trust is managed
by each vehicle regarding all other neighbours. The main idea
is that each vehicle will watch the behavior of each neighbour
by checking its received messages. The content of a message
is used to understand the behavior of a vehicle and mainly
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its trajectory. When a vehicle considers that the behavior of
a sender is sound, then it maintains its confidence regarding
the sender. It will continue accept unsigned messages from the
sender.

In order to measure the soundness of a vehicle behavior,
we propose to use a machine learning based mechanism which
continuously measures the variation of the neighbour behavior.
When this variation reaches an unacceptable level, then we
think that the sender may be compromised, so we request its
certificate to authenticate it.

This mechanism is detailed in the next section.

E. Unsupervised vehicle behavior prediction

For the purpose of detecting unsound CAMs in the trusted
clusters, we introduce a new mechanism based on deep learn-
ing method in order to detect lack of soundness automatically.
Auto-encoder is an unsupervised neural network that attempts
to learn the optimum encoding-decoding technique from data
[13]. This mechanism has the advantage to not require labeled
consistent data, which is another difficult challenge since
anomalous data are not always available. The auto-encoder
consists of two layers: an encoder neural network that com-
presses the data into the latent space, while the decoder neural
network decompresses the encoded representation into the
output layer [12]. The main idea of our unsound process is to
incorporate an LSTM auto-encoder to compute the difference
between the input data of CAMs and the expected data within a
time window. Fig. 3 shows our methodology which is detailed
below:

FE. Offline training phase

e We have first trained the LSTM auto-encoder model by
considering speed and heading as input data for training,
inputting the data as time series.

« Then we calculate the maximum mean absolute error loss
value on the training samples. This will be the threshold
for detecting unsoundness.

G. Implementation phase

e Each vehicle is provided with a model that will be
activated during the dynamic phase of the clusters.

H. Processing phase

« Periodically, each vehicle tests the incoming data from its
neighbors to detect if there is any inconsistency between
the CAMs using this model.

« Each vehicle calculates the mean absolute error loss value
on the testing samples.

o If the reconstruction loss for a sample exceeds this thresh-
old, vehicles will label these samples as inconsistent.

1. Re-authentication phase

o After detecting an inconsistency, the vehicle sends a
request certificate to the suspected vehicle.

o If there is no answer, the vehicles end the cluster and
start building a new one.
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Fig. 4. The size of the exchanged CAMs

IV. EVALUATION

In order to evaluate the performances of our proposal, we
have used the Artery environment [13]. It is an open-source
framework for the OMNET++ network simulator [14]. It is
plugged to Simulator of Urban Mobility (SUMO) [15], which
will be used to simulate the road traffic. Artery provides each
vehicle with the standard C-ITS protocol stack with its security
mechanisms. Artery also uses the IEEE 802.11 physical layer
implemented by the framework VEINS to exchange CAMs
over networks. We have launched our simulation in a portion
of the A4 motorway between Paris and Reims in France.
During an hour and a half of simulation time, we collected data
from vehicles on the Highway. We applied the first part of our
proposal to see the effectiveness of establishing trust between
vehicles on the channel communication overload. Then, we
took these CAMs data to train our LSTM auto-encoder. Fig. 4
shows the number of signed and unsigned CAMs exchanged
in our simulation. We notice that our architecture has reduced
the number of signed messages compared to the standard C-
ITS. The presence of unsigned CAMs here is significant; our
approach has replaced a major part of the signed CAMs with
small-sized unsigned CAMs. The size of the CAMs exchanged
throughout the simulation was then calculated. According
to the C-ITS standard, the signed CAM size is 300 bytes,
while the unsigned CAM size is 100 bytes. Fig. 5 show the
comparisons of the size of the CAMs exchanged during the
simulation of our proposal and the C-ITS architecture. In fact,
our proposal reduced the size to 34% of that of the normal
C-ITS protocol. This is due to the use of unsigned CAMs.

Fig. 6 show the lack of soundness detected by our LSTM
auto-encoder in the speed data of the CAMs. After the training
phase, we tested a sample of CAMs to detect if there is any
inconsistency between CAMs using this model. To do this, we
tested the data provided by the CAMs of one vehicle that are
collected for 200s in our simulation. The LSTM auto-encoder
detected a few cases of inconsistency which are represented
by the red point in the figure. This case of inconsistency is due
to the use of the mean absolute error loss value as a threshold.
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V. CONCLUSION

In this work, we proposed a solution to avoid the risk of
communication channel overload in C-ITS. Contrary to the
ETSI protocols, which define the security standards for C-ITS,
which consider an exhaustive strategy. Our approach exploits
the intelligent potential that arises when vehicles coordinate
as a group rather than as a pair of individuals to leverage
these standards in a selective protocol. We show that using
this strategy, it is possible to significantly reduce the number of
authentications required while ensuring security with real-time
consistency checking using deep learning detection. Vehicles
in our proposal have a model based on LSTM auto-encoder
in order to measure the soundness of a vehicle behavior. We
evaluated and compared our approach using several settings
with the C-ITS architecture. For this purpose, Our approach
effectively reduces network overhead. The results show that
the resource utilization of our approach is better optimized,
reducing the size of message exchanges between vehicles by
34%. Our approach is a robust solution that provides a high
level of security through a real-time Unsupervised Detection.
We intend to evaluate our proposal’s resistance to various types
of cyber attacks.
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