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AbstractÐCooperative Intelligent Transport Systems (C-ITS)
are very important in our daily lives. They ensure road safety
through the exchange of data between vehicles and road side
units (RSU). Due to the sensitivity of the exchanged data between
different entities, C-ITS systems are vulnerable to Cyber-attacks,
they require high protection. In order to guarantee the integrity
and the authentication of the exchanged messages, the European
Telecommunications Standards Institute (ETSI), has specified
specific procedures to manage certificates and signatures of all
sent messages. Each vehicle periodically sends signed CAMs.
Then, the integration of the signature and certificate in each
transmitted CAM has a considerable impact on the communi-
cation channel load and bandwidth. In this study, we propose a
new lightweight authentication mechanism which considers that
vehicles on road are composed of a set of clusters having different
sizes. The clusters are dynamic and change continuously. In
each cluster, we implement some procedures in order to reach a
trusted environment where vehicles communicate with unsigned
messages when they trust their neighbours. When the trust is
not guaranteed, vehicles switch to the standard communication
until trust recovery. In order to reach the trust, each vehicle
computes its own prediction of neighbours behavior. based on
trajectory, speed. The prediction is performed using an auto-
encoder running the LTSM algorithm. We have implemented
this mechanisms on the OMNET++ environment and we have
concluded that our mechanisms reduce the overhead generated
by the authentication algorithms around 34% of the size of
exchanged messages.

Index TermsÐClustering, Security, Privacy, Signature, Authen-
tication.

I. INTRODUCTION

In today’s world, the number of vehicles continues to

grow. There will be more than two billion vehicles on our

roads by 2050 [1], resulting in more accidents, traffic jams

and environmental pollution. According to the World Health

Organization (WHO), the total number of deaths due to road

accidents remains unacceptably high at about 1.24 million per

year [2]. Cooperative Intelligent Transportation Systems (C-

ITS) have the potential to address these issues, as they enable

real-time connections between vehicles and infrastructure to

alert the driver with the disruptive events. They also pro-

vide new services that improve driving through cooperation

between road infrastructure, drivers, and vehicles. However,

these services use messages to exchange road information (e.g.

traffic jams, accidents, etc.), which yields in a vulnerability to

various risks of cyber attacks. In order to protect the system, it

is very important to ensure the integrity of these information

and to authenticate the origin of the exchanged messages.

In Europe, a C-ITS protocol was introduced by the European

Telecommunications Standards Institute, under the name ETSI

ITS G5. This protocol defines the policies for managing

security certificates, the format and fields of the secure CAMs

(Cooperative Awareness Messages), as well as the signature

and encryption algorithms. According to the ETSI standard,

each vehicle must sign its CAMs using these certificates. How-

ever, the integration of the signature and the certificate in each

sent CAM represents a high impact on the communication

channel load and bandwidth.

In this paper, we propose a new lightweight concept for

security in C-ITS that aims to reduce the size of the bandwidth

consumed by the signatures and the certificates of the CAMs

exchanged between vehicles. This is advantageous because it

avoids the risk of overloading the communication channel,

reduces CAM latency and enhances the security overload. For

this issue, we use the concept of clustering to establish trust

between neighbors, which allows the vehicles to send unsigned

CAMs. We have implemented our architecture on the Artery

framework, using the OMNET++ network simulator and the

SUMO road traffic simulator, in order to demonstrate the

efficiency of our proposal. The paper is structured as follows.

Section 2 introduces the related works. Section 3 describes the

proposed architecture within this study. Section 4 outlines the

simulation tests, which includes the simulation settings and

the result analysis, before concluding this work in Section 5.

II. RELATED WORK

This section presents some important works about the

security for connected vehicles.

Authors of [3] proposed an authentication protocols for

connected vehicles. This protocol uses the signature messages

for the authentication without needing a central authority.

The proposed protocol reduces the authentication time and

overhead. However, it will increase rapidly the size of the

revocation list in case of an attack since each vehicle uses

2023 IEEE International Conference on Communications (ICC): Mobile and Wireless Networks Symposium

978-1-5386-7462-8/23/$31.00 ©2023 IEEE 329

IC
C 

20
23

 - 
IE

EE
 In

te
rn

at
io

na
l C

on
fe

re
nc

e 
on

 C
om

m
un

ic
at

io
ns

 |
 9

78
-1

-5
38

6-
74

62
-8

/2
3/

$3
1.

00
 ©

20
23

 IE
EE

 |
 D

O
I: 

10
.1

10
9/

IC
C4

50
41

.2
02

3.
10

27
98

12

Authorized licensed use limited to: Auburn University. Downloaded on November 05,2023 at 06:49:55 UTC from IEEE Xplore.  Restrictions apply. 










