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ABSTRACT

We examine the risk to lost, stolen, or unattended smartphones due
to attempts to guess the device’s unlock PIN, the most widespread
authentication scheme for smartphones. We find novice attacks
by those lacking forensic tools or training to be common, with
over one-third of survey participants (n = 210) admitting trying
to unlock someone’s smartphone without their knowledge in the
past year. We further find these novice attacks to be surprisingly
effective against PINs, with participants guessing roughly the PIN
of 1 in 8 strangers. Our study also produces the first attacking PIN
dataset, to our knowledge, obtained from participants guessing
PINs of other participants. We additionally investigate participants’
mental models for how and when PIN-guessing may be attempted,
finding that most participants expect insiders (friends, family, part-
ners) to be those most likely to attempt to access their smartphone,
underestimating risks from strangers due to loss, theft or recycling
of their devices.

ACM Reference Format:

Daniel V. Bailey, Collins W. Munyendo, Hunter A. Dyer, Miles Grant, Philipp
Markert, and Adam J. Aviv. 2023. “Someone Definitely Used 0000”: Strate-
gies, Performance, and User Perception of Novice Smartphone-Unlock PIN-
Guessers . In The 2023 European Symposium on Usable Security (EuroUSEC
2023), October 16-17, 2023, Copenhagen, Denmark. ACM, New York, NY, USA,
17 pages. https://doi.org/10.1145/3617072.3617113

1 INTRODUCTION

Smartphones are extremely pervasive and store a great deal of
sensitive and personal information [22] that must be protected.
Unfortunately, their ubiquity means that these devices might be
misplaced, left unattended or stolen, potentially falling into the
hands of a stranger who might have the opportunity to guess the
device’s unlock PIN, password, or pattern. Even without the ben-
efit of sophisticated forensic tools and training, how successful
might these novice guessing attackers be? Even though these situa-
tions are commonplace, to our knowledge, no study has specifically
investigated how effective novice attackers are in practice.
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Prior work notes that PINs are the most widely used mechanism
to secure access to smartphones, with about 60% of participants
using PINs [30] to unlock their devices. Previous studies [30] have
also shown that many human-chosen 4-digit PINs can easily be
guessed by adversaries in just a few attempts, and that upgrades to 6-
digit PINs, unfortunately, do not meaningfully improve security [30,
36]. At the same time, previous studies [14, 30, 36, 53] assume well-
trained attackers with sophisticated tools, who represent only a
small fraction of the population and might not model the capabilities
of most people who encounter the locked smartphone of another
on any given day. Additionally, millions of smartphones are lost or
stolen each year in the U.S. [21] alone. By purchasing 228 second-
hand phones from police auctions in the US, Roberts et al. [43]
found that 21.5% of the phones were not locked at all with a PIN
or pattern, while another 4.8% used top-40 most common PINs
and patterns which the authors were able to easily guess and gain
access to a lot of sensitive and personal information on the devices
without using any forensics. This makes it important to explore
how low-resourced attackers without any forensic expertise might
perform when guessing unlock PINs.

Motivated by this under-explored threat model, we seek to ad-
dress the following three research questions:

(1) How do participants select PINs when primed to guess the
PINs of other participants?

(2) How well do novice attackers perform compared to the data-
driven guessers used previously?

(3) What PIN-based smartphone-unlock scenarios are partici-
pants most concerned about?

To answer these research questions, we developed a simulated-
attack methodology inspired by Uellenbeck et al. [50] who incen-
tivized participants to guess Android unlock patterns chosen by
others. We study PINs using an online survey: participants (n = 210)
first select a “secret” PIN they would use to protect their smartphone.
Thereafter, participants entered five guesses for PINs selected by
others in the study, receiving a bonus payment if they succeeded in
guessing any other participant’s PIN. Each participant was assigned
to one of two treatments, corresponding to 4- or 6-digit PIN selec-
tion and guessing. Each treatment had a total of 105 participants.

Even without hints or forensic tools, our novice attackers show
remarkable success. For example, a novice attacker willing to enter
the same five 4-digit guesses on 8 phones would expect to unlock at
least one of them; a total of fourteen 4-digit PINs and seven 6-digit
PINs were guessed. While prior work analyzing informed, data-
driven attackers [30, 36, 55], found little to no benefit for 6-digit
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over 4-digit PINs, our novices guessed fewer of 6-digit compared
to 4-digit PINs. Note, we refer to attackers previously used by
researchers [30, 36, 55] as data-driven as these approaches leverage
large and well-optimized PIN datasets previously collected when
guessing PINs.

We further compared our new offensive PIN dataset collected
from novices to PINs collected by Markert et al [30] in previous
work. In the aggregate, novices’ PIN guessing performance is simi-
lar to the data-driven approaches used previously by researchers.
Our work therefore provides experimental evidence supporting the
guessing models in the literature. Specifically, when making up to 30
guesses, a novice attacker performs slightly better than data-driven
attackers, guessing 8.1% of the 4-digit PINs collected by Markert
et al., comparable to the 7.6% guessed by a data-driven attacker.
Similarly, a novice guesser succeeds at guessing 9.6% of 6-digit PINs
collected by Markert et al. after 30 guesses, again slightly more
than 8.7% guessed by a data-driven attacker. Our results show that
data-driven attackers indeed model real-world threats, and support
the guessing approaches leveraged in previous studies [30, 36, 53].

Participants additionally explained their expectations around
PIN security and guessing, and 45% of participants changed their
smartphone PIN to keep someone out. Very few (7%) of our partic-
ipants mentioned concerns about strangers or thieves, focusing
instead on close social relations and perhaps underestimating the
threat of the lost/stolen device scenario. About one-third (34%)
of participants overall thought their PIN would be guessed in the
study. For those whose PIN was guessed, once again one-third (33%)
thought it would be, suggesting participants’ perception of the risk
of PIN guessing is not related to their PIN choice.

In summary, a lost, stolen, or unattended smartphone represents
a target of opportunity. In this paper, we ask “how effective is a
PIN in protecting a lost, stolen, or unattended smartphone?” This
real-world scenario represents an opportunity for potential attacks
by the general public who lack any specialized forensic training or
tools, but still can try a few guesses. We conducted a user study
exploring how novices guess PINs, yielding a unique new dataset
of their guesses. We find that even novice attackers without any
knowledge about the victim have surprising capacity to guess PINs.
We additionally find that a third of participants had recently tried
to gain unauthorized access and that even more had changed their
PIN to keep people out. We offer recommendations for design in-
terventions as well as user education to nudge users towards more
secure PIN choices.

2 RELATED WORK

Security of Mobile Authentication. Prior work has analyzed the se-
curity of numerous knowledge-based authentication schemes used
on mobile devices, for example, alpha-numeric passwords [34, 46],
LG Knock Codes [45], and Android unlock patterns [5, 6, 9, 28, 35,
50]. While these studies [14, 30, 36, 53] consider optimized, data-
driven attackers in the form of perfect knowledge and simulated at-
tackers, our work focuses on the more commonplace PIN-guessing
attacks by novices such as friends as these attackers have the most
opportunities to access locked devices.

In their study of PINs, Bonneau et al. [14] focused their analysis
on human-chosen 4-digit PINs which are predominant for mobile
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devices but are also used in the banking sector for payment cards.
Wang et al. [53], Markert et al. [30], and Munyendo et al. [36] on
the other hand, also included 6-digit PINs which are predominant
in Asia and the default on Apple devices since the roll out of iOS 9
in 2015 [8, 20]. Their analyses show that the security of 4- and 6-
digit PINs is comparable and in certain cases, 4-digit PINs are more
secure. This is particularly the case for an online attacker limited in
the number of guesses they can make, with general knowledge of
the distribution of PINs, but no targeted knowledge about the victim.
Munyendo et al. particularly highlight the limited security benefits
of upgrading from 4- to 6-digit PINs. The study also notes that
security-oriented messaging can lead to more secure PIN choices.
In addition to these untargeted attacks, there are also scenarios
where the attacker has information about the victim, for example
if their birthday is known [14, 55]. In other cases, the attacker
obtains information through shoulder surfing [10, 12, 18, 19, 52, 56],
smudges on the screen [11, 16], or thermal sensors [1]. For instance,
Zarandy et al. [57] showed that voice assistants can be used to
extract the PIN by collecting acoustic signals of the user typing.
The study with methodology most closely related to our work
is the one by Uellenbeck et al. [50] that studied Android unlock
patterns. In their in-person lab experiment, Uellenbeck et al. had
participants create a “defensive” Android unlock pattern and then
provided them with five attempts, or “offensive” patterns, to guess
the defensive choices of other participants. Participants who either
guessed a defensive pattern or selected a pattern that was not
guessed within 20 minutes were rewarded with candy. Our method
of PIN selection and guessing bears some similarities. In our case,
we focus on PINs, and similarly offer an incentive (cash bonus)
for those who successfully guess the “secret” PIN of any other
participant. While the results and analyses of Uellenbeck et al.
focus on Android patterns and propose interventions for better
pattern selection, our analysis focuses on how participants choose,
guess, and expect others to guess their unlock PINs, both 4- and 6-
digit. We additionally highlight the threat models that participants
are most worried about when it comes to access to their devices,
notably friends and family, as opposed to thieves or strangers.

Smartphone Threat Models. While analyzing the distribution of
PINs shows to what degree a PIN is guessable, it does not explain
why users choose PINs this way. The fact that users are aware
of their insecure behavior when asked about it was shown in a
study by Harbach et al. [24] where most participants reported that
unwanted access to their smartphone would have been possible.
Similarly, Mahfouz et al. [29] observed an average auto-lock timeout
of 65 s in their study, enabling an attacker to access a smartphone
if the owner leaves it unattended and does not lock it manually. To
mitigate such risks, Kraus et al. [27] recommended offering simple
mechanisms which are secure by default. This could also prevent
potential social pressure. Matthews et al. [33] presented a taxonomy
of device-sharing scenarios while Alabayram et al. [3] highlighted
risk awareness as a driving aspect for insecure behavior rather than
inconvenience, suggesting the need to effectively communicate
risks. A follow-up study with users in Saudi Arabia by Al Qahtani
et al. [2] confirmed these results. Another study by Bailey et al. [13]
showed that users of Signal with increased comprehension of the
PINSs’ purpose selected more diverse PINs.
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While in the present work we focus on the risk of successful
guessing and users’ mental models of the threats, Roberts et al. [43]
showed the sheer amount of sensitive data that can be found on
lost, stolen, or seized phones that are auctioned off to the public by
police in the United States. Similar to our threat model, Roberts et
al. conducted a guessing attack, successfully unlocking 4.8% of the
devices they purchased from the auctions due to usage of common
PINs and patterns on these devices. The distribution of lock schemes
including type (PIN, password, something else) and PIN length are
not reported and the origin of their list of PIN guesses is unclear,
making exact comparisons difficult. Nevertheless, this work shows
that this is an important threat model that warrants exploration.

Shi et al. [47] presented a two-fold threat model for mobile au-
thentication based on an informed and uninformed stranger. Mus-
lukhov et al. [37] extended Shi et al’s model with capabilities such
as physical access and shoulder surfing. They conducted a survey
of threats perceived by smartphone users and find that participants
were equally concerned about strangers and “insider” threat actors
such as friends. Moreover, 12 % of the participants in their study
had experienced someone accessing sensitive data without their
permission; 9 % admitted doing so themselves.

Marques et al. [32] quantified the prevalence of snooping in a
survey designed to minimize social-desirability bias. The survey
defined snooping as “looking through someone’s phone without
their permission,” finding 31% of participants had done so in the pre-
vious year. We adopt this mild phrasing in our survey instrument
to characterize what may be seen as anti-social behavior, finding
that 37% of participants had tried to access someone’s device in the
previous year. In subsequent work, Marques et al. [31] explicitly
recruited participants who have past experience with unauthorized
access. They found that distilling stories of unauthorized access into
identifying the familiar who, what, and why categories led to inter-
esting insights. Participants felt that making themselves vulnerable
to unauthorized access was necessary to sustain relationships with
friends, partners, co-workers, and others.

3 METHOD
3.1 Attacker Model

This work focuses on a novice throttled attacker relevant to
Google’s Android and Apple’s iOS, where rate-limiting mechanisms
are in place to slow or stop an attacker from trying every possible
PIN. We refer to “secret” PINs chosen by device owners to defend
against attacks and “guesses” or “guessing PINs” chosen by an at-
tacker on offense. Our simulation considers the attacker successful
if any of their five guesses matches the secret PIN of any other
participant. We consider the results of each guesser entering the
same guesses on 104 different devices. Given the lifetime of unlock
PINs, we assume each PIN will face many instances of unattended
attack opportunities. We make the following assumptions:

(1) The attacker is performing an online or Ul-bound attack,
limited in the number of guesses. Based on the throttling
implemented on iOS 15, the phone locks after six incorrect
guesses, so an attacker can make five guesses without locking
the phone. Similarly on Android, after five guesses, the phone
locks for 30 seconds [7].
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(2) The attacker knows the secret PIN length, i.e., whether to
guess a 4- or 6-digit PIN. This is the case for Apple devices
where the GUI of the lock screen indicates the PIN length.

(3) The attacker is untargeted and novice, i.e., has no personal
information about the victim whatsoever and uses their intu-
ition to guess PINs others may have chosen. As described in
Section 2, it has been shown that an attacker who has knowl-
edge about the victim, by knowing their birthday for exam-
ple, can use this knowledge to increase their success rate.
Our guessability results, therefore, provide a lower bound
on an attacker’s capability.

3.2

Here, we outline the survey structure. Please refer to Appendix A
for a detailed description of the survey instrument including the
full wording of all questions.

To allow comparison with previous work, we use the same lan-
guage and similar ordering of prompts and tasks, the same general
appearance and functionality of the PIN pad, and survey questions
from previous studies. For example, the practice, task description,
and creation prompts match those from Markert et al. [30] for the
selection of secret PINs. The overall aim of this approach is to
minimize additional bias that might be introduced due to question
presentation, phrasing, or a different PIN pad. All participants were
required to complete the study using a smartphone: their user-agent
string was recorded to ensure a smartphone was used.

Further, we assigned participants to one of two PIN treatments
(4-digits or 6-digits). The study itself was identical for both groups,
differing only when creating, recalling, or guessing a PIN, with the
PIN-pad layout requesting a 4- or 6-digit PIN. After assignment to
their treatment, each participant completed the following:

(1) Informed Consent: On the landing page, participants were
shown the consent form where we described the purpose
and duration of the study as well as any anticipated risks.
We also informed participants that they can withdraw from
the study at any time without penalty.

Agenda: This page described the overall layout of the study
including the three main tasks of the study: (1) creating
a PIN, (2) making five attempts to guess the PIN of other
participants, and (3) completing a short survey.

Practice: To ensure all participants were familiar with the PIN
interface, we asked them to practice entering a PIN. The PIN
length was set to 4- or 6-digit, depending on the treatment.
Task Description: Participants were told the context for PIN
creation, namely, to unlock their smartphone; and that the
PIN should be remembered for the duration of the study
without writing it down.

Creation: On the page shown in Figure 5, participants created
their secret PIN, and confirmed it to ensure against accidental
mistyping. The layout of this page changed according to the
assigned PIN length.

Creation Strategy & Perception: Afterward, we asked par-
ticipants about their creation strategy (Q1) and how they
perceived it in terms of security, ease of entry, and memora-
bility (Q2-Q4), following Markert et al [30]. Moreover, we
asked participants if they reused one of their own PINs (Q6)

Survey Structure
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and if so, the context for this (Q7), following Khan et al.
and Casimiro et al [15, 26]. In between these questions, we
included an attention check (Q5).

Task Description: Followed by the questions about their own
secret PIN, we framed the guessing task as shown in Figure 6.
We highlighted that the five guesses must be unique, that
more than 100 participants would take the study, and any
number of correct guesses would earn the bonus payment
of $0.50.

Guessing: As participants were now informed about the
guessing task, they made their five guesses on the page
shown in Figure 7. If participants provided the same PIN
twice, we notified them that the guesses must be unique.
Note, participants only guessed PINs of their assigned PIN
length.

Guessing Strategy and Threat Model: After the guessing pro-
cedure, we showed the participants their 5 guesses and
asked them about their overall strategy when making these
guesses (Q8). Afterward, we asked participants about a sce-
nario in which others may try to access their smartphone,
including their reasons, and the strategies employed (Q9). We
also asked participants if they considered this scenario when
creating their secret PIN or making their guesses (Q12 and
Q13). With the next five questions (Q14 — Q18), we intended
to learn about participants’ perception and experience of
someone accessing their smartphone.

Recall: We now asked participants to recall their secret PIN.
If they could not recall their PIN within three attempts, they
advanced to the next step and were compensated normally
and their data included in the evaluation.

Guessing Success: We asked participants if and why they
thought their secret PIN would be guessed as well as if and
why they thought they guessed someone’s PIN.
Demographics: Questions D1 to D8 asked the age, gender,
education and IT background of participants as well as their
smartphone usage. To prevent interference of the partici-
pants’ demographic background with the results, we asked
these questions at the end, following survey best practices
recommended by Redmiles et al [41].

Honesty: We concluded the study by asking participants if
they participated honestly. We highlighted that they would
not be penalized in any sense if they indicated dishonesty.
This approach has been taken with the prior work in this
area in order to increase the quality of the data collected [13,
30, 36].
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3.3 Recruitment and Demographics

We ran pilots in our labs to ensure the clarity of the questions and
correctness of the data collection process. As a result, we made
slight edits to the wording of some questions, leaving intact the
“look and feel” of the PIN pads used in prior work. No data from
the pilot studies was incorporated into the final results. For the
main study, we recruited 226 participants through Prolific, restrict-
ing participation to those residing in the U.S. After excluding 16
participants who indicated dishonesty, we ended up with n = 210
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participants, 105 for each PIN length. Participants were compen-
sated $3.50 for completing the study, taking on average 13 minutes.
In total, 179 participants correctly guessed at least one PIN and
were compensated a $0.50 bonus payment for a total compensation
of $4.00.

Table 2 depicts the demographics of our participants. The ma-
jority of participants were women (112; 53%) compared to men (90;
43%) or non-binary (8; 4%). As expected when using a crowdsourc-
ing platform [39], participants tended to be younger, 73% below
the age of 35, and more educated (59% had a Bachelor’s degree or
higher). The majority (143; 68%) reported that they did not have a
technical background.

3.4 Ethical Considerations

To limit any negative implications resulting from our study and
the data we collect through it, we took several steps. Foremost, our
study and its design were approved by our Institutional Review
Board (IRB). Further, we informed participants about the purpose of
our study and required their consent to proceed. During the study,
participants could opt out at any time without any consequences.

Regarding the data, it may have happened that participants se-
lected their actual PIN during the study. We also asked participants
in Q6 whether the secret PIN they selected is a PIN they actually use
and a total of 58 participants (27%) affirmed. Although this supports
the ecological validity of our data, it imposes the risk of harming
the user. To mitigate this risk, we used the Prolific ID as the only
identifier in our study and analyzed the PIN data separately from it.
For Q9, we asked participants to describe a situation where some-
one might access their phone and if relevant include information
about their relationship to this person. As this might pose a risk of
participants including Personally Identifiable Information (PII), we
explicitly told them not to include PIL

3.5 Qualitative Analysis

Each of our study questions that involved open-ended answers was
reviewed by two independent coders in the following manner: A
primary coder created a codebook and coded all responses. A sec-
ondary coder then used the codebook to code all responses. Cohen’s
k was calculated for all questions, ranging from 0.825 to 0.926, indi-
cating that coding was reliable. To reach consensus, we observed
that some disagreements were lapses in code assignment by re-
searchers; others were resolved by disambiguating and combining
some code descriptions.

3.6 Limitations

Our study has several limitations. Foremost, as this was an online
study, we could not fully ensure that participants followed our in-
structions completely. To mitigate this, we included open-ended
text based responses as well as an attention-check questions. Ad-
ditionally, participants could indicate if they did not participate
honestly at the end of the study, without fearing any negative con-
sequences. Through these questions, we identified 16 participants
whose answers were excluded from the final analysis. As is typ-
ical for studies using Prolific or other crowdsourcing platforms,
participants were younger and more educated. While the survey
is not U.S. census-representative, Redmiles et al. [42] showed that
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crowdsourced samples used by researchers are generally an ef-
fective proxy for conditions in the real world, especially for U.S.
participants aged 18-49 with at least some college education. While
we believe that our results reflect common user attitudes, additional
work is required to determine how well these results generalize,
especially for more-diverse user populations. For example, it has
been shown that populations from other locales such as China se-
lect PINs with different distributions [53]. Our study focused on
participants from the U.S. only, and additional work is required to
study PIN guessing in other countries and cultures.

Similar to Uellenbeck et al’s [50] study design, participants in
our study knew from the agenda text seen in Appendix A that other
users would attempt to guess their PIN—possibly yielding more
secure choices. Participants also knew they would have to use and
remember the PIN only for the short duration of the study, which
may also have encouraged the use of more secure PINs. On the
other hand, previous studies that have used a similar method col-
lected generalizable authentication data [30, 51]. Moreover, unlike
in Uellenbeck et al’s study, we highlighted the bonus payment for
correctly guessing other participants’ PINs for the first time after
participants had already created their secret PIN.

Some of our survey questions asked about behaviors that may not
be seen as socially desirable. For example, participants were asked
if they had ever tried to access someone else’s smartphone without
their knowledge and if they had ever changed their PIN to prevent
someone from accessing their smartphone. In both situations, a
participant could be seen as admitting undesirable behavior: in the
first case by exceeding granted permissions, or in the second case by
the need to perhaps conceal something. Our study cannot determine
if participants were untruthful, except to note that responses to
both these questions were roughly the same, and were somewhat
consistent with previous studies.

4 RESULTS

4.1 ROQ1: PIN Characteristics

PIN Features. The features of secret and guessing PINs can be
categorized into four groups: date, repeat, sequential, and pattern.
Table 3 in Appendix C provides a detailed breakdown for each
category. Note, some PINs such as 101 can match multiple patterns,
including date and repeat. Overall, date is the most popular pattern
for secret and guessing PINs for both 4- and 6-digit PINs, as seen also
in prior work [14, 30, 36]. Dates throughout this section correspond
to four different types of sequences, including yyyy for “recent
year,” defined as sequences 1940-2028, similar to the definition
used by Wang et al [53]. Examining the 4-digit PINs shows that
11% of the secret PINs and 5% of the 4-digit guesses represent a
recent year. Four-digit PINs of the format mmyy (beginning with
digits 01-12) account for 26% of the secret PINs compared to 33% of
the guesses. The format mmdd, which is particularly popular among
the survey US population (cf. Section 3.3), accounts for 20% and 12%
of secret and guessing PINs respectively for 4-digit PINs. Notably
less PINs follow the format ddmm, 9% and 10%, respectively. For the
6-digit PINs, we similarly observe that the secret PINs and guesses
follow the same patterns, with 37% of both secret and guessing PINs
following the format mmyyyy. PINs in the format mmddyy account for
30% of secret PINs, but only for 16% of guessing PINs. Third, yymmdd
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Table 1: Responses to Q6: Was the secret PIN that you entered
a PIN that you use on your smartphone or other personal
devices?

4-digit 6-digit | Total
No. % No. % [No. %
Yes| 34 32 24 23| 58 28
No| 68 65 73 70 | 141 67

DonotusePIN| 3 3 6 6 9 4
Unsure| 0 0 2 2 2 1

accounts for 16% and 11% of secret and guessing PINs respectively.
These results align with prior work [14, 30, 36] which found that
dates represent a sizable portion of 4- and 6-digit PINs.

The most popular sequential feature across secret PINs is an
ascending order, e.g., 1234 for the case of 4-digit PINs. However,
it only accounts for 2% of the total 4-digit secret PINs. For both
PIN lengths, only about 5% of all secret PINs follow this pattern,
despite its popularity among the guesses. Our results further reveal
that one in three 6-digit guesses depicts a rectangular walk on the
PIN pad, e.g., 139713, despite only 5% of the secret 6-digit PINs
following this pattern. Guesses reflect the features imagined to be
popular, which diverge from the actual secret PINs the participants
selected.

Selection Strategies. When asked about the strategies used to
create their secret 4- or 6-digit PINs, participants in both treatments
often mentioned a date (n = 33; 31% for 4-digit and n = 29; 28% for
6-digit). This finding is in line with results from our PIN analysis
as well as prior work [14, 30, 36]. However, the incidence of date-
related responses was somewhat higher in the 4-digit PIN treatment
compared to the 6-digit PIN treatment.

The second most frequent strategy in both treatments was mem-
orable, i.e. choosing a PIN that is easy to remember (n = 14; 13%
for 4-digit and n = 19; 18% for 6-digit), also in line with prior
work [30, 36]. For instance, P3 mentioned that “it was just three 2
digit numbers i [sic] knew I'd remember.

Selecting a PIN based on something that had a meaning to partici-
pants was the next most common strategy. This was more prevalent
for 6-digit PIN participants compared to 4-digit PIN participants
(n = 8; 8% for 4-digit and n = 14; 13% for 6-digit). For example, P40
mentioned “using numbers that hold personal meaning to me but
don’t have to do with birthdays or anniversaries.”

Participants in both treatments also indicated using a pattern for
various reasons, including convenience. As an example of a pattern,
P104 stated: “The shape or movement of my thumbnail, I drew a
rocket ship with the numbers so I could use muscle memory to sign
in and not worry as much about the numbers”

The use of random numbers and reuse of PINs were also fre-
quently mentioned by participants, as well as creating a PIN that is
simple. Other less frequently cited strategies included using subsets
of phone numbers, ZIP codes and words.

PIN Reuse. Reusing credentials remains a challenge in online
safety; therefore, we asked participants if they reuse their 4- or
6-digit PIN on any other accounts. Across both treatments, more
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than half indicated they do not reuse their PINs. However, reuse
was more prevalent for 4-digit PINs at 32% compared to only 23% of
6-digit PINs, as shown in Table 1. While this may suggest a possible
benefit of 6-digit PINs, 4-digit PINs are more commonly used and
are thus more likely to be reused. Additional work is needed to
explore this.

Security and Usability Perceptions. When asked about the secu-
rity perception of their chosen secret PIN, 83% of participants in
both 4- and 6-digit PIN treatments felt their secret PIN was “secure”
or “somewhat secure”” In reality, 90% of PINs were unguessed, so
participants were roughly correct in our threat model. For memo-
rability, however, 97% of participants in the 4-digit PIN treatment
perceived their PIN to be “memorable” or “somewhat memorable”
compared to 90% in the 6-digit PIN treatment. Overall, while partic-
ipants perceive both their 4- and 6-digit PINs to be secure, they find
4-digit PINs to be slightly more usable compared to 6-digit PINs.
Given the unclear security benefits of longer PIN lengths, system
designers should carefully consider the additional usability burdens
of 6-digit PINs as well as their limited security improvement over
4-digit PINs before increasing PIN lengths.

Guessing Strategies. In contrast to the selection strategies for
secret PINs, which have a large dependency on PIN length, guessing
strategies for 4-digit and 6-digit PINs were mostly similar. While
most participants selected their secret PINs using dates to make
them memorable, they often went for simple PINs when guessing
other participants’ PINs (n = 39; 37% for 4-digit and n = 34; 32% for
6-digit). Rather than speculate on what dates or what sequences
might be memorable to other users, most participants focused on
simple PINs—even though participants themselves most often used
dates to select their secret PINs. For instance, P2 noted: “I knew ii
[sic] wouldn’t be able to guess ones that were chosen because they
were meaningful for some reason so I picked ones that are easy to

type”

4.2 RQ2: Novice Attackers

In this section, we compare our new dataset with the data-driven
guessers that have mostly been used in previous studies [30, 36, 53].
To our knowledge this is the first dataset of its kind in the literature.

Datasets. In Section 4.1, we analyzed the features of these PINs
in our dataset and how they are selected. Now, we utilize them to
study the guessing resistance of PINs in our threat model. Following
the way participants were primed and their assigned PIN length
(see Section 3), we refer to the datasets as Secret-4, Secret-6, Guess-4,
and Guess-6.

Since PINs are usually stored and validated on individual devices
instead of web servers, no large-scale leaks of PINs have yet ap-
peared. Therefore, previous studies have relied on a bricolage of
datasets that were collected outside the bounds of a controlled ex-
periment, that we will call data-driven approaches. Our controlled
experiment was motivated in part to evaluate the earlier datasets
against our new experimental evidence. Probably the largest, al-
though not collected within the bounds of a controlled experiment,
is composed of 204 508 4-digit PINs. These PINs were gathered by
the iOS application “Big Brother Camera Security” from Daniel
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Figure 1: Individual guessing performance of participants’
guesses as well as the simulated guessing performance
of other datasets (Rock-4, Amit-4, Rock-6) when guessing
Markert-4 and Markert-6.

Amitay [4]; we refer to this dataset as Amit-4. Since Amitay col-
lected only 4-digit PINs, a similarly-sized 6-digit dataset is not
available. Other datasets have been derived from leaked alphanu-
meric passwords. For instance, 4- and 6-digit subsequences were
extracted from the RockYou password leak by Bonneau et al. [14]
and Wang et al [53]. We refer to these datasets as Rock-4 and Rock-
6. Two datasets have also been collected within the bounds of a
controlled experiment; Markert et al. collected both 4- and 6-digit
PINs from participants primed to choose secret PINs [30] which we
call Markert-4 and Markert-6, respectively.

Individual Performance. We now examine participants’ individ-
ual guessing performance, i.e., the smartphone-unlock guessing
threat posed by novice everyday attackers. We focus on their per-
formance in successfully guessing the secret PINs collected as part
of this study but also datasets used in prior work. We additionally
highlight trends that emerged from the guessability analysis for
both 4- and 6-digit PINs.

The 1050 guesses we collect (525 for each PIN length) comprise
a total of 415 distinct PINs. In the 4-digit case, we observed 177
different PINs (1.77% of all possible PINs), and 238 different 6-digit
PINs (0.0238% of all possible PINs). Of these 415 PINs, 91% (378)
were guesses of three or fewer participants, and only eight (2%)
were guesses of more than 20 participants. Interestingly, these eight
very popular guesses split evenly between the two lengths and
follow similar patterns: the 4-digit PINs were 0000, 1111, 1234, and
2580, the 6-digit PINs were 000000, 111111, 123456, and 987654.

In terms of the guessing resilience of participants’ secret PINs,
the PINs of 21 participants (10%) were guessed (amounting to 16
unique PINs). Fourteen (13%) of these were 4-digit, 7 (7%) a 6-digit
PIN. Regarding the variety of the selections, the 21 participants
selected 16 different secret PINs, 10 of them being 4-digit PINs
(0000, 1234, 1478, 1990, 1995, 1997, 2000, 2468, 2580, 6666) and
six 6-digit PINs (121212, 123456, 134679, 135790, 159753, 654321).
From the guessers’ perspective, 179 participants (85%) guessed at
least one secret PIN: (95; 91%) in the 4-digit and (84; 80%) in the
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6-digit treatment. In prior work [30, 36, 53], the insecurity of 6-digit
PINs arose from a stark selection bias, particularly with 123456
tending to be overwhelmingly popular. Among the Secret-6 PINs,
we did not observe this shift. The reasons for this shift are unclear;
while our study carefully reproduced the “look and feel” of prompts
used in prior work, our priming of users may have caused more
secure PIN choices.

The violin plots in Figure 1 show the range of individuals’ PIN-
guessing performance on a guess-by-guess basis when guessing
the Markert-4 and Markert-6 dataset. For example, after one guess,
the median, shown as a vertical line, for both 4- and 6-digit is equal
to the maximum proportion guessed: 2% for 4-digit and 4% for
6-digit PINs. The median gains in individual performance after
the first guess are marginal for both 4- and 6- digit PINs. The
highest increase happens after the third guess for 6-digit PINs and
the fourth guess for 4-digit PINs. For 4-digit PINs, the proportion
guessed increases from 4% (3 guesses) to 5% (4 guesses), for 6-digit,
from 5% (2 guesses) to 8% (3 guesses). Overall, novice guessers
perform better at guessing 6-digit than 4-digit PINs in Markert
et al’s dataset, similar to previous findings about the success rate
of data-driven attacks against 4- and 6-digit PINs chosen without
explicit security focus [30, 53].

Combined Performance. To assess the performance of partici-
pants’ guesses in aggregate, we combined all guesses to carry out
a simulated attack against different 4- and 6-digit PIN datasets,
following the approach in the previous work of Markert et al., Mun-
yendo et al. [30, 36], and others. These prior works used leaked
data to model attacker behavior. Our work gathers the first dataset
of its kind: experimental data from participants primed to play the
part of a guessing attacker. In this section, we will compare the
guessing performance of our experimental-data model with the
leaked data used in the prior work. This aggregated novice attacker
is created based on the guessing order we derive from merging the
five guesses of all participants into a single dataset. If two or more
PINs share the same frequency in this dataset, we first try to rank
them based on the order in which the participants guessed them.
For example, if two PINs both occurred once but one of them was
the third guess and other the fifth, we guess the third guess first
because it had a higher “priority” for the participant.

An alternative approach sometimes seen in the guessing liter-
ature is to use the guesses from a study as a training set for a
Probabilistic Context-Free Grammar (PCFG)- or Markov-based ap-
proach, following Wang et al. [54] that would generate many more
guesses and therefore reach a strength estimation for the remaining
(unguessed) PINs. A PCFG approach can be helpful when guessing
variable-length passwords that follow a system, i.e., a generative
structure like name followed by date. According to our participants,
less than 5% used a system. But the contribution of our work is
precisely to understand the actual guesses for 4- and 6-digit PINs di-
rectly observed in our study. Moreover, we aim for novice guessers
who are strictly limited to a small handful of guess attempts. De-
veloping a guessing order for the remaining unguessed PINs only
applies to unthrottled attackers who could make hundreds or thou-
sands of guesses. As this attacker could merely try all possible
4-digit or 6-digit PINs, they are outside our threat model.
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Figure 2a shows the performance of participants’ 4-digit guesses,
while Figure 2b shows it for the 6-digit guesses. When considering
4-digit PINs, participants’ guesses have a comparable effective-
ness when guessing the Rock-4 () and Markert-4 (+) datasets, but
perform slightly better on other participants’ Secret-4 PINs (@). In-
terestingly, the success rate against Amit-4 (x) is noticeably better,
with over 15% of PINs in this dataset guessed after 20 guesses. This
difference between the guessing performance of the Amit-4 dataset
compared to the remaining sets could be attributed to users not
being primed for security during the selection of PINs in the Amitay
app. This can be investigated in future research.

For 6-digit PINs, the success rate of participants’ guesses is lower
in guessing other participants’ secret PINs (@) compared to PINs
from the Markert-6 (+) dataset. However, the difference is even
greater when guessing Rock-6 PINs (e), attributed to the popularity
of 123456 in Rock-6, leading to a substantial portion of PINs being
guessed with just one guess. After this first guess, the success rate
is more consistent with performance against the other two datasets.

From Figure 2a and Figure 2b, we see that the participants’
guesses perform similarly or better on previously published datasets
compared to the secret PINs selected by participants, particularly
for 6-digit PINs. As previously discussed in Section 4.2, there were
only six different 6-digit secret PINs that were successfully guessed.
This likely suggests that encouraging users to select secret PINs
that cannot be easily guessed is a promising way to make them
select more secure PINs. However, additional work is needed to
specifically explore the exact messaging and implementation.

We show how well participants’ guesses, secret PINs, and the
Amitay and RockYou datasets perform when guessing PINs from
Markert-4 (Figure 3a) and Markert-6 (Figure 3b). This serves as a
benchmark to assess the effectiveness of participants’ selections
when applied to other datasets previously collected from the liter-
ature. Overall, participants’ secret PINs (@) perform the worst of
the datasets at guessing Markert-4 and by an even wider margin in
the case of Markert-6. In the prior case, Guess-4 (A) performs simi-
larly to Amit-4 (%), while Secret-4 performs comparably to Rock-4
(e). However, in the case of Markert-6, the performance is more
varied, with Secret-6 (®) performing poorly, guessing only one PIN
correctly. Conversely, Guess-6 (A) performs similarly to Rock-6 (e)
when guessing the Markert-6 dataset.

Overall, we find that the Amit-4 dataset performs comparably
to participants’ Guess-4 PINs, while the success rate of the Rock-6
based attacker is similar to the Guess-6 PINs of participants. This
shows that on aggregate, novice attackers perform similarly to
data-driven attackers, and thus supports the ecological validity of
previous studies [30, 36, 53] that have used the Amitay dataset to
guess 4-digit PINs, and RockYou to guess 6-digit PINs.

4.3 ROQ3: Context for Smartphone Access

Delegation and Emergency Access. Previous work [25, 48] has
shown that sharing behaviors are common with regard to smart-
phones, and that users have a desire to grant others limited, tempo-
rary access to their devices. In this section, we explore how these
sharing and delegation behaviors align with the threat models en-
visioned by participants.
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Figure 3: Using indicated datasets to guess 4-

In Q9, we asked participants to “describe a situation where some-
one is most likely to unlock your smartphone” Answers overwhelm-
ingly mention a close social contact, rather than a stranger or thief.
The combined categories of partner, friend, and family account for
178 out of the total 210 responses (85%). In contrast, only seven
participants (3%) mention a thief or stranger. Considering partner,
the most-frequent code (81; 39%), P25 stated: “I can imagine my
wife needing my PIN to access my phone to make a payment in a
store and when my hands were full”

In spite of that, individuals in the partner category are not with-
out risk. The prevalence of this category in our data combined with
the work of Tseng et al. [49] on intimate partner surveillance points
to a need to further understand the nuances of PIN security in
controlling types of unauthorized access by insiders. Relationships
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and 6-digit PIN datasets from Markert.

within the family (50; 24%) or with a friend (47; 22%) have already
been shown to pose similar risks [17, 44].

Subsequently, Q10 asked why the individual would access their
phone. Most often, participants describe some form of delegation (88;
42%), with P37 saying: “They would just be looking at a text or
notification to let me know what it said while I was presumably
otherwise occupied.”

Finding some information, not necessarily with a bad intent,
was the second most popular answer (38; 18%). For example, P175
said the person might “check something like the weather or bus
schedule” A similar use case, specifically in the form of someone
borrowing the phone, was described by 21 participants (10%).

Many participants also identified a special category of delegation:
they indicated that someone would access their smartphone in
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Figure 4: Participants’ answers to Q9 asking who would try to access their smartphone, Q10 asking why this person would try
to access it, and Q11 asking how this person would try to gain access.

dire circumstances (24; 11%), e.g., when the owner is physically
incapacitated. P112 said “in case of an emergency he might be
unlocking my phone to get help.” While unlocking the phone to
call for help is a valid scenario, sharing one’s PIN for this purpose
is not necessary as both Android and iOS allow anyone to make
emergency calls even when the device is locked. System developers
have also been improving features that can further assist with
delegation and emergency access. For example, Android 13 allows
user profiles to be switched on from the lock screen and guest users
granted access to installed apps [23] and Android 14 may allow
“cloned apps” to permit multiple installations of a given app to use
different user profiles [40]. This development suggests a broader
recognition in the industry of this user concern and would give
added prominence to the feature of user profiles. In our study, no
participants mentioned user profiles despite the preponderance of
scenarios where profiles would be of benefit, suggesting the need
for more user education and awareness about this feature.

There appears to be a prevalence of benign motivations from
close social contacts when it comes to accessing participants’
phones (see Figure 4). This might come from the social-desirability
bias which might have made participants hesitate to be forthcoming
about malicious activity in response to this question. On the other
hand, more than 37% admitted to “trying to access someone else’s
smartphone without their knowledge” in Q17, which is more than
those who mentioned mal-intent (16; 8%) in Q10. Moreover, this
finding is comparable to the 39% found by Marques et al [32].

Participants also provided responses to Q11 asking about “the
strategy the individual would use to gain access to your smartphone”
Although guessing was the most prominent answer, responses con-
tinued with the general theme of benign access by social contacts.
More than half of participant responses indicated that the person
would simply ask (62; 30%) or already know the PIN because it is
shared (59; 28%). P15 said “I would tell them the code,” while P79
added: “He knows my PIN... but my trick is to say ‘it’s my birthday’
which shows me who knows when my birthday is!”
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This willingness to allow others access was further confirmed
by the responses to Q18. A large majority (184; 88%) said they have
granted someone else access before, while (23; 11%) had not.

Controlling Access and Guessing. We found that participants had
difficulty controlling access, with nearly half (95; 45.2 %) reporting
that they had changed their PIN specifically to prevent someone’s
access in Q16. As guessing is the main focus of our study, we
additionally reviewed all responses to Q11 that mention guessing.
By this more-inclusive measure, 78 responses were included in this
additional analysis.

A total of 51 responses mentioned the use of personal knowl-
edge in formulating guesses. As an example, P86 said “she would
use my date of birth, or she would use the ages of my grandkids.
This finding suggests an opportunity for future work focusing on
guessers who incorporate personal knowledge and is echoed by
Munyendo et al. [36] who found a personal hint can be effective in
helping predict someone’s PIN. In contrast, comparatively fewer
participants (12; 15 %) reported shoulder-surfing in their scenario.
Previous work such as from Aviv et al. [10] suggest that only about
11 % of shoulder-surfing attacks on 6-digit PINs are successful. For
comparison, of the 51 responses who mentioned personal hints,
there were (33; 65 %) occurrences of birthday, day, or date. This
confirms prior work [14, 36] that has similarly shown that personal
hints including birthdays can reveal users’ PINs.

Q14 and Q15 specifically asked about participants’ level of con-
cern about their phone being accessed without their consent. About
half of participants were “somewhat concerned” (67; 32%) or “con-
cerned” (26; 12%), with most of them saying that they keep sensitive
information on their phone. Except for 8% who were indecisive, all
others indicated they were “somewhat unconcerned” (53; 25%) or
“unconcerned” (47; 22%). Most of these do not believe their phone
can be unlocked by someone else while others trust their surround-
ings or believe they have nothing to hide.
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To investigate participants’ perception about the security of their
secret PIN, Q19 asked if they think their secret PIN will be guessed
by other participants. Most participants said no (138; 66%), and only
five of them were wrong. The PINs they picked were years (1990,
2000) or common schemes (2580, 6666, 121212). In contrast, of
those who believed their PIN would be guessed (71; 34%), 16 were
right. In other words, there was a tendency across participants to
underestimate the security of their PIN.

Finally, Q20 asked “Do you think you guessed someone else’s
secret PIN? Why or why not?” Most participants said yes or maybe
(164; 78%), with a majority (134; 82%) of them right. On the other
hand, (43; 20%) said they would not guess correctly: of these, only
(14; 33%) were right. Participants who thought they did not guess
the PIN of another participant mostly mentioned that the PIN would
be of personal importance to a stranger or random. Participants who
thought they did guess correctly indicated that other participants
artificially picked easy PINs, e.g., P112 was right in saying: “I think
I guessed someones PIN. Someone definitely used 0000.

Participant Misconceptions. We were particularly interested in
the survey responses of the 21 whose PINs were guessed by an-
other participant. Nine mentioned having important information
or valuing their privacy while only four mentioned some variation
on trusting others or having nothing to hide. When asked how
someone would access their phone, only four mentioned guessing
compared to 10 who said the person would ask. Five participants
chose a PIN that was simple, while another five chose a PIN that
was memorable.

Of the 21, only seven thought their secret PIN would be guessed
by another participant, suggesting that most participants were not
purposefully setting weak PINs. The 14 participants who were
overconfident highlight an opportunity for user education, as three
said their PIN was reused while another three said their PIN was
random.

5 DISCUSSION AND CONCLUSION

Any reasonable definition of a secure PIN is that it must resist
some form of guessing. Exactly how much guessing is subject to
interpretation, both by experts — and clearly by users. In this paper,
we analyze the guessability and threat models of human-chosen 4-
and 6-digit PINs for smartphone unlock by considering more com-
monplace novice attackers. Overall, we find that novice guessers
perform comparably to the data-driven attackers employed in prior
work [30, 36, 53], that a third of participants recently tried to access
someone else’s smartphone without their knowledge, that people
mostly are concerned about their close social connections, perhaps
underestimating theft or loss, and that most people would like to
delegate access to their smartphones in some way. In the rest of
this section, we discuss these findings further and offer recom-
mendations to system designers that can improve the security of
human-chosen PINs.

Modeling Novice PIN Guessers. With the setup of our study, each
secret PIN is subjected to five guesses from the remaining 104 par-
ticipants in that treatment. Where Roberts et al. [43] illustrate the
payoff in terms of accessible data, we focus here on the guessing
attack. For instance, they report a guess-success rate of 4.8% overall,
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but using a mix of authentication types (patterns, PINs, others).
We focus on this attack model as user-chosen PINs can be sub-
jected to potentially many guessing attempts over their lifetime.
For instance, in their study, Harbach et al. [24] found that only 7.3%
of participants changed their PIN even after they suspected some-
one was looking over their shoulder. Similarly, PINs are frequently
reused. We found the reuse effect to be so pronounced that (58;
27%) of participants said they gave their actual smartphone (or
other personal device) unlock PIN as their secret PIN in the study,
even though we instructed them not to do so. Further, a user’s PIN
may persist for years across device replacement cycles, and will
inevitably present opportunities where novice strangers or close
friends may try to unlock and gain access to the device. Our data
shows that 77 (37%) participants admit to having tried to unlock
someone else’s smartphone without their knowledge, indicating
that a PIN may be subjected to many guessing attempts. Moreover,
(95; 45%) of participants changed their PIN to keep someone from
accessing their phone, an indication that users take the threat of
PIN-guessing seriously.

New Dataset. Our new dataset provides important experimental
support for the simulated attacking routines used in previous stud-
ies. The direct comparison is shown in the median performance
in Figure 1. Our results also show that the guessing risk appears
concentrated in a small number of common PINs, for example
0000. The fact that some participants chose these as their PIN (with
only one-third of these saying it was likely it would be guessed)
highlights something of a misunderstanding of which PINs are
commonly guessed. Further, given (71; 34%) of participants thought
their PIN would be guessed and only (16; 23%) were correct, many
participants are overestimating the vulnerability of human-chosen
PINs to novice guessing strategies. Therefore, design interventions
should be targeted so that users can respectively modify selection
behaviors, or gain confidence in the strength of their choices.

Implications for System Designers. Previous work has shown how
to build optimized blocklists [30] from data-driven attackers. Here,
we find a justification for a small additional blocklist consisting
of those PINs guessed in our study. These PINs that were guessed
tended to be guessed by many participants, meaning the novice
guessing risk is concentrated in a small number of PINs. Therefore,
systems could introduce additional friction for the user based on
our results. Messaging to users could take on additional urgency,
such as “This PIN would be guessed by many people.” In addition,
though the iOS blocklist currently allows a user to select “Use Any-
way, the risk posed suggests these guessed PINs to be completely
disallowed. There is, as ever, an opportunity for user education
shown by the fact that only one-third of participants whose PIN
was guessed believed this would be true. Our work agrees with Mar-
ques et al. [31] who suggested adding some realistic details when
explaining attacks to users, emphasizing the aspects of unattended
access by non-strangers. As an example, Marques et al. dub this
the shower-time attack, to emphasize threats from non-strangers
with low technical skills and only a short time to act. The fact
that “safe” physical spaces may sometimes allow unattended ac-
cess attempts by insiders has been previously encapsulated in the
phrases lunchtime or midnight attacks, noted by Naor and Yung to
be “folklore” as early as 1990 [38]. Future work could test which,
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if any, of these phrases might lead to changes in user behavior.
Finally, users could be notified when unsuccessful guessing occurs
on their device. It is by now common for websites to send emails
when the site is accessed by a new device or in a new location. The
device could send an email to the owner when a PIN is guessed
incorrectly. This approach would make this attack less surreptitious
and perhaps discourage attackers.

PIN Length. In our attack setting where novice individuals pro-
vide five guesses applied to 104 simulated smartphones, participants
performed better against 4-digit PINs than 6-digit PINs; nearly twice
as many 4-digit PINs (14; 13%) compared to (7; 7%) of 6-digit PINs
were guessed. However, when using our participants’ guesses to
target a larger dataset such as the one collected by Markert et
al. [30], we find that 6-digit PINs are more easily guessed compared
to 4-digit PINs, matching prior work [30, 36, 53] that have simi-
larly shown that 6-digit PINs offer limited security improvements
over 4-digit PINs. Nonetheless, encouraging users to select secure
PINs, of either 4- or 6-digit, might have better security outcomes
than simply asking users to upgrade to 6-digit PINs, as noted by
Munyendo et al [36].

Users’ Perceived Threat Models. When asked about scenarios in
which someone would actually access their smartphone, partici-
pants overwhelmingly mentioned close social contacts. Most com-
mon was a desire to delegate some forms of access to the device
for example when driving. Others in the literature such as Karlson
et al. [25] have similarly observed that users express a desire for
delegated or guest accounts. Our survey also found that partici-
pants had some difficulty controlling this access, with nearly half
reporting that they had changed their PIN specifically to prevent
someone’s access. Android 13 revamps the user-profile feature mak-
ing it easier to delegate access. Given that no participants in our
study mentioned user profiles, there is a need for more user aware-
ness and education on this improved feature, as well as how users
can use it. Further, participants mostly do not consider (and re-
port being generally unconcerned about) scenarios of malintent by
strangers when selecting either their “secret PIN” or their guesses,
suggesting they value an easily-remembered PIN over guessing
resistance. More than half of respondents who mentioned guessing
in their scenario said the person would use a personal hint. More
than half of those mentioned “day,” date,” or “birthday” suggesting
an opportunity for future work to better understand the resistance
of PINs to guessing in the presence of hints or other personal or
additional information.
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APPENDIX

A SURVEY INSTRUMENT

Agenda
PINs or passcodes are often used to unlock mobile devices. You will be asked to choose
a PIN just like you would to protect your smartphone. Afterward, you will complete
a short survey and then try to guess the PINs of other participants. You will enter 5
guesses. Finally, you will answer some questions about your experience.
You contribute to research, so please answer correctly and as detailed as possible. Next,
you will practice the PIN selection.
Practice entering a [4/6]-digit PIN.

PIN pad as shown in Figure 5
Your Task
You will be asked to choose a digit PIN you would use to unlock your smartphone.
You will need to remember your secret PIN for the duration of the study. Please DO
NOT write down your secret PIN.
Create a [4/6]-digit secret PIN
A secret PIN protects your data and is used to unlock your smartphone.

PIN pad as shown in Figure 5
Questionnaire
People use different strategies for choosing their PINs. Below, we will ask about your
strategy.
Q1 What was your strategy for choosing your secret PIN?

Answer:
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Please select the answer choice that most closely matches how you feel about the
following statements:
Q2 TIfeel the secret PIN I chose is:
o Secure o Somewhat secure
insecure o Insecure
I feel the secret PIN I chose is:
o Easy to enter o Somewhat easy to enter
o Somewhat hard to enter o Hard to enter
I feel the secret PIN I chose is:
o Easy to remember o Somewhat easy to remember o Neither easy nor hard to
remember o Somewhat hard to remember o Hard to remember
What is the shape of a red ball?
oRed oBlue oSquare o Round
Was the secret PIN that you entered a PIN that you use on your smartphone or
other personal devices?
oYes oNo oUnsure oIdonotlock my smartphone with a PIN
If participants indicated reuse of their PIN in Q6:
Did you choose a secret PIN you use in other contexts besides unlocking your
smartphone? (Select all that apply)
0O ATM/Credit/Payment Card O Laptop/PC O Online Accounts O Bike/Gym lock
O Electronic Door Lock 0O Home Security System/Safe
O Garage Door Opener O Car/Truck/SUV O Voicemail 0 Gaming Console O Smart-
watch O Other, please specify:
O No, I did not choose a PIN from other contexts.
Your Task

e Enter 5 PINs that you think other participants entered

e Any number of correct guesses earns a bonus $0.50, paid 1-2 weeks after the

completion of this study

e More than 100 people will be taking this study
Please enter 5 different guesses.
The following page appeared 5 times
Guess x
Try to guess someone’s [4/6]-digit secret PIN. Guesses must be unique!

PIN pad as shown in Figure 7

About Your Guesses
Previously, you made the following guesses:
Guess 1: [pin]
Guess 2: [pin]
Guess 3: [pin]
Guess 4: [pin]
Guess 5: [pin]

o Neither secure nor insecure o Somewhat
Q3

o Neither easy nor hard to enter

Q4

05
06

Q7

Q8 In two to three sentences, please describe your overall strategy you used when
guessing other participants’ secret PINs.

Answer:
Please describe a situation where someone is most likely to unlock your smart-
phone. If relevant, indicate your relationship to this person but do NOT include
Personally Identifiable Information (PII).

Answer:
In this situation, why would the individual be accessing your smartphone?
Answer:
In this situation, describe the strategy the individual would use to gain access to
your smartphone.

Answer:
Did you consider this situation when you chose your secret PIN?

oYes oNo o Unsure

Did you consider this situation when you were guessing the PINs of other partic-
ipants?
o Yes

Q9

Q10
01

—

Q12
013

oNo o Unsure
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Q14 My level of concern for someone accessing my phone without consent is:
o Unconcerned o Somewhat unconcerned o Neither concerned nor uncon-
cerned o Somewhat concerned o Concerned
Why do you feel this level of concern?
Answer:
Have you ever changed your PIN to keep someone from accessing your smart-
phone?
oYes oNo o Unsure
Have you ever tried to access someone else’s smartphone without their knowl-
edge?
oYes oNo o Unsure
Have you ever granted someone else access to your smartphone?
oYes oNo o Unsure
Re-enter your [4/6]-digit PIN
PIN pad as shown in Figure 5
About Your Guesses

Q15
Q16

Q17

Q18

Q19 Do you think the secret PIN you entered at the start of this survey will be guessed
by other participants in this study? Why or why not?
Answer:
Q20 Do you think you guessed someone else’s secret PIN? Why or why not?
Answer:

Enter Demographic Information

D1 What is your age range?

018-24 ©025-34 035-44 045-54 055-64 ©065-74 o 75o0rolder o Prefer
not to say

What is your gender?

oWoman o Man o Non-binary o Prefer to self-describe o Prefer not to say
What is the highest degree or level of school you have completed?

o Some high school o High school o Some college o Trade, technical, or
vocational training o Associate’s Degree o Bachelor’s Degree o Master’s

D2

D3

Degree o Professional Degree o Doctorate o Prefer not to say
D4 Do you use any of the following biometrics to unlock your primary smartphone?

(Select all that apply)
O Fingerprint O Face O Iris O Other biometric O Prefer not to say
If participants indicated not to use a biometric in D5:

D5a How do you unlock your smartphone, if your biometric fails or when you reboot
your primary smartphone?
o None o Pattern o 4-digit PIN o 6-digit PIN o PIN of other length
o Alphanumeric password o Iuse an unlock method not listed here
o Prefer not to say
If participants indicated not to use a biometric in D5:

D5b What screen lock do you use to unlock your primary smartphone?

o None o Pattern o 4-digit PIN o 6-digit PIN o PIN of other length
o Alphanumeric password o I use an unlock method not listed here

o Prefer not to say

What is the operating system of your primary smartphone?

o Android o iOS (iPhone) o Other o Prefer not to say

Which of the following best describes your educational background or job field?
o I have an education in, or work in, the field of computer science, computer
engineering, or IT.

o I do not have an education in, nor do I work in, the field of computer science,
computer engineering, or IT.

o Prefer not to say

One More Thing

Please indicate if you’ve honestly participated in this survey and followed instructions
completely. You will not be penalized/rejected for indicating 'No’ but your data may
not be included in the analysis:

oYes o No

D6

D

J
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B DEMOGRAPHICS

Table 2: Demographic information of participants.

Woman Man Non-Binary | Total
No. % No. % No. % No. %
Age | 112 53 90 43 8 4 210 100
18-24| 46 22 20 10 5 2 71 34
25-34| 41 20 40 19 1 0 82 39
35-44| 17 8 21 10 2 1 40 19
45-54 7 3 7 3 0 0 14 7
55-64 1 0 1 0 0 0 2 1
65-74 0 0 0o 0 0 0 0 0
75+ 0 0 1 0 O 0 1 0
Prefer not to say 0 0 0 0 0 0 0 0
Education | 112 53 90 43 8 4 210 100
Some High School | 0 0 1 0 0 0 1 0
High School 0 0 1 0 0 0 1 0
Some College | 20 10 11 5 2 1 33 16
Trade| 24 11 14 7 3 1 41 20
Associate’s 2 1 2 1 0 0 4 2
Bachelor’s| 11 5 3 1 0 0 14 7
Master’s| 40 19 42 20 2 1 84 40
Professional | 11 5 9 4 1 0 21 10
Doctorate 2 1 3 0 0 5 2
Prefer not to say 2 1 4 2 0 0 6 3
Background | 112 53 90 43 8 4 210 100
Technical | 24 11 35 17 1 0 60 29
Non-Technical | 85 40 52 25 6 3 143 68
Prefer not to say 3 1 3 1 1 0 7 3
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C PIN FEATURES

Table 3: Features of the secret PINs and guesses. Note, some PINs, e.g., 0101 can match multiple categories, including date and
repeat.

Secret PINs Guesses
4-digit 6-digit 4-digit 6-digit
Date
mmyy 27 26% mmddyy 31 30% mmyy 172 33% mmddyy 83 16%
mmdd 21 20% yymmdd 16 15% mmdd 64 12% yymmdd 55 11%
yyyy 11 11% ddmmyy 14 13% ddmm 51 10% ddmmyy 46 9%
ddmm 9 9% mmyyyy 4 4% yyyy 24 5% mmyyyy 9 2%
total 41 39% total 34 32% total 198 38% total 86 16%
Repeat
couplet 12 11% couplet 7 7% abab 141 27% ababab 97 19%
triplet 4 4% ababab 6 6% couplet 126 24% couplet 92 18%
abba 4 4% aabbcc 2 2% triplet 121 23% triplet 85 16%
abab 3 3% triplet 1 1% abba 121 23% aabbcc 78 15%
aaaa 2 2% aabb 120 23% abcabc 77  15%
aabb 2 2% aaaa 119 23% aaaaax 77 15%
Xaaaaa 76 15%
aaaaaa 74  14%
total 15 14% total 13 12% total 150 29% total 120 23%
Sequential
asc 2 2% asc 2 2% asc 100 19% asc 95 18%
asc even 1 1% asc odd 1 1% desc 36 7% desc 40 8%
asc odd 1 1% desc 1 1% | asceven 6 1% asc odd 8 2%
double-asc 1 1% asc odd 5 1% asc even 7 1%
double-asc 4 1%
total 4 4% total 5 5% total 147  28% total 154 29%
Walk
vertical 8 8% rectangle 5 5% vertical 47 9% rectangle 173  33%
diamond 2 2% vertical 1 1% corners 27 5%  horizontal 8 2%
diagonal 2 2% diamond 12 2% vertical 5 1%
corners 2 2% rectangle 7 1% corners 3 1%
rectangle 1 1% box 6 1% box 1 1%
horizontal 1 1% diagonal 5 1%
total 16 15% total 6 6% total 104 20% total 190 36%
Total
total 105 total 105 total 525 total 525
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D STUDY SCREENSHOTS

opt-out opt-out

5/20

Your Task Guess 1

a Try to guess someone's 4-digit secret PIN.

Create a 4-digit secret PIN

A secret PIN protects your data and is used
to unlock your smartphone.
« Enter 5 PINs that you think other
participants entered
« Any number of correct guesses earns a

PIN must be 4 digits total bonus of $0.50, paid 1-2 weeks Guesses must be unique!
after the completion of this study
« More than 100 people will be taking this

1 2 3 1

ABC DEF study ABC DEF
4 5 6 Please enter 5 different guesses.
GHI JKL MNO O |Understand GHI JKL MNO
7 8 9 7 8 9

PQRS TUV WXYZ

PQRS Tuv WXYZ
0 CLEAR CONTINUE 0 CLEAR

Figure 5: The page on which we asked Figure 6: The instructions provided Figure 7: The page on which we asked
the participants to create a 4- or 6-digit before the participants were asked to participants to guess other partici-
secret PIN. guess others’ secret PIN. pants’ secret PIN.
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E

QUALITATIVE CODES

no (183)

yes (134)

pattern (127)

physical (2), word (2), sequential (1), odd-numbers (1)
simple (106)

maybe (101)

delegation (97)

entertainment (24), respond (11), find-information (7), shopping (4), location (3),
take-photo (2)

partner (96)

memorable (94)

random (90)

guess (1)

date (89)

guess (79)

personal-hint (51), shoulder-surf (12), smudges (1)

ask (63)

shared (61)

important-information (61)

financial (13), personal (13), sensitive (8), private (6), social-media (3), messages (2),
email (2), confidential (2), apps (2), photo (1), health (1), photos (1), other-passwords
(1), relationships (1), mature-content (1), encrypted (1), files (1), communication (1),
browsing-history (1), contacts (1)

friend (58)

family-member (58)

personal-importance (56)

birthday (13), zip-code (3), date (2), partner (2), favorite-number (2), months (1), year
(1), dat (1), name (1), acquaintance (1), lucky-number (1)
phone-locked (43)

pin (20), biometric (6), password (4), access (1), pattern (1)
find-information (41)

location (2)

physical-control (36)

meaning (31)

users-lazy (28)

unaware (1)

picked-common (28)

nothing-to-hide (28)

borrow-phone (26)

contact (12), find-information (5), entertainment (4)
dire-circumstances (25)

reuse (24)

hard-to-guess (23)

nobody-made-easy (3), needed-more-guesses (1), generation (1), not-enough-
information (1), tricky (1)

picked-easy (23)

privacy (22)

mal-intent (21)

picked-pattern (21)

other-method (17)

uncommon (17)

picked-sequence (16)

easy-to-guess (15)

simple (3), obvious (1)

unique (13)

word (13)

statistically-unlikely (12)

picked-memorable (11)

phone (10)

picked-simple (10)

shared-info (10)

financial (2), files (2), contacts (2)

e other-pins-more-secure-than-irl (9)
o family-trusted (9)

partner (2)

undescribed (9)

no-one (8)
picked-easy-enter (8)
trust-others (8)
acquaintances (2), familiar (1)
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system (8)

biometrics (8)

curious (8)
picked-random (8)
laziness (8)

unspecified (7)

none (6)
picked-repetition (6)
guessed-by-luck (6)
no-important-information (6)
financial (1)

malice (6)

financial (2), scam (1), manipulate-documents (1)
hard (6)

no-personal-info (1), no-feedback (1), others-mindset (1)
distress (5)

thief (5)

app-locked (5)
picked-date (5)

year (3)

common (5)

numbers (1)
shared-passcode (4)
partner (1), family (1)
not-obvious (4)
need-prior-knowledge (4)
phone-insecure (4)

pin (3)

financial (4)
number-users (4)
will-guess (1)

picked-other (3)

zip (1), no-strategy (1), diverse (1)
unconcern (3)
security-questions (3)
question-of-legality (3)
not-pattern (3)

zipcode (3)
similar-thought-process (3)
stranger (3)

no-motive (2)

resigned (2)

police (2)

luck (2)
similar-reasoning (2)
insecure (2)
used-friends-pin (2)
picked-insecure (2)
brick-phone (2)
lost-phone (1)
smartphone-pin (1)
not-complex (1)
easily-change-password (1)
not-difficult (1)
multiple-attempts (1)
boss (1)

not-random (1)
not-a-target (1)
appearance (1)
manufacturer-trust (1)
no-knowledge (1)
other-pins-more-simple-than-irl (1)
cryptocurrency (1)
no-pattern (1)
convenient (1)
search-warrant (1)
phone-unlocked (1)
number-participants (1)
app-security (1)

typical (1)

need-consent (1)
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