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A Cross-Layer Design Approach to Strategic Cyber
Defense and Robust Switching Control of
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Abstract— Due to the increasing adoption of smart sensing
and Internet of things (IoT) devices, wind energy system (WES)
becomes more vulnerable to cyber and physical attacks. There-
fore, designing a secure and resilient WES is critical. This
paper first proposes a system-of-systems (SoS) framework for
the cyber-physical WES. Specifically, on the one hand, we adopt
a game-theoretic model to capture the interactions between the
WES system defender and the adversary at the cyber layer. The
outcome of this cyber defense game is reflected by control-aware
Nash equilibria. On the other hand, we devise a cyber-aware
robust and resilient switching controller based on a Markov jump
linear system model for the physical WES. The performances of
the WES cyber and physical layers are interdependent due to
their natural couplings. We further investigate the SoS equilib-
rium of the integrated WES, which considers the system security,
robustness, and resilience holistically. Finally, we use case studies
to corroborate the developed cross-layer design principles for the
cyber-physical WES.

Note to Practitioners—Cybersecurity becomes a critical con-
cern of wind energy system (WES) operators as an increasing
amount of IoT devices are adopted for WES’s communication,
monitoring, and operation support purposes. This cyber-physical
integration in WES creates a much broader attack surface
because adversaries can compromise the physical WES by
attacking its dependent cyberspace. To mitigate the impact of
attacks, the operator should not only design intelligent control
strategies for WES but also strategically secure the WES’s cyber
layer. These two goals are naturally coupled together. On the one
hand, the WES operates under different compromised conditions
depending on the attack actions at the cyber layer. Thus, the con-
trol design needs to be adversary-aware by taking the real-time
cyber state into account. On the other hand, the adversary’s
cyberattack strategy is influenced by the induced performance
degradation of WES. Hence, the corresponding attack measures
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and countermeasures, in turn, should be physically control-aware.
This paper establishes a holistic mathematical framework to
simultaneously address these two challenging objectives. The
obtained solution provides guidelines for the WES operator on
the optimal security resource investment in defending against
cyberattacks and the robust switching control design to mitigate
the impacts of attacks further. This methodology creates a
defense-in-depth paradigm for the WES operators to maintain
the energy system efficiency in the adversarial environment. This
cross-layer design approach is also efficient and user-friendly for
online implementation with the developed iterative algorithm.
The simulated-based case studies in this paper show the effec-
tiveness of the proposed approach. However, a more thorough
validation of the method in practice is necessary before its
integration with the production standard.

Index Terms— Wind energy system, cyber-physical security,
cross-layer design, switching control, interdependence.

I. INTRODUCTION

W IND energy system (WES) is a critical component of

the smart grid to modernize the power grid. One feature

of modern WES operation is on its remote control through the

support of sensing and communications [1]. Fig. 1 depicts a

framework of communication-based remote wind farm control

system. Based on the data collected by the local sensors of

WES, the supervisory control and data acquisition (SCADA)

system first generates the commands and then sends them to

the local WES server. This type of WES can be naturally

regarded as a cyber-physical system.

The cybersecurity of WES becomes a critical concern due

to the integration of information technologies with the WES

control systems. Based on the General Electric (GE) report [2],

96% wind farm has at least one machine with a vulnerable

operation system. Hence, the attackers can compromise the

WES by attacking the SCADA system and turbine controllers,

which leads to substantial financial losses, e.g., one-day down-

time of a 50 MW wind farm equals to 29k$ loss. Thus,

securing the cyberspace of WES is imperative.

One feature of modern cyberattacks is that they are elabo-

rately designed and can be stealthy, e.g., Stuxnet attack [3],

such that the traditional firewall approach becomes insufficient

to defend against these cyberattacks [2]. Thus, cyber defense

in WES should shift from the focus on designing perfect

security using firewall methods to best-effort strategic defense.

In addition to securing the cyber layer of WES, the WES

control system operators need to design robust controllers to

further counteract the adversarial impacts due to the cyber-
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Fig. 1. A communication-based remote wind farm control system includes
the SCADA system, communication networks, wind farm local server, and
remote terminal units. This type of WES can be seen as a networked control
system or cyber-physical system.

physical interdependencies. To this end, our objective is to

devise a secure, robust, and resilient cyber-physical WES from

a cross-layer perspective that focuses on both cyber layer

defense and physical system robust control.

In this work, we establish a non-cooperative game-theoretic

framework to capture the behaviors of system defender and

cyber attacker. We further develop a Markov jump linear

system (MJLS) model for the WES, where the state of MJLS

represents the operation condition (e.g., normal or faulty) of

the WES. Based on the MJLS model, a robust and resilient

switching controller is designed to improve the WES perfor-

mance. The WES resiliency is quantified by its recovery rates

from the post-attack operation mode to the normal operation

state. Note that the cyber defender’s protection strategy gov-

erns the state transition of the WES, further influencing the

robust controller design. In addition, the established cyber

defense game outcomes have a direct impact on the WES

operation efficiency. In sum, the two distinct cyber and physi-

cal components of the WES are inherently coupled. Thus, the

designed cyber defense strategies need to be control-aware,

and in turn, the WES controller design at the physical layer

should be cyber-aware. To overcome this challenge, we inte-

grate the cyber-physical layers together through a system-of-

systems framework. This framework guides a balanced design

for achieving WES robustness, security, and resilience.

The main contributions of the paper are presented below.

1) We develop an integrative system-of-systems framework

for the holistic modeling of the cyber and physical layers

of the smart wind energy systems.

2) We design a robust and resilient stabilizing switching

controller based on an MJLS model for the WES through

a set of linear matrix inequalities (LMIs). The controller

considers the cyber layer of WES and thus incorporates

cyber-aware characteristic.

3) We provide WES’s secure design principles by analyz-

ing a non-cooperative game between the cyber system

defender and attacker. The control-aware Nash equilib-

rium solution of the established game is obtained by

addressing bilinear programmings (BPs).

4) We formally define the system-of-systems equilibrium

of the WES and design an algorithm to assess the

cyber-physical WES performance under the developed

cross-layer design methodology.

A. Related Work

Control of wind renewable energy systems has been stud-

ied extensively in literature with various types of intelligent

controllers. The WES’s resilient design plays a critical role

in enhancing the smart grid efficiency [4]–[7]. With the

increasing integration of information and communication tech-

nologies (ICTs) with the smart grid, cyber-physical security

becomes a critical issue in ensuring the efficient power system

and critical infrastructure operations [8]–[10]. In [11], an inte-

grated security framework based on a multi-layer intrusion

detection system has been designed for power grid automation.

A security mechanism based on IEC 61400-25 communication

model has been proposed in [12] to protect the large-scale

WES from cyberattacks.

Game-theoretic approach has been widely adopted to guide

the secure system analysis and design, especially in the

cyber-physical systems [13]–[16]. Our cyber-physical cross-

layer framework for secure and resilient control design is

also related to [17], [18]. However, different from above,

we focus on the specific WES security problem and propose

an integrative algorithm to achieve the optimal system-of-

systems design. The current work extends our preliminary

version [19] in multiple aspects. First, we provide detailed

WES modeling and state-space representation, facilitating the

cyberattack integration with the established framework. Sec-

ond, we extensively expand the two main technical sections,

including the robust and resilient physical system design

(Section IV) and the game-theoretic cyber system design

(Section V) with sophisticated analysis. Third, we formally

introduce the system-of-systems equilibrium in Section VI,

and extend Section VII thoroughly to illustrate the WES

design principles. Fourth, we provide more illustrations and

discussions in each section, e.g., Figs. 1, 4, 5, and 6. Last but

not least, we expand and enrich the entire introduction section,

discuss more related works, and include a table for notations.

B. Notations

The bold lower case x is a vector, and the bold upper case

X represents a matrix. The notation x = [xi ]i∈S means that

vector x is composed by the elements xi where i belongs to

the set S. The parameters with superscript ′ and ∗ indicate

the transpose and Nash equilibrium, respectively. For clarity,

Table I summarizes some critical notations used.

C. Organization of the Paper

The rest of the paper is organized as follows. Section II

presents the problem and establishes a system-of-systems

framework for the cyber-physical WES. Section III presents

WES modeling and cyberattack models. We design a

cyber-aware robust and resilient switching controller in

Section IV. We establish a secure cyber system design frame-

work and analyze a control-aware cyber defense game in
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TABLE I

NOMENCLATURE

Section V. Section VI proposes an iterative algorithm to

compute the solution. Section VII presents case studies to cor-

roborate the obtained results. Finally, Section VIII concludes

the paper.

II. PROBLEM STATEMENT AND SYSTEM-OF-SYSTEMS

FRAMEWORK

A. Problem Statement

Ensuring normal operation of cyber-physical WES under the

adversarial environment is a principal task for WES operator

given the tremendously increasing cyber threats to the power

energy sector. To counteract the cyber attacks effectively, the

operator should not only secure the cyber layer of WES

directly but also need to further mitigate the adversarial

impacts at the physical layer of WES. This work aims to

propose a systematic cross-layer approach to achieve this goal

by developing both adversary-aware robust control strategy to

operate the physical WES and control-aware strategic cyber

defense to secure the cyber system of WES.

B. System-of-Systems Framework

The cyber-physical interactions in modern WES require

establishing an integrated system framework. We leverage the

standardized NIST CPS framework [20] to describe the essen-

tial aspects of our proposed model, including its functionality,

interactions, trustworthiness, timing, data, and composition.

1) Functionality: The physical layer of WES contains the

mechanical parts of WES that govern the generation

of renewable energy to meet operational goals. The

cyber layer of WES plays an essential role in the

remote control of WES with the support of the SCADA

system, and it is composed of communication and sensor

networks.

2) Interactions: The cyber and physical layers of WES need

to work coordinately to achieve a desirable performance.

The interactions and influences between these two layers

are bidirectional. First, the cyber layer outcome deter-

mines the operating condition of the physical WES and

hence impacts the control commands. Second, the phys-

ical layer performance (i.e., wind output power) impacts

the WES operator’s policy in safeguarding cyberspace.

The bidirectional interactions demonstrate the inherent

interdependencies in cyber-physical WES.

3) Trustworthiness: The trustworthiness includes the secu-

rity and resilience of WES. The security aspect considers

the adversarial attacks to the various components of

WES through cyber means, including intrusion to the

SCADA system, unauthorized access to the critical sens-

ing information (confidentiality), and improper modi-

fications to such information (integrity). The outcome

of cyber compromise could be reflected in the physi-

cal component, including controller and actuator. Thus,

suitable mechanisms are needed to ensure the trust-

worthiness of the cyber layer of WES. The resilience

is concerned with the ability of the physical part of

WES to withstand instability due to natural disturbances

and unexpected performance degradation due to cyber

attacks. We aim to use an effective control design to

equip the physical WES with recovery capability.

4) Timing/Control flow: The considered WES is a dynamic

system in nature in which we continuously leverage the

collected sensor information to develop and implement

an effective control policy. The dynamics also exist

within the interactions between the cyber and physical

layers. Specifically, the timing of events is as follows:

1) the physical operating condition may change due

to cyber attacks; 2) the change of physical operating

condition is taken into account in the physical controller

design which is further reflected in the output wind

power; 3) the cyber layer perceives the physical perfor-

mance change of WES and updates the cyber defense

mechanism accordingly; 4) the modified cyber defense

yields new operating conditions of physical WES, and

the control flow returns to step 1.

5) Data: The data involved consists of two categories.

The first category is physical-related, including sen-

sor measurements and output power of WES. This

information is used to decide control commands. The

second category is cyber-related, including the outcome

of the defense-attack analysis at the cyber layer that

determines the prospective operating condition of WES.

The data mentioned above are either directly available or

convenient to derive based on the collected information.

6) Composition: The heterogeneous interactions among

WES components require a holistic modeling

framework. A convenient composition of these distinct

layers can be achieved using a system-of-systems

paradigm that integrates complex WES cyber-physical

components.

The integrated system-of-systems framework that captures the

essential aspects described above is shown in Fig. 2. The nat-

ural couplings across layers require us to devise effective WES

control and protection schemes from a cross-layer perspective.

Therefore, in Section VI, we propose a system-of-systems

equilibrium solution concept that facilitates a holistic design

of secure, robust, and resilient cyber-physical WES.
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Fig. 2. A system-of-systems framework for modeling cyber-physical WES
based on the NIST CPS framework [20]. The cyber layer contains the
communication and SCADA components, and the physical layer includes
the mechanical parts. The framework also depicts the timing/logical flow of
events and data generated/needed for cyber-physical co-design. The attacker
acts at the cyber layer, and the consequence could be reflected at the physical
controller and actuator.

III. WES MODELING AND CYBERATTACK MODELS

First, we present the modeling of WES. Then, we introduce

three classes of cyberattacks to the cyber-physical WES, which

can be integrated with the established WES model.

A. Modeling of WES

To model a WES, we need to consider its aerodynamic

system, pitch system, electrical power system, drive train

system, and the external wind speed. We briefly describe the

WES model here, and more details are referred to [21].

1) Wind Speed: Wind speed v(t) (m/s) is captured by the

following two terms [21, Chap. 3.7]

v(t) = vm(t) + v̂(t), (1)

where vm(t) is the mean wind speed; and v̂(t) is the turbulence

representing the high-frequency variable component of the

wind. The turbulence part v̂(t) is often modeled by the

Gaussian white noise.

2) Aerodynamic System: The aerodynamic power Pr

(W) captured by the rotor is [22]

Pr (t) = πρR2

2
Cp(λ, β)v(t)3, (2)

where ρ is the air density (kg/m3); R is the radius of wind

turbine rotor (m); and Cp is the power coefficient which

depends on the pitch angle β and the tip speed ratio λ. Here,

λ = ωr R/v, where ωr is the rotor speed (rad/s). The rotor

torque Tr (t) (N·m) is given by [22]

Tr (t) = Pr

ωr

= πρR3

2
Cq(λ, β)v(t)2, (3)

where Cq = C p

λ is the torque coefficient.

3) Pitch System: A second-order dynamical system is used

to model the hydraulic pitch actuator system, given by [23]

β̈(t) = −2ζωnβ̇(t) − ω2
nβ(t) + ω2

nβd , (4)

where ωn is the natural frequency (rad/s), ζ is the damping

ratio, and βd is the commanded pitch angle. Additionally, the

values of β(t) and its slew rate β̇(t) both are bounded.

4) Drive Train System: The drive train includes a gear box,

which gears up the rotation speed of rotor to a higher generator

speed, and the purpose is to transfer torque from the rotor side

to the generator side. Its dynamics are described as follows

[21, Chap. 3.2]:

Jr ω̇r = Tr − Kdtθ	 − (Bdt + Br )ωr + Bdt

Ng

ωg, (5)

Jgω̇g = Bdt

Ng

ωr + Kdt

Ng

θ	 −
(

Bdt

N2
g

+ Bg

)

ωg − Tg, (6)

θ̇	 = ωr − 1

Ng

ωg, (7)

where Jr is the rotor inertia (kg·m2); Jg is the generator inertia

(kg·m2); Tg is the generator torque (N·m); ωg is the generator

speed (rad/s); Br is the rotor friction coefficient (N·m·s/rad);

Bg is the generator friction coefficient (N·m·s/rad); Kdt is

the torsion stiffness (N·m·s/rad); Bdt is the torsion damping

coefficient (N·m·s/rad); θ	 is the torsion angle.

5) Electrical System: The generator and converter belong to

the electrical part of the system, and their dynamics are much

faster than the mechanical dynamics. For simplicity, it can be

modeled as a first-order system [21, Chap. 3.4]

Ṫg = − 1

τg

Tg + 1

τg

Tgd, (8)

where τg is the time constant, and Tgd is the commanded

generator torque (N·m).

B. WES System Representation

For controller design, a linearized model of the system is

convenient. The major nonlinear part in the system is the

aerodynamic torque. We linearize (3) around the operating

point ϑop := (v̄, β̄, ω̄r ), and arrive at [21, Chap. 3.6]

T̂r (ϑop) = Kr (ϑop)ω̂r + Kv(ϑop)v̂ + Kβ (ϑop)β̂, (9)

where

Kr (ϑop) = ∂Tr

∂ωr

∣

∣

∣

∣

ϑop

= ρπ R2v2

2ωr

(

R
∂Cp(λ, β)

∂λ

− Cp(λ, β)
v

ωr

)

,

Kv(ϑop) = ∂Tr

∂v

∣

∣

∣

∣

ϑop

= ρπ R2v

2

(

3Cp(λ, β)
v

ωr

− R
∂Cp(λ, β)

∂λ

)

,

Kβ(ϑop) = ∂Tr

∂β

∣

∣

∣

∣

ϑop

= ρπ R2v3

2ωr

∂Cp(λ, β)

∂β
,
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and T̂r , v̂, β̂ and ω̂r are the deviations from the operating point.

Note that the operating point of the WES is time-varying due

to the stochastic wind. The linearized WES model is given by

ẋ(t) = A(ϑt )x(t) + B(ϑt )u(t) + E(ϑt )v̂(t),

y(t) = C(ϑt )x(t), (10)

where A(ϑt ), B(ϑt ), E(ϑt ) and C(ϑt ) are system matrices

with appropriate dimensions; x(t) is the state vector; u(t) is

the control input; v̂(t) is the exogenous perturbation; and y(t)

is the measured output. In addition, ϑt := [ϑop, ϑc] ∈ ϑ t

includes the operating point ϑop and operating condition ϑc

of the wind turbine, where ϑ t is a set of all admissible ϑt . Note

that the operating condition ϑc of WES is determined by the

cyber layer of the system-of-systems framework in Fig. 2. For

example, under the normal operating condition, the state-space

model of WES can be captured by

ẋ(t) =

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎣

− 1

τg
0 0 0 0 0

0 0 1 0 0 0

0 −ω2
n −2ζωn 0 0 0

0 a42 0 a44
Bdt

Ng Jr
− Kdt

Jr

− 1

Jg
0 0

Bdt

Ng Jg
a55

Kdt

Ng Jg

0 0 0 1 − 1

Ng

0

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎦

× x(t) +

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎣

1

τg
0

0 0

0 ω2
n

0 0

0 0

0 0

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎦

u(t) +

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎣

0

0

0

Kv(V̄ , β̄, ω̄r )

Jr
0

0

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎦

v̂(t),

y(t) =

⎡

⎢

⎢

⎣

1 0 0 0 0 0

0 1 0 0 0 0

0 0 0 1 0 0

0 0 0 0 1 0

⎤

⎥

⎥

⎦

x(t), (11)

where x = [T̂g, β̂, ˆ̇β, ω̂r , ω̂g, θ̂	]T , u = [T̂gd , β̂d ]T , a42 =
Kβ(ϑop)/Jr , a44 = −(Bdt + Br )/Jr + Kr (ϑop)/Jr , a55 =
−(Bdt + Ng Bg)/(N2

g Jg) and y = [T̂g, β̂, ω̂r , ω̂g]T .

When the cyber layer shown in Fig. 2 is not secure, the WES

model (10) needs modification to incorporate the impacts of

cyberattacks on the physical layer, which is detailed in the

following section.

C. Adversarial Modeling

In the following, we present three classes of cyberattacks

to the WES.

1) Sensor Attacks: One of the major types of malicious

attacks in cyber-physical systems is the sensor attack [24],

[25]. For instance, the adversary can compromise the sensing

information in a strategic manner during the transmission

through a man-in-the-middle attack. This type of attack can

be captured using a sensor gain proportional modification

model. In WES, we consider the following two sensor attacks:

(i) pitch angle measurement sensor attack and (ii) generator

speed measurement sensor attack. The sensor attack (i) yields

modifications of the modeling of pitch system as well as

the pitch angle measurement. Equivalently, the corresponding

elements in matrices B(ϑt ) and C(ϑt ) are altered. To capture

sensor attack (ii), we modify the matrices A(ϑt ) and C(ϑt ) in

a similar way.
2) Actuator Attack: The second type of cyberattack targets

the WES actuator. The adversary intrudes into the internal

WES system and compromises the power converter controller.

The mechanism of this actuator attack is similar to the

Stuxnet [3], where the physical control system is corrupted.

This actuator attack leads to an error on the generators’ output

torque, which is further reflected by the adjustment of A(ϑt )

and B(ϑt ).
3) Controller Attack: As shown in Fig. 1, WES is based on

the remote control in which the SCADA system decides the

control policies and then sends them to the local controller of

WES via communications. The integration of ICTs makes the

cyber-physical WES vulnerable to attacks [9]. For example,

the attackers can launch an attack by compromising the

control signal stealthily by invading the SCADA system. This

controller attack yields a modification of B(ϑt ) in (10).

It is assumed that the cyber threats persist over the entire

WES operation. The adversary can exploit the cyber vulnera-

bilities and launch the attack to influence the WES’s operating

condition and hence the output power at the physical layer. The

attacker’s strategy (i.e., targeting sensor, actuator, or controller)

may change over time, aiming to yield a successful attack

maximally. The defender considers this malicious behavior

and develops the strategic defense accordingly, maintaining

the WES’s normal operation with high-level confidence.

The considered cyberattacks can be integrated with the

established WES model (10) by modifying the associated

system matrices. Also, multiple attacks may happen simul-

taneously, and their impacts on the system modeling should

be considered jointly in the corresponding matrices. Note

that under different cyberattacks, the physical WES operates

under various conditions. This adversarial attack needs to be

incorporated into the control design.

The cyberattacks considered in this work focus on the

mechanical part of WES. It is also possible that the adversary

targets the electrical system, e.g., power converters and gener-

ators of WES, by compromising their control and state signals

transmitting over communication networks. Knowing that the

electrical system dynamics are much faster than the mechan-

ical counterpart, the attacks to the former component can

propagate more quickly revealed at the compromised generator

torque. It hence requires defensive schemes, including attack

detection and mitigation, to respond to the adversaries more

rapidly. Developing effective strategies to jointly counteract

cyberattacks to WES’s electrical and mechanical parts is

essential, and we aim to address it in future work.

IV. ROBUST AND RESILIENT CYBER-AWARE SWITCHING

CONTROL DESIGN

The operating condition of WES is related to the considered

cyberattacks. In this section, we design a switching controller

for WES based on its Markov jump linear system (MJLS)

representation aiming to improve the WES performance.
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A. MJLS Model of WES

The cyber-physical WES operates at various operating con-

ditions captured by ϑc ∈ ϑc := {ϑn, ϑpa, ϑgs, ϑac, ϑss},
where ϑn, ϑpa, ϑgs, ϑac and ϑss denote the normal, pitch

angle sensor attack, speed sensor attack, actuator attack and

controller attack, respectively. Note that the dynamic operating

point ϑop of WES is determined by the wind speed which

admits a value in an appropriate subset of R
+. One method for

WES controller design is using gain-scheduling by choosing

a set of operating points. In this way, the complexity of the

WES controller depends on the cardinality of the selected

operating point set. In this paper, we specifically focus on

the rated output power range of WES, which leads to a

fixed assumed ϑop. This focused scenario indicates that the

variance of wind speed is limited, and the references β̄ and

ω̄r can be determined before the control design. Therefore,

the parameters Kr (ϑop), Kv (ϑop) and Kβ (ϑop) in (9) can be

seen as constants. However, the modeling can be extended

to time-varying operating point scenarios depending on the

number of chosen operating points during gain-scheduling.

Note that though the reference of operating point can be

seen as a prior, the WES operating condition is time-varying

and depends on the real-time cyber state, which introduces

challenges to the control design.

The model presented in (10) can be regarded as an MJLS

for WES under different operating conditions. We denote by

{ϑt , t ≥ 0} a right-continuous Markov chain on the complete

probability space (
,F , {Ft}t≥0, P), where 
 is the sample

space; F is a σ -algebra of subsets of 
; Ft is a filtration; and

P is a probability measure on the measurable space (
,F). ϑt

takes value in S = {1, 2, . . . , S} with generator � = {γi j }i, j∈S
given by

P{ϑt+	 = j | ϑt = i} =
{

γi j 	 + o(	), if i �= j,

1 + γii 	 + o(	), if i = j,

(12)

where 	 > 0; γi j ≥ 0 is the transition rate from state i to

state j when i �= j , and γii = −
∑S

j=1, j �=i γi j . For clarity,

Fig. 3 depicts the state transition of the WES. Specifically, the

states from 1 to 5 representing the WES operates under the

normal, pitch angle sensor attack, speed sensor attack, actuator

attack, and controller attack scenarios, respectively. For the

considered model, there are S = 5 operating conditions in

total. The transition rates γi j , i = 1,∀ j �= 1 ∈ S, correspond

to the attacker’s behavior that leads to a failure of WES.

B. Cyber-Aware Robust Switching Controller Design

Our next goal is to design a robust switching controller for

the WES based on the established MJLS model. When ϑt =
i ∈ S, we denote A(ϑt ) := Ai for convenience, and similar for

B(ϑt ), C(ϑt ) and E(ϑt ). Based on [26], the designed dynamic

output feedback controller takes the following form:
ẋF (t) = AF (ϑt )xF (t) + BF (ϑt )y(t),

u(t) = CF (ϑt )xF (t), (13)

where AF (i) = AFi , BF (i) = BFi and CF (i) = CFi are

system matrices, ∀i ∈ S; and xF (t) represents the state of

Fig. 3. State transition representation of the WES. State 1 is the normal
operation, and states 2 to 5 represent the system operates under the pitch
angle sensor attack (ϑpa ), speed sensor attack (ϑgs ), actuator attack (ϑac)
and controller attack (ϑss ), respectively. Also, {γ12, γ13,…,γ15} and {γ21,
γ31,…,γ51} capture the security and resilience of the WES, respectively.

the designed controller. Under this feedback control, the WES

switches between the designed robust controllers agilely based

on the measured ϑt . Furthermore, the closed-loop system

needs to have a level κ of H∞ noise attenuation, i.e.,
∫ ∞

0

E(|z(t)|2)dt < κ2

∫ ∞

0

E(|v̂(t)|2)dt, (14)

where κ is a prescribed positive constant; E(·) denotes the

expectation operator; | · | is the standard Euclidean norm; v̂(t)

is the exogenous perturbation in (10); and z(t) is defined as

z(t) := Q(ϑt )x(t) + R(ϑt )u(t) with Q(·) 	 0 and R(·) 	 0.

For ϑt = i ∈ S, we denote Q(ϑt ) = Qi and R(ϑt ) = Ri .

Then, for ∀i ∈ S, the dynamic controller (13) admits the

following forms [26]:

AFi = (Y −1
i − X i )

−1Mi Y
−1
i ,

BFi = (Y −1
i − X i )

−1L i ,

CFi = Fi Y
−1
i , (15)

where Mi = −A′
i − X i Ai Yi − X i Bi Fi − L i Ci Yi − Q′

i (Qi Yi +
Ri Fi ) − κ−2 X i Ei E ′

i −
∑S

j=1 γi j Y −1
j Yi . X i , Yi , L i and Fi

are the solutions to the following linear matrix inequalities

(LMIs):
⎡

⎣

T1 Y ′
i Q′

i + F ′
i R′

i Ri (Y )

Qi Yi + Ri Fi −I 0

R′
i (Y ) 0 Di (Y )

⎤

⎦ ≺ 0,

[

T2 X i Ei

E ′
i X i −κ2 I

]

≺ 0,

[

Yi I

I X i

]

� 0, (16)

where T1 := Ai Yi + Yi A′
i + Bi Fi + F ′

i B ′
i + γii Yi + κ−2 Ei E ′

i ,

T2 := A′
i X i + X i Ai + L i Ci + C ′

i L ′
i + Q′

i Qi +
∑S

j=1 γi j X j ,

Ri (Y ) := [√γ1i Yi , . . . ,
√

γ(i−1)i Yi ,
√

γ(i+1)i Yi , . . . ,
√

γSiYi ],
and Di (Y ) := −diag(Y1, . . . , Yi−1, Yi+1, . . . , YS). Note that

the feedback controller (13) depends on the system matrices

as well as the measurement y(t). The specific values of

AFi , BFi , and CFi in (13) are obtained by solving LMIs

in (16). The solutions to (16) may not be unique, as these

LMIs merely serve as convex constraints on the decision

variables. Any feasible solution to (16) is able to achieve our

control design goal, i.e., the closed-loop system has a level

κ of H∞ noise attenuation. One possible approach to obtain
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Fig. 4. The structure of the robust switching controller for WES. Based on
the outcome of the cyber layer (which determines the operating condition ϑc),
the WES can switch between different designed robust controllers swiftly.

a unique controller is to construct an objective function in

the optimal control framework. The extension to this optimal

design scenario is of interest for future work.

The MJLS (10) coupled with the dynamic controller (13)

with parameters (15) is mean-square stable [26], and this

ensures the stability of the WES under adversary environ-

ment. This type of controller (13) has also been shown

effective in other industrial applications, including vehicle

coordination [27], solar thermal receiver operation and robotic

manipulation (Chap. 8, [28]). Note that the controller (13) is

not the only choice that can achieve our goal. There are other

forms of controller that we can leverage, such as observer-

based control, sliding mode control, passivity-based feedback

control. For the purpose of this work, the controller in (13)

is sufficient to achieve the cyber awareness of WES, where

the parameters of the controller can be computed efficiently.

Another practical factor that can be considered in the control

applications is the delays presented in the system dynamics

(e.g., state and output measurement processes). To capture this

aspect, instead of using (13), more sophisticated control design

is needed for our WES application scenario. For example,

one can leverage the dynamic output feedback-based robust

switching control designed under time-varying delay with

guaranteed exponential stability in [29] to achieve the goal.

If the control cost is further considered, one can resort to the

robust switching control developed in [30], [31] where both

delays and cost metric are included in the problem. Extension

in this direction is left as subsequent work.

An illustration of the designed robust switching controller

for WES is shown in Fig. 4. One advantage of the designed

control over non-switching control (adversary-unaware) is that

it explicitly takes into account the real-time cyber state of

WES and thus can respond to the adversary with agility to

mitigate its imposed impacts on the WES. Specifically, the

control operation scheme will switch between the designed

controllers based on the cyber state ϑt quickly to counteract

the adversarial manipulation of the WES.

C. WES Resilience

In the MJLS model, the transition rates γ j i , i = 1, j �=
i ∈ S, represent the resilient ability of WES. The WES

exhibiting a faster restoration from the failure state to the

normal mode is more resilient to cyberattacks, and a larger

γ j i reflects this fact. Note that removing the cyberattacks is

costly for the WES operator. Therefore, the operator needs

to take into account the tradeoff between the system recovery

and the secure WES design costs. Recall that (15) is related to

the system restoration transition rates, and thus the designed

switching controller captures the resilience of the WES. For

clarity, the transition rates γ j i , i = 1, are considered as fixed

in the current work. The extension to incorporate unfixed

restoration cost where γ j i , i = 1 are decision variables is

nontrivial and requires another layer of optimization.

V. NON-COOPERATIVE GAME-THEORETIC

CONTROL-AWARE CYBER SYSTEM DESIGN

The cyber layer of WES directly influences its physical

components as the cyber layer security governs the physical

system state transition rates. As perfect cybersecurity is cost-

prohibitive, the system operator needs to allocate his defensive

resources optimally. To this end, it requires the operator to

understand the cyber attacker’s strategic behavior and develop

the defensive mechanism accordingly. To achieve this goal,

we establish a non-cooperative game-theoretic control-aware

framework that captures the strategic interactions between

the defender and attacker at the cyber layer of WES. This

framework facilitates the prediction of security risks of the

cyber system under strategic attacks.

A. Control-Aware Cyber Defense Game

We denote this cyber game as Gc. The first step is to

identify the action sets for both the attacker and the defender.

Specifically, the modeled cyberattacks in Section III-C are

sequentially denoted as a1, a2, a3, and a4, respectively.

The SCADA system can monitor the wind farm opera-

tion and detect cyber intrusions. According to the attack

types, the defensive strategies can be categorized into sensor,

actuator, and controller defense. Similarly, we denote the

defender’s action with respect to the corresponding attack by

d1, d2, d3 and d4, respectively. In addition, both attacker

and defender can be inactive which are denoted as a0 and

d0. Therefore, the attacker’s action a belongs to the set A :=
{a0, a1, a2, a3, a4}, and the defender’s action d is chosen from

D := {d0, d1, d2, d3, d4}. The mixed strategies of attacker

and defender are g = [gi ]S−1
i=0 ∈ G and f = [ fi ]S−1

i=0 ∈ F ,

respectively, where gi and fi are the probabilities of choosing

ai ∈ A and di ∈ D, respectively. The admissible strategies of

two players are denoted as follows:

G := {g ∈ [0, 1]S :
S−1
∑

i=0

gi = 1},

F := {f ∈ [0, 1]S :
S−1
∑

j=0

f j = 1}. (17)

The next step is to define the payoff functions of both

players in the game Gc. Under a pure strategy profile {ai , d j },
the WES’s average output power in a fixed time horizon is
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Fig. 5. A non-cooperative game-theoretic framework that models the
cybersecurity of WES. Both the attacker and the defender make strategic
decisions to optimize their objectives, and their strategies are dependent on
the wind power output. Due to the inner coupling, the physical system’s
performance is influenced by the security game outcome at the cyber layer.

Pi j , i, j ∈ S̃ := {0, . . . , S −1}. The costs of actions ai and d j

for the attacker and defender are Ca,i and Cd, j , respectively.

Specifically, we have the null-strategy costs: Ca,0 = 0 and

Cd,0 = 0. With strategy pair {ai , d j }, the defender’s utility is

Ui j = αPi j − Cd, j , (18)

and the attacker’s cost is

Ci j = αPi j + Ca,i , (19)

for i, j ∈ S̃ , where α > 0 is a weighting constant. Note that

the defender is a maximizer and the attacker is a minimizer

in the established nonzero-sum cyber game. The strategy

outcome of the game determines the operation state transition

rates γi j , i = 1,∀ j �= i ∈ S, of the WES in (12) which

affects the performance of the wind energy physical system

through (16). Fig. 5 illustrates the game-theoretic framework

that captures the WES’s cybersecurity, which also shows the

explicit interdependencies between the cyber and physical

layers of WES.

For a given cyber strategy pair {g, f}, the transition rate γ1i

takes the form γ1i =
∑

j �=i−1, j∈S̃ η f j gi−1, for i �= 1 ∈ S,

where η is a relatively small positive weighting constant

transforming the probability to a rate measure such that

γ1i models realistic cyberattack frequencies. Further, γ11 =
−

∑

i �=1∈S γ1i . Note that γ1i indicates that the attack ai−1

is successful only if the defender’s action is not di−1. The

expected attack and defense costs of players are given by

Ca =
∑

i∈S̃ Ca,i gi and Cd =
∑

j∈S̃ Cd, j f j , respectively. The

defender and attacker determine their strategies by considering

the tradeoff between the achieved security and incurred cost.

B. Control-Aware Nash Equilibrium

A natural solution concept to characterize the strategies

of two players with competing goals is Nash equilibrium

(NE) composed by {g∗, f∗}. Denote U = [Ui j ]∀i, j∈S̃ and

C = [Ci j ]∀i, j∈S̃ . Then, the definition of NE in mixed strategies

of the cyber game is as follows.

Definition 1 (Control-Aware NE of Cyber Game Gc): A

strategy pair {g∗ ∈ G, f∗ ∈ F} constitutes a non-cooperative

NE of the cyber defense game Gc in mixed strategies if

f ′Ug∗ ≤ f∗′
Ug∗, and g∗′

Cf∗ ≤ g′Cf∗, (20)

for ∀f ∈ F , and ∀g ∈ G.

Under the NE, the expected payoffs are Ū := f∗′Ug∗

and C̄ := g∗′Cf∗ for the defender and attacker, respectively.

The existence of mixed strategy NE of the cyber game Gc

is ensured by Nash’s Theorem [32]. In addition, the mixed

strategy NE can be obtained through solving a bilinear pro-

gramming (BP).

Remark: The control-aware NE provides the system oper-

ator a mechanism to strategically defend the cyber system

of WES. One prominent feature of such cyber strategy is

its consideration of induced impacts on the physical WES

performance in the design loop, which accounts for the cyber-

physical interdependencies. Another advantage of the pro-

posed defense scheme is that it fully anticipates the behavior of

the cyber attacker and responds to the adversary in a strategic

manner compared with cyber defense methods without risk

prediction.

VI. INTERDEPENDENT WES ANALYSIS AND DESIGN

Designing cyber and physical layers of cyber-physical sys-

tems is generally separate. However, as shown in Sections IV

and V, the design of an efficient WES requires a holistic

method by integrating the cyber system design and the physical

controller design. Therefore, the switching control and the

defensive strategy of cyber-physical WES are interdependent.

In this section, we first define a system-of-systems equilibrium

solution concept for the integrated system and then propose

an iterative algorithm to obtain this equilibrium which guides

the holistic design of cyber-physical WES.

A. System-of-Systems Equilibrium

The NE security strategies of game Gc in Section V

is computed by BP, and the LMI facilitates the switching

controller design in Section IV. The resulting controller of

LMI impacts the average WES’s output power Pi j , ∀i, j ∈ S̃,

over t ∈ [0, T ]. Thus, the LMI’s outcome provides an input to

the BP to form the game Gc at the cyber layer. Note that the

NE of Gc determines the state transition rates γi j , ∀i, j ∈ S,

and consequently impacts the LMI in (16). In sum, we can

predict the outcome of the coupled cyber and physical layers

of WES by finding a consistent solution that satisfies BP and

LMI at the same time. We propose the following concept

of system-of-systems equilibrium to assess the design of the

interdependent cyber-physical WES.

Definition 2 (System-of-Systems Equilibrium): The system-

of-systems equilibrium in the interdependent cyber-physical

WES is a point at which the cyber strategy and the switching

controller satisfy the following two conditions.

(i) The cyber strategy pair {ḡ, f̄} is an NE of the cyber

defense game Gc that corresponds to a power output

profile {Pi j }, for i, j ∈ S̃;
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Fig. 6. A flow diagram of the iterative algorithm to obtain the system-
of-systems equilibrium. The iterative loop contains the switching controller
design for the physical layer and defense strategy update for the cyber layer.

(ii) Based on the state transition rates γi j , i, j ∈ S, resulting

from the cyber strategy {ḡ, f̄}, the designed switching

controller (13) of WES yields a consistent power output

profile {Pi j } with the one in condition (i), for i, j ∈ S̃.

The system-of-systems equilibrium requires one to design

the WES’s cyber and physical layers holistically.

B. Iterative Algorithm

To obtain the system-of-systems equilibrium, we develop

an iterative algorithm based on solving the interleaving LMIs

and BPs. For convenience, a flow diagram of the algorithm

is shown in Fig. 6. We summarize the iterative algorithm in

the following. First, we initialize a cyber strategy from (17),

and determine the robust switching control of WES by solving

LMIs (16). We update the game Gc as the utilities of attacker

and defender are changed, and then recompute the NE strategy

which further facilitates the next round of updates. Through a

number of alternating updates of these two parts, the robust

switching controller at the system-of-systems equilibrium is

obtained, and the strategies of the game converge to ḡ and f̄

for the attacker and defender, respectively.

Comments on the Performance of the Algorithm and Its

Implementation: The iterative cyber-physical update scheme

is composed of two mappings. For convenience, we denote by

µ the set of parameters of the physical controller that includes

AFi , BFi and CFi , i ∈ S. Thus, the first mapping from

the cyber defense strategy to the physical controller can be

denoted as µ = M1(f, g). Similarly, the other mapping from

the physical controller to the cyber defense can be captured

by {f, g} = M2(µ). Note that M1 and M2 are two specific

mappings determined by how the switching controller design

and the strategic cyber defense mechanism are updated based

on each other, as described in Fig. 6. One approach to show

the convergence of the iterative algorithm is to use the small

gain theorem [33, Chapter 5], i.e., showing the norm of the

composed mapping M1 ◦ M2 is smaller than 1, or equivalently

|M1 ◦ M2| < 1, where | · | is the standard Euclidean norm.

Note that characterization of the closed-form expressions of

M1 and M2 is challenging, as obtaining M1 requires solving

the LMIs in (16) and characterizing M2 requires to compute

NE by solving a BP. Thus, analyzing the convergence of the

composed mapping M1◦M2 is highly nontrivial, which will be

addressed in future work. We next provide a heuristic approach

that can yield a converging iterative update trajectory with high

confidence.

When implementing the designed iterative algorithm,

we incorporate a small positive step size during the update of

the resulting wind output power under the renewed cyber game

equilibrium strategies. This procedure is similar to the classical

gradient descent algorithm, in which a small positive learning

rate is multiplied with the gradient value at the evaluated point.

Our implementation can be seen as a cyber-physical gradient

descent scheme. Specifically, the inclusion of this step size

yields a cyber game with its entries at the next round of update

close to its previous round, and this property also holds for the

mixed strategy NE of the game. As such, the solutions to the

LMIs will not deviate significantly between two consecutive

updates, guaranteed by the convexity of the LMI constraints.

To this end, the WES’s performance (in the expected sense due

to stochastic jumps) in a similar adversarial environment will

not oscillate remarkably during the iterative updates, resulting

in stable and converging trajectories of cyber strategies.

The computational complexity of the algorithm is also

worth discussing. The proposed iterative algorithm mainly

consists of two components: the switching controller design

by solving LMIs and the cyber defense decision-making by

computing the mixed strategy NE. To solve LMIs, one can

use the well-developed Nesterov and Nemirovski’s Projective

Method (available in MATLAB through LMI toolbox), which

has a polynomial-time complexity [34]. Computing the mixed

strategy NE of the cyber game requires solving a bilinear

program. One can leverage the widely used Lemke-Howson

algorithm [35] which admits approximately a polynomial time

complexity to achieve the goal. As the algorithm terminates in

finite steps based on the above scheme, the proposed algorithm

has polynomial time complexity. Another remark is that when

the robustness parameter κ is very small (i.e., requesting a

high-level of H∞ noise attenuation), the LMIs may not admit a

feasible solution. Thus, choosing an appropriate κ is necessary

when designing the robust switching controller for the WES

in implementation.

VII. CASE STUDIES

We use case studies to corroborate the obtained results

in this section. Specifically, we construct a WES with sys-

tem parameters specified in [6]. The average wind speed is

15 m/s, and its disturbance is an independent and identical

Gaussian distribution with a variance of 0.3. For illustrative

clarity, we investigate two operation conditions without loss

of generality, i.e., under normal operation and pitch angle

sensor attack. Note that other attacks can be incorporated

similarly. In the focused scenarios, the attacker corrupts the

pitch angle sensor and injects a constant gain of 0.8 to the

sensor value β. Thus, the control-aware cyber defense game

is two-dimensional. We also assume that detecting the change

of operating condition is agile, e.g., by analyzing the received
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Fig. 7. (a) shows the operating condition of a WES in a certain period of time including the normal and pitch angle sensor attack states. (b) depicts
the corresponding WES output power under the designed cyber-aware switching control together with cyber-unaware control for comparison. (c) shows the
corresponding rotor speed and torque signals in different scenarios. (d)-(f) are counterparts to (a)-(c) where the attacker is more aggressive in compromising
the pitch angle sensor signals.

time-series sensor information at the terminal control unit. And

the magnitude of sensor corruption by the adversary can be

inferred through the statistical difference between normal and

compromised data using inference techniques. The following

studies will show WES’s robustness, security, and resilience in

different scenarios and provide WES control design guidelines

under the adversarial environment.

A. Cyber-Aware Robust Switching Control

We first corroborate the designed cyber-aware robust switch-

ing controller, and the robustness level is chosen as κ = 10 in

(14). The results are depicted in Figs. 7(a)-7(c). Fig. 7(a)

shows the sampled two-state Markov chain under the tran-

sition rate matrix � =
[

−0.003 0.003

0.1 − 0.1

]

, which governs the

WES operating condition. Note that the values of transition

rates vary across different energy systems, and they can be

determined specifically by the historical data of the attack

frequencies in targeted WES. Fig. 7(b) shows the WES output

power using the designed control, and Fig. 7(c) presents the

corresponding rotor speed and torque. For comparison, the

WES performance under cyber-unaware robust control is also

illustrated in which the controller only considers WES normal

operation. The results show that the cyber-aware switching

control outperforms the one without awareness significantly.

The switching control is more efficient when the cyberattack

happens since it incorporates this security consideration in the

design beforehand. Based on the statistics [2], the monetary

loss for a 50 MW wind farm using the designed cyber-aware

control can be reduced by around 10k$ per month compared

with the cyber-unaware counterpart, and this shows the advan-

tages of the proposed methodology. We also conduct another

case study that the attacker is more malicious by injecting a

gain of 0.4 to the pitch angle sensor value. Such the attacker

deceives the controller in measuring the correct pitch angle,

and the applied control becomes inefficient. Note that the

disruption caused by this attack case is significant, making it

easy to be detected. The results are shown in Figs. 7(d)-7(f).

It can be observed that the WES performance in terms of the

generated power is worse than the previous case study under

the attack. However, our developed cyber-aware robust switch-

ing control still outperforms the traditional cyber-unaware

robust control.

B. Impact of Security and Resilience

We next investigate the impact of cybersecurity on WES

performance. Specifically, we compare two cases in which

the energy systems (WES 1 and WES 2) are with transition

rates �1 =
[

−0.001 0.001

0.1 − 0.1

]

and �2 =
[

−0.005 0.005

0.1 − 0.1

]

,

respectively. Note that the cyber layer of WES 1 is more

secure than that of WES 2 due to a smaller γ12, while

the resilience capabilities of the two systems are the same

(same γ21). The corresponding WES output power is shown

in Fig. 8(a). We can see that WES 1 outperforms WES 2 in

power generation efficiency, and thus a securer cyber system

enhances the WES efficiency. This study suggests that if the

system operator has more budget, he can invest more in the

cyber layer of WES to reduce the risks of cyber system

compromise.

To study the system resilience, we compare two scenarios

in which the energy systems’ transition rates are as follows:

�1 =
[

−0.001 0.001

0.1 − 0.1

]

and �2 =
[

−0.001 0.001

0.04 − 0.04

]

. These
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Fig. 8. (a): WES performance under different cybersecurity levels. WES
1 outperforms WES 2 (i.e., with more output power) due to a higher security
level. (b): WES performance under different resilience levels. The WES with
a better resilience ability (former one) can generate more output power.

two systems are with the same level of security (same γ12),

while the former one is more resilient to attacks. The obtained

result is shown in Fig. 8(b). We can see that the first WES

can recover from the cyberattack more quickly than the latter,

achieving better system performance.

In conclusion, increasing either γ21 or γ12 can improve

WES efficiency. The system designer needs to strategically

allocate a constrained amount of cybersecurity and physical

restoration resources to obtain the desired outcome. This

fact also demonstrates the tradeoff decision-making between

system security and resilience.

C. Integrated Cyber-Physical WES Design

We next corroborate the effectiveness of the proposed

iterative algorithm that yields a system-of-systems equilibrium

design. Specifically, the cost parameters in the cyber game are

assumed to be Ca,1 = 10k$ and Cd,1 = 5k$, and the weight-

ing factor admits α = 10−2$/W. We then compute the average

generated renewable energy Pi j under the designed control for

a given strategy pair {ai , d j }, i, j ∈ {0, 1}. Based on the iter-

ative algorithm and the implementation procedure described

in Section VI-B, Fig. 9 depicts the updated strategies of the

defender and attacker in the control-aware cyber defense game.

The cyber game strategies evolve iteratively by considering the

physical WES performance. The algorithm successfully results

in a system-of-systems equilibrium after several rounds of

updates at which the players’ strategies are f̄ = (0.224, 0.776)

and ḡ = (0.895, 0.105), respectively. The results corrobo-

rate the effectiveness of the developed cyber-physical update

scheme. This equilibrium strategy guides the strategic cyber

Fig. 9. Illustration of the iterative update algorithm. The algorithm converges
to mixed strategies: ḡ = (0.895, 0.105) and f̄ = (0.224, 0.776) for the cyber
attacker and defender, respectively.

defense of the WES operator by considering the physical

system performance.

VIII. CONCLUSION

This paper proposed a system-of-systems framework for the

holistic design of cyber-physical WES that jointly considers

system robustness, security, and resilience. We have provided

a strategic defense mechanism using a non-cooperative cyber

game for the cyber layer operator. We have further designed

a switching controller for the physical WES operation, which

has been corroborated to be robust and resilient. The system-

of-systems equilibrium of the WES has been computed using

an iterative mechanism by solving BPs and LMIs alternatively.

As for future work, we can explicitly quantify the values of

robustness, security, and resilience of the designed system and

use them for the optimal control design of cyber-physical WES

under adversaries. One way to achieve this goal is to construct

an objective function for the control design by incorporating

costs related to system state, control input, and robustness

(κ). One can further capture the costs of security (γ1i , for

i �= 1 ∈ S) and resilience (γ j1, for j �= 1 ∈ S) in the constraint

of the optimal control problem. For example, it is possible to

use a linear combination between these two distinct metrics

while considering budget constraints. The weighting factors in

the combination represent the tradeoff between different met-

rics and can be determined accordingly based on the resulting

WES performance and the system operator’s preference.
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