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Abstract

Anomaly detection plays an important role in traffic operations and control. Missingness in spatial-temporal datasets
prohibits anomaly detection algorithms from learning characteristic rules and patterns due to the lack of large amounts of
data. This paper proposes an anomaly detection scheme for the 2021 Algorithms for Threat Detection (ATD) challenge
based on Gaussian process models that generate features used in a logistic regression model which leads to high prediction
accuracy for sparse traffic flow data with a large proportion of missingness. The dataset is provided by the National
Science Foundation (NSF) in conjunction with the National Geospatial-Intelligence Agency (NGA), and it consists of
thousands of labeled traffic flow records for 400 sensors from 2011 to 2020. Each sensor is purposely downsampled by NSF
and NGA in order to simulate missing completely at random, and the missing rates are 99%, 98%, 95%, and 90%. Hence,
it is challenging to detect anomalies from the sparse traffic flow data. The proposed scheme makes use of traffic patterns
at different times of day and on different days of week to recover the complete data. The proposed anomaly detection
scheme is computationally efficient by allowing parallel computation on different sensors. The proposed method is one of
the two top performing algorithms in the 2021 ATD challenge.

KEYWORDS AND PHRASES: Anomaly detection, Gaussian process, Spatiotemporal, High dimensional, Missing completely
at random.

1. INTRODUCTION of ways including the introduction of additional measure-
ment errors in the collected data observations or preventing
the collection of the entire data observations. Missingness
may not present many challenges if most of the data are
observable, but when the majority of the data are missing,
these algorithms may not be feasible.

Missing data are a common occurrence in many areas
of research. Missingness in a dataset can be categorized as
missing completely at random, missing at random, or miss-
ing not at random [14]. Data are missing completely at ran-
dom if the failure to observe a value does not depend on
any values of the response, either observed or missing, or
any other observed values. As the observed data are just
a random sample of the complete data and the outcomes
do not affect the model for the missing data, the missing
and observed data are not systematically different [5]. For
missing at random, there might be systematic differences
between the missing and observed data, but these can be
entirely explained by other observed variables. Missing not
at random occurs if missingness depends not only on the
observed data but also on the unobserved (missing) values.

The focus of this paper is to propose a spatial-temporal
anomaly detection framework to identify an anomalous traf-
fic flow (i.e., the number of vehicles at a specific sensor
location at a given time and weekday) when most of the
*Corresponding author. data observations are missing due to external factors. Since
I Advised by the corresponding author. the provided data are extremely sparse, with missing rates

Spatial-temporal datasets collected over time in differ-
ent locations are often encountered in practice, and one
emerging application of interest in spatiotemporal datasets
is anomaly detection. For traffic flow data, anomaly detec-
tion is an important component in traffic operations and
control since abnormal traffic events can greatly reduce traf-
fic efficiency [30]. There is an increasing demand for auto-
mated, efficient, and universal anomaly detection methods
as more traffic cameras are deployed to record road data
[2]. Recent literature has developed machine learning and
deep learning-based methods for detecting spatial-temporal
anomalies. For example, in supervised deep anomaly de-
tection, both normal and anomalous data are used to
train a binary or multi-class classifier [2]. Kut and Birant
[13] proposed a point anomaly detection algorithm using
a clustering-based and density-based approach to discover
clusters according to non-spatial, spatial, and temporal val-
ues of the objects. Although anomaly detection has been well
studied in a variety of research and application domains, few
are focused on sparse data with missingness which is a prac-
tical challenge encountered in a spatial-temporal setting and
concerns external factors interfering with the data collection
process [29, 25, 16]. The sparsity manifests itself in a number

84


https://journal.nestat.org/
https://doi.org/10.51387/23-NEJSDS20

Detection of Anomalies in Traffic Flows with Large Amounts of Missing Data 85

ranging from 90% to 99%, using the data directly does not
yield satisfying results. It is challenging to detect anoma-
lous events because they rarely happen for most sensors,
and even fewer are observed. The extreme scarcity of the
incomplete dataset makes it more difficult to detect the oc-
currence of anomalous events directly. Our work contains
the following contributions:

e A three-layer data engineering architecture is proposed
for data transformation and augmentation based on
spatial-temporal patterns.

o Gaussian process regression (GPR) is used to recon-
struct the complete data and estimate features such as
mean, standard deviation and percentiles.

e A logistic regression model is built to predict anomaly
status where the cutoff is optimized through cross-
validation.

The remainder of this paper is arranged as follows. In Sec-
tion 2, we provide a summary of the challenges. In Sec-
tion 3, we give a general introduction to GPR models. The
proposed anomaly detection framework is introduced in 4.
Evaluation of the proposed method and some key patterns
identified from the study are shown in Section 5. The fi-
nal section 6 provides a discussion and offers directions for
future research.

2. OVERVIEW

2.1 Traffic Flow Dataset

This work is motivated by a challenging traffic data prob-
lem provided by the 2021 Algorithms for Threat Detection
(ATD) program sponsored by the National Science Founda-
tion (NSF) and the National Geospatial-Intelligence Agency
(NGA) [1]. The complete dataset (i.e., without missing val-
ues) consists of hourly traffic flow (i.e., the number of vehi-
cles) for 400 sensors (locations) in California from 2011 to
2020. A sample of the complete data is provided in Table 1.

The goal of the 2021 ATD challenge is to detect traffic
flow anomalies at a sensor s at hour h on weekday w for
an incomplete dataset where the majority of the data is
not observed. A sample of the incomplete data is provided
in Table 2. In fact, the ATD organizers downsampled each
sensor by a particular sampling rate (i.e., one minus the
missing rate): 1%, 2%, 5%, or 10%. The incomplete dataset
has the same form as the complete dataset except that a
large number of rows are missing as depicted in Table 2.

The definition of an anomaly is determined by the ATD
program organizers. All analyses are at the granular level of
sensor s, hour h, and weekday w, which is called a slice (see
definition 2.1). The traffic flow data are detrended for each
slice as the anomaly definition assumes stationarity. Specifi-
cally, a linear trend model is fit on the complete hourly data
over time, and its predicted linear trend is then subtracted
from the original data. The average traffic flow is added back
to the resulting data. We refer to the dataset that results

Table 1. A sample of the complete dataset of hourly traffic
flow. This dataset is detrended within each slice (see
Definition 2.1) and used to define the true labels, but only a
random subsample of this dataset is provided for analysis.

Sensor Date Weekday Hour Traffic
1 2011/1/1 Saturday 0 2240
1 2011/1/1 Saturday 1 1835
1 2011/1/1 Saturday 2 1580
400 2020/12/31  Thursday 22 320
400 2020/12/31 Thursday 23 266

Table 2. A sample of the incomplete dataset that is provided
to build an algorithm for anomaly detection with a sampling
rate (the last column in the table) at 1%, 2%, 5%, or 10% for
each sensor.

Sensor Date Weekday Hour Traffic Rate
1 2011/1/1 Saturday 16 6278 1%
1 2011/1/19  Wednesday 17 6302 1%
400 2020/12/30 Wednesday 21 388 5%
400 2020/12/30  Thursday 19 466 5%

from the aforementioned steps as the complete detrended
dataset D.

Let the detrended traffic flow be denoted by f. We re-
fer to the complete detrended data (i.e., no missing values)
concerning sensor s at hour h on weekday w as the “slice”
which has the following definition.

Definition 2.1 (slice). Let ¢ be the ith row in the com-
plete detrended dataset D. The slice refers to the complete
detrended traffic flow data (i.e., no missing values) with re-
spect to sensor s at hour h on weekday w:

Dy pw:={D}:D.=sNDj =hND, =wnD, =1}

-
.y T =Ngs, h,w

— X3

. s,h,w =1

where D! is the sensor index number in ith row, D} is the
hour value in the ith row, D! is the weekday value in the
ith row, D! = 1 if the observation is sampled and D! = 0
otherwise., and 75 p . = |Ds.hwl-

Consequently, the true mean traffic flow for the slice is:

L ZDi,h,w

Ns,h,w

Hs,haw = (21)

where Dé,h,w is the ¢th traffic flow for sensor s at hour h

on weekday w (i.e. multiple values collected from 2011 to
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2020). Similarly, the true standard deviation for the slice is

2 (D — M hw)?
: (2.2)

Ns h,w

Os,hw =

The true anomaly label is determined by the ATD program
organizers and is defined as the following:

i _J 1 (anomaly), |D§)h,w — ls,hw| = 3050w
sshaw 7 (normal), |Di,h7w — lshwl < 30shw

In this project, the complete dataset D is not available.
The sampling rate is provided for each sensor. As the defini-
tion of anomaly infers, the anomaly status is defined based
on the complete dataset, but only the incomplete data are
available to predict the anomaly. The purpose of this study
is to use the incomplete data to accurately predict anomalies
whose status is determined using the complete data.

3. METHODOLOGY

3.1 Gaussian Process Regression

Gaussian Process Regression (GPR) models are non-
parametric kernel-based models based on the assumption
that each observed response value y; is sampled from a mul-
tivariate normal distribution. Different from linear regres-
sions, GP regression models are built on random processes
with a Gaussian prior instead of a parametric formulation
for the latent function. It also provides uncertainty measures
over predictions In GPR models, the relationship between
a latent function f(x;) and the target (response) y; can be
written as follows:

Yi = f(xl) + € €~ N(Ov J2)a

where the random noise ¢; is normally distributed with mean
0 and variance o2. The covariance function of the response
in a GPR is cov(y) = K+02I where the entry at the i-th row
and j-th column of K, K; j = k(z;, ;). The covariance ma-
trix characterizes correlations between different responses in
the process. If z; and x; have similar kernel function values,
then their GPR outputs, f(z;) and f(x;), shall also be sim-
ilar. For some new points X, the prediction f(X,) can be
obtained from the joint distribution of f on the input X and
f« on the new points X, a simplified notation of f(X,) as

follows:
(] [ &)

where K = K(X,X), K, = K(X, X,), K. = K(X.,X\)
is a covariance matrix, whose entries are given by the co-
variance function (kernel), K;; = k(x;,z;), and m(X) =

m(X,) = 0 for convenience. The posterior predictive dis-
tribution is obtained by marginalizing out the training set
latent variables [21]:

1
p(fily) = /p(f, fuly)df = 5

o / @l Fp(f. £.)df,

and it can be written as

1
p(fuly) = N(Ky. j(Ky 5+ 0%1) y, Ky, 5.
— Ky, f(Kfp+0°1) 'Ky y,).

Notice that the covariance does not depend on the observed
output y but only on the inputs X and X,.

Recently, GPs have become a popular method for non-
parametric modeling, and there are several reasons for using
GPs. First, the locations of the observations used to train
the model do not necessarily correspond to the locations of
the points for which we wish to investigate the function at
[22]. Inference for the GP at a set of locations X, that differ
from those corresponding to X can be achieved by eval-
uating the posterior distribution of f(X,). Second, there
are various kernel functions that can be proposed to meet
the modeling expectations. For example, if we believe the
informativeness of past observations in explaining current
data is a function of their time difference, the squared ex-
ponential function can be used in the covariance function,
ie., f(zi,x;) = h* exp[—(¥5*)?], where hyperparameters
h and A control the output scale of the function and the
input, or time, scale. Kernels can also be combined together
(e.g., addition and multiplication) to develop flexible non-
linear correlations.

Other non-parametric models, such as splines are also
commonly used for spatiotemporal data analysis as they rely
on fewer assumptions about the underlying data generating
mechanisms. Although spline models can implement com-
plex nonlinear functions, they are less efficient in modeling
the effects of covariate interactions when compared to GPs.

Approximate Bayesian computation (ABC) has been
used widely for parameter inference in ecology and biology
as it does not require the specification of a likelihood func-
tion [8, 4]. The ABC approach estimates the posterior distri-
butions of parameters by simulation data with parameters
sampled from the prior distribution. A value for the toler-
ance (€) is pre-specified to determine if the distance between
a simulation dataset and the observed dataset is less than
or equal to €, it is retained. Otherwise, it is discarded.

GPs have been used as a replacement for supervised neu-
ral networks in nonlinear regression and extended for classi-
fication [26, 20]. Previous research has shown that these two
approaches were equivalent for a neural network model with
a single-layer fully-connected neural network in the limit of
infinite width [17, 27, 28]. For such a neural network with
independent and identically distributed (i.i.d.) random pa-
rameters, as a result of an affine transformation of the fi-
nal hidden layer, each scalar output contains a sum of i.i.d.
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Figure 1: The proposed anomaly detection framework.

terms. According to the Central Limit Theorem, the neural
network’s computed function is drawn from a generalized
projection (GP) when the width is infinite [27]. Multilayer
Perceptron (MLP) neural networks are popular in captur-
ing nonlinear relationships. It has been shown that a MLP
neural network and GP have similar behavior when the num-
ber of hidden neurons tends to infinity and weight decay is
employed. Based on such correspondence, it is possible to
provide exact Bayesian inference for neural networks with
infinite width by evaluating the corresponding generalized
partials. There are kernel functions designed to mimic multi-
layer random neural networks, but they are only available
outside of a Bayesian network and have not yet been iden-
tified as covariance functions for GP in previous work [27].

4. ANOMALY DETECTION FRAMEWORK

The proposed anomaly detection framework consists of
the following steps which are discussed in detail in the sub-
sections below. First, we pre-process the observed data by
detrending and normalizing the data of each slice, and then
we augment the incomplete data by transforming the ob-
served traffic flow from temporal neighbors (e.g., prior and
post hours as described in Section 4.1). Then, GPR models
are built to recover the complete data based on the aug-
mented data as described in Section 4.2 and 4.3. The GPR
model is fit at the level of the slice (sensor, hour, and week-
day) by exploiting the temporal correlations. With the re-
constructed complete traffic flow, the means and standard
deviations of the fitted traffic flow are computed for all slices.
Finally, the anomaly and non-anomaly classification algo-
rithm is built using logistic regression models, as described
in Section 4.4. These steps are illustrated in Figure 1, where
the data engineering step is included in the dashed rectan-
gle. As the downsampled data have four different sampling
rates (i.e., 1%, 2%, 5%, and 10%), we apply the proposed
model to each sampling rate. A detailed algorithm for the
proposed anomaly detection framework is in Algorithm 1.

4.1 Data Engineering

In this subsection, we describe how to pre-process the
incomplete data which includes detrending the data in the
same way as the ATD organizer, normalizing the data, and

Algorithm 1: The Proposed Anomaly Detection
Algorithm.

1 Model Training

Input: Downsampled traffic flow data d

for (s, h,w) € S where S is the set of slices (s, h,w) in d
do

3 L Detrend ds,p, as described in Section 2.1

N

IS

for (s, h,w.) € S* where w. is the weekend indicator and
S* is the set of slices (s, h,w.) in d do
5 L Normalized the detrended data for ds p,w,

for i =1,...,n where n is the size of d do

Let s, h, and w be its corresponding sensor ID, hour,
and weekday

for j=—k,—k+1,....k—1,k+1 and j #0 do

N o

9 Compute d's pyj,w and sy s for slice
s htdw
(s,h + j,w)
10 Transform the total flow from using Equation
(4.2)
11 for w' s.t. we(w') = we(w) do
12 Compute d’; p,,,v and sar for slice (s, h,w")
13 | Transform the total flow using Equation (4.3)
14 for r = 1%, 2%, 5%, 10% do
15 for (s, h,w) s.t. sampling rate of sensor s = r do
16 Predict the missing total flow on the augmented
data y 5, ,, with GPR model
17 Compute the mean fis hw, Os,h,w, P5, D25, D50,

prs, and pos of the reconstructed complete data

18 Predict the anomaly probability leveraging d’, p5,
Dhs, Pso, Prs, and pos as described in Section 4.4
19 Tune the cutoff ¢ using grid search to optimize the F1
Score
20 Model Testing

Input: Downsampled traffic flow data d.
21 for each sampling rate in the test dataset do

22 Follow the same data engineering and GRP steps as
the training dataset

23 Use the fitted logistic regression model from training
to estimate the probability of being anomalous

24 Use tuned c to determine the anomalous status

25 Compute the test F1 score using Equation (5.1)

augmenting the data from similar groups: a) nearby hours of
the same day and b) same hour of other weekdays. We first
detrend the traffic flow following the same strategy described
in Section 2.1. The resulting detrended data is denoted by
d, and d, ., is the detrended total flow for slice (s, h, w).

In the normalization step, instead of normalizing the data
based on the slice of s, h, and w which has high sparsity,
the day of week is aggregated into weekdays or weekends
to increase the sample size for normalization. A weekend
indicator w, is created to recode the day of week variable
to a dichotomous variable with value 1 indicating weekends
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and 0 indicating weekdays,

v — 1 D! € {Sat., Sun.} N D! =1,
10 D e {Mon., Tue., Wed., Thu., Fri.} N D} = 1.

Then we normalize the data for each slice of s (sensor), h
(hour), and w, (weekdays or weekends). That is, data at the
same locations and hours of weekdays are pooled together,
and data at the same locations and hours of weekends are
pooled together for normalization as follows,

‘ —d
d/i _ 7s,hw, s,h,we
s,h,we. —
Sdg b, we

where dg p, ., and Sd, 1, ., are the mean and standard de-
viation of slice (s, h,w.). This approach is advantageous as
compared to normalizing the data based on the slice of s,
h, and w since there are only a few points available for each
slice. It also works better than normalizing based on the
slice of s and h because the traffic flows of weekdays and
weekends are significantly different and thus not suitable
for pooling.

In the data augmentation step, it is assumed that the
traffic flow data is smooth so that observed data can be
duplicated to other slices. We augment data from similar
groups:

e nearby hours of the same day.
e same hour of other weekdays.

First let d" be the detrended and normalized data for

s,h,w
slice (s, h,w) from the downsampled data d, d;i,h,w be the
its i-th observation. Denote the augmented data of slice
(s, h,w) by y, ;, ., and the initial values are the same as d ;, ,,
(i-e., set yg  , = d. ), ,, before the augmentation starts). To
augment the data from nearby hours of the same day, let k&
be the parameter that determines the size of nearby hours

to predict. Then, the traffic flow data are transformed as fol-

lows for the previous hours h — 1,...,h — k and post hours
h+1,....h+k:
/(n+1 1
ys(,2+j,)w =91 (dfsl,h,w) (41)
d/sih w CZ/S h,w 7
- 2 > ’ ’ .
B Sdl 1w XS T d's bt jws
where j = =+1,..., %k, n is the current sample size of

Ysnyjw and updated after each augmentation step, d’s pw
and sy~ are the sample mean and standard deviation of

the data for slice (s, h,w), and J’S,hﬂ-’w and Sd
the sample mean and standard deviation of the data for
slice (s, h + j,w). Notice that in this step, we do not con-
sider the weekday/weekend variable. Besides, we use grid
search to find the optimum value of k (e.g., neighboring day
window size for augmentation) for each sampling rate. The
downsampled dataset with a lower sampling rate reasonably

needs a larger value of k to achieve better results.

are

Similarly, the observed data from the same hour on other
weekdays are also transformed for data augmentation. For
slice (s, h,w), its traffic flow data are also used for other days
of the week that have the same weekday category (weekday
vs. weekend), i.e., slice (s,h,w’) s.t. we(w') = we(w). The
transformation formula is described as follows:

+1 .
Yt = 9a(dl ) (4.2)
17 7
>7h/, ~
= M X Sqt , + d/s,h,w/ (43)
Sdl 1w s.how

where n is the current sample size of y;7h7w, and updated
after each augmentation step, J’&h_,w and sy are the
sample mean and standard deviation of the data for slice
(8, hyw), d's.p and S, are the sample mean and stan-
dard deviation of the data for slice (s, h,w’).

When the augmentation process completes, ¥~ , ,, con-
tains the detrended data from the original inédmplete
dataset, transformed data from the neighboring hours of the
same day, and transformed data from other similar days of

week at the same hour and same week.

yg,h,w = dls,h,w U gl(dls,h:tj,w) U gQ(d;,h,w’)

where j = +1,...,+k and w.(w’) = w.(w). The augmen-
tation strategy can be extended to incorporate spatial pat-
terns by using data from the closest stations on the same
day and same hour. It is not used in our project as it does
not improve the model’s performance.

4.2 Gaussian Process Regression Models

Although the data augmentation step has increased the
sample size to a certain degree, it is based on observed data
and does not infer what the unobserved looks like. Tempo-
ral patterns could be further explored to get a full picture
of the data. The purpose of GPR models is to recover the
unobserved traffic flow from the augmented data d’, ,, . To
reconstruct the complete traffic flow data, we apply’t’he fit-
ted GPR models for each slice to predict the unobserved
traffic flow from the posterior predictive distribution. With
the augmented data y;h,w, we apply GPR to recover the
complete traffic flow data from 2011 to 2020 based on its
date information, denoted by ¢ p, .,. The dependent variable
in the GPR is the traffic flow, and the dependent variable
is the time index z, a new feature introduced to recover the
time series pattern of the data. To find x, we first list all
the possible dates that correspond to the hour and weekday
value in slice (h, w):

Th = {dates between 2011 and 2020 : T}, = h U Ty, = w}.

Let Ny, 4, be the size of Thyw._ Then the time index for i-th
observation in slice (s, w, h) ¢, ,, for ¥ ;, ,, can be identified
by matching its dates with T as follows,

={i: T

l‘i

_ 4t
s,h,w - ts,h,w}7
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where ¢!, is the date of i-th observation in slice (s, h,w).
We have a collection Xonw C{1,...,Npw} by definition.
Let ns p,w be the size of X p, . For the set of observed data
G = {(xi’hyw,y;fmw),i =1,...,nsnw}, we use the GPR to
model the relationship between the traffic flow and the time
index on the augmented data. Assume that

yg,h,w = f(xs,h,w) +e€,€~ N(O, 0'2,[).

A GP prior is placed over f(xsp.) and simplifying the no-
tation by removing the subscript (s, h,w) as follows:

p(f(@)|z) = N(0, K)

where K is the covariance matrix determined by the kernel
function. In this project, the rational quadratic kernel is
implemented,

2 —
ka,l($i7$j) = (1 + %) s (44)
where « is the scale mixture parameter which determines the
weighting of large or small-scale variations, [ is the length
scale of the kernel, and d(-, -) is the Euclidean distance. The
details of the kernel selection are discussed in the following
section.

There are several advantages of recovering the complete
sequence. First, the true mean and standard deviation could
be approximated from the recovered data and fed into the
classification process. Second, with the reconstructed com-
plete time series data, other features such as the 5-th, 25-th,
50-th, 75-th, and 95-th percentiles can be computed and
used when building the final prediction model. These sum-
mary statistics might not be represented well by the origi-
nal incomplete data which have less than five observations
(n < 5) on average for each slice.

4.3 Kernel Selection

The choice of kernel profoundly affects the performance
of a GP on a given task [23] as it controls properties of latent
functions including smoothness and periodicity. In practice,
sophisticated kernels are often achieved by composing a few
standard kernel functions, which may also lead to overfit-
ting. Commonly used kernels include the Gaussian radial
basis function (RBF) kernel, rational quadratic kernel, exp-
sine kernel, and Matérn kernel.

e The RBF kernel is also known as the squared-
exponential kernel and takes the form as follows:

d LiyLj 2
ky(zi, ;) = exp (-%)

where [ determines the length scale of the associated hy-
pothesis space of functions. A large value of  shrinks
the covariance between nearby sets of observations,
which results in a more smooth output.

e The rational quadratic kernel is described in Equation
4.4.
e The expsine kernel is in the form

2sin®(wd(zi, ;) /p)
)

kip(xi, x;) = exp (—

where [ is the length scale of the kernel, p is the peri-
odicity of the kernel.
e The Matérn kernel is a generation of the Gaussian RBF

kernel and given by:
1 V2 ’
(Tyd(ziv .1:]))

kya(zi, ;) = T2 1

KV (@d(l‘ul‘]))

where K, (-) is a modified Bessel function and I'(-) is
the gamma function.

In this project, we propose a few candidate kernels (i.e., the
RBF kernel, rational quadratic kernel, expsine squared ker-
nel, and Matérn kernel) and then use the cross-validation
method to compute the mean absolute error (MAE) of the
traffic flow for each candidate kernel. Specifically, we first
random sample 20 different sensors and used the 3-fold
cross-validation with five repetitions through the Python
Scikit-learn package [19] to obtain the training and test in-
dices for each slice (s, h, w). The GP regression is fit on the
training dataset, and predictions are performed for the test
dataset. The prediction errors from all the slices of the 20
sensors are collected to compute the MAE for each can-
didate kernel. The MAE comparison is shown in Table 3.
The RBF, rational quadratic, and Matérn have comparable
results, while ExpSine squared kernel gives a much higher
MAE. Among the four sampling rates, the rational quadratic
has the lowest MAE compared to RBF and Matérn, and is
therefore selected to be the kernel function in GPR.

We use the Python Scikit-learn package [18] to optimize
the hyperparameters in the kernel function, which are tuned
in order to maximize the log-marginal-likelihood. Specifi-
cally, we use 0.1 and 1 as initial values for « and [, respec-
tively. And the bounds are «,! € (0.1,10).

Table 3. The cross-validation MAE of four different kernels in

GPR.

Sam- RBF Rational ExpSine Matérn
pling Quadratic  Squared

1% 0.760 0.723 38.062 0.753
2% 0.697 0.620 36.849 0.678
5% 0.666 0.575 10.031 0.648
10% 0.598 0.490 1.257 0.567
overall 0.602 0.680 21.549 0.661
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Sensor 1: 2% sampling rate
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Figure 2: Actual traffic flow vs. the estimated flow using GP.

In Figure 2, we show the reconstructed time series for
an arbitrary sensor (sensor 1) using GPR with a rational
quadratic kernel. Sensor 1 has a 2% sampling rate. The blue
curve represents the complete traffic flow and the orange
is the reconstructed total flow. We only show the first two
week’s estimation (2011-01-01 to 2011-01-14) for better res-
olution. Overall, the estimated total flow resembles the true
values, but it does not fully recover the true distribution due
to the sparsity of the observed data.

4.4 Predictions via Logistic Regression

The incomplete traffic flow data has been detrended and
normalized in the previous steps. There are additional fea-
tures from the complete reconstructed data using GPR (i.e.,
estimated mean, standard deviation and percentiles). In this
section, we will use d’ (i.e., the detrended and normalized
downsampled data), as well as features from GPR to build
a logistic regression model for each sampling rate. All vari-
ables are normalized using the estimated mean and standard
deviation of its corresponding slice. For example, data for

slice (s, h,w), d.*, ., is normalized as follows:
/i p
i s,how — Hs,h,w
Zs,h,w = ~ (45)
Os,h,w
where i = 1,...,|d, , |, and fis p,w and G5 p, . are the mean

and standard dev1at10n of the reconstructed complete traffic
flow for slice ({s,h,w) from GPR. Denote the normalized
data of d’ by z. Features from the reconstructed data are
also normalized in the same fashion. For example, the 5-th
percentile w.r.t. the reconstructed data for slice (s, h,w) is
normalized as follows:

ﬂs,h,w

Us,h,w

Ds,h,w;5 —
psth_

With the normalized data {z,pk, pg, Prs, Pos }, We train
the logistic regression for each sampling rate. Define N; be
the size of sampling rate j where j € {0.01,0.02,005,0.1}.
Omitting the slice notation {s, h, w}, the logistic regression

model for sampling rate j can be written as

) = B Bl B 1 Blp (46)

log pi
1—p
+ Bipo + BLpls + Bipas

where i =1,2,...,Nj.

The logistic regression model returns the probability that
a traffic flow is anomalous, and a cutoff threshold c¢; needs to
be specified to determine the anomaly status for each sam-
pling rate 7 where j € {0.01,0.02,005,0.1}. A grid search is
used to choose the optimal value of ¢;. Note that the three
standard deviation method to find anomalies is a special

(4.7)

case for logistic regression when By = B2 = 83 = 84 = 05 =
3 .
Bs = 0 and cutoff becomes 1;3151 as 2 = 3. So, the logistic

regression model encompasses the three-standard deviation
criterion. But it is more flexible than the three-standard de-
viation criterion because it allows the tuning process for c;
to obtain better prediction results.

Once the optimal values are selected, an observation is
classified as an anomaly if its predicted probability of being
anomalous is greater than c. For example, the optimal value
of ¢ was found to be 0.31 for a sampling rate of 0.1 so that
an observation with predicted anomaly probability > 0.31
is classified as an anomaly. This is defined in the formula
below.

/\i .
ps,h,w > Cj

I(Z >
ps,h,w < Cj

s,h,w

)= {1 (anomaly), (4.8)

0 (not anomaly),

where c; is the optimal value for sampling rate j that sensor
s corresponds to. Then we can compute the corresponding
F1 score using Equation (5.1).

5. RESULTS AND DISCUSSION

5.1 Assessment of Predictive Performance

The classification results were evaluated with F1 score
which is the metric adopted by the challenge organizer. It is
defined as follows:

true positive

F1=

true positive + 0.5(false positive + false negative)
(5.1)

F1 score is widely used in many applications such as image
classification and documentation classification. Unlike clas-
sification accuracy which is the proportion of the number of
correct predictions from all predictions made, F1 score con-
veys the balance between precision and recall. For example,
in the imbalanced setting when negative cases dominate, the
classification accuracy would be high by simply labeling all
observations negative. However, the F1 score would be 0 as
the predictions for the negative observations are incorrect.
To test the performance of the proposed method, we ran-
domly sample 200 for training and the remaining 200 sensors
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Table 4. F1 scores on the test dataset by sampling rates.
XGBoost-1 is the comparison model that replaces GP with
XGBoost for the proposed model to reconstruct the complete
total flow, while XGBoost-2 is the comparison model that
replaces logistic regression with XGBoost to predict the
anomaly status. The Baseline model used the three-standard
deviation rule based on the downsampled data. For the ABC
approach, we estimate the parameters from the posterior
distribution and then use a three standard deviation rule to
find anomalies. The proposed model consistently outperforms
the comparison models.

Test Set F'1 Score

Rate Pro- XGBoost- XGBoost- ABC Base-
posed 1 2 line
1% 0.5505  0.4074 0.3838 0.2651 0.0000
2% 0.6588  0.6779 0.6153 0.4758 0.2010
5% 0.7382  0.4000 0.7018 0.4844 0.6078
10% 0.8170  0.8249 0.7913 0.5785 0.7570

for testing. The proposed algorithm is run in parallel at the
sampling rate level. Within each sampling rate run, it can
be further paralleled at the slice level for GPR hyperparam-
eter tuning, which is comparably the most computationally
expensive part among all components. Overall, the proposed
algorithm is efficient and takes about 1 hour for training and
7 minutes for testing. The test F1 score for each sampling
rate is given in Table 4. We also compute the F1 score on the
test dataset using the baseline algorithm provided by NSF,
which labels an observation as an anomaly if the detrended
traffic flow is above or below three standard deviations from
the observed mean.

Although this paper focuses on the use of the Gaussian
Process in the anomaly detection framework (see Figure 1),
other methods may be used to reconstruct the complete to-
tal flow. One method applied is stochastic gradient boosting
[11, 12]. Specifically, we use the XGboost library [7] to im-
plement the XGBoost method. The GPR has an average
F1 score of 0.6911 whereas the XGBoost has an average
F1 score of 0.5776. The GPR has a descent F1 score for
the sampling rate of 1% (0.5505) as compared to XGBoost
(0.4074).

We also test the proposed framework by replacing logistic
regression with XGBoost (column XGBoost-2 in Table 4).
We observe that the XGBoost tends to overfit the training
dataset and logistic regression gives better results for all four
sampling rates in the test dataset.

We also applied the ABC algorithm to estimate the mean
and standard deviation of each slice through the Python
abcpy package [10]. Specifically, the parameter samples are
generated from a uniform distribution (g ~ (—0.5,0.5),
o ~ (0.5,1.5)) and a Gaussian likelihood is assumed for the
distribution of the total flow. The posterior mean and stan-
dard deviation are then used to determine if a traffic flow is
anomalous based on the three-standard deviation rule. We

examine the hyperparameter € (the distance tolerance) at
two different values, 8 and 10, after comparing the simula-
tion datasets and the observed data. We find the results for
e = 8 and € = 10 are very close; therefore only the first one is
shown in Table 4. It is shown that the proposed algorithm
has higher F1 scores than the ABC algorithm for all four
sampling rates.

Furthermore, the F1 score on the test dataset using the
baseline algorithm is also computed for comparison pur-
poses. The baseline algorithm labels an observation as an
anomaly if the detrended traffic flow is above or below three
standard deviations from the observed mean. The proposed
method has a higher F1 score for all four sampling rates
than the baseline approach.

5.2 Spatial Pattern of Traffic Anomalies

In this section, we show the anomaly probability on a map
using the standardized latitude and longitude information
to reveal the spatial pattern of anomalies (i.e., the original
latitude and longitude values are not provided). Due to the
nature of the data, we aggregate the anomalies by year and
compute both the observed and predicted anomaly proba-
bility for each sensor. The left and right plots in Figure 3
are the true and predicted anomaly probability in 2016, re-
spectively. In general, the predicted anomaly probability is
close to the observed anomaly probability. In both plots, it
is shown that sensors with large anomaly probabilities are
mainly located in the northwestern area which is likely close
to downtown Los Angeles. We are not able to show it on the
exact map since the latitude and longitude provided by NSF
are normalized. Few sensors located in the southeastern area
also have relatively high anomaly probabilities. The scatter
plot also showed that sensors that are close to each other
had similar anomaly probability.

10 Qbserved_prob 10
000
005 005

K} 010 < ) 010

015 015

08 020 08 020
025 025

Predicted_prob

00 01 02 03 04 05 06 07 08 00 01 02 03 04 05 06 07 08
Latitude Latitude

(a) The observed anomaly (b) The predicted anomaly
probability for each sensor in year probability for each sensor in year
2016 2016

Figure 3: The left and right plots show the observed and
predicted anomaly probability represented by the bubble
size for each sensor in year 2016. The sensors that are close
to each other have similar anomaly probabilities.
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Figure 4: Hourly anomaly probability for holidays and non-
holiday. The left vertical axis number is the probability of
anomalies in holidays and the right vertical axis number is
the estimated probability of anomalies in non-holidays.

5.3 Holiday and Weekday Pattern of Traffic
Anomalies

In this section we examine the hourly traffic patterns of
holidays and non-holidays and their daily profiles.

Holidays vs. non-holidays. We analyze the hourly
anomaly probability to investigate holiday and weekday pat-
terns (see Figure 4). In general, holidays have a higher prob-
ability of experiencing unusual traffic than non-holidays.
Moreover, holidays generally had anomalous traffic in the
morning (4 AM to 10 AM), whereas non-holidays had higher
anomaly probabilities from 10 AM to 8 PM. For holidays,
people tend to leave home early, so this may explain the
peak of the anomaly probability in the early morning [6].
For non-holidays, the anomaly probability patterns coincide
with daily work commute patterns. Figure 4 indicated that
the daily profile had two peaks for non-holidays, correspond-
ing to two rush hour periods: one in the morning (11 AM
to 12 PM) corresponding to lunch breaks and another one
in the afternoon (7 PM to 8 PM) which corresponds to the
end of a working day.

Daily profiles in holidays and non-holidays. Strat-
ifying the traffic flow data by holidays and non-holidays,
the hourly anomaly probabilities are further analyzed at the
weekday level. Figure 5 showed the daily profiles by days of
the week for holidays and non-holidays. We observe that
there are large traffic flows on holidays that occurred on
Mondays through Saturdays from 7 AM to 8 PM whereas
Sunday has large traffic flows at 1 AM and a lower anomaly
probability overall. We also found that Tuesday, Wednes-
day and Thursday have higher a probability of experiencing
anomalous traffic than other days in the holiday group. Also,
we found that 1 AM has the second highest probability of

holiday_ind = False
0025 05

holiday_ind = True

Weekday
- Monday
Tuesday
Wednesday
~—— Thursday
Friday
) — Saturday
- Sunday

0.020

! 0.015

0.010

Anomaly_prob

0.005

0 10 2 0 10 2

Hour

Figure 5: Hourly anomaly probability by weekday for hol-

idays (right panel) and non-holidays (left panel). For holi-

days, all days have a high peak at 7 AM and 8 AM except for

Sunday which have a high peak at 1 AM. For non-holidays,

Monday, Tuesday, Wednesday, and Thursday have similar
patterns, while Friday, Saturday and Sunday are similar.

experiencing anomalies for most holidays which is consistent
with a previous study [15].

For non-holidays, we find that Monday, Tuesday, Wednes-
day, and Thursday have similar patterns: a) two peaks at 11
AM to 12 PM and 7 PM to 8 PM and b) fewer anomalies at
8 AM. Friday’s pattern differes in that its anomaly proba-
bility gradually increases after 1 AM instead of dropping in
the morning which is similar to Saturday and Sunday. It is
interesting to point out that morning traffic volumes from
Monday to Friday may be high but has a relatively smaller
chance of reporting anomalies as compared to other time
frames.

6. CONCLUSIONS

In the proposed algorithm, we introduce a data engi-
neering process which consists of detrending, normalization
based on weekdays and weekends, and data augmentation
using temporal or spatial patterns. The data engineering
step plays an important role in the algorithm and can be
generalized to settings with missing data. The GPR works
on data with low and high signal-to-noise ratios and can be
scaled to very large traffic flow datasets using a straight-
forward, practical, and generally applicable model specifica-
tion. It retains the temporal correlation and helps estimate
the true mean and standard deviation for each slice of data
together with linear regression models. The logistic regres-
sion model predicts anomaly probabilities for each slice of
data, which can be used for improving traffic and road safety
by roadway designers and traffic management departments.

There are several potential areas for future work. Al-
though the Python scikit-learn package [18] optimizes the
hyperparameters in GPR, other optimization strategies such
as Bayesian optimization may be implemented to recover
the complete data and approximate the mean and standard
deviation [24]. Future work might also consider spatial cor-
relation in GPR. For example, it can be extended to ac-
commodate high-dimensional geostatistic data by using re-
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duced rank and hierarchical nearest-neighbor Gaussian pro-
cess models [3, 9]. The model could also be extended to a
deep learning model by using GP as a hidden layer [28].
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