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E x pl ori n g  Bitsli ci n g  Ar c hit e ct ur es f or  E n a bli n g
F H E- Assist e d  M a c hi n e  L e ar ni n g

S o u mi k Si n h a , S a y a n d e e p S a h a,  M a n a ar  Al a m ,  Var u n  A g ar w al,  A y a nti k a  C h att erj e e ,  A n o o p  Mis hr a,
D e e p a k  K h a z a n c hi, a n d  D e b d e e p  M u k h o p a d h y a y , S e ni or  M e m b er, I E E E

A bstr a ct — H o m o m o r p hi c e n c r y pti o n ( H E) is t h e ulti m at e t o ol
f o r p e rf o r mi n g s e c u r e c o m p ut ati o ns e v e n i n u nt r ust e d e n vi r o n-
m e nts.  A p pli c ati o n of  H E f o r d e e p l e a r ni n g ( D L) i nf e r e n c e is a n
a cti v e a r e a of r es e a r c h, gi v e n t h e f a ct t h at  D L  m o d els a r e oft e n
d e pl o y e d i n u nt r ust e d e n vi r o n m e nts ( e. g., t hi r d- p a rt y s e r v e rs)
y et i nf e r ri n g o n p ri v at e d at a.  H o w e v e r, e xisti n g  H E li b r a ri es
[s o m e w h at ( S W H E), l e v el e d ( L H E) o r f ull y h o m o m o r p hi c ( F H E)]
s uff e r f r o m e xt e nsi v e c o m p ut ati o n al a n d  m e m o r y o v e r h e a d.  F e w
p e rf o r m a n c e o pti mi z e d hi g h-s p e e d h o m o m o r p hi c li b r a ri es a r e
eit h e r s uff e ri n g f r o m c e rt ai n a p p r o xi m ati o n iss u es l e a di n g t o
d e c r y pti o n e r r o rs o r p r o v e n t o b e i ns e c u r e a c c o r di n g t o r e c e nt
p u blis h e d att a c ks. I n t his a rti cl e,  w e p r o p os e a r c hit e ct u r al t ri c ks
t o a c hi e v e p e rf o r m a n c e s p e e d u p f o r e n c r y pt e d  D L i nf e r e n c e
d e v el o p e d  wit h e x a ct  H E s c h e m es  wit h o ut a n y a p p r o xi m ati o n
o r d e c r y pti o n e r r o r i n h o m o m o r p hi c c o m p ut ati o ns.  T h e  m ai n
i d e a is t o a p pl y q u a nti z ati o n a n d s uit a bl e d at a p a c ki n g i n t h e
f o r m of bitsli ci n g t o r e d u c e t h e c ostl y n ois e h a n dli n g o p e r a-
ti o n,  B o otst r a p pi n g  w hil e a c hi e vi n g a f u n cti o n all y c o r r e ct a n d
hi g hl y p a r all el  D L pi p eli n e  wit h a  m o d e r at e  m e m o r y f o ot p ri nt.
E x p e ri m e nt al e v al u ati o n o n t h e  M NI S T d at as et s h o ws a si g nif-
i c a nt ( 3 7× ) s p e e d u p o v e r t h e n o n bitsli c e d v e rsi o ns of t h e s a m e
a r c hit e ct u r e.  L o w  m e m o r y b a n d wi dt hs ( 7 0 0  M B) of o u r d esi g n
pi p eli n es f u rt h e r hi g hli g ht t h ei r p r o mis e t o w a r d s c ali n g o v e r
l a r g e r g a m ut of  E d g e- AI a n al yti cs us e c as es.

I n d e x  Ter ms — A c c el e r at o rs, bitsli ci n g, e n c r y pt e d a n al yti cs,
h o m o m o r p hi c e n c r y pti o n ( H E).
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I. I N T R O D U C T I O N

A D V A N C E D a n al yti cs  w or kl o a ds, i n v ol vi n g  m a c hi n e l e ar n-
i n g ( M L) or d e e p l e ar ni n g ( D L), ar e oft e n d e pl o y e d i n

p u bli c cl o u d s er v ers, s u c h as  A W S,  A z ur e,  G C P s o t h at t h e
v ast c o m p ut e i nfr astr u ct ur es c o ul d b e e x pl oit e d t o att ai n b ett er
p erf or m a n c e a n d s c al a bilit y.  C o nsi d eri n g t h e r e c e nt v ul n er a bil-
iti es r e p ort e d i n t h es e p u bli c s er v ers as p u blis h e d i n r e p orts d u e
t o [1 ], [2 ], a n d [3 ], e nf or ci n g t h e s e c urit y of  missi o n- criti c al  M L
w or kl o a ds d e pl o y e d i n cl o u d s er v ers is of ut m ost i m p ort a n c e.
E n cr y pt e d a n al yti cs is a vi a bl e s ol uti o n i n t his dir e cti o n  wit h t h e
s u p p ort of a f a mil y of h o m o m or p hi c e n cr y pti o n ( H E) s c h e m e.

M ost of t h e e xisti n g a p pr o a c h es f or e n cr y pt e d  D L ar e c o n-
str u ct e d o v er l e v el e d  H E ( L H E) or S o m e w h at  H E ( S W H E)
s c h e m es, b ot h of  w hi c h s u p p ort h o m o m or p hi c o p er ati o ns
o nl y f or li mit e d cir c uit d e pt h [ 4 ], [5 ], [6 ], [7 ].  B e y o n d
t his d e pt h, t h e ci p h ert e xt n ois e gr o ws t o a n e xt e nt  w h er e
a s u c c essf ul d e cr y pti o n b e c o m es i m p ossi bl e.  W hil e S W H E
or  L H E s c h e m es ar e still pr ef err e d b e c a us e of p erf or m a n c e
b e n e fits, t h eir s u p p ort f or li mit e d cir c uit d e pt h b e c o m es a n
iss u e f or c o m pl e x i nf er e n c e t as ks  w h er e d e e p er n et w or ks
(t h er ef or e, d e e p er cir c uit d e pt hs) ar e r e q uir e d. F ull y  H E
( F H E) a d dr ess es t his iss u e  wit h b o otstr a p pi n g  w hi c h c a n
r e d u c e t h e ci p h ert e xt n ois e d uri n g h o m o m or p hi c c o m p ut a-
ti o n, a n d, t h er ef or e, e n a bl es c o m p ut ati o n f or ar bitr ar y cir c uit
d e pt hs [ 8 ].  B o otstr a p pi n g “r efr es h es ” a ci p h ert e xt b y r u n ni n g
t h e d e cr y pti o n f u n cti o n o n it h o m o m or p hi c all y, t h us r e d u ci n g
t h e ci p h ert e xt n ois e.  H o w e v er, s u c h p o w er c o m es at a c ost
of  B o otstr a p pi n g,  w hi c h is b ot h c o m p ut ati o n all y i nt e nsi v e a n d
m e m or y h u n gr y.  D u c as a n d  Mi c ci a n ci o [ 9 ] pr o p os e d a n F H E
b o otstr a p pi n g  m e c h a nis m  w hi c h t a k es l ess t h a n 1 s.  L at er,
w or ks d u e t o  C hil otti et al. [1 0 ] f urt h er i m pr o v e d t his ti mi n g
i n t h eir  w or k,  w hi c h pr o p os es a  T or us p ol y n o mi al- b as e d F H E
b o otstr a p pi n g pr o c e d ur e  wit hi n 1 3  ms a n d als o c o m pr ess es t h e
b o otstr a p pi n g k e y si z e fr o m 1  G B t o 1 6  M B t h us h u g el y o pti-
mi zi n g t h e  m e m or y o v er h e a d.  We s h all r e visit t his s c h e m e
i n l at er s e cti o ns of t his arti cl e t o e x pl ai n its si g ni fi c a n c e i n
c o n n e cti o n t o o ur pr o p os e d e n cr y pt e d  M L ar c hit e ct ur e.

W hil e t h e c h oi c e b et w e e n  L H E/ S W H E a n d F H E c a n still
b e d e b at e d o v er b as e d o n t h e p erf or m a n c e iss u e, r e c e nt
r es e ar c h h as s h o w n t h at F H E is i n d e e d a s af er c h oi c e
fr o m t h e p ers p e cti v e of s e c urit y. It h as b e e n f o u n d t h at t h e
s e cr et k e y of c ert ai n  L H E s c h e m es (s u c h as  C K K S [ 1 1 ])
c a n b e e xtr a ct e d  wit h t h e k n o wl e d g e of a f e w d e cr y pt e d
ci p h ert e xts [ 1 2 ], [1 3 ]. S u c h att a c k c a n f ull y c o m pr o mis e t h e
pri v a c y,  w hi c h is t h e s ol e p ur p os e of c h o osi n g e n cr y pt e d
a n al yti cs. F urt h er,  m a n y ef fi ci e nt F H E- assist e d  M L a p pr o a c h es
us e a p pr o xi m ati o ns i n t h e u n d erl yi n g h o m o m or p hi c s c h e m e
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t o a v oi d c ostl y b o otstr a p pi n g.  T h es e e n cr y pt e d  M L  m o d els
o nl y s u p p ort a p pr o xi m ati o ns of n o nli n e ar a cti v ati o ns  w hi c h
i n c or p or at es a p pr o xi m ati o n err ors or s u p p ort o nl y s p e ci fi c
a cti v ati o n f u n cti o ns, li k e s q u ar e a cti v ati o ns [ 4 ], [1 4 ]. I n t his
sit u ati o n, F H E s c h e m es  wit h ef fi ci e nt b o otstr a p pi n g s u p p ort
s e e m t o b e a j u di ci o us c h oi c e f or r e ali zi n g  D L i nf er e n c es.

N ot e w ort h y h er e is t h e f a ct t h at c o ntr ar y t o tr a diti o n al al g o-
rit h m i m pl e m e nt ati o ns, F H E d o m ai n i m pl e m e nt ati o ns r e q uir e
cir c uit- b as e d r e ali z ati o n of al g orit h ms o n o ur tr a diti o n al u n e n-
cr y pt e d pr o c ess ors,  w hi c h is a n o ntri vi al t as k.  T his is d u e t o
t h e f a ct t h at e xisti n g F H E li br ari es s u p p ort b asi c c o m p ut ati o n al
g at es a n d h o m o m or p h y c a n o nl y b e a c hi e v e d b y r e ali zi n g
al g orit h ms o n t o p of t h e m [ 1 0 ].  A g ai n t o s u p p ort ar bitr ar y
n ois e-fr e e F H E c o m p ut ati o ns, us a g e of c ostl y  B o otstr a p pi n g
o p er ati o n is  m a n d at or y, b ut t h at l e a ds t o s eri o us p erf or m a n c e
b ottl e n e c k a n d h u g e ci p h ert e xt si z e bl o w- u p.  M or e o v er, F H E
g at es c a n o nl y s u p p ort i nt e g er d o m ai n c o m p ut ati o ns,  w hi c h is
a  m aj or dr a w b a c k t o r e ali z e a n y  M L  m o d el dir e ctl y i n F H E
d o m ai n.  All t h es e li mit ati o ns  m oti v at e us t o  m a k e a n eff ort i n
d e v el o pi n g a r o b ust F H E e n cr y pt e d  M L i nf er e n c e fr a m e w or k
wit h p erf or m a n c e a c c el er ati o n a n d  wit h o ut a n y i nf er e n c e a c c u-
r a c y l oss  wit h r es p e ct t o u n e n cr y pt e d d o m ai n. It is t o n ot e t h at
i n t his er a of  M L as a s er vi c e ( M L a a S), b ot h  m o d el p ar a m e-
t ers a n d d at a i n  M L s c e n ari os c a n b e c o nsi d er e d as i nt ell e ct u al
pr o p ert y (I P).  H o w e v er, f oll o wi n g e xisti n g lit er at ur e a n d c o n-
si d eri n g t h e o v er h e a d of  H E s c h e m es, t h e t hr e at  m o d el of
o ur pr o p os e d fr a m e w or k t a k es d at a pri v a c y i nt o a c c o u nt a n d
it is d e v el o p e d b as e d o n p u bli c  m o d el pri v at e d at a ass u m p-
ti o n.  L at el y, F H E- b as e d  M L ar c hit e ct ur es  wit h r e d u c e d ti mi n g
o v er h e a ds h a v e b e e n pr o p os e d b y st at e- of-t h e- art li br ari es
li k e  C o n cr et e [1 5 ].  H o w e v er, o ur i n v esti g ati o ns i n t his  w or k
hi g hli g ht h o w  C o n cr et e F H E li br ar y  m a y l e a d t o err o n e o us
d e cr y pti o n.  T h at is  w h y  w e b uil d u p t h e pr o p os e d e n cr y pt e d
M L i nf er e n c e o n  m at h e m ati c all y a c c ur at e  N u F H E [ 1 6 ],  w hi c h
is t h e e xt e nsi o n of F H E li br ar y o v er  T or us (s u p p orts f ast est bit-
wis e h o m o m or p h y i n lit er at ur e  wit hi n f e w  millis e c o n ds) [ 1 7 ].
O ur pr o p os e d e n d-t o- e n d e n cr y pt e d i nf er e n c e pi p eli n e n e v er
t w e a ks t h e li br ar y or d o es n ot r e q uir e a n y a p pr o xi m ati o n i n
a cti v ati o n i m pl e m e nt ati o n d u e t o t h e s u p p ort of b asi c g at e-
l e v el h o m o m or p h y.  H o w e v er, str ai g htf or w ar d r e ali z ati o n of
M L  m o d els o nl y  wit h F H E g at es i n c urs h u g e ti mi n g as  w ell
as  m e m or y o v er h e a d.  As a n e x a m pl e, o ur b as eli n e i m pl e m e n-
t ati o n  wit h o nl y  M NI S T d at as et r e q uir es ar o u n d 8 0 h f or F H E
i nf er e n c e a n d 6.7- G B  m e m or y o n a v er a g e.

T o r e d u c e t his h u g e ti mi n g a n d  m e m or y o v er h e a d,  w e
pr o p os e a n e w F H E  M L ar c hit e ct ur e  w h er e  w e pri m aril y
d esi g n a  wr a p p er t o o pti mi z e t h e o v er all d esi g n  wit h t w o
m ai n ar c hit e ct ur al tri c ks: 1) q u a nti z ati o n a n d 2) bitsli ci n g.
Q u a nti z ati o n is a n a p pr o a c h  wi d el y a d o pt e d f or r e d u ci n g t h e
m e m or y f o ot pri nt of  D L  m o d el s o t h at t h e y c a n b e e asil y
d e pl o y e d at r es o ur c e- c o nstr ai n e d e m b e d d e d d e vi c es.  R e d u ci n g
t h e  m e m or y f o ot pri nt is als o ess e nti al i n t h e c o nt e xt of F H E.
Bitsli ci n g, o n t h e ot h er h a n d, is a p ar all eli z ati o n t e c h ni q u e
pri m aril y us e d i n cr y pt o gr a p h y [ 1 8 ],  w h er e bit wis e l o gi c al
o p er ati o ns ar e q uit e pr e v al e nt.  T h e  m ai n i d e a is t o p a c k t h e
o p er a n ds of s e v er al bit wis e o p er ati o ns i n t h e s a m e r e gist er
s o t h at t h e y c a n b e pr o c ess e d i n p ar all el  wit h o n e pr o c ess or
i nstr u cti o n. I n F H E c o nt e xt, bitsli ci n g is  m ai nl y a d a pt e d as

t e ns or p a c ki n g t e c h ni q u e t o r e d u c e t h e n u m b er of b o otstr a p-
pi n g o p er ati o n.  T his i n t ur n c a n b o ost t h e p erf or m a n c e of b ot h
C o n v 2 D l a y ers a n d d e ns e o p er at ors. F urt h er, t h e pr er e q uisit e
of F H E- b as e d i m pl e m e nt ati o n s etti n g is dis cr eti z e d t e ns ors as
o p p os e d t o r e al v al u e d o n es a n d  w e a c hi e v e t his usi n g q u a n-
ti z ati o n s u p p ort e d i nf er e n c e.  O ur d esi g n e ns ur es t h at bitsli c e d
a c c el er at or  wit h F H E o p er ati o ns  w or k o n i nt e g er ci p h ert e xt
o p er a n ds.  Wit h all t h es e  m o di fi c ati o ns, f oll o wi n g ar e t h e  m aj or
c o ntri b uti o ns of t his arti cl e.

1) First,  w e tr y t o hi g hli g ht s o m e li mit ati o ns of st at e- of-
t h e- art  C o n cr et e li br ar y  w hi c h i n c or p or at es d e cr y pti o n
err ors f or r e al- v al u e d t e ns ors.

2) F urt h er, F H E c o m p ut ati o ns ar e o nl y p ossi bl e o n i nt e g er
v al u es a n d  B o otstr a p pi n g o p er ati o ns o n 3 2- bit t e ns ors
c o ul d  w ors e n t h e o v er all p erf or m a n c e.  T o  miti g at e t h es e
iss u es,  w e a d o pt q u a nti z e d i nf er e n c e o n I N T 8 or 8- bit
I nt e g er t e ns ors.  Wit h o ut a c c ur a c y d e gr a d ati o n, I N T 8
q u a nti z ati o n e m p o w ers us i n p erf or m a n c e b o osti n g.

3)  N e xt,  w e r e visit t h e b uil di n g bl o c ks of c o n v ol uti o n al
n e ur al n et w or k ( C N N) or d e e p n e ur al n et w or k ( D N N)
ar c hit e ct ur es a n d o pti mi z e t h e m i n t h e F H E c o nt e xt.
Fi n all y,  w e d esi g n a  m e m or y- ef fi ci e nt  M L a c c el er at or
wit h ar c hit e ct ur al tri c ks li k e p a c ki n g a n d s oft w ar e bit-
sli ci n g.  We e v al u at e o ur t e c h ni q u es o n b ot h  C N Ns as
w ell as  D N Ns a n d d e m o nstr at e t h e s p e e d u p p ot e nti al of
ar o u n d 3 7 ti m es.

4)  We p erf or m a n i n- d e pt h  m e m or y pr o fili n g a n d tr y t o
b e n c h m ar k o ur i nf er e n c e a c c el er at or  wit h ot h er st at e-
of-t h e- art a p pr o a c h es r e p ort e d i n [ 4 ], [5 ], [7 ], a n d [1 9 ].
T h es e r e p ort e d  w or ks n ot o nl y i n c or p or at e a p pr o xi m a-
ti o ns,  m ost of t h e m als o i n c ur h u g e  m e m or y r e q uir e m e nt
of ar o u n d 2 – 3  G B f or e v al u ati n g t h e i nf er e n c es.  W or ks
li k e [5 ] a n d [7 ] ar e l o w l at e n c y pi p eli n es b ut t h e y
ar e c ert ai nl y  m e m or y i nt e nsi v e ( c o ns u mi n g at l e ast
f ew G B’ s f or i nf er e n c e o n  m o d er at e ar c hit e ct ur es).
O ur bitsli ci n g- b as e d d esi g n p ar a di g m, h o w e v er, o pti-
mi z es si g ni fi c a ntl y o n  m e m or y f o ot pri nt a n d is c a p a bl e
of  C N N i nf er e n c e  wit hi n ti g ht  m e m or y b u d g ets of
ar o u n d 7 0 0  M B.

Wit h t his  m oti v ati o n, o ur p a p er is or g a ni z e d as f oll o ws.
I ntr o d u cti o n s e cti o n ( S e cti o n I) hi g hli g hts t h e s e c urit y v ul n er-
a biliti es of p u bli c cl o u d s er v ers a n d e x pl ai ns t h e  m oti v ati o ns
t o a d o pt  H E f or e n cr y pt e d  M L ar c hit e ct ur e d esi g n. S e cti o n II
hi g hli g hts t h e b a c k gr o u n d a n d li mit ati o ns of e xisti n g  w or ks.
S e cti o n III e x pl ai ns f e w pr eli mi n ar y c o n c e pts  wit h i m p or-
t a nt t er mi n ol o gi es. S e cti o n I V d es cri b es t h e d esi g n d et ails of
pr o p os e d  M L ar c hit e ct ur e f or e n cr y pt e d I nf er e n c e a c c el er at e d
b y ar c hit e ct ur al o pti mi z ati o ns li k e q u a nti z ati o n, bitsli ci n g, et c.
T his s e cti o n als o i n cl u d es t h e o pti mi z e d d esi g n d et ails f or F H E
c o u nt er p arts of  C N N b uil di n g bl o c ks. Fi n all y, S e cti o n V m e n-
ti o ns t h e e x p eri m e nt al d et ails a n d r es ults c o m p ari n g  wit h st at e-
of-t h e- art e n cr y pt e d  M L fr a m e w or ks f oll o w e d b y c o n cl usi o n
i n S e cti o n VI .

II.  BA C K G R O U N D  A N D L I M I T A T I O N S  O F R E L A T E D W O R K S

I n t his s e cti o n,  w e hi g hli g ht f e w i m p ort a nt e n cr y pt e d  M L
ar c hit e ct ur es r e p ort e d i n r e c e nt lit er at ur e b as e d o n t h e e xisti n g

A ut h ori z e d li c e n s e d u s e li mit e d t o: U ni v er sit y of N e br a s k a O m a h a C a m p u s. D o w nl o a d e d o n D e c e m b er 1 3, 2 0 2 3 at 1 9: 2 9: 5 3 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y. 
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T A B L E I
H E  S C H E M E S T A X O N O M Y

H E li br ari es as e nlist e d i n  Ta bl e I.  A m o n g t h es e h o m o m or-
p hi c  M L fr a m e w or ks, t h e e n cr y pt e d n et w or ks  m e nti o n e d i n [ 4 ]
a n d [ 2 3 ] s uff er fr o m li b ert y of s el e cti n g t h e a cti v ati o n f u n c-
ti o ns.  T h es e e n cr y pt e d n et w or ks c a n o nl y i n c or p or at e s q u ar e
a cti v ati o ns d u e t o t h e c h oi c e of li mit e d h o m o m or p hi c s c h e m es.
F urt h er, eff orts li k e [ 2 4 ] c a n o nl y  w or k  wit h a p pr o xi m at e d
l a y ers  wit h l o w- d e gr e e p ol y n o mi als.  T h e  w or k i n [7 ] r e p orts
o nl y esti m at e d r es ults f or d e e p er n et w or ks a n d o nl y pr o-
vi d es i m pl e m e nt ati o n r es ults f or  m o d er at e si z e d n et w or ks
t h at c a n b e e v al u at e d  wit h pr e d e fi n e d  m ulti pli c ati v e d e pt h
of a n  L H E s c h e m e.  A g ai n, t h e r e p ort e d F H E  M L i nf er e n c e
i n [1 4 ] a p pr o xi m at es t h e e xisti n g F H E s c h e m e o n  T or us [1 7 ]
t o i m pr o v e t h e p erf or m a n c e.  H o w e v er, t h e s c h e m e s uff ers
fr o m t h e li mit ati o ns of t h e si g n e d a cti v ati o n f u n cti o ns,  w hi c h
s o m eti m es l e a ds t o err o n e o us pr e di cti o ns.

All t h es e af or e m e nti o n e d eff orts ar e b as e d o n eit h er s o m e
l e v el e d or arit h m eti c all y a p pr o xi m at e d e n cr y pti o n li br ari es,
w hi c h i n c or p or at e s o m e i n h er e nt li mit ati o ns.  N e xt,  w e  will tr y
t o vi vi dl y hi g hli g ht t h e  m aj or b ottl e n e c ks of diff er e nt cl ass es
of e n cr y pt e d  M L fr a m e w or ks  w hi c h d o mi n at e t h e lit er at ur e.

1) Bi n ariz e d or  Dis cr etiz e d I nf er e n c e- B as e d  E n cr y pt e d  M L
A p pr o a c h es: T h e pr o mis e of n e ur al n et w or k i nf er e n c e
wit h bi n ari z e d or dis cr eti z e d t e ns ors h as l at el y c a u g ht
att e nti o n of r es e ar c h ers d u e t o its p erf or m a n c e ef fi-
ci e n c y.  M ost r el e v a nt a p pr o a c h es r e p ort t h e a c c el er ati o n
p ot e nti al of q u a nti z e d i nf er e n c e  wit h bit wis e l o gi c al
o p er ati o ns.  As d es cri b e d i n [ 2 5 ], t his s et of  m o d els
w or ks  wit h  Bi n ari z e d t e ns ors ( all t e ns ors r e pr es e nt e d
as P o w er -of - 2) a n d h e n c e, all  m ulti pli c ati o ns o n t h os e
t e ns ors c o ul d b e a c hi e v e d  wit h l o gi c al bit s hift o p er a-
t ors.  T his pr o p ert y  m a k es t his t e c h ni q u e v er y eff e cti v e
wit h i nf er e n c e  w or kl o a ds i n F H E d o m ai n, as i n bi n ari z e d
i nf er e n c e t h e c ostl y F H E  m ulti pli c ati o ns c a n b e r e pl a c e d
wit h bit s hifts t h er e b y s a vi n g h u g e b o otstr a p pi n g c o m-
pl e xit y as r e p ort e d i n [ 7 ].  B orr o wi n g fr o m t h e c o n c e pt
of bi n ari z e d n e ur al n et w or ks, t h e eff e ct of dis cr eti z e d
n e ur al n et w or ks h as f urt h er b e e n e x pl or e d i n  B o urs e’s
w or k [ 1 4 ].  W hil e t h e f or m er  m et h o ds l ar g el y r es ort t o
m ulti pli c ati o n l ess i nf er e n c e n et w or ks, t his  m et h o d p er-
f or ms s o m e t hr es h ol di n g of a cti v ati o n t e ns ors a pri ori s o
t h at t h e a p pr o xi m ati o n f u n cti o n c o m p ut ati o n  will c o m e
d o w n t o a  m att er of j ust c h a n gi n g si g n bits.  N ot e w ort h y
h er e, t h at all t h es e q u a nti z e d  w ei g hts or e v e n pr e d e fi n e d
t hr es h ol ds of a cti v ati o n u nits ar e a p pli c a bl e t o s u p er-
vis e d l e ar ni n g p ar a di g ms o nl y  w h er e t h e y ar e tr ai n e d
b ef or e i nf er e n c e d uri n g tr ai ni n g p h as e.  As a c a v e at,
t his l o g arit h mi c q u a nti z ati o n tri c k  mi g ht n ot  w or k i n
s u c h a str ai g htf or w ar d  m a n n er f or ot h er  M L us e c as es

w hi c h e m pl o ys li n e ar or ri d g e r e gr essi o n or s o m e ot h er
u ns u p er vis e d l e ar ni n g al g orit h m.

2) A p pr o xi m ati o n S c h e m es f or  C N N I nf er e n c e: T o a v oi d
c ostl y b o otstr a p pi n g i n t er ms of  m e m or y bl o w u p a n d
p erf or m a n c e,  m a n y  H E- assist e d  M L a p pr o a c h es a v oi d
F H E a n d o pt f or a p pr o xi m at e d  L H E as u n d erl yi n g
s c h e m e.  D u e t o t h e a bs e n c e of b o otstr a p pi n g o p er a-
ti o n, n o nli n e ar a cti v ati o n f u n cti o ns n e e d t o b e r e pl a c e d
wit h l o w- d e gr e e p ol y n o mi al f u n cti o ns t o b e e v al u-
at e d b y  L H E li br ari es. F or e x a m pl e, [ 6 ] is s u c h a n
a p pr o a c h  w hi c h a p pr o xi m at es n o nli n e ar a cti v ati o ns  wit h
arit h m eti c p ol y n o mi als. I nf er e n c e fr a m e w or ks pr o p os e d
i n [4 ] a n d [2 4 ] b uil d u p o n s a m e i d e as a n d als o pr o d u c e
g o o d a c c ur a c y.  H o w e v er, s c h e m e pr o p os e d i n [ 1 1 ] is
o n e of t h e i m p ort a nt a p pr o xi m at e d li br ar y  w hi c h is g et-
ti n g us e d t o d e v el o p t h e b asi c b uil di n g bl o c ks of r e c e nt
e n cr y pt e d  C N N ar c hit e ct ur es.  R e c e nt att a c k [ 1 2 ] hi g h-
li g hts t h e v ul n er a biliti es of t his u n d erl yi n g  H E s c h e m e
a n d t h us e n cr y pt e d  M L  m o d els d esi g n e d b as e d o n t his
s c h e m e c a n n ot b e c o nsi d er e d f ull y s e c ur e a n y m or e.

3) L H E or S W H E- B as e d  E n cr y pt e d  M L I nf er e n c e: L H E
or S W H E o nl y all o w li mit e d n u m b er of h o m o m or-
p hi c c o m p ut ati o ns (li mit e d  m ulti pli c ati o ns or a d diti o ns).
Si m pl er n e ur al n et ar c hit e ct ur e  mi g ht r u n s m o ot hl y  wit h
u n d erl yi n g  L H E li br ari es as r e p ort e d i n [ 4 ] a n d [2 4 ].
H o w e v er,  wit h t h e gr o wt h of  m ulti pli c ati v e d e pt h of
n e ur al n et w or ks, ci p h ert e xt n ois e a m pli fi es t o a n e xt e nt
w h e n s u c c essf ul d e cr y pti o n is n o l o n g er p ossi bl e. F or
c o m pl e x r e al-lif e us e c as es, i nf er e n c e o n d e e p er n ets
m a y b e c o m e err o n e o us ( a n d tr ai ni n g is i nf e asi bl e).  T h at
m a k es t h e a c c e pt a n c e of  L H E a n d S W H E s c h e m es v er y
li mit e d f or  D N Ns.  T o r es ol v e t his li mit ati o n of S W H E
or  L H E s c h e m es, us a g e of F H E h as b e e n pr o p os e d.
R e c e ntl y,  C hill otti et al. [2 6 ],  L e e et al. [1 9 ], a n d
B o urs e et al. [1 4 ] d e m o nstr at e d eff orts i n b uil di n g n e ur al
n et i nf er e n c e fr a m e w or ks  w hi c h r u ns o n F H E e n cr y pt e d
ci p h ert e xts  wit h b o otstr a p pi n g.

4) C o n cr et e- B as e d T or us  F H E ( T F H E)  E n cr y pt e d  M L
I nf er e n c e: Z a m a’s  C o n cr et e li br ar y is a n o pti mi z e d
li br ar y f or F H E  M L i nf er e n c e [1 5 ].  H o w e v er, o ur e x p er-
i m e nt al o bs er v ati o ns p oi nt o ut t h at h o m o m or p hi c o p er-
ati o ns s u p p ort e d b y t his li br ar y i n c ur d e cr y pti o n err ors
c o m p ut e d o n i nt e g er pl ai nt e xts.  T o el u ci d at e o n t his,  w e
p erf or m s o m e c u bi c f u n cti o ns o n ci p h ert e xts a n d e v al u-
at e f e w l e v el e d c o m p ut ati o ns.  Ta bl es II a n d III hi g hli g ht
err ors t h at  C o n cr et e [ 1 5 ] e n c o u nt ers d uri n g pl ai nt e xt
d e cr y pti o ns d uri n g  B o otstr a p p a bl e F H E or  L H E c o m-
p ut ati o ns ( L e v el _ i Err or i n t h e t a bl e i n di c at es err or
o c c urr e d aft er it h a d diti o n).  T h es e err ors c a n a m plif y
as t h e l e v el gr o ws a n d t h e a p pr o xi m ati o ns p erf or m e d b y
C o n cr et e c a n l e a d t o  misl e a di n g i nf er e n c e i n  M L pr o-
c essi n g.  C o n c er n of si g ni fi c a nt a c c ur a c y dr o p ( ar o u n d
8 0 % ) is alr e a d y r e p ort e d i n [2 6 ] f or d e e p er n et w or ks
a n d t h at q u esti o ns t h e c o nsist e n c y of  C o n cr et e li br ar y
f or e n cr y pt e d  M L ar c hit e ct ur e d esi g n.

I n t his c o nt e xt, o ur o bj e cti v e is t o k e e p t h e u n d erl y-
i n g F H E e n cr y pti o n li br ar y i nt a ct a n d pr o vi d e ar c hit e ct ur al
o pti mi z ati o ns t o a c hi e v e o v er all p erf or m a n c e i m pr o v e m e nt.
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T A B L E II
C O N C R E T E F H E A N D L H E  E R R O R S

T A B L E III
C O N C R E T E L E V E L E D C O M P U T A T I O N E R R O R S

T o s u m m ari z e, i n t his  w or k,  w e tr y t o a d dr ess f e w  m aj or
c h all e n g es a h e a d.

1) Fl o ati n g p oi nt i n p uts or  w ei g hts v e ct ors c a n n ot b e pr o-
c ess e d b y F H E s c h e m es,  w hi c h  will b e h a n dl e d b y
s uit a bl e q u a nti z ati o n  wit h o ut a n y a c c ur a c y l oss.

2)  D esi g n of s c al a bl e b uil di n g bl o c ks f or F H E i nf er e n c e
pi p eli n e f or e x a m pl e  C o n v 2 D,  D e ns e,  M a x P o ol, a n d
A v er a g e P o ol ( A v g P o ol)  will b e  w hil e e ns uri n g l o w
b o otstr a p pi n g c o m pl e xit y of F H E o p er ati o ns i n t h e
pr o c ess.

3)  D N Ns i n v ol v e c o m p ut ati o n of a cti v ati o n f u n cti o ns (li k e
t a n h, si g m oi d, [r e cti fi e d li n e ar u nit ( R e L U)]. It is a
g e n eri c c h all e n g e f or a n y li mit e d  H E s c h e m e t o r e al-
i z e t h es e f u n cti o ns.  O ur pr o p os e d ar c hit e ct ur e  will b e
c a p a bl e e n o u g h t o s u p p ort all ki n d of a cti v ati o n  wit h o ut
a n y a p pr o xi m ati o n err or.

III.  P R E L I M I N A R I E S

I n t his s e cti o n,  w e el a b or at e s o m e  H E pri miti v es i m p or-
t a nt f or f urt h er dis c ussi o n of t his arti cl e.  H E is a n el e g a nt
m at h e m ati c al t o ol  w hi c h all o ws c o m p ut ati o ns o n t h e ci p h er-
t e xt  wit h o ut a n y e x pli cit d e cr y pti o n.  M ost  H E s c h e m es s u p p ort
at l e ast o n e of t h e t w o f u n d a m e nt al c o m p ut ati o ns eit h er
h o m o m or p hi c a d diti o n ( H A D D) a n d h o m o m or p hi c  m ulti pli-
c ati o n ( H M U L). F or e x a m pl e, t h e cl assi c al  R S A ci p h er is
a  m ulti pli c ati v e  H E,  w hi c h s u p p orts  m ulti pli c ati o n o p er ati o n
i n e n cr y pt e d d o m ai n.  A c c or di n g t o t h e p o w er of e n cr y pt e d
c o m p ut ati o n,  H E s c h e m es c a n b e cl assi fi e d br o a dl y i nt o t hr e e
c at e g ori es: 1) p arti al  H E ( P H E) all o ws o nl y o n e h o m o m or p hi c
o p er ati o n eit h er  H A D D or  H M U L; 2) S W H E all o ws li mit e d
n u m b er of o n e o p er ati o n, g e n er all y  H M U L; a n d 3)  L H E all o ws
li mit e d n u m b er of h o m o m or p hi c o p er ati o ns a n d fi n all y F H E
all o ws ar bitr ar y n u m b er of c o m p ut ati o ns. F H E s c h e m es, i n
g e n er al c o nt ai n el e m e nt ar y h o m o m or p hi c g at e o p er ati o ns li k e
A N D,  O R, N A N D , et c., f oll o w e d b y  B o otstr a p pi n g  w hi c h is
a cr u ci al o p er ati o n f or d e n oisi n g i n F H E cir c uits.  T o u n d er-
st a n d t h e c o n c e pt of n ois e i n h o m o m or p hi c cir c uits, c o nsi d er
t h e f oll o wi n g e x a m pl e [2 7 ].

C o nsi d eri n g a n  H E s c h e m e  wit h o d d n u m b er p as s h ar e d
s e cr et k e y.

1)  T o e n cr y pt a bit m , a r a n d o m l ar g e q , a n d s m all r ar e
c h os e n a n d o ut p ut ci p h ert e xt is c o m p ut e d as c = p q +

Fi g. 1.  O v er vi e w of t h e pr o p os e d fr a m e w or k.

2 r + m .  Ci p h ert e xt is cl os e t o a  m ulti pl e of p a n d m =
L S B of dist a n c e t o n e ar est  m ulti pl e of p .

2)  T h e d e cr y pti o n is p erf or m e d as: m = (c m o d p ) m o d 2.
N o w,  w e e x pl ai n  w h y t h e a b o v e- m e nti o n e d s c h e m e is

c o nsi d er e d t o b e h o m o m or p hi c.  C o nsi d eri n g t w o ci p h ert e xts
c 1 = q 1 p + 2 r 1 + m 1 a n d c 2 = q 2 p + 2 r 2 + m 2 , t h e a d diti o n
a n d  m ulti pli c ati o n o p er ati o ns ar e d e fi n e d  wit h t h e f oll o wi n g
e q u ati o ns.  A d diti o n of t h e ci p h ert e xts c a n b e d e fi n e d as

c 1 + c 2 = (q 1 + q 2 )p + 2 (r 1 + r 2 ) + (m 1 + m 2 )

Dist a n c e t o n e ar est  m ulti pl e of p

c 1 + c 2 m o d p = 2 (r 1 + r 2 )

err or-t er m

+ (m 1 + m 2 ).

M ulti pli c ati o n of t h e ci p h ert e xts c a n b e d e fi n e d as

c 1 · c 2 = (c 1 q 2 + q 1 c 2 − q 1 q 2 )p

+ 2 (2 r 1 r 2 + r 1 m 2 + m 1 r 2 ) + m 1 m 2

c 1 · c 2 m o d p = 2 (2 r 1 r 2 + . . .)

err or-t er m

+ m 1 · m 2 .

H o m o m or p hi c pr o p ert y r et ai ns till t h e err or-t er m is  wit hi n
a c ert ai n li mit.  H o w e v er, t h e err or-t er m ( or n ois e) gr o ws f ast er
f or  m ulti pli c ati o n c o m p ar e d t o a d diti o n.  H e n c e, t h e s c h e m e is
s o m e w h at h o m o m or p hi c.  G e ntr y’s  w or k [ 2 7 ] h as s h o w n t h e
first n ois e h a n dli n g t e c h ni q u e t er m e d as  B o otstr a p pi n g a n d
e x pl ai n e d t h e first pl a usi bl e c o nstr u cti o n of t h e F H E s c h e m e.

B o otstr a p pi n g a ci p h ert e xt i n di c at es h o m o m or p hi c all y
d e cr y pti n g it, usi n g a n  H E of its o w n s e cr et k e y. I n t h e e n d,  w e
g et a n e n cr y pti o n of t h e s a m e pl ai nt e xt, b ut  wit h r e d u c e d n ois e
l e v el. I n pr a cti c e, t his o p er ati o n is t h e  m ai n s u p p ort t o r et ai n
h o m o m or p h y f or ar bitr ar y c o m p ut ati o ns b ut it is a g ai n t h e
m ai n r e as o n f or s eri o us p erf or m a n c e b ottl e n e c k a n d  m e m or y
h u n gr y n at ur e of F H E.  H e n c e, F H E lit er at ur e is still e v ol vi n g
t o i m pr o v e t h e  B o otstr a p pi n g t e c h ni q u e.  A m o n g ot h er e xist-
i n g s c h e m es, t h e  T or us- b as e d F H E s c h e m e pr o p os e d o n t h e
c o n c e pt of l e ar ni n g  wit h err ors ( L W E) p ar a di g ms [ 2 8 ], [2 9 ]
off ers f ast est g at e b o otstr a p pi n g  wit hi n f e w  millis e c o n ds.

O ur pr o p os e d  H E  M L ar c hit e ct ur e as ill ustr at e d i n Fi g. 1 is
i m pl e m e nt e d as b as e d o n p yt h o n li br ar y  N u F H E [1 6 ],  w hi c h
is a n e xt e nsi o n of t h at  T F H E s c h e m e [1 0 ].  H e n c e,  w e r estri ct
o ur  H E r el at e d dis c ussi o n i n c o nt e xt of  T F H E.  M or e f or m all y,
a n y F H E s c h e m e c a n b e d e fi n e d as a t u pl e of f o ur al g orit h ms:
( G e n,  E n c,  D e c, a n d  E v al).  C o nsi d eri n g s e c urit y p ar a m et er λ
a n d t w o p u bli c p ar a m et ers N a n d k , t h e al g orit h ms r el at e d t o
T F H E c a n b e d e fi n e d as f oll o ws.
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1) G e n ( 1 λ , N, k): T his k e y g e n er ati o n al g orit h m g e n er at es
s e cr et k e y S k a n d e v al u ati o n k e y E k ,  w hi c h  will b e us e d
i n s u bs e q u e nt al g orit h ms.

2) E n c (m, S k ): T his e n cr y pti o n al g orit h m e n cr y pts  m ess a g e
m ∈ M ,  w h er e  m ess a g e s p a c e M = T [X ]/( X N + 1 ) ( N
si z e d  T or us p ol y n o mi al d e fi n e d o v er  T or us T ). Si n c e,
t h e s e cr et k e y S k c o nsists of k n u m b er of N -si z e d p ol y-
n o mi als, t h e ci p h ert e xt Ct is c o m p ut e d as (A , B ),  w h er e
A is a r a n d o m p u bli c p ar a m et er a n d B = k

i= 1 A [i] ·
S k [i] + m + e . P ar a m et er e is  Ri n g- L W E ( R L W E) n ois e
p ol y n o mi al,  w h er e e a c h e j i s c h os e n fr o m  G a ussi a n
distri b uti o n.

3) E v al ( Ct,  F,  E k): T his h o m o m or p hi c e v al u ati o n st e p
e v al u at es ar bitr ar y f u n cti o n F o n  R L W E ci p h ert e xt Ct b y
i nt er m e di at e  L W E ci p h ert e xt g e n er ati o n. I n F H E  m o d e,
h o m o m or p hi c e v al u ati o n i n c or p or at es cir c uit b o otstr a p-
pi n g pr o c e d ur e, t h at t a k es a n  L W E ci p h ert e xt as i n p ut,
r e d u c es its n ois e, a n d c o n v erts it b a c k t o a  G S W ci p h er-
t e xt s uit a bl e f or s u bs e q u e nt p a c k e d o p er ati o ns.  L at er, o n
t h e fi n al  L W E o ut p ut fr o m t h e e v al u ati o n t e c h ni q u e is
c o n v ert e d t o fi n al  R L W E ci p h ert e xt.

4) D e c ( Ct, S k): Fi n al d e cr y pti o n st e p i n v ol v es c o m p ut ati o n
of φ = B − k

i= 1 A [i] · S k [i] t o g et m + e . Fi n all y, e a c h
of t h e N c o ef fi ci e nts of φ ar e r o u n d e d u p t o r et ur n t h e
c o ef fi ci e nts of m .

C o ns e q u e ntl y, a c o u pl e of  T or us- b as e d li br ari es h as b e e n
p u bli cl y r el e as e d b y  C hil otti et al. of  w hi c h  T F H E [ 1 7 ],
Z a m a’s  C o n cr et e [ 3 0 ], a n d  N u F H E [1 6 ] ar e  wi d el y b ei n g us e d
t o t his d at e.

A.  C o n v ol uti o n al  N e ur al  N et w or ks

C N Ns pr o p os e d b y [ 3 1 ] h a v e e v ol v e d i nt o  wi d el y p o p ul ar
cl assi fi c ati o n al g orit h ms f or a d v a n c e d a n al yti cs t as ks, cr e dit e d
t o t h eir p h e n o m e n al s u c c ess i n t h e i m a g e or vi d e o cl assi fi c a-
ti o n d o m ai n.  A  C N N is a  m ultil a y er e d n e ur al n et w or k  wit h
t hr e e f oll o wi n g l a y ers.

1) C o n v ol uti o n: T h e c o n v ol uti o n o p er ati o n e xtr a ct f e at ur es
fr o m a n i m a g e t hr o u g h t h e d ot pr o d u ct of i m a g e pi x els
a n d a c ust o m i m a g e k er n el or i m a g e filt er.  A n H × W
i m a g e is t y pi c all y c o n v ol ut e d  wit h M × M k er n el t o g et
(H − M + 1 ) × (W − M + 1 ) o ut p ut. I n c o n v ol uti o n, o p er-
ati o ns li k e stri d e a n d p o oli n g ar e i nt e gr at e d t o pr es er v e
t h e di m e nsi o ns of t h e i m a g e. F e at ur e  m a ps ar e g e n er-
at e d i n c o n v ol uti o n o p er ati o n,  w hi c h pr o vi d es i nsi g hts
i nt o t h e f e at ur es e xtr a ct e d fr o m t h e c o n v ol uti o n. F or
2- D c o n v ol uti o n o p er ati o n, e a c h f e at ur e  m a p is a 2- D
m atri x t h at c o nt ai ns f e at ur es as d at a v e ct ors t h at c a n b e
vis u ali z e d o n t h e i m a g e s p a c e.

2) A cti v ati o n  F u n cti o n: A cti v ati o n f u n cti o ns ar e us e d t o
tr a nsf or m t h e  w ei g ht e d s u m of t h e i n p uts  wit h bi as i nt o
a n o ut p ut. It is us e d t o pr o vi d e n o nli n e arit y t o t h e o ut-
p ut.  R e L U, s oft m a x, a n d si g m oi d ar e a f e w  m ost us e d
a cti v ati o n f u n cti o ns i n  C N N.

3) P o oli n g: P o oli n g is a d o w ns a m pli n g  m e c h a nis m f or
t h e i m a g e a n d is us u all y a p pli e d aft er t h e c o n v ol uti o n
o p er ati o n. It r e d u c es t h e c o m p ut ati o n l o a d.  M a x P o ol
a n d  A v g P o ol ar e t h e  m ost c o m m o nl y us e d p o oli n g
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m e c h a nis m  w h er e  m a xi m u m a n d a v er a g e v al u es ar e
t a k e n fr o m t h e  m atri x pr o d u c e d b y c o n v ol uti o n l a y er.

B.  Bitsli ci n g i n S oft w ar e

Ori gi n all y pr o p os e d b y  Bi h a m [ 1 8 ], f or a c c el er ati n g t h e
c o m p ut ati o n of  D E S [ 3 2 ] i n s oft w ar e, bitsli ci n g is a p ar al-
l eli z ati o n t e c h ni q u e  wi d el y utili z e d f or cr y pt o gr a p hi c i m pl e-
m e nt ati o ns.  T h e  m ai n i d e a is t o utili z e t h e ( bit wis e) l o gi c al
i nstr u cti o ns ( A N D, X O R ,  N O T,  O R) pr es e nt i n  m o d er n pr o-
c ess ors i n a n SI M D f as hi o n.  T h e e ntir e c o m p ut ati o n is first
r e pr es e nt e d as a cir c uit c o nsisti n g bit wis e l o gi c al o p er ati o ns.
N e xt, a n u m b er of p ar all eli z a bl e bit o p er ati o ns is p a c k e d
t o g et h er i n r e gist ers a n d pr o c ess e d  wit h l o gi c al i nstr u cti o ns.
F or e x a m pl e, if a pr o c ess or ar c hit e ct ur e c o nt ai ns n - bit r e gis-
t ers, a n d t h er e ar e n bit wis e l o gi c al- A N D o p er ati o ns i n t h e
c o m p ut ati o n t h at c a n h a p p e n i n p ar all el, t h e n, t h e o p er a n ds
ar e p a c k e d i n t w o r e gist ers a n d pr o c ess e d  wit h a si n gl e bit-
wis e  A N D i nstr u cti o n.  T his tri c k c o m p ut es  A N D f or all n - bits
i n p ar all el,  w hi c h r es ults i n si g ni fi c a nt s p e e d u p. F or st at e- of-
t h e- art bl o c k ci p h ers,  w hi c h c a n al w a ys b e r e pr es e nt e d as a
s e q u e n c e of bit wis e o p er ati o ns, s u c h bitsli ci n g c a n e n a bl e p ar-
all el pr o c essi n g of n pl ai nt e xts,  w h er e n is t h e  wi dt h of t h e
r e gist ers i n t h e pr o c ess or.

I V.  QU A N T I Z E D I N F E R E N C E W I T H B I T S L I C I N G

T h e g o al of t his r es e ar c h is t o a d dr ess t h e c h all e n g es of r e al-
i zi n g l ar g e a n d c o m pl e x n e ur al n et w or ks i n F H E d o m ai n  wit h
r e as o n a bl e ti mi n g a n d  m e m or y f o ot pri nts.  T his is a c hi e v e d
t hr o u g h t w o b asi c st e ps: 1) q u a nti z ati o n a n d 2) bitsli ci n g.
We n ot e t h at q u a nti z ati o n is a  w ell- k n o w n  m o d el c o m pr es-
si o n t e c h ni q u e i n  D L r es e ar c h.  H o w e v er,  w e f o u n d t h at it is
als o a n ess e nti al st e p f or i m pl e m e nti n g F H E- e n cr y pt e d  D L.
T h e i m p a ct of q u a nti z ati o n is e x pl ai n e d i n t h e n e xt s e cti o n.
We als o pr es e nt s o m e b asi c n ot ati o ns i n  Ta bl e I V,  w hi c h  w e
s h all us e t hr o u g h o ut t h e f oll o wi n g s e cti o ns.

A.  Q u a ntiz e d I nf er e n c e of  C N Ns

I n si m pl e  w or ds,  m o d el q u a nti z ati o n ai ms t o r e d u c e t h e
pr e cisi o n of t h e tr ai n e d  w ei g hts ( a n d i n p uts) i n a  m o d el, s o
t h at t h e y c a n fit  wit hi n a r e d u c e d bit  wi dt h.  M at h e m ati c all y,
q u a nti z ati o n  m a ps all el e m e nts i n t h e r a n g e [ R 1 , R 2 ] t o t h e
r a n g e [− (2 (B − 1 ) ), (2 (B − 1 ) − 1 )],  w h er e B is t h e bit- pr e cisi o n
aft er q u a nti z ati o n. F or e x a m pl e, if 3 2- bit fl o ati n g p oi nt  w ei g hts
c a n b e c o m pr ess e d t o 8- bit  w ei g hts it l e a ds t o a si g ni fi c a nt
r e d u cti o n i n t h e  m e m or y f o ot pri nt of a  m o d el.

I n t h e c o nt e xt of F H E, h o w e v er,  m o d el c o m pr essi o n h as s e v-
er al ot h er b e n e fits.  T h e  m e m or y bl o w u p f or F H E is pri m aril y
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attri b ut e d t o t h e ci p h ert e xt si z e. F or  B o ol e a n F H E o p er ati o ns,
e a c h pl ai nt e xt bit is  m a p p e d t o a  m ulti bit ci p h ert e xt.  Hi g h
pr e cisi o n (i. e., l ar g er bit  wi dt h) o p er a n ds c a n t h er ef or e r es ult
i n e x c essi v e  m e m or y o v er h e a d.  M or e o v er, l ar g er bit- wi dt h
als o r es ults i n hi g h er n u m b er of ci p h ert e xts  w hi c h e v e nt u all y
i n cr e as es t h e ti mi n g o v er h e a d. F or e x a m pl e, t h e b o otstr a p pi n g
ti m e i n cr e as es si g ni fi c a ntl y  w hil e pr o c essi n g o n 3 2- bit fl o at-
i n g p oi nt (F P 3 2 ) r e pr es e nt ati o ns,  w hi c h is a c o m m o n  w ei g ht
r e pr es e nt ati o n i n  m a n y  D L li br ari es. Si g ni fi c a nt i m pr o v e m e nt
d u e t o q u a nti z ati o n is t h er ef or e e vi d e nt.

H o w e v er, a n o b vi o us i m p a ct of q u a nti z ati o n is t h e d e gr a d a-
ti o n i n i nf er e n c e a c c ur a c y. F ort u n at el y, s u c h a c c ur a c y l oss c a n
b e b o u n d e d t o a r e as o n a bl e li mit, t h a n ks t o t h e ef fi ci e nt q u a n-
ti z ati o n r o uti n es i m pl e m e nt e d i n  m o d er n  D L pi p eli n es s u c h
as  T F Lit e [ 3 3 ]. I n g e n er al, at  m ost 2 % of a c c ur a c y l oss is
o bs er v e d d u e t o a q u a nti z ati o n fr o m F P 3 2 t o 8- bit i nt e g ers
(I N T 8 ).  E v e n  wit h o ut F H E, t his pr o vi d es a s p e e d u p of 2 ti m es
o v er t h e F P 3 2 c o u nt er p arts [ 3 4 ].

T hr o u g h o ut t his arti cl e,  w e utili z e t w o r e pr es e nt ati v e
d at as ets ( M NI S T [ 3 5 ] a n d  M e n d el e y [3 6 ]) f or v ali d ati n g o ur
i d e as.  T h e  M NI S T d at as et c o m pris es 6 0 0 0 0 (2 8 × 2 8 ) i m a g es,
all r e pr es e nti n g di gits b et w e e n (0 . . . 9 ).  T h e  M e n d el e y d at as et
is d e di c at e d t o t h e t as k of d e v el o pi n g a bi n ar y cl assi fi er f or
c o n cr et e b uil di n g i m a g es l a b el e d as cr a c ks a n d n o- cr a c ks.
E a c h l a b el cl ass h as 2 0 K i m a g es e a c h h a vi n g di m e nsi o ns of
2 2 4 × 2 2 4 × 3.

We first o bs er v e t h e p erf or m a n c e of t h e  m o d els c orr es p o n d-
i n g t o t h es e d at as ets aft er q u a nti z ati o n. It is e vi d e nt t h at n ot
e v er y  m o d el is s u p p os e d t o gi v e t h e s a m e a c c ur a c y aft er q u a n-
ti z ati o n.  We fi g ur e d o ut  C N N ar c hit e ct ur es f or b ot h d at as ets
w hi c h r et ai n t h e a c c ur a c y e v e n aft er q u a nti z ati o n. I n f a ct,
f or t h e  M e n d el e y d at as et,  w e o bs er v e d sli g htl y hi g h er a c c u-
r a c y f or t h e I N T 8 q u a nti z e d v ersi o n t h a n t h e b as eli n e F P 3 2.
W hil e s u c h i n cr e as e i n a c c ur a c y is r ar e,  w e n ot e t h at it is n ot
i m p ossi bl e. F or e x a m pl e, s u c h i n cr e as e i n a c c ur a c y h as als o
b e e n o bs er v e d i n [ 3 3 ],  w hi c h als o d e p e n ds o n t h e r a n g e of
t h e q u a nti z ati o n.  O ur r ef er e n c e ar c hit e ct ur e (s e e Fi g. 2 a n d
Ta bl e V ) r e m ai ns t h e s a m e f or b ot h d at as ets e x c e pt c h a n g es
i n f e w h y p er p ar a m et ers.  M or e pr e cis el y, f or  M NI S T  w e utili z e
(W = 2 8, H = 2 8 M = 3, c = 1 ),  w h er e W × H is t h e di m e n-
si o n of t h e i n p ut i m a g e, a n d M × M is t h e di m e nsi o n of t h e
C N N filt ers. c d e n ot es t h e n u m b er of c h a n n els i n t h e i m a g e.
T h e  m o d el als o us es  A v g P o ol as  w ell as fl att e ni n g l a y ers. F or
t h e  M e n d el e y d at as et, t h e p ar a m et ers ar e (W = 2 2 4, H = 2 2 4
M = 3, c = 3 ).

Fi g. 2. C N N ar c hit e ct ur e bl o c k di a gr a m —t his  m o d el ar c hit e ct ur e h as b e e n
a d o pt e d f or  M NI S T (W = 2 8 , H = 2 8 , M = 3 , c = 1 ) as  w ell as  M e n d el e y
bri d g e (W = 2 2 4 , H = 2 2 4 , M = 3 , c = 3 ) d at as ets  w hi c h ar e t h e n  m a p p e d
t o bitsli c e d si m ul ati o ns of F H E cir c uits.

Fi g. 3.  Bl o w u p i n ci p h ert e xt si z e.
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T h e i nf er e n c e a c c ur a c y of t h e  m o d els aft er q u a nti z ati o n is
pr es e nt e d i n  Ta bl e VI . It c a n b e o bs er v e d t h at t h e d e gr a d ati o n
i n a c c ur a c y f or  M NI S T is q uit e r e as o n a bl e.  O n t h e c o ntr ar y,
f or  M e n d el e y,  w e o bs er v e a sli g ht i n cr e as e i n a c c ur a c y.  W hil e
w e b eli e v e t h at s u c h o bs er v ati o n is s p e ci fi c t o t his  m o d el
i nst a n c e, t his h as b e e n o bs er v e d pr e vi o usl y f or  m ulti pl e us e
c as es [ 3 7 ], [3 8 ].  O v er all,  w e a c hi e v e r e as o n a bl e a c c ur a c y,
w hil e c o m pr essi n g t h e  m o d el si g ni fi c a ntl y  m a ki n g it a m e n a bl e
t o F H E c o n v ersi o n.

B.  Bitsli ci n g

Q u a nti z ati o n is i n d e e d b e n e fi ci al i n t er ms of ti mi n g a n d
m e m or y.  H o w e v er, it is n ot s uf fi ci e nt t o a c c el er at e t h e F H E
v ersi o ns of a  D L  m o d el.  A str ai g htf or w ar d F H E i m pl e m e n-
t ati o n of t his  m o d el (f or  M NI S T)  wit h  N u F H E li br ar y t a k es
al m ost 8 0 h a n d 6 .7  G B ( o n a v er a g e) of  m e m or y t o  m a k e a
si n gl e i nf er e n c e.  N u F H E g e n er at es a 7 8 0- bit ci p h ert e xt c orr e-
s p o n di n g t o e a c h bit of c o m p ut ati o n a n d l e v er a g es t h e F H E
g at es t o pr o c ess t h e m.  T h e bl o w u p i n ci p h ert e xt si z e is ill us-
tr at e d i n Fi g. 3 .  T h e  m e m or y a n d c o m p ut ati o n al o v er h e a d is
e vi d e nt fr o m t his bl o w u p.  A cr u ci al q u esti o n is c a n t h es e
p erf or m a n c e fi g ur es b e i m pr o v e d ?

W hil e o n e  mi g ht h a v e s e v er al attr a cti v e r es ults f or  L H E
a n d S W H E li br ari es ( or f or F H E li br ari es li k e  C o n cr et e  wit h
s o m e o ut p ut err ors), n o n e of t h es e is a n ulti m at e s ol uti o n
as p oi nt e d o ut i n t h e i ntr o d u cti o n.  T h er ef or e,  w e f o c us o n
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Fi g. 4.  B F A.

i m pr o vi n g t h e ti mi n g a n d  m e m or y o v er h e a d f or  N u F H E li br ar y
w hi c h c o nt ai ns b o otstr a p p e d  B o ol e a n g at es. I n t his  w or k,
C o n v 2 D,  M a x P o ol,  A v g P o ol, a n d  D e ns e l a y ers ar e i m pl e-
m e nt e d usi n g g at es fr o m  N u F H E.  As  w e e x pl ai n t hr o u g h o ut
t his s e cti o n, t h er e ar e s e v er al p oi nts of p erf or m a n c e o pti-
mi z ati o ns  w hil e i m pl e m e nti n g t h es e o p er ati o ns  w hi c h r es ult
i n si g ni fi c a nt p erf or m a n c e b o ost.  T h e c or e c o m p o n e nt b e hi n d
t h es e p erf or m a n c e b o ost is a bitsli c e d a d d er  m o d ul e,  w hi c h
w e d es cri b e i n t h e n e xt s e cti o n.  At t his p oi nt it is i m p ort a nt t o
n ot e t h at n o n e of o ur i m pl e m e nt ati o ns i n cl u di n g t h e bitsli c e d
a d d er n e e d a n y a u g m e nt ati o n t o b e  m a d e i n t h e  N u F H E li br ar y.
R at h er,  w e b uil d a s oft w ar e  wr a p p er o v er t h e li br ar y t o i m pl e-
m e nt t h e l a y er o p er ati o ns,  w hi c h ar e l at er utili z e d t o c o nstr u ct
t h e  D L  m o d els.

1)  Bitsli c e d  F ull  A d d er: T h e  m ai n i d e a b e hi n d o ur bitsli c e d
f ull  A d d er ( B F A)  m o d ul e is pr es e nt e d i n Fi g. 4 . It p erf or ms
a d diti o n b et w e e n t w o arr a ys of i nt e g ers i n a bitsli c e d  m a n-
n er.  R ef erri n g t o Fi g. 4 , t h e t w o lists t o b e a d d e d ar e d e n ot e d
as A lst = [A 0 , A 1 , . . . , A N − 1 ] a n d B lst = [B 0 , B 1 , . . . , B N − 1 ].
T h e o ut p ut is S u m = [(A 0 + B 0 ), (A 1 + B 1 ), . . . , (A n + B n )].
Wit h o ut l oss of g e n er alit y l et us ass u m e t h at e a c h A i (r es p. B i)
is r e pr es e nt e d as A i = A k − 1

i , . . . , A 1
i , A 0

i wit h k bits.  A
str ai g htf or w ar d a d diti o n of A lst a n d B lst, t h er ef or e, r e q uir es
N i n v o c ati o ns of a k - bit f ull a d d er.  E a c h of t h es e k - bit a d d er
i n v o c ati o n r e q uir es 4k -X O R s, 2 k A N D o p er ati o ns ( ass u mi n g
a ri p pl e c arr y a d d er). Si n c e e a c h g at e o p er ati o n i n  N u F H E
is b o otstr a p p e d, t ot al N × 6 k b o otstr a p pi n g o p er ati o ns ar e
p erf or m e d.  E v e n ass u mi n g s o m e p ar all eli z ati o n ( es p e ci all y
f or t h e k X O R s c o m p uti n g t h e s u m of t w o k - bit n u m b ers),
t h e n u m b er of b o otst a p pi n g r e m ai n hi g h, as t h e c arr y c h ai n
c a n n ot b e p ar all eli z e d e asil y.  O n e of t h e  m ai n o pti mi z ati o n
c h all e n g es i n t his r e g ar d is t o r e d u c e t h e n u m b er of b o ot-
str a p pi n g. I n  N u F H E c o nt e xt, it i m pli es a r e d u cti o n i n t h e
n u m b er of g at es  w hi c h is dif fi c ult f or a s m all cir c uit li k e a n
a d d er. I nst e a d,  w e e x pl oit t h e f a ct t h at  N u F H E g at es c a n pr o-
c ess  m ulti pl e ci p h ert e xts ( c orr es p o n di n g t o diff er e nt bits)  w h e n
t h e y ar e p a c k e d t o g et h er.  We e x pl oit t his f e at ur e i n a n SI M D
f as hi o n.

I n or d er t o i m pr o v e t h e ef fi ci e n c y,  w e i ntr o d u c e t h e c o n c e pt
of bitsli c e d p a c ki n g P A C K (j) of ci p h ert e xts.  M or e pr e cis el y,
w e utili z e k arr a ys (R E G 0 , R E G 1 , . . . , R E G k − 1 ), e a c h of si z e
N .  T h e  R E Gj st or es t h e jt h l e ast si g ni fi c a nt ( L S B) bit of

t h e i nt e g ers {A i}
N − 1
i= 0 . T h e P A C K (j) f u n cti o n is ill ustr at e d i n

Al g orit h m 1 a n d Fi g. 4 .

Al g o rit h m 1 P A C K (j)

I n p ut: A 1 · · · A N , R E G j

O ut p ut: R E G i

1: f o r t ← 0 t o N − 1
R E G j[t] ← A

j
t

2: e n d f o r
3: r et u r n R E G j

We f urt h er d e m o nstr at e t h e  w or k fl o w of p a c ki n g al g orit h m
wit h a s h ort e x a m pl e,  w h er e  w e p a c k f o ur i nt e g er o p er a n ds
i nt o f o ur c o pi es of f o ur bit arr a ys. S u p p os e, t h e i nt e g ers
ar e A lst = [ 1, 3 , 5 , 6]  w h os e bi n ar y r e pr es e nt ati o ns ar e gi v e n
b y 0 0 0 1, 0 0 1 1, 0 1 1 1, a n d 0 1 1 0.  T h e p a c ki n g r e gist ers ar e
R E G 0 , R E G 1 , R E G 2 , a n d  R E G3 . I n t his e x a m pl e, N = 4,
s o as p er o ur n ot ati o n, t h e o p er a n ds ar e A 0 , A 1 , . . . , A 3

w h er e A 0 = [A 3
0 , A 2

0 , A 1
0 , A 0

0 ] = [ 0 0 0 1]. Si mil arl y, A 1 =
[A 3

1 , A 2
1 , A 1

1 , A 0
1 ] = [ 0 0 1 1], A 2 = [A 3

2 , A 2
2 , A 1

2 , A 0
2 ] = [ 0 1 1 1],

A 3 = [A 3
3 , A 2

3 , A 1
3 , A 0

3 ] = [ 0 1 1 0].  Aft er t h e e x e c uti o n of
P A C K (j) f or 0 ≤ j < 4,  R E G 0 ,  R E G1 ,  R E G2 , a n d  R E G3
c o nt ai ns [ 1 1 1 0], [ 0 1 1 1], [ 0 0 1 1], a n d [ 0 0 0 0], r es p e cti v el y.

N e xt,  w e s h o w h o w t o utili z e t his bitsli c e d p a c ki n g t o
i m pl e m e nt a f ull- a d d er  m o d ul e f or a d di n g t w o arr a ys.

T h e  A d d er  Cir c uit: L et us c o nsi d er t w o lists A lst a n d B lst

p a c k e d i n t w o s ets of arr a ys  R E G 0
j a n d  R E G 1

j ,  w h er e 0 ≤ j < k

a n d |R E G h
j | = N (h = { 0 , 1 }).  R ef erri n g t o Fi g. 4 , a n N - bit

bit wis e X O R c a n b e d e pl o y e d f or e a c h (R E G 0
j ,  R E G1j ) p air

t o c al c ul at e t h e s u m c o m p o n e nt of a d diti o n. Si mil arl y, t h e
c arr y l o gi c c a n b e i m pl e m e nt e d b et w e e n t h es e t w o r e gist ers.
It is  w ort h n oti n g t h at f or  R E Ghj ’s aft er t h e  L S B p ositi o n,
t h er e is a c arr y pr o p a g ati o n t o e n a bl e t h e ri p pl e c arr y (s e e
Fi g. 4 )  w hi c h f urt h er n e e ds N - bit X O R s.  Aft er t h e c arr y pr o p-
a g ati o n c o m pl et es, t h e fi n al s u m is als o st or e d  wit hi n o n e of
t h e  R E Ghj s.

L et us n o w a n al y z e t h e ti mi n g a n d  m e m or y o v er h e a d of
t his bitsli c e d a d d er c o m p ar e d t o t h e n aï v e a p pr o a c h of i n v o k-
i n g N , k - bit a d d ers.  T h e n u m b er of g at e o p er ati o ns ess e nti all y
r e m ai ns t h e s a m e.  H o w e v er, d u e t o t h e bitsli c e d p a c ki n g, e a c h
b o otstr a p p e d g at e  w or ks o n N bits i n  B F A. I n c o ntr ast, t h e
c arr y c h ai n of n aï v e k - bit a d d ers  w or k o n si n gl e bit at a
ti m e.  C o ns e q u e ntl y, n u m b er of r e q uir e d b o otstr a p pi n g i n cr e as e
N -f ol d f or t h e n aï v e c as e, c o m p ar e d t o t h e  B F A c as e.  T his is
t h e s ol e r e as o n b e hi n d t h e ti mi n g i m pr o v e m e nt t h at  w e o bs er v e
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Fi g. 5.  D at a p a c ki n g  wit h  Bitsli ci n g f or F H E- C o n v 2 D  w or k fl o w.

i n o ur i m pl e m e nt ati o ns.  R e d u cti o n of b o otstr a p pi n g als o si g-
ni fi c a ntl y i m pr o v es t h e  m e m or y o v er h e a d (r e d u c es it fr o m
5 .2  G B t o 2 8 0  M B).  As alr e a d y p oi nt e d o ut i n t h e pr eli mi n ar-
i es, b o otstr a p pi n g i n v ol v es s e v er al c o m pl e x o p er ati o ns, s u c h
as k e y s wit c hi n g a n d bli n d r ot at e  w hi c h ar e hi g hl y  m e m or y
i nt e nsi v e.  W hil e  m ultit hr e a di n g  m a y i m pr o v e t h e ti mi n g o v er-
h e a d of b o otstr a p pi n g t o s o m e e xt e nt, it is n ot s o eff e cti v e
i n t h e c o nt e xt of  m e m or y as e a c h t hr e a d c o ns u m es ar o u n d
2 0 0  M B,  w hi c h c a n q ui c kl y bl o w u p  wit h N .  O v er all, t h e
B F A a d d er is  m or e ef fi ci e nt f or a d di n g t w o arr a ys c o m p ar e d
t o n aï v e a d diti o n. It o nl y r e q uir es a s oft w ar e  wr a p p er o v er
t h e  N u F H E li br ar y  wit h o ut i n c urri n g a n y si g ni fi c a nt c o di n g
c o m pl e xit y.

2)  Bitsli ci n g i n  D L: We n e xt i m pl e m e nt diff er e nt l a y er
o p er ati o ns of  D L usi n g t h e  B F A as a c or e c o m p o n e nt.
R ef erri n g t o t h e g e n eri c ar c hit e ct ur e i n Fi g. 2 , h er e,  w e i m pl e-
m e nt t hr e e  m aj or o p er ati o ns, n a m el y,  C o n v 2 D,  M a x P o ol 2 d,
a n d  D e ns e l a y er.  T h es e o p er ati o ns ar e als o r e pr es e nt ati v e t o
m ost of t h e e xisti n g  D L l a y er o p er ati o ns.

E n cr y pt e d  C o n v 2 D/ D e ns e  O p er at ors: T h e c or e c o m p o n e nt
of  C o n v 2 D or  D e ns e o p er ati o ns c a n b e r e pr es e nt e d as v e ct or-
m atri x pr o d u cts.  M ost of t h e c as es it t a k es t h e f or m y =

n
i= 1 w ix i,  w h er e w is ar e t h e  w ei g hts, a n d x is is t h e i n p uts or

i nt er m e di at e v al u es.  We n ot e t h at f or e n cr y pt e d i nf er e n c e, t h e
w ei g hts ar e i n pl ai nt e xt a n d t h e x is ar e e n cr y pt e d.  T h er ef or e,
i n F H E, s u c h  m ulti pli c ati o ns c a n b e i m pl e m e nt e d as s c al ar
pr o d u cts f oll o w e d b y a n a d diti o n.  T h e s c al ar pr o d u cts, o n t h e
ot h er h a n d, c a n b e i m pl e m e nt e d usi n g r e p e at e d a d diti o ns.  A
n at ur al  w a y of i m pl e m e nti n g t h es e r e p e at e d a d diti o ns is t o us e
a l o o p  wit h t h e w i i n l o o p c o u nt er.

We b e gi n o ur dis c ussi o n i n t h e r e g ar d  wit h t h e  C o n v 2 D
o p er ati o n.  L et us ass u m e t h at a c o n v ol uti o n filt er of di m e nsi o n
M × M w or ks o n a n i m a g e  wit h di m e nsi o n W × H . F or
t h e s a k e of ill ustr ati o n, h er e,  w e t a k e M = 3. I n  C o n v 2 D,
t h e filt er  m o v es o v er a n i m a g e i n st e ps c all e d stri d es ( as

s h o w n i n Fi g. 5 ), c al c ul ati n g t h e c o n v ol uti o n.  R ef erri n g t o
Fi g. 5 , e a c h c o n v ol uti o n o p er ati o n c a n b e r e pr es e nt e d as

(t1 + 2 )
i= t1

(t2 + 2 )
j= t2

w (i m o d 3 )(j m o d 3 ) p ij,  w h er e w ijs r e pr es e nt t h e
w ei g hts, p ijs r e pr es e nt t h e i n p uts, a n d (t1 , t2 ) r e pr es e nts t h e
r o w, c ol u m n i n d e x of a stri d e.  N o w, c o nsi d eri n g t w o c o ns e c u-
ti v e r o w- wis e stri d es, o n e  m a y o bs er v e t h at t h e c o n v ol uti o n
o p er ati o ns c o nt ai ns s e v er al pr o d u ct t er ms h a vi n g t h e s a m e
m ulti pli c a n d w ij. F or e x a m pl e, i n Fi g. 5 , o n e  m a y o bs er v e
t h at P w 1 1 = (p 1 1 , p 1 2 , . . . , p (W − 2 )H − 2 ) g ets  m ulti pli e d  wit h t h e
s a m e  w ei g ht w 1 1 . Si n c e t h e s c al ar pr o d u ct is n ot hi n g b ut c o n-
s e c uti v e a d diti o n, t h er ef or e, t h e s c al ar pr o d u ct w 1 1 , P w 1 1 c a n
b e r e pr es e nt e d as r e p e at e d a d diti o n of t h e i nt e g er arr a y/ v e ct or
P w 1 1 .  T his r e p e at e d a d diti o n is i m pl e m e nt e d b y i n v o ki n g t h e
B F A u nit (w 1 1 − 1 ) ti m es.

O n c e t h e pr o d u ct t er ms of c o n v ol uti o n ar e c o m p ut e d, t h e
n e xt st e p is t o p erf or m t h e a d diti o n of t h es e pr o d u ct t er ms. I n
or d er t o p erf or m t his st e p, o n e n e e ds t o u n p a c k t h e bitsli c e d
pr o d u cts.  T his is a str ai g htf or w ar d st e p a n d a n i n v ers e of t h e
P A C K (j) o p er ati o n. I nt er esti n gl y, t h e u n p a c ki n g als o r es ults
i n s e v er al arr a ys of i nt e g ers t o b e a d d e d t o g et h er.  T h e  B F A
u nit is i n v o k e d o n c e a g ai n t o p erf or m t his o p er ati o n,  w hi c h
e v e nt u all y r et ur ns t h e c o n v ol uti o n o ut p ut.

L et us n o w e x pl ai n t h e c o m p ut ati o n al c o m pl e xiti es d u e t o
t his bitsli c e d  C o n v 2 D o p er ati o n.  O n e s h o ul d n ot e t h at  C o n v 2 D
is o n e of t h e  m ost c ostl y o p er ati o ns f or F H E as it i n v ol v es s e v-
er al s c al ar  m ulti pli c ati o ns a n d a d diti o ns.  T h e p a c ki n g  wi dt h
(|P w ij |) h er e d et er mi n es h o w  m u c h p ar all eli z ati o n c a n b e
o bt ai n e d.  C o nsi d eri n g r o w- wis e  m o v e m e nt of t h e c o n v ol uti o n
filt er, t h er e c a n b e t ot al (W − M + 1 ) stri d es  w hi c h c a n b e
p ar all eli z e d.  T h er ef or e,  w e h a v e |P w ij | = (W − M + 1 ). O n t h e
ot h er h a n d, f or a c o n v ol uti o n filt er of di m e nsi o n M × M , t h er e
c a n b e t ot al M 2 w ei g ht v al u es.  As a r es ult, d uri n g t h e a d diti o n
p h as e of t h e pr o d u ct t er ms, t h e  wi dt h of e a c h arr a y/ v e ct or  will
b e of M 2 , a n d t h er e  will b e (W − M + 1 ) s u c h arr a ys/ v e ct ors.
F or  M NI S T i m a g es,  w e h a v e (W − M + 1 ) = (2 8 − 3 + 1 ) = 2 6
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a n d M 2 = 9. F or  M e n d el e y i m a g es, h o w e v er,  w e f a c e a n
i m pl e m e nt ati o n o bst a cl e.  T h e  N u F H E all o ws p a c ki n g of at
m ost 3 2 ci p h ert e xts,  w hi c h li mits t h e  m a xi m u m si z e of P w ij

t o 3 2. F or 2 2 4 × 2 2 4 i m a g es i n  M e n d el e y,  w e t h er ef or e
n e e d 2 2 4 / 3 2 = 7 i n d e p e n d e nt p a c ki n gs t o b e i m pl e m e nt e d
f or a c o m pl et e r o w- wis e c o n v ol uti o n.  T h e o v er h e a ds f or t h e
c o n v ol uti o n c a n b e c al c ul at e d i n a si mil ar  m a n n er.

T h e i m pl e m e nt ati o n of t h e e n cr y pt e d d e ns e l a y er is si mil ar
t o t h e  C o n v 2 D l a y er, i n pri n ci pl e. I n t his c as e,  w e fi g ur e o ut
( e n cr y pt e d) i n p uts h a vi n g a c o m m o n  w ei g ht  m ulti pli er.  T his
is a str ai g htf or w ar d pr e pr o c essi n g as t h e  w ei g hts ar e i n pl ai n-
t e xt.  O n c e a s et of ci p h ert e xts  wit h a c o m m o n  m ulti pli er is
i d e nti fi e d,  w e a p pl y t h e s a m e bitsli c e d pr o c essi n g a p pr o a c h as
e x pl ai n e d f or  C o n v 2 D t o pr o c ess t h e m i n p ar all el.  O n e crit-
i c al p oi nt h er e is t h at u nli k e t h e  C o n v 2 D c as e, t h e  wi dt h of
P w ij s f or  D e ns e l a y er  will n ot b e e q u al.  Als o, t h e u n p a c k st e p
will r e q uir e s o m e e xtr a eff ort t o pr o p erl y arr a n g e t h e pr o d u ct
t er ms f or a d diti o n.  H o w e v er, h a n dli n g t h e first iss u e is e as y,
as o ur a p pr o a c h d o es n ot d e p e n d u p o n t h e l e n gt h of P w ij s.
T o r e arr a n g e t h e pr o d u ct t er ms  w e  m ai nt ai n a di cti o n ar y st or-
i n g t h e a ct u al l o c ati o n of pr o d u ct t er ms i n t h e c o m p ut ati o n.
T h e r e arr a n gi n g aft er u n p a c k c a n b e p erf or m e d i n c o nst a nt
ti m e o nl y b y r ef erri n g t o t his di cti o n ar y.  T h er ef or e,  w e c a n
o bt ai n si mil ar p ar all eli z ati o n as f or  C o n v 2 D e v e n i n t h e c as e
of  D e ns e.

Av g P o ol 2 D a n d  M a x P o ol 2 D: T h e o bj e cti v e of  A v g P o ol 2 D
is t o c al c ul at e t h e a v er a g e of  C o n v 2 D o ut p uts.  A v er a gi n g
r e q uir es a d diti o n f oll o w e d b y di visi o n o p er ati o ns. It is  w ort h
m e nti o ni n g t h at t h e a d diti o n h er e is n ot bitsli c e d.  T his is
b e c a us e t h e a d diti o n st e p i n  A v g P o ol 2 D o nl y a d ds a f e w i nt e-
g ers f or  w hi c h t h e o v er all o v er h e a d is n ot v er y si g ni fi c a nt.
H o w e v er, t h e di visi o ns ar e c ostl y i n F H E.  T h e str ai g htf or w ar d
w a y of p erf or mi n g di visi o n as r e p e at e d s u btr a cti o n h as t o b e
r ul e d o ut h er e b e c a us e r es ults c a n b e i n fl o ati n g p oi nts  w hi c h
is n ot i n h er e ntl y s u p p ort e d b y F H E s c h e m es.  M or e o v er, t h e
l o o p t er mi n ati n g crit eri o n f or t his r e p e at e d s u btr a cti o n is i n
t h e e n cr y pt e d d o m ai n,  w hi c h  m a k es it e v e n  m or e c o m pl e x t o
pr o c ess i n F H E.

T h e first st e p t o w ar d a v oi di n g t h e c ostl y di visi o ns is t o
li mit o urs el v es t o di visi o ns b y 2l,  w hi c h (f or i nt e g ers) c a n
b e p erf or m e d b y bit s hifts o n t h e ci p h ert e xt v e ct ors.  As
(2 × 2 ) A v g P o ols ar e v er y p o p ul ar, c o m p uti n g  A v g P o ol 2 D
is j ust di visi o n b y 4 (i. e., 2 ri g ht s hift ( R S) o p er ati o ns.  T h us,
w e g et o ur si m pli fi e d F H E cir c uit  m a p pi n gs f or  A v g P o ol 2 D
c alls.  As d e m o nstr at e d, i n Fi g. 6 , (C 1 , C 2 , C 3 , C 4 ) ar e f o ur
ci p h ert e xts  w hi c h  will b e f e d i nt o a 2 × 2  A v g P o ol 2 D  m o d-
ul e.  O ur cir c uit first a d ds t h es e f o ur ci p h ert e xts a n d t h e n
o bt ai ns t h e Av g P o ol 2 D r es ult b y p erf or mi n g t w o l o gi c al ri g ht-
bit s hift (2 R S ) o p er ati o ns.  Li k e wis e,  M a x P o ol 2 D F H E- cir c uit
m a p pi n gs c o ul d b e r e ali z e d b y a n e n cr y pt e d  m ulti pl e x er ( F H E-
M U X).  T h e cir c uit s el e cts t h e n u m b er b as e d o n t h e  M S B
diff er e n c e of t w o i n p ut n u m b ers.  O ur cir c uit, i n t his r e g ar d,
is a c as c a d e of F H E  M U Xs. F or e x a m pl e, if  w e a p pl y
M a x P o ol 2 D fr o m 3 × 3 k er n el, t h e n, o ur cir c uit is a c as c a d e
of (3 × 3 ) − 1 = 8  M U Xs.  E a c h  M U X s el e cts t h e  m a xi m u m
of t w o n u m b ers b as e d o n si g n of diff er e n c e of t h e n u m b ers.
A n ill ustr ati o n f or t h e  M a x P o ol is s h o w n i n Fi g. 7 . At t his
p oi nt,  w e n ot e t h at t h e  A v g P o ol 2 D is si g ni fi c a ntl y li g ht w ei g ht

Fi g. 6. F H E- A v g P o ol 2 d (l o gi c al bit wis e cir c uitr y).

Fi g. 7. F H E- M a x P o ol 2 D l o gi c.

c o m p ar e d t o t h e  M a x P o ol.  T h er ef or e, i n b ot h of o ur  m o d els,
w e utili z e t h e  A v g P o ol 2 D cir c uit.

E n cr y pt e d  A cti v ati o n  F u n cti o ns: A n  A cti v ati o n F u n cti o n
d e ci d es  w h et h er a n e ur o n s h o ul d b e a cti v at e d or n ot, t o b e s p e-
ci fi c,  w h et h er t h e n e ur o n’s i n p ut t o t h e n et w or k is i m p ort a nt
or n ot i n t h e pr o c ess of pr e di cti o n usi n g si m pl er  m at h e m ati c al
o p er ati o ns. Si n c e li n e ar a cti v ati o ns ar e n ot  m u c h eff e cti v e i n
D N N or  C N N s c e n ari o,  w e h a v e  m ostl y f o c us e d o n ef fi ci e nt
F H E c o u nt er p art d esi g n f or n o nli n e ar a cti v ati o ns.

A m o n g n o nli n e ar a cti v ati o ns,  R e L U is o n e of t h e  m ost us e d
f u n cti o ns i n  D L a p pli c ati o ns.  As dis c uss e d i n S e cti o n II, e xist-
i n g e n cr y pt e d  M L ar c hit e ct ur es ar e eit h er b as e d o n  L H E or
s o m e a p pr o xi m ati o ns of F H E s c h e m es  wit h s o m e i n h er e nt li m-
it ati o ns t h at d o es n ot all o w t o i n c or p or at e  R e L U i n e n cr y pt e d
d o m ai n.  T h at is t h e r e as o n  w h y t h e e xisti n g s c h e m es  m ostl y
us e eit h er s q u ar e a cti v ati o ns or si g n a cti v ati o ns.  T o el a b o-
r at e t h e r e as o n of t his li mit ati o n f urt h er,  w e r e visit t h e b asi c
o p er ati o ns r e q uir e d t o i m pl e m e nt  R e L U a cti v ati o n.

R e L U (f (x )) as a n a cti v ati o n t h at s el e cts t h e p ositi v e p art
of its ar g u m e nt as f (x ) = m a x (0 , x ),  w h er e x is t h e i n p ut t o
a n e ur o n.  R e ali z ati o n of  m a xi m u m f u n cti o n i n h o m o m or p hi c
d o m ai n r e q uir es e n cr y pt e d d e cisi o n  m a ki n g, t h at is n ot f e a-
si bl e  wit h  L H E c o m p ut ati o ns [ 3 9 ], [4 0 ]. I n o ur F H E- b as e d
i m pl e m e nt ati o n,  w e r e ali z e t h e e n cr y pt e d d e cisi o n  m a ki n g
wit h e n cr y pt e d  m ulti pl e x er c o nsi d eri n g t h e F H E s u btr a cti o n
r es ult as s el e cti o n i n p ut t o c h o os e b et w e e n e n cr y pt e d 0 a n d
e n cr y pt e d x .

H o w e v er, ot h er n o nli n e ar a cti v ati o ns li k e S oft m a x or t a n h
i n cl u d e t h e st a n d ar d e x p o n e nti al f u n cti o n c o m p ut ati o n o n
e n cr y pt e d i n p ut v e ct ors.  As e x pl ai n e d i n [ 4 1 ], e x p o n e nt c o m-
p ut ati o n b e c o m es i nf e asi bl e  wit h t h e e n cr y pt e d p o w er t er m
c o nsi d eri n g o ur u n d erl yi n g u n e n cr y pt e d pr o c ess ors.  H o w e v er,
t his li mit ati o n c a n b e o ut d o n e i n  M L pr o c essi n g  wit h pri or
d o m ai n k n o wl e d g e,  w h er e t h e  m a xi m u m v al u e of s u c h i n p ut
v e ct ors is k n o w n [ 4 1 ].

V. E X P E R I M E N T S  A N D R E S U L T S

I n t his s e cti o n,  w e pr es e nt t h e ti mi n g a n d  m e m or y o v er-
h e a d of o ur pr o p os e d e n cr y pt e d i nf er e n c e ar c hit e ct ur e.  We

A ut h ori z e d li c e n s e d u s e li mit e d t o: U ni v er sit y of N e br a s k a O m a h a C a m p u s. D o w nl o a d e d o n D e c e m b er 1 3, 2 0 2 3 at 1 9: 2 9: 5 3 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y. 
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T A B L E  VII
S P E E D U P  F O R B I T S L I C I N G D N N  A R C H I T E C T U R E  W .R .T . NO N B I T S L I C I N G

T A B L E  VIII
B I T S L I C E D C N N  T I M I N G P R O FI L E S ( M NI S T)

T A B L E I X
B I T S L I C E D C N N  T I M I N G P R O FI L E S ( M E N D E L E Y )

e v al u at e all o ur e x p eri m e nt al st u di es o n a n  U b u nt u 1 8 .0 4  L T S
6 4 − bit pl atf or m  wit h 2 5 6- G B  R A M a n d 2 4- G B  G P U  m e m or y
s u p p ort.  All u n d erl yi n g F H E bl o c ks ar e s u p p ort e d b y e xist-
i n g F H E e n cr y pti o n li br ar y  N u F H E [1 6 ] a n d P y F H E [4 2 ],
w hi c h is a n ot h er v ersi o n of  T F H E f or p erf or m a n c e c o m p ari-
s o n.  N u F H E [ 1 6 ],  w hi c h is a  G P U p o w er e d  T F H E e n cr y pti o n
li br ar y i m pl e m e nt e d i n P yt h o n,  w h er e P y F H E d o es n ot h a v e
a n y  G P U s u p p ort.

We st art  wit h a si m pl e  D N N ar c hit e ct ur e  w hi c h i n cl u d es
t hr e e l a y ers: t w o l a y ers of 5 0 n e ur o ns a n d a fi n al f ull y c o n-
n e ct e d l a y er of 1 0 n e ur o ns.  Ta bl e VII c o m p ar es t h e bitsli c e d
i m pl e m e nt ati o n of a si m pl e  D N N ar c hit e ct ur e  wit h n o n bit-
sli c e d v ersi o ns of t h e s a m e ar c hit e ct ur e. I n bitsli c e d i m pl e m e n-
t ati o n,  w e first br e a k d o w n o ur t ar g et ar c hit e ct ur e t o pr o p os e d
F H E c o u nt er p arts of  C o n v 2 D,  A v g P o ol 2 D, a n d  D e ns e.  T h es e
b asi c bl o c ks ar e a c c el er at e d b y u n d erl yi n g bitsli c e d a d d er
f u n cti o ns d e v el o p e d o n t o p of  N u F H E h o m o m or p hi c bl o c ks.
As s h o w n i n  Ta bl e VII , c o m p ar e d t o n o n bitsli c e d i nf er e n c e
wit h ti mi n g o v er h e a d of 8 0 h, o ur bitsli ci n g- b as e d s oft w ar e
wr a p p ers c a n a c c el er at e t h e s a m e t as k t o 2 .1 5 h i n c as e of
D N N i m pl e m e nt ati o n.

Ta bl es VIII a n d I X s h o w t h e ti mi n g pr o fil es of t h e bitsli c e d
i m pl e m e nt ati o n of t h e  C N N ar c hit e ct ur e f or b ot h  M NI S T  Di git
Cl assi fi c ati o n [ 3 5 ] a n d  M e n d el e y us e- c as e [3 6 ].  T h e r ef er-
e n c e ar c hit e ct ur es f or b ot h t h e us e- c as es h a v e b e e n el a b or at e d
i n  Ta bl e V a n d i n Fi g. 2 .  We pr o vi d e a n esti m at e d ti mi n g
r e q uir e m e nt f or e x e c uti o n of t his s a m e  C N N ar c hit e ct ur e o n
t h e  M e n d el e y  Bri d g e d at as et [3 6 ] as s h o w n i n  Ta bl e I X. T h e
di m e nsi o ns of t his d at as et is 2 2 4 × 2 2 4 × 3.  We n ot e t h at t his
d at as et is  m or e c o m pl e x t h a n ot h er r e pr es e nt ati v e d at as ets,
s u c h as  CI F A R 1 0 [ 4 3 ] ( di m e nsi o n 3 2 × 3 2 × 3 ), i n t er ms
of i n p ut di m e nsi o n  w hi c h is a criti c al f a ct or i n F H E as it
dr asti c all y i n cr e as es t h e c o m p ut ati o n.  As p er  Ta bl e VIII , t h e
bitsli c e d  C o n v 2 D t a k es a b o ut 2 .3 h  w hil e c o m pl et e e v al u ati o n
of a n  M NI S T i m a g e t a k es a b o ut 4 .5 h a n d it  m a y t a k e ar o u n d
1 4 0 h f or  M e n d el e y ( Ta bl e I X).

T A B L E  X
S H E/ B I T S L I C I N G M E M O R Y P R O FI L E B A S E L I N E C O M P A R I S O N S

M e m or y  Pr o fili n g of  Bitsli c e d I nf er e n c e: R e c e nt c o n c er ns
a b o ut s e c urit y a n d pri v a c y g u ar a nt e es i n I o T s yst e ms h a v e
dr a w n i nt er ests a b o ut s e c ur e c o m p ut ati o n i n t h e I o T d o m ai n.
H o w e v er, h u g e  m e m or y c o ns u m pti o n a n d c o m p ut ati o n o v er-
h e a d ar e t w o pri m e b ottl e n e c ks t o i m pl e m e nt  H E s c h e m es o n
r es o ur c e- c o nstr ai n e d e m b e d d e d pl atf or ms a n d t his is a n i m p or-
t a nt r e c e nt r es e ar c h dir e cti o n [4 4 ].  Wit h t his  m oti v ati o n,  w e
h a v e p erf or m e d l a y er- b y-l a y er  m e m or y pr o fili n g of b ot h o ur
D N N a n d  C N N ar c hit e ct ur es as s h o w n i n Fi g. 8 ( a) a n d ( b).
As d e pi ct e d i n Fi g. 8 ( a), bitsli ci n g s u p p ort e d  C N N fr a m e w or k
is q uit e  m e m or y ef fi ci e nt ( a b o ut 7 0 0  M B).  T h e  D N N fr a m e-
w or k,  w hi c h t a k es a b o ut 1. 9  G B als o fits i nt o t h e  m o d est
m e m or y b o u n ds of e d g e d e vi c es, i. e., 2 – 4  G B as hi g hli g ht e d
i n Fi g. 8 ( b).

F urt h er m or e,  w e h a v e c o m p ar e d o ur  m e m or y pr o fil es t o
t h e st at e- of-t h e- art e n cr y pt e d i nf er e n c e a p pr o a c h es.  We b e n c h-
m ar k o ur bitsli c e d d esi g n pi p eli n e  wit h a n o p e n s o ur c e
i m pl e m e nt ati o n1 d u e t o [ 7 ].  T his a p pr o a c h pr o vi d es a n i m pl e-
m e nt ati o n of s c al ar pr o d u cts  wit h s m all e x a m pl es, e. g.,
ei g ht ci p h ert e xts.  We us e t his c o d e b as e t o esti m at e t h eir
m e m or y gr o wt h a n d  w e hi g hli g ht t h e s a m e i n  Ta bl e X . T o
d o t his,  w e a p pr o xi m at e t h eir i m pl e m e nt ati o n, i. e., ei g ht
s c al ar pr o d u cts as e q ui v al e nt t o a si n gl e  C o n v 2 D o p er a-
ti o n (t h e r e as o n b ei n g  wit h a 3 × 3 k er n el,  C o n v 2 D is j ust
ni n e s c al ar pr o d u cts  w hi c h t h e c o n c er n e d fr a m e w or k r e pl a c es
wit h l o gi c al bit-s hifts).  We c h e c k e x p eri m e nt all y t h at a si n-
gl e  C o n v 2 D o p er at or a m o u nts t o ar o u n d 1 8 0- M B  m e m or y
o v er h e a d.  T h e n,  w e r u n  m ultit hr e a d e d i m pl e m e nt ati o n of t his
C o n v 2 D bl o c k a n d o bs er v e t h e  m e m or y e x pl o d es pr o p orti o n-
all y as hi g hli g ht e d f or s e v er al t hr e a d v al u es (1 6 , 2 0 , 2 4 ) i n
Fi g. 9 .  T h er ef or e, as  Ta bl e X d e pi cts, a n e v al u ati o n of 5 0 c o n-
v ol uti o ns a m o u nts t o a b o ut 9  G Bs.  We als o e v al u at e  m e m or y
f o ot pri nts of  Cr y pt o n ets [4 ], a n ot h er pi o n e eri n g a p pr o a c h b y
Mi cr os oft f or s e c ur e  C N N i nf er e n c e.  T his a p pr o a c h e x h a usts
2- 3  G B  m e m or y f or r u n ni n g a si m pl e  M NI S T pi p eli n e  wit h a
C o n v 2 D st a c k e d  wit h c o u pl e of  D e ns e l a y ers.  R es e ar c h r e p ort
i n [5 ] als o p oi nts o ut t h at  m ost e n cr y pt e d  C N N a p pr o a c h es
a m o u nt t o at l e ast f e w  G B of  R A M us a g e.  Ta bl e XI s h o ws t h e
m erits a n d d e m erits of o ur pr o p os e d ar c hit e ct ur e  wit h s o m e
st at e- of-t h e- art e n cr y pt e d i nf er e n c e  m o d els [ 4 ], [5 ], [7 ], [1 4 ].
C o m p aris o ns ar e d o n e o n t h e b asis of p o w er of h o m o m or-
p hi c c o m p ut ati o ns (l e v el e d or f ull y h o m o m or p hi c), a cti v ati o ns
s u p p ort e d, ass o ci at e d  m e m or y o v er h e a ds, a n d p ossi bilit y of
d e cr y pti o n err ors. It is t o n ot e t h at e xisti n g i nf er e n c e  m o d-
els  m a y o ut p erf or m i n t er ms of ti mi n g r e q uir e m e nt, b ut o ur
pr o p os e d d e cr y pti o n err or-fr e e  m o d el h as its o w n si g ni fi c a n c e
i n t er ms of b ett er a c c ur a c y  wit h o ut a n y a p pr o xi m ati o n a n d
h u g el y r e d u c e d  m e m or y o v er h e a d.  Aft er  m e m or y pr o fili n g all

1 htt ps:// git h u b. c o m/ qi a nl o u/ S H E
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Fi g. 8.  M e m or y pr o fili n g st atisti cs of bitsli c e d i nf er e n c e ( o ur  m et h o d). ( a)  C o n v 2 D d esi g n- m e m or y pr o fil es ( wit h bitsli ci n g). ( b)  M e m or y pr o fil es of o nl y
t h e D e ns e L a y er of  C o n v 2 D + A v g P o ol + D e ns e i nf er e n c e pi p eli n e ( wit h bitsli ci n g).

T A B L E  XI
C O M P A R I S O N W I T H E X I S T I N G A P P R O A C H E S

Fi g. 9.  M e m or y pr o fil es of S H E a n d  Cr y pt o n et b as eli n es.

t h es e b as eli n es,  w e  w o ul d li k e t o c o n cl u d e t h at t h e pr o p os e d
s c h e m e h u g el y o pti mi z es t h e  m e m or y f o ot pri nt a n d t his as p e ct
p er h a ps c e m e nts o ur  m o d el’s p ot e nti al f or l o w r es o ur c e e d g e
pl atf or ms.

VI.  C O N C L U S I O N  A N D F U T U R E R E S E A R C H

I n t his  w or k,  w e r e ali z e e n cr y pt e d  C N N s uit a bl e f or r e al-
w orl d  D L- b as e d a p pli c ati o ns. I n t his arti cl e,  w e pr o vi d e
s e v er al k e y i nsi g hts. P erf or m a n c e a n d bl o w u p i n ci p h ert e xt
si z e ar e t w o  m aj or b ottl e n e c ks,  w hi c h  w e a d dr ess  wit h ar c hi-
t e ct ur al tri c ks, s u c h as q u a nti z ati o n a n d bitsli ci n g.  A p ot e nti al
f ut ur e  w or k i n t his r e g ar d is t o f urt h er o pti mi z e t h e i nf er-
e n c e ti mi n g f or a l ar g er s p e ctr u m of r e al- w orl d a p pli c ati o ns.
A n ot h er dir e cti o n of f ut ur e r es e ar c h is t o a d o pt t h e pr o p os e d
o pti mi z ati o ns b e y o n d  B o ol e a n F H E.

R E F E R E N C E S

[ 1] P.  Ni c h ols o n. “ A W S hit b y l ar g est r e p ort e d  D D o S att a c k of 2. 3  T B P S.”
2 0 2 0. [ O nli n e].  A v ail a bl e: htt ps:// w w w .a 1 0 n et w or ks .c o m/ bl o g/ a ws- hit-
b y-l ar g est- r e p ort e d- d d os- att a c k- of- 2- 3-t b ps/

[ 2]  D.  R a m el. “ E PI C  D D o S f ail:  A z ur e cl o u d f e n ds off ‘l ar g est
att a c k e v er r e p ort e d i n hist or y.”’ 2 0 2 2. [ O nli n e].  A v ail a bl e:
htt ps:// virt u ali z ati o nr e vi e w. c o m/ arti cl es/ 2 0 2 2/ 0 1/ 3 1/ a z ur e- d d os. as p x

[ 3]  E.  R o ot. “ Cr y pt o mi n ers  T hr e at e n  G C P  Virt u al S er v ers.” 2 0 2 2. [ O nli n e].
A v ail a bl e: htt ps:// w w w .k as p ers k y .c o m/ bl o g/ att a c ks- o n- g o o gl e- cl o u d- pl
atf or m/ 4 3 3 1 2/

[ 4]  N.  D o wli n,  R.  Gil a d- B a c hr a c h,  K.  L ai n e,  K.  L a ut er,  M.  N a e hri g, a n d
J.  Wer nsi n g, “ Cr y pt o N ets:  A p pl yi n g n e ur al n et w or ks t o e n cr y pt e d d at a
wit h hi g h t hr o u g h p ut a n d a c c ur a c y,” i n Pr o c. 3 3r d I nt.  C o nf. I nt.  C o nf.
M a c h. L e ar n. (I C M L) , v ol. 4 8, 2 0 1 6, p p. 2 0 1 – 2 1 0.

[ 5]  A.  Br ut z k us,  O.  Elis h a, a n d  R.  Gil a d- B a c hr a c h, “ L o w l at e n c y pri v a c y
pr es er vi n g i nf er e n c e,” i n Pr o c. I nt.  C o nf.  M a c h. L e ar n. , 2 0 1 9, p p. 1 – 9.

[ 6]  N. J ai n,  K.  N a n d a k u m ar,  N.  K.  R at h a, S. P a n k a nti, a n d  U.  K u m ar,
“ Ef fi ci e nt  C N N b uil di n g bl o c ks f or e n cr y pt e d d at a,” 2 0 2 1,
ar xi v. a bs/ 2 1 0 2. 0 0 3 1 9 .

[ 7]  Q.  L o u a n d  L. Ji a n g, “ S h e:  A f ast a n d a c c ur at e d e e p n e ur al n et w or k f or
e n cr y pt e d d at a,” i n A d v a n c es i n  N e ur al I nf or m ati o n  Pr o c essi n g S yst e ms ,
H.  Wall a c h,  H.  L ar o c h ell e,  A.  B e y g el zi m er, F. d’ Al c h é- B u c,  E. F o x, a n d
R.  G ar n ett,  E ds.,  C urr a n  Ass o c., I n c.

[ 8]  C.  G e ntr y, “ C o m p uti n g o n e n cr y pt e d d at a,” i n Pr o c. I nt.  C o nf.  Cr y pt ol.
N et w. S e c urit y , 2 0 0 9, p. 4 7 7.

[ 9]  L.  D u c as a n d  D.  Mi c ci a n ci o, “ F H E W:  B o otstr a p pi n g h o m o m or p hi c
e n cr y pti o n i n l ess t h a n a s e c o n d,” i n Pr o c.  A d v.  Cr y pt ol. ( E U R O C R Y P T) ,
2 0 1 5, p p. 6 1 7 – 6 4 0.

[ 1 0] I.  C hill otti,  N.  G a m a,  M.  G e or gi e v a, a n d  M. I z a b a c h è n e, “ T F H E: F ast
f ull y h o m o m or p hi c e n cr y pti o n o v er t h e t or us,” J.  Cr y pt ol. , v ol. 3 3, n o. 1,
p p. 3 4 – 9 1, J a n. 2 0 2 0.

[ 1 1] J.  H.  C h e o n,  A.  Ki m,  M.  Ki m, a n d  Y. S o n g, “ H o m o m or p hi c e n cr y pti o n
f or arit h m eti c of a p pr o xi m at e n u m b ers,” I A C R  Cr y pt ol. e Pri nt  Ar c h.,
L y o n, Fr a n c e,  R e p. 2 0 1 6/ 4 2 1, 2 0 1 6. [ O nli n e].  A v ail a bl e: htt ps://i a .cr/
2 0 1 6/ 4 2 1

[ 1 2]  B.  Li a n d  D.  Mi c ci a n ci o, “ O n t h e s e c urit y of h o m o m or p hi c e n cr y pti o n
o n a p pr o xi m at e n u m b ers,” i n Pr o c.  A d v.  Cr y pt ol. ( E U R O C R Y P T) 4 0t h
A n n u. I nt.  C o nf. T h e or y  A p pl.  Cr y pt o gr a p h. Te c h n. , v ol. 1 2 6 9 6, 2 0 2 1,
p p. 6 4 8 – 6 7 7.

[ 1 3]  U.  Cr y pt o. “ C K K S k e y r e c o v er y.”  M ar. 2 0 2 1. [ O nli n e].  A v ail a bl e: htt ps:
// git h u b.c o m/ u cs d- cr y pt o/ C K K S K e y R e c o v er y

A ut h ori z e d li c e n s e d u s e li mit e d t o: U ni v er sit y of N e br a s k a O m a h a C a m p u s. D o w nl o a d e d o n D e c e m b er 1 3, 2 0 2 3 at 1 9: 2 9: 5 3 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y. 



SI N H A et al. :  E X P L O RI N G  BI T S LI CI N G  A R C HI T E C T U R E S F O R  E N A B LI N G F H E- A S SI S T E D  M L 4 0 1 5

[ 1 4] F.  B o urs e,  M.  Mi n elli,  M.  Mi ni h ol d, a n d P. P ailli er, “ F ast h o m o m or-
p hi c e v al u ati o n of d e e p dis cr eti z e d n e ur al n et w or ks,” i n Pr o c.  A n n u.
I nt.  Cr y pt ol.  C o nf., 2 0 1 8, p p. 4 8 3 – 5 1 2.

[ 1 5]  Z A M A. “ Z A M A. AI/ C o n cr et e.” 2 0 2 1. [ O nli n e].  A v ail a bl e: htt ps:// git h u b
.c o m/ z a m a- ai/ c o n cr et e

[ 1 6]  N u F H E. “ N u F H E,  A  G P U- P o w er e d  T or us F H E I m pl e m e nt ati o n.”
[ O nli n e].  A v ail a bl e: htt ps:// n uf h e.r e a dt h e d o cs.i o/ e n/l at est/

[ 1 7]  N.  G A M A. “ T F H E.” [ O nli n e].  A v ail a bl e: htt ps:// git h u b.c o m/tf h e/tf h e
[ 1 8]  E.  Bi h a m, “ A f ast n e w  D E S i m pl e m e nt ati o n i n s oft w ar e,” i n Pr o c. 4t h

I nt.  W or ks h o p  F ast S oft w.  E n cr y pt. ( F S E), v ol. 1 2 6 7, 1 9 9 7, p p. 2 6 0 – 2 7 2.
[ 1 9] J.  L e e et al. , “ Pri v a c y- pr es er vi n g  m a c hi n e l e ar ni n g  wit h f ull y h o m o-

m or p hi c e n cr y pti o n f or d e e p n e ur al n et w or k,” I E E E  A c c ess, v ol. 1 0,
p p. 3 0 0 3 9 – 3 0 0 5 4, 2 0 2 2.

[ 2 0]  R.  L.  Ri v est et al. , “ O n d at a b a n ks a n d pri v a c y h o m o m or p his ms,” F o u n d.
S e c ur e  C o m p ut. , v ol. 4, n o. 1 1, p p. 1 6 9 – 1 8 0, 1 9 7 8.

[ 2 1]  T.  E.  G a m al, “ A p u bli c k e y  Cr y pt os yst e m a n d a si g n at ur e s c h e m e b as e d
o n dis cr et e l o g arit h ms,” i n Pr o c.  A d v.  Cr y pt ol.  C R Y P T O , v ol. 1 9 6, 1 9 8 4,
p p. 1 0 – 1 8.

[ 2 2]  Z.  Br a k ers ki,  C.  G e ntr y, a n d  V.  Vai k u nt a n at h a n, “( L e v el e d) f ull y h o m o-
m or p hi c e n cr y pti o n  wit h o ut b o otstr a p pi n g,” i n Pr o c. I n n o v. T h e or.
C o m p ut. S ci. , 2 0 1 2, p p. 3 0 9 – 3 2 5.

[ 2 3]  A.  A.  B a d a wi et al. , “ T o w ar ds t h e  Al e x N et  m o m e nt f or h o m o m or-
p hi c e n cr y pti o n:  H C N N, t h e first h o m o m or p hi c  C N N o n e n cr y pt e d
d at a  wit h  G P Us,” I E E E Tr a ns.  E m er g. T o pi cs  C o m p ut., v ol. 9, n o. 3,
p p. 1 3 3 0 – 1 3 4 3, J ul. – S e p. 2 0 2 1.

[ 2 4]  E.  H es a mif ar d,  H.  Ta k a bi, a n d  M.  G h as e mi, “ Cr y pt o D L:  D e e p n e ur al
n et w or ks o v er e n cr y pt e d d at a,” 2 0 1 7, ar xi v. a bs/ 1 7 1 1. 0 5 1 8 9 .

[ 2 5]  B.  M o o ns,  D.  B a n k m a n, a n d  M.  Ver h elst, E m b e d d e d  D e e p L e ar ni n g:
Al g orit h ms,  Ar c hit e ct ur es a n d  Cir c uits f or  Al w a ys- O n  N e ur al  N et w or k
Pr o c essi n g .  C h a m, S wit zt erl a n d: S pri n g er, J a n. 2 0 1 9.

[ 2 6] I.  C hill otti,  M. J o y e, a n d P. P ailli er, “ Pr o gr a m m a bl e b o otstr a p pi n g
e n a bl es ef fi ci e nt h o m o m or p hi c i nf er e n c e of d e e p n e ur al n et w or ks,”
Cr y pt ol. e Pri nt  Ar c hi v e,  R e p. 2 0 2 1/ 0 9 1, 2 0 2 1. [ O nli n e].  A v ail a bl e: htt ps:
//i a.cr/ 2 0 2 1/ 0 9 1

[ 2 7]  C.  G e ntr y. “ A f ull y h o m o m or p hi c e n cr y pti o n s c h e m e.”  A c c ess e d: J u n. 6,
2 0 2 2. [ O nli n e].  A v ail a bl e: htt ps:// cr y pt o .st a nf or d .e d u/ cr ai g/ cr ai g-t h esi
s.p df

[ 2 8]  O.  R e g e v, “ O n l atti c es, l e ar ni n g  wit h err ors, r a n d o m li n e ar c o d es, a n d
cr y pt o gr a p h y,” J.  A C M , v ol. 5 6, n o. 6, p p. 1 – 4 0, 2 0 0 9.

[ 2 9]  C.  G e ntr y,  A. S a h ai, a n d  B.  Wat ers, “ H o m o m or p hi c e n cr y pti o n
fr o m l e ar ni n g  wit h err ors:  C o n c e pt u all y-si m pl er, as y m pt oti c all y-f ast er,
attri b ut e- b as e d,” i n Pr o c. I A C R  Cr y pt ol. e Pri nt  Ar c h. , 2 0 1 3, p. 3 4 0.

[ 3 0]  Z A M A. “ Z A M A. Ai/ c o n cr et e.”  Git H u b.  A c c ess e d: J u n. 1 0, 2 0 2 2.
[ O nli n e].  A v ail a bl e: htt ps:// git h u b.c o m/ z a m a- ai/ c o n cr et e

[ 3 1] I. J.  G o o df ell o w,  Y.  B e n gi o, a n d  A.  C o ur vill e, D e e p L e ar ni n g .
C a m bri d g e,  M A,  U S A:  MI T Pr ess, 2 0 1 6. [ O nli n e].  A v ail a bl e: htt p:
// w w w.d e e pl e ar ni n g b o o k .or g

[ 3 2] D at a  E n cr y pti o n St a n d ar d ( D E S) ,  NI S T,  G ait h ers b ur g,  M D,  U S A, 1 9 9 5.
[ 3 3] “ Te ns or fl o w  m o d el o pti mi z ati o n.”  Te ns or fl o w. 2 0 2 2. [ O nli n e].  A v ail a bl e:

htt ps:// w w w .t e ns orfl o w.or g/ m o d el o pti mi z ati o n/ g ui d e/ q u a nti z ati o n/tr ai n
i n g

[ 3 4]  N VI DI A. “ N VI DI A/ F ast er Tr a nsf or m er.” 2 0 2 1. [ O nli n e].  A v ail a bl e: htt p
s:// git h u b .c o m/ N VI DI A/ F ast er Tr a nsf or m er

[ 3 5]  Y.  L e C u n,  C.  C ort es, a n d  C.  B ur g es, M NI S T  H a n d writt e n  Di git
D at a b as e ,  A T T  L a bs,  Was hi n gt o n,  D C,  U S A, 2 0 1 0. [ O nli n e].  A v ail a bl e:
htt p:// y a n n.l e c u n. c o m/ e x d b/ m nist

[ 3 6]  C. F.  O z g e n el. “ C o n cr et e  Cr a c k I m a g es f or  Cl assi fi c ati o n.” 2 0 1 9.
[ O nli n e].  A v ail a bl e: htt ps:// d at a.m e n d el e y .c o m/ d at as ets/ 5 y 9 w ds g 2 zt/ 2

[ 3 7] “ Q u a nti z e d  T F Lit e  m o d el gi v es b ett er a c c ur a c y t h e n  T F  m o d el.” 2 0 2 0.
[ O nli n e].  A v ail a bl e: htt ps://st a c k o v erfl o w.c o m/ q u esti o ns/ 6 4 0 3 0 7 6 4/ q u a n
ti z e d-tflit e- m o d el- gi v es- b ett er- a c c ur a c y-t h a n-tf- m o d el

[ 3 8]  V. Pr a v e e n. “I m pr o vi n g I N T 8 a c c ur a c y usi n g q u a nti z ati o n a w ar e
tr ai ni n g a n d t h e  N VI DI A  T A O t o ol kit.” 2 0 2 0. [ O nli n e].  A v ail a bl e:
htt ps:// d e v el o p er .n vi di a .c o m/ bl o g/i m pr o vi n g-i nt 8- a c c ur a c y- usi n g- q
u a nti z ati o n- a w ar e-tr ai ni n g- a n d-t a o-t o ol kit/ #::t e xt \ pr ot e ct $ \ r el a x=
$ C o n cl usi o n , c o m p ar % 2 0 % 2 0 F P % 2 0 % 2 0 F P 3 2

[ 3 9]  A.  C h att erj e e a n d I. S e n g u pt a, “ Tr a nsl ati n g al g orit h ms t o h a n dl e f ull y
h o m o m or p hi c e n cr y pt e d d at a o n t h e cl o u d,” I E E E Tr a ns.  Cl o u d  C o m p ut.,
v ol. 6, n o. 1, p p. 2 8 7 – 3 0 0, 2 0 1 8.

[ 4 0]  A.  C h att erj e e,  M.  K a us h al, a n d I. S e n g u pt a, “ A c c el er ati n g s orti n g of
f ull y h o m o m or p hi c e n cr y pt e d d at a,” i n Pr o c.  Cr y pt ol. I N D O C R Y P T 1 4t h
I nt.  C o nf.  Cr y pt ol. I n di a, v ol. 8 2 5 0, 2 0 1 3, p p. 2 6 2 – 2 7 3.

[ 4 1]  A.  G h os h,  A.  R aj, a n d  A.  C h att erj e e, “ E n cr y pt e d o p er at or d esi g n  wit h
d o m ai n a w ar e pr a cti c al p erf or m a n c e i m pr o v e m e nt,” i n Pr o c. 7t h I nt.
C o nf.  M at h.  C o m p ut. (I C M C) , v ol. 1 4 1 2, 2 0 2 1, p p. 9 3 – 1 0 7.

[ 4 2] “ p y F H E  Git h u b  R e p osit or y.” J a n. 2 0 2 0. [ O nli n e].  A v ail a bl e: htt ps:// git h
u b .c o m/ virt u als e c ur e pl atf or m/ p y F H E

[ 4 3]  A.  Kri z h e vs k y. “ T h e  Cif ar 1 0  D at as et.” 2 0 0 9. [ O nli n e].  A v ail a bl e: htt p:
// w w w.cs .t or o nt o.e d u/ ~ kri z/ cif ar .ht ml

[ 4 4]  D.  N at ar aj a n a n d  W.  D ai, “ S E A L- e m b e d d e d:  A h o m o m or p hi c e n cr y p-
ti o n li br ar y f or t h e I nt er n et of  T hi n gs,” I A C R Tr a ns.  Cr y pt o gr.  H ar d w.
E m b e d. S yst. , v ol. 2 0 2 1, n o. 3, p p. 7 5 6 – 7 7 9, 2 0 2 1.

S o u mi k Si n h a is c urr e ntl y p urs ui n g t h e P h. D. d e gr e e  wit h t h e I n di a n I nstit ut e
of  Te c h n ol o g y  K h ar a g p ur,  K h ar a g p ur, I n di a.

His r es e ar c h i nt er est li es at t h e c o n fl u e n c e of s yst e m s e c urit y a n d  AI.

S a y a n d e e p S a h a r e c ei v e d t h e P h. D. d e gr e e fr o m t h e I n di a n I nstit ut e of
Te c h n ol o g y  K h ar a g p ur,  K h ar a g p ur, I n di a.

H e is c urr e ntl y a P ost d o ct or al  R es e ar c h er  wit h  N a n y a n g  Te c h n ol o gi c al
U ni v ersit y, Si n g a p or e.  His r es e ar c h i nt er ests i n cl u d e f or m al  m et h o ds a n d
h ar d w ar e s e c urit y.

M a n a a r  Al a m r e c ei v e d t h e P h. D. d e gr e e fr o m t h e I n di a n I nstit ut e of
Te c h n ol o g y  K h ar a g p ur,  K h ar a g p ur, I n di a.

H e is c urr e ntl y a P ost d o ct or al  R es e ar c h er  wit h  N e w  Yor k  U ni v ersit y  A b u
D h a bi,  A b u  D h a bi,  U A E.  His r es e ar c h i nt er ests li e at t h e c o n fl u e n c e of d e e p
l e ar ni n g a n d s e c urit y.

V a r u n  A g a r w al r e c ei v e d t h e b a c h el or’s d e gr e e i n t e c h n ol o g y fr o m  D el hi
Te c h n ol o gi c al  U ni v ersit y,  N e w  D el hi, I n di a, i n 2 0 2 2.

His r es e ar c h i nt er est i n cl u d es i m a g e cr y pt o gr a p h y, h ar d w ar e s e c urit y, a n d
h o m o m or p hi c e n cr y pti o n.

A y a nti k a  C h att e rj e e r e c ei v e d t h e P h. D. d e gr e e fr o m t h e I n di a n I nstit ut e of
Te c h n ol o g y (II T)  K h ar a g p ur,  K h ar a g p ur, I n di a.

S h e is c urr e ntl y a n  Assist a nt Pr of ess or  wit h t h e II T  K h ar a g p ur.  H er
r es e ar c h i nt er est i n cl u d es s e c urit y, e m b e d d e d s yst e ms, a n d e n cr y pt e d c o m-
p ut ati o n.

A n o o p  Mis h r a is c urr e ntl y p urs ui n g t h e P h. D. d e gr e e  wit h t h e  U ni v ersit y of
N e br as k a  O m a h a,  O m a h a,  N E,  U S A,  w or ki n g i n diff er e nt ar e as of arti fi ci al
i nt elli g e n c e, I nt er n et of  N a n o  T hi n gs, a n d e d g e c o m p uti n g.

D e e p a k  K h a z a n c hi r e c ei v e d t h e P h. D. d e gr e e i n b usi n ess a d mi nistr ati o n fr o m
T e x as Te c h  U ni v ersit y,  L u b b o c k,  T X,  U S A.

H e is a Pr of ess or of I nf or m ati o n S yst e ms a n d  Q u a ntit ati v e  A n al ysis  wit h
t h e  U ni v ersit y of  N e br as k a  O m a h a,  O m a h a,  N E,  U S A.

D e b d e e p  M u k h o p a d h y a y ( S e ni or  M e m b er, I E E E) r e c ei v e d t h e  B. Te c h. a n d
P h. D. d e gr e es fr o m t h e I n di a n I nstit ut e of  Te c h n ol o g y (II T)  K h ar a g p ur,
K h ar a g p ur, I n di a.

H e is a Pr of ess or  wit h t h e  D e p art m e nt of  C o m p ut er S ci e n c e a n d
E n gi n e eri n g, II T  K h ar a g p ur.  His r es e ar c h i nt er ests i n cl u d e cr y pt o gr a p h y,  V L SI
of cr y pt o gr a p hi c al g orit h ms, h ar d w ar e s e c urit y, a n d si d e c h a n n el a n al ysis.

A ut h ori z e d li c e n s e d u s e li mit e d t o: U ni v er sit y of N e br a s k a O m a h a C a m p u s. D o w nl o a d e d o n D e c e m b er 1 3, 2 0 2 3 at 1 9: 2 9: 5 3 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Helvetica-Condensed-Bold
    /Helvetica-LightOblique
    /HelveticaNeue-Bold
    /HelveticaNeue-BoldItalic
    /HelveticaNeue-Condensed
    /HelveticaNeue-CondensedObl
    /HelveticaNeue-Italic
    /HelveticaNeueLightcon-LightCond
    /HelveticaNeue-MediumCond
    /HelveticaNeue-MediumCondObl
    /HelveticaNeue-Roman
    /HelveticaNeue-ThinCond
    /Helvetica-Oblique
    /HelvetisADF-Bold
    /HelvetisADF-BoldItalic
    /HelvetisADFCd-Bold
    /HelvetisADFCd-BoldItalic
    /HelvetisADFCd-Italic
    /HelvetisADFCd-Regular
    /HelvetisADFEx-Bold
    /HelvetisADFEx-BoldItalic
    /HelvetisADFEx-Italic
    /HelvetisADFEx-Regular
    /HelvetisADF-Italic
    /HelvetisADF-Regular
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


