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Abstract: Biosensors often combine biological recognition elements with nanomaterials of varying
compositions and dimensions to facilitate or enhance the operating mechanism of the device. While
incorporating nanomaterials is beneficial to developing high-performance biosensors, at the stages
of scale-up and disposal, it may lead to the unmanaged release of toxic nanomaterials. Here we
attempt to foster connections between the domains of biosensors development and human and
environmental toxicology to encourage a holistic approach to the development and scale-up of
biosensors. We begin by exploring the toxicity of nanomaterials commonly used in biosensor design.
From our analysis, we introduce five factors with a role in nanotoxicity that should be considered at
the biosensor development stages to better manage toxicity. Finally, we contextualize the discussion
by presenting the relevant stages and routes of exposure in the biosensor life cycle. Our review found
little consensus on how the factors presented govern nanomaterial toxicity, especially in composite
and alloyed nanomaterials. To bridge the current gap in understanding and mitigate the risks of
uncontrolled nanomaterial release, we advocate for greater collaboration through a precautionary One
Health approach to future development and a movement towards a circular approach to biosensor
use and disposal.

Keywords: concentration; dimensionality; life cycle; nanocomposite; nanomaterial; nanotoxicity;
surface chemistry; toxicity; transformation

1. Introduction

Nanoparticles are naturally occurring or engineered particles or materials less than
100 nm in size in at least one dimension. According to the European Commission a
Nanomaterial contains 50% or more particles in that size range [1]. At the nanoscale,
particles often exist with unique physical properties distinct from the properties of their
bulk form due to increased relative surface area per volume unit and the dominance of
quantum effects [2,3]. The enhanced optical, magnetic, electrical, and catalytic properties of
nanomaterials, including nanometals, nanometal oxides, carbon-based nanomaterials, and
inorganic two-dimensional nanoparticles, have made them useful in various applications.
Specifically, the field of nano biosensing has significantly expanded the frontiers for the
development of high-performance sensing devices [4,5].

Biosensors employ biological or biomimetic recognition elements (e.g., antibodies,
enzymes, molecularly imprinted polymers, aptamers, etc.) to selectively bind (and, in
some cases, react) with target analytes potentially present in complex samples. Biosensor
applications span a wide spectrum including the fields of medicine, food safety, drug
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development, and environmental monitoring [6]. The biological elements typically utilized
in biosensing platforms are often combined with nanomaterials with different compositions
and dimensions [7] to facilitate or enhance the recognition and transduction processes
of the operating mechanism of the biosensor device [8–10]. Generally, operation modes
include electrochemical (measures changes in voltage, current, capacitance, impedance,
etc.), electronic, optical (measures changes in fluorescence, luminescence, optical diffraction,
etc.), piezoelectric, thermometric, acoustic, and colorimetric detection mechanisms.

Currently, nanoparticle-based biosensors are produced and utilized at different scales
ranging from laboratory to industrial domains [11]. In most cases, nanomaterial-enabled
technologies, such as biosensors and bioelectronics, are manufactured, used, and disposed
of in a linear end-of-life fashion. Since the existing research on fate, transport, transforma-
tions, bioaccumulation, biomagnification, and toxicity of engineered nanomaterials is still
in its infancy, there are significant knowledge gaps regarding the potential long-term health
and environmental impacts of mass-produced nanoparticles used in novel technologies,
such as biosensors [12].

Based on our literature review, which reveals a high degree of uncertainty regarding
the potential negative impacts of wide dissemination of engineered nanomaterials in the
environment, we suggest the adoption of precautionary frameworks such as the One
Health approach as a necessary step toward the responsible scaled up production of nano
biosensors and other nano-enabled technologies.

One Health is a transdisciplinary integrated approach that focuses on the interconnect-
edness among people, animals, plants, and their shared environment. The overall goal of
this approach is achieving optimal human and environmental health outcomes [13,14]. A
One Health approach to biosensor development could create new avenues and opportuni-
ties for interdisciplinary collaboration that bridges the gap between the fields of biosensor
development (engineers, chemists, etc.), environmental toxicology (environmental toxicolo-
gists, environmental chemists, etc.), and human health (human toxicologists, public health
practitioners, etc.). Herein we present several factors with an important role in toxicity
(size, shape, concentration, surface chemistry, and transformations) in terms of materials
commonly used in biosensors (nanometals, nanometal oxides, carbon-based nanomate-
rials, inorganic two-dimensional nanomaterials, and composite or alloy nanomaterials).
We encourage the integration of a holistic consideration of nanomaterial toxicity in the
development, scale-up, and disposal of biosensors that balances the benefits provided
by the biosensor with the risk associated with uncontrolled nanoparticle release to the
environment. We also identify the need for toxicology studies that bridge the current gaps
in the literature to facilitate this effort.

2. Methods

The PRISMA framework was applied for structuring our literature review. Herein
we present the steps used in identifying, selecting, and reviewing articles on the toxicity
of nanoparticles. We also describe the components of the methodological framework
including eligibility criteria, information sources, search strategy, and selection process as
presented in the PRISMA 2020 checklist.

To achieve the objectives outlined in the introduction of this review, we performed
searches of the Web of Science all databases (Web of Science Core Collection, Biosis (Citation
Index & Previews), Current Contents, Data Citation Index, Derwent Innovations Index, KCI-
Korean Journals, MEDLINE, Russian Science Citation Index, SciELO Citation Index, and
Zoological Record). Website searches (Google) were also used to locate potential resources.

In preliminary literature searches, studies were included if they discussed the toxicity
of nanoparticles utilized in biosensor development. Five categories of nanomaterials were
identified to guide the focus of the review: (1) nanometals, (2) nanometal oxides, (3) carbon-
based nanomaterials, (4) inorganic two-dimensional nanomaterials, and (5) composite
or alloy nanomaterials. Secondary literature searches further guided the inclusion or
exclusion of studies from the review and the subgrouping of studies for synthesis. Within
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each of the five categories of nanomaterials outlined above, papers were subdivided
into specific metals (copper, gold, platinum, silver, and palladium), metal oxides (oxides
of copper, iron, titanium, and zinc), carbon-based nanomaterials (graphene, graphene
oxide, reduced graphene oxide, carbon quantum dots, and fullerenes or buckyballs), and
inorganic two-dimensional nanomaterials (phosphorene, hexagonal boron nitride, and
molybdenum disulfide) based on their reported use in biosensor development (Table 1).
Category five, composite and alloyed nanomaterials, was not subdivided into individual
combinations of nanomaterials because it was not practical to cover each subdivision.
Instead, combinations of materials were discussed in the categories of (1) nanocomposites,
defined here as heterogeneous materials comprised of at least one nanoscale (1 to 100 nm)
component distributed on a substrate material, [15] and (2) nanoalloys defined here as
heterogeneous materials consisting of two or more metal nanoparticles [16]. Keywords
used to collect articles at this stage were: metal oxide *, silver, copper, “copper oxide *”,
gold, platinum, palladium, “iron oxide *”, “titanium dioxide *”, “zinc oxide *”, graphene,
“graphene oxide”, “carbon quantum dot *”, fullerene *, buckyball *, “reduced graphene
oxide”, “multi-walled carbon nanotube *”, “single-walled carbon nanotube *”, “carbon
nanotube *”, composite *, alloy *, phosphorene *, “hexagon * boron nitride *”, “molybdenum
disulfide”, and “carbon nanoparticle *”. A total of 39,814 articles were received at this stage.

Table 1. Quantification and subdivision of Boolean query result with the keywords “biosensor *”
AND “nano *”. A total of 75,379 results were further subdivided into keyword searches.

Nanomaterial Category Nanomaterial Keyword Quantity of Studies Including Keyword

Nanometal

copper 3077
gold 25,005

platinum 2920
silver 6625

palladium 864

Nanometal Oxides

“copper oxide *” 352
“iron oxide *” 1119

“titanium dioxide *” 936
“zinc oxide *” 1441

Carbon-Based Nanomaterials

graphene 6474
“graphene oxide” 2783

“carbon quantum dots” 257
Fullerene * OR buckyball * 2946

“carbon dot *” 709
“carbon black nanoparticle *” 17

“carbon nanoparticle *” 158
“reduced graphene oxide” 2783

Composite Nanomaterials Composite * 9650
Alloy * 1801

Inorganic Two-Dimensional
Nanomaterials

Phosphorene * 54
“hexagonal boron nitride” 49
“molybdenum disulfide” 512

Upon reviewing trends in the collected literature five factors central to nanomate-
rial toxicity were identified to group literature in the review: (1) material composition,
(2) dimensionality, (3) concentration, bioaccumulation, and biomagnification, (4) surface
chemistry, and (5) transformations. These factors were further subdivided based on sec-
ondary in-depth reviews of the literature (Figure 1). Keywords applied at this stage
included: size, shape, concentration, dissolution, “material composition,” dimensionality,
bioaccumulation, biomagnification, “surface chemistry,” transformations, charge, capping,
and functionalization.
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Figure 1. The key factors of nanomaterials affecting their toxicity: material composition, dimension-
ality, concentration bioaccumulation, biomagnification, surface chemistry, and transformations.

The authors performed the preliminary collection of information independently; how-
ever, the secondary screening of studies was done collaboratively. Studies were first
screened using search refining functions native to the web interface to decide whether a
study met the inclusion criteria of the review. For example, due to the large number of
articles returned in the initial search, we refined the search criteria to exclude document
types, such as patents, abstracts, meetings, etc. from the results. We also prioritized results
published within the last ten years (2012 to 2022). However, select studies outside of the
10-year range were included if they provided valuable fundamental knowledge. The search
was further refined to exclude articles not written in English. A total of 19,021 results were
received after applying these automatic exclusion criteria.

Given the large number of articles obtained, reviewers paired down the articles by
searching within the results for a single material single factor combination. For example, the
combination of gold and charge returns 355 results. These results were sorted by relevance,
and roughly the top 100 titles and abstracts were screened. This process was repeated for
each combination. Articles were removed if the abstract’s focus did not align with the
review’s objectives or if the article did not present useful data on toxicity. For example, if
the abstract or title did not include the mentioning of a methodological framework (model
organisms, study length, independent and dependent variable) or endpoints (LC50 or EC50,
estimates of the acute no-observed effect concentration (NOEC), behavioral observations,
reproductive success, growth, survival (%), hatchability (%), microbial communities, tox-
icity mechanisms, genetic and epigenetic changes, gene expression, etc.) relevant to the
domain of toxicity they were excluded. Studies included in the review were analyzed and
summarized in tables, figures, or text.

Heterogeneity among results was explored to identify which factors (nanomaterial
size, nanomaterial shape, model organism tested, etc.) differed among studies that could
explain inconsistent results. Scientometric analysis was also preformed to map the current
literature topics in the domain of nanotoxicity. A literature search on the Web of Science
(ClarivateTM) limited to articles published in the past ten years, using the keywords
“toxicity” AND “nano *” returned 56,828 articles. The number of articles published each
year has increased steadily. In 2012 a total of 2333 articles were published while in 2021 a
total of 8071 articles were published. These articles were most often published in the
International Journal of Nano Medicine, RSC Advances, ACS Applied Materials Interfaces,
Chemosphere, Science of the Total Environment, Scientific Reports, Journal of Hazardous
Materials, Nanomaterials, Nanotoxicology, and nanoscale (top ten journals listed in order
from most published in to least).
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VOSveiwer was also used to visualize the co-occurrence of keywords from the top
10,000 (sorted by relevance) articles retrieved from the Web of Science search (full counting
method) (Figure 2) [17]. Keyword occurrence was set to 10 and keywords were screened to
remove redundancies (ex://drug delivery and drug-delivery). In VOSviewer the weight of
occurrence relates to the size of the keyword label. In Figure 2, we see that terms such as
toxicity, cytotoxicity, oxidative stress, drug-delivery, and silver nanoparticles have a high
occurrence. VOSviewer also clusters keywords. In this case four clusters were formed. The
red cluster centers around the theme of drug-delivery applications. The Blue cluster centers
around the theme of cytotoxicity and the green cluster centers around the theme of toxicity.
The yellow cluster is not well defined. In our analysis we generally focused on keywords
from the toxicity (green) and cytotoxicity (blue) clusters.
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The data collection and selection process followed the logic presented in the PRISMA
2020 flow diagram (Figure 3) and resulted in the inclusion of 172 nanotoxicity articles.
Within each article retrieved for review in the toxicity domain, data on a methodological
framework and endpoints were collected.
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Figure 3. PRISMA 2020 flow diagram for new systematic reviews which included searches of
databases and registers only covering the domain of nanotoxicity.

3. Factors Affecting Toxicity
3.1. Material Composition

Biosensors often pair biological recognition elements with metallic nanoparticles,
metal oxide nanoparticles, nano polymers, and carbon-based nanomaterials [18–22]. These
individual nanomaterials suitable for biosensor fabrication have associated toxicity scales
dependent on the material composition. For example, ZnO, TiO2, SiO2, and Al2O3 of the
same starting size (20 nm) demonstrate differing levels and mechanisms of in vitro toxicity
in human fetal lung fibroblasts (HFL1) [23].

3.1.1. Metals and Metal Oxides

Nanometals and nanometal oxides are often utilized for biosensor development be-
cause of their optical properties, electrochemical properties, ease of functionalization, cost-
effectiveness, and biocompatibility (Table S1 in the Supplementary Materials). However,
metals and nanometal oxides also have associated toxicity in different model organisms
(Table 2). Furthermore, the toxicity associated with each metal or metal oxide differs based
on their chemical compositions [23]. Here we present sample studies for nanoparticles
commonly used in biosensors, including nanometals like copper, gold, platinum, silver, and
palladium (Table 2) and nanometal oxides like copper oxide, iron oxide, titanium dioxide,
and zinc oxide (Table 3). Herein we observe that the conclusions regarding toxicology and
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health impacts are not in total agreement. On a closer view of the methodologies used
in the different studies, we could observe a lack of standardization in approaches, which
explains the heterogeneity of toxicological outcomes. For example, several studies focus
on the influence of only one or two variables (e.g., nanomaterial composition and dose)
but fail to control for other important factors such as nanoparticle size, shape, and surface
charge (presented here as zeta potential).

Table 2. Samples of current literature on the toxicity of metal nanoparticles used in biosensors.

Size Shape Zeta Potential Organism Findings Refs.

Copper

10–30 nm Spheroidal NR 1 Skeletonema costatum • Maximum growth inhibition ratio 86% (96 h; 1.0 mg/L) [24]

180.3–388.8 nm NR −12.3 mV Skeletonema costatum • Maximum growth inhibition ratio 71.7% (96 h under 2 mg/L) [25]

NR NR NR Daphnia pulex
• LC50/48 h = 0.5117 mg/L
• Increased multiplication (0.0625 mg/L and 0.125 mg/L) [26]

40 nm Spherical NR Red swamp crayfish
(Procambarus clarkii)

• LC50/72 h = 1.18 mg/L
• Decreased antioxidative enzymes activity (48 h)
• No significant growth inhibition or hepatopancreas alteration

[27]

50 nm Spherical

−13± 2.1 to
−22.8± 4.2 mV (15 ◦C)
−16.2 ± 2.1 to

−20.2± 4.7 mV (26 ◦C)

Juvenile rainbow
trout (Oncorhynchus

mykiss); Fathead
minnow (Pimephales
promelas); Zebrafish

(Danio rerio)

• Rainbow trout: LC50/96 h = 0.68 ± 0.15 mg/l;
LOEC = 0.17 mg/L

• Fathead minnow: LC50/96 h = 0.28 ± 0.04 mg/L;
LOEC = 0.023 mg/L

• Zebrafish: LC50/96 h = 0.22 ± 0.08 mg/L;
LOEC ≤ 0.023 mg/L

[28]

<50 nm NR 29.5 ± 0.7 mV Rainbow trout
(Oncorhynchus mykiss)

• LC50/96 h = 2.00 mg/L (Acute toxicity test)
• Survival rate of 85.50 ± 1.33% (28 days at 0.15 mg/L)
• Smaller area (79.86 ± 11 µm2) and lower proliferation index

(52.22 ± 3.26%) of hepatocytes
• High density of Kupffer cells

[29]

Gold

61.69± 22.35 nm Spherical −23.50 ± 0.21 mV

Aspergillus Niger;
Mucor hiemalis;

Penicillium
chrysogenum

• Decreased survival rates at 19.697 mg/L
• P. chrysogenum least affected followed by M. hiemalis, then A. niger [30]

50 nm Hexagonal
and round NR

Mouse fibroblast cell
line (NIH3T3); Wistar

male rats

• Mouse fibroblast cell line (NIH3T3): dose dependent toxicity
• Wistar male rats: no effects at non-toxic doses (mild changes in

parts of the liver and kidney); Toxic dose induced mild changes
[31]

NR NR NR Daphnia pulex
• LC50/24h = 0.4027 mg/L; LC50/48 h = 0.1007 mg/L;

1 mg/L inhibited reproduction [26]

10, 30, 60 nm NR NR
HT-29 cell

lines; HepG2 cell
lines; Wistar rats

• AuNP in intestine, kidney, liver, spleen, feces, and urine
• HepG2 cell lines: decrease viability (16 h); ROS increase in

all samples (10 ppm; 16 h)
• Wistar rats: significant rise in lipid peroxidation and protein

carbonyl groups formation; No change in glucose, urea, uric
acid, triglycerides, albumin, cholesterol, γ-GT, alkaline
phosphatase, GOT, GPT, TNF-α, IL-1β, IL-6 and IL-10

[32]

8–28 nm
(hydrodynamic

radius)
Crystals −48 to −47 mV

Wistar rats; Specific
pathogen-free (SPF)

Win: NMRI mice;
Male Chinese;

hamster lung cells;
Salmonella typhimurium

and Escherichia coli

• Wistar rats: no unscheduled deaths, adverse clinical signs,
or biologically significant differences

• Mice: no mortality or adverse reactions in preliminary toxicity
test. No death in the main study, no adverse reactions

• Lung cells: No observed precipitation or relevant changes to
pH or osmolality at any concentration

• Salmonella typhimurium and Escherichia coli: No increase in
revertant colonies

[33]

30.5 nm Spherical −34.1 mV Mix Breed Cobb chicks

• Blood oxidative stress damage, histopathological alterations,
and DNA fragmentation (15 ppm)

• Better growth performance and enhancement of final food
conversion ratio (FCR) with little negative effect (5 ppm)

[34]
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Table 2. Cont.

Size Shape Zeta Potential Organism Findings Refs.

Platinum

30 to 60 nm Irregular
polyhedra NR Pseudo-kirchneriella

subcapitata
• NOEC = 9.1 mg/L; EC50 = 16.9 mg/L; EC100 = 22.2 mg/L [35]

4–9 nm Spherical 41.2 to 0.1 mV

Epithelioma papulosum
cyprini (EPC); Bluegill

fibroblast cell line
BF-2 (BF)

• Dose dependent
• Statistically significant differences from control at 75 mg/L
• Impairment in cellular metabolism, including disruption of

mitochondrial membrane
• Disruption in lysosomal integrity

[36]

5 and 70 nm Spherical

−54.20 ± 0.44 to
–11.40 ± 0.40

(5 nm particles; media
dependent)

–39.43 ± 0.62 to
–10.04 ± 0.17

(70 nm particles;
media dependent)

Neonatal mice
ventricular cardio-

myocytes

• Decrease current densities of INa, IK1 and Ito channels but
do not affect channel activity kinetics

• Dose-dependent decrease in heart rate
• Induction of complete atrioventricular conduction block

(AVB) at high doses
• No significantly increase in ROS and leaking of lactate

dehydrogenase (LDH)

[37]

20.12 nm
(average) Spherical NR MCF-7 cell line

• Inhibited cell proliferation
• IC50/48h = 17.84 µg/mL
• DNA damage

[38]

Silver

58.3 ± 12.9 nm
pristine (AgNP)
64.5 ± 19.4 nm

sulfidized
(sAgNP)

Spherical −6.1 mV for AgNPs
−28.1 mV for sAgNPs Caenorhabditis elegans

• Mortality (without feeding) LC50: Ag ions = 7.5 µg/L;
AgNP =72.5 µg/L; sAgNP = 4612 µg/L

• Reproduction EC50: Ag ions = 15.3 µg/L;
AgNP= 566 µg/L; sAgNP = 4011 µg/L

[39]

2.7 and 6.5 nm NR NR Enchytraeus crypticus;
FolsomiaCandida

• Enchytraeus crypticus: Reproduction inhibited
(EC50/28 d = 119.3 (60.4–235.6) mg·kg/dw) for 2.7 nm;
no significant effect on reproduction for 6.5 nm

• Folsomia candida: Reproduction inhibited
(EC50/28 d = 158.7 (64.05–393.2) mg·kg/dw) for 2.7 nm;
EC50/28d = 206.4 (181.9–234.1) mg·kg/dw for 6.5 nm

• No mortalities for concentrations less than or equal to
166 mg·kg/dw for 2.7 nm and 300 mg·kg/dw for 6.5 nm

[40]

100 nm Spherical −18.9 mV Male Rats

• Decreases in sperm motility and velocity
• Decreases concentrations of luteinizing hormone,

follicle-stimulating hormone, and testosterone
• Triggered hormonal imbalance
• Induce oxidative stress in testis and epididymis

[41]

<100 nm Spherical 29.5 ± 0.7 mV Rainbow trout
(Oncorhynchus mykiss)

• LC50/96 h = 17.5 mg/L (Acute toxicity test)
• Survival rate 97.56 ± 0.33% (28 days at 1.5 mg/L)
• Hepatocytes show smaller area (85.22 ± 14 µm2) and lower

proliferation index 30.37 ± 3.18%) vs. control (113.46± 9µm2;
60.91 ± 2.21%)

[29]

10–40 nm Spherical NR Pseudokirchneriella
subcapitata

• NOEC = 0.85 mg/L; EC50 = 1.63 mg/L; EC100 = 5.0 mg/L [35]

Manufactured =
20 nm

aggregation:
70.15 nm

(± 21.81 nm),
range of

44–95 nm

NR −25 to −0.06 mV

Human
hTERT-immortalized

retinal pigmented
epithelial (RPE-1)

cells

• Impaired cell division
• Further confirm toxicity to human cells
• Propagation of adverse phenotypes

[42]

20 nm Spherical NR
Human embryonic

stem cell
(H9 hESCs)

• Significant developmental toxicity
• Slight effect on differentiation
• Disrupts specification of cranial placode
• Low concentrations yield no cytotoxicity or ROS generation

[43]
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Table 2. Cont.

Size Shape Zeta Potential Organism Findings Refs.

Palladium

3 to 6 nm Amorphous
−3.36 mV (negative)

and 48.3 mV
(positive)

Wild type
adult zebrafish

• Alteration of antioxidant activities
• Alteration of stress responses
• Histopathological changes
• Oxidative damage in the hepatic tissues

[44]

10 ± 6 nm
(average) NR NR Female Wistar rats

• Induce immunological alterations
• Subchronic exposure induced decreasing trend in serum levels [45]

Diameter∼ 14 nm
Thicknessof∼ 2nm

Hexagonal
sheets NR MCF-7 cells • Did not decrease the cell viability after 130 h [46]

<10 nm Non-uniform NR
Human oral

keratinocyte cell line
RT-7

• Agglomerated in membrane vesicles
• Suppressed proliferation
• Induced apoptosis
• Triggered the secretion of IL-1β through caspase-1 activation

[47]

3 to 15 nm Spherical NR Candida albicans and
Aspergillus niger

• Candida albicans: Significant growth at 150 ppm;
MIC: 212.5; LD50: 197; FC: 275; ROS increase; Cell wall
damage; Nanoparticle accumulation in cell wall;
Morphological changes

• Aspergillus niger: Appreciable growth inhibition at 250 mg/L;
MIC: 200; FC: 250; ROS increase; Cell wall damage;
Nanoparticle accumulation in cell wall; Morphological changes

[48]

1 NR indicated Not Reported.

Table 3. Samples of current literature on the toxicity of metal oxide nanoparticles used in biosensors.

Size Shape Zeta Potential Organism Findings Refs.

Copper Oxide

20 to 40 nm Hexagonal 12.85 and −17.13 mV
(media dependent) Male Wistar rats

• Liver function impairment
• Oxidative stress
• Inflammatory response
• Histopathological and ultrastructural damage
• ER-stress; apoptosis in liver tissue

[49]

5 nm (diameter) Crystalline
−63.6± 7.9 and
−13.1± 0.3 mV

(media dependent)
Glial cells

• Toxicity related to uptake of intact CuO-NPs not
mediated by contaminating copper ions [50]

50 nm Spherical NR 1 Male Wistar rats

• Minimal changes to memory, learning performances, and
locomotors activity

• Increased anxiety index
• Increased liver and stomach relative weights
• Slight impact on plasma biochemical parameters

[51]

34 ± 4.5 nm
(Size; FESEM)

49.65 ± 2.36 nm
(Diameter; TEM)

Polyhedral 1.3 mV Indian freshwater
mussel (L. marginalis)

• Toxicity at organ and cell level
• Immunological and oxidative stress
• Decrease hemocyte count, filtration and respiration rate, and

superoxide dismutase and catalase activity in hemocytes
• Declined phagocytosis, NO and PO activity
• Increased level of superoxide anion (7 and 14 d) and in

activities of phosphatases

[52]

50 nm NR −20.72 ± 0.59 mV Arthrospira platensis

• Prokaryotic algae more sensitive than eukaryotic algae
• Damaged photosynthesis of prokaryotic algae (did not

affect respiration)
• Copper ions release led to decline in photosynthetic capacity
• Accumulation of reactive oxygen species (ROS)

[53]
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Table 3. Cont.

Size Shape Zeta Potential Organism Findings Refs.

Iron Oxide(s)

12 nm (average) Spherical NR Lemna minor

• Killed all leaves in 7 days (concentration nondependent)
• Lipid peroxidation in the plant increased (concentration

dependent)
• Chlorophyll content decreased
• Iron accumulation in roots

[54]

20–40 nm

Predominantly
round or

spherical with
few rods
observed

+32.1 or +20.1 (alpha-
or gamma-iron oxide)

Selenastrum
capricornutum;

Nannochloropsis
oculata

• Alpha- and gamma-iron oxide nanoparticles induce
toxicity in freshwater and marine phytoplankton

• Adsorb to phytoplankton surface
• Higher concentrations had lesser effect than lower concentrations
• Nannochloropsis oculata: Gamma iron oxide nanoparticles

inhibit development (54% at 0.2 mg/L) and have a high
mortality rate (82%); Alpha iron oxide nanoparticles less
toxic (97% mortality at 10 mg/L)

• Selenastrum capricornutum: Alpha iron oxide nanoparticles
inhibit growth (73% at 0.2 mg/L); Gamma iron oxide
nanoparticles inhibited growth (72% at 10 mg/L)

[55]

16 ± 2 and
7.6 ± 0.9 NR

−27.1 mV
(16 nm size) and
−18 mV

(8 nm size)

Chlamy-domonas
reinhardtii

• Dose-dependent toxicity
• Inhibited growth
• Decrease in metabolic activity
• Increased oxidative stress
• Alterations in mitochondrial membrane potential
• Decrease in photosynthetic activity

[56]

2.3, 4.2, and 9.3 nm
(diameter) Spherical NR Male ICR mice

• Ultrasmall (2.3 and 4.2 nm) nanoparticles highly toxic and
lethal (100 mg/kg)

• No obvious toxicity of larger (9.3 nm) nanoparticles
• Control (different-sized SiO2 and gold nanoparticles)

showed toxicity to be related to the iron element
• Ultrasmall nanoparticles (<5 nm) induced generation of

reactive oxygen species (ROS)
• No obvious ROS observed with larger nanoparticles
• Significantly elevated ·OH levels in heart, serum, and

multiple organs leading to acute cardiac failure and death

[57]

Titanium Dioxide

56.08 nm
(average) NR NR

Human mammary
epithelial cells
(MCF-7 cells)

• Higher toxicity than toxicity of bulk titanium dioxide
• Significant reduction in viability and increased reactive

oxygen species generation compared to bulk
• Dose and time dependent
• Morphological changes and retarded growth pattern

(50 µg/mL dose; 12 h)
• Increase in apoptosis (10 µg/mL) and necrosis

(50 µg/mL) compared to bulk titanium dioxide
• Increase in genotoxicity (12 h)

[58]

22.75± 7.04nm
(average diameter) Spherical NR Kunming female mice

• Increase titanium content in ileum
• Histopathological structure index of ileum significantly

changed (villi height decreased and crypt depth increased)
• Significantly altered transcription levels of genes
• Apoptosis in ileum
• Altered intestine physical barrier (muscular layer torn

and monolayer damaged)
• Dose-dependent

[59]

Zinc Oxide

15.15 nm and
18.17 nm

(crystalline sizes
dependent on

synthesis method)

Rod NR Testis of mature
Capra hircus

• Induce histomorphological changes (desquamation in
germinal epithelium, pyknosis in germ cells, increased
vacuolization, etc.)

• Green synthesis (O. sanctum) created safer nanoparticles
than chemical synthesis (polyvinyl pyrrolidone (PVP))

• Chemical zinc oxide nanoparticles induce cytotoxicity
and apoptosis

• Dose and time-dependent

[60]
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Table 3. Cont.

Size Shape Zeta Potential Organism Findings Refs.

Thickness less
than 40 nm Sheet-like NR

Human serum
albumin (HSA);

Molecular dynamics
(MD) simulation

• Human serum albumin (HSA): Conformational changes
and intrinsic fluorescence quenched

• Molecular dynamics (MD) simulation: Formation of
nanoparticle-protein corona and minor structural changes
in protein structure

[61]

20 to 35 nm
(crystalline size)

Spherical and
hexagonal NR Trigonella foenum

graecum L.

• Biosynthesized (Laurus nobilis) zinc nanoparticles have a
high antibacterial activity that increases with increasing
contact time

[62]

1 NR indicated Not Reported.

3.1.2. Nanocarbons

Nanocarbons are often used in biosensing because of their high conductivity, high
surface-to-volume ratio, and functionalization capacity. Typical forms of carbon used in
biosensor development include graphene, graphene oxide (GO), reduced GO (rGO), carbon
quantum dots, fullerenes (a.k.a., buckyballs) [63], and carbon nanotubes (CNTs). Our
recent literature search on the Web of Science (ClarivateTM) limited to articles published
in the past five years, using the keywords “carbon” AND “nano *” AND “biosensor,”
returned 5622 articles with 300 to 550 articles published each year. In the past five years,
numerous nanocarbon-based biosensors have been developed for the detection of various
pathogens [64–67] and gasses [68–71], as well as in biomedical [72–75], food safety [76–79],
and public and environmental health applications [80–83].

Carbon Nanoparticles

The toxicity of carbon nanoparticles such as onion-like carbon nanoparticles (OCNPs)
derived from grilled Scophthalmus maximus (turbot) has been studied in mouse osteoblasts
cells and zebrafish. OCNPs were able to enter cells easily but caused little damage other
than the production of reactive oxygen species (ROS) (>20 mg/L). In zebrafish, exposure to
OCNPs resulted in the production of ROS (2.5 mg/L), damaged lipids and proteins, and,
at high concentrations, OCNPs caused mortality (maximum tolerance dose 25 mg/L and
absolute lethal concentration 1000 mg/L). These findings suggest that prolonged exposure
to OCNPs harms organisms [84].

Graphene

Graphene is a two-dimensional, one carbon atom thick, material with a hexagonal
structure. While graphene and its derivatives are generally considered biocompatible,
and it is currently one of the most popular nanomaterials for biosensors development,
various studies have shown the toxicity of graphene and its derivatives (GO, rGO, etc.). The
proposed methods of toxicity reported include physical or mechanical damage, ROS produc-
tion, apoptosis, inflammation, autophagy, necrosis, DNA damage, and mitochondria dam-
age in an interconnected manner [85]). For example, in a study of pristine graphene (pG)
toxicity in kidney cells, pG was shown to induce DNA fragmentation (>50µg/mL) [86].

Several studies demonstrate the toxicity of graphene to marine organisms. For ex-
ample, in a study of zebrafish embryos, pG-induced embryonic mortality (>30 µg/mL),
delayed hatching (25 µg/L), morphological defects, as well as bradycardia and tachycardia
(10 and 25 µg/L) [87]. In zebrafish (Danio rerio) graphene has been shown to induce patho-
logical tissue damage and activation of the antioxidant system in the gills, muscles, and
brain, with the brain being the main organ affected (5 mg/L and 50 mg/L) [88].

Graphene Oxide

Graphene oxide (GO) is a graphene derivative with oxygenated functional groups [89].
In marine ecotoxicity studies, GO has displayed toxic effects in organisms across the trophic
chain. For instance, in the marine bivalve Crassostrea virginica, GO induces acute and
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chronic effects from both short- and long-term exposures. In short-term exposures of
1 to 10 mg/L (72 h), GO caused adverse health effects via epithelial inflammation and
oxidative stress [90]. In long-term exposures of 2.5 and 5 mg/L (14 days), GO also induced
oxidative stress, as well as elevated glutathione-s-transferase (GST) enzyme levels in gill
and digestive tissues, leading to adverse cellular damage [91]. In zebrafish, GO increased
early-stage apoptotic and necrotic cells in gill tissue (2 mg/L and 20 mg/L). GO was also
linked to ROS generation (10 and 20 mg/L) and cellular injury (2 mg/L, 10 mg/L, and
20 mg/L) in the gills. In liver cells, GO led to changes in cellular morphology and untimely
cell rupture and necrosis [92]. In the brine shrimp (Artemia salina) GO affected both the
cyst and larval stages. Concentrations of 400 and 600 mg/L reduced the hatchability of
capsulated and decapsulated cysts after 36 h of exposure. In the larval stages, GO increased
mortality and decreased individual larvae’ swimming speed, body lengths, and body
weights [93].

In studies of unicellular organisms (Saccharomyces cerevisiae, Candida albicans, and
Komagataella pastoris) and prokaryotes (Pseudomonas fluorescens) GO significantly inhibits
growth by binding iron and thereby inhibiting iron-related physiological and metabolic
processes (10 mg/L to 160 mg/L) [94]). In vivo studies of Acheta domesticus demonstrate
that short-term exposure (10 days) to 200 µg/g GO induced oxidative stress, DNA damage,
and degenerative damage in cells of the gut and testis [95]. Interestingly, in rat corneal
epithelial cells (rCECs), repeated short-term GO exposure also displayed optical toxicity
via intraocular inflammation, apoptosis in the cornea, cytotoxicity in the corneal epithelial
cells, and iris neovascularization [96].

Reduced Graphene Oxide

Reduced GO (rGO) is yet another derivative of graphene derived from the chemical,
thermal, electrochemical, and photochemical reduction of graphene oxide [97]. In a study
of zebrafish embryos, rGO inhibited hatching success (5 mg/L = 75.9%, 1 mg/L = 71.4%,
50 mg/L = 28.1%, and 100 mg/L = 25.8%) and reduced the length of larvae (10 mg/L to
100 mg/L) [98]. In a study of mouse dams, rGO also displayed negative reproductive
effects. In the late gestational stage, high doses (25 mg/kg) of rGO killed most mice damns
while at low (6.25 mg/kg) to moderate (12.5 mg/kg) doses of rGO caused abortion in all
mice. In early gestational stages, rGO did not preclude the delivery of pups; however, it
did cause fetal malformations [99].

Various studies on the toxicity of rGO show a time dependency. For example, in
bacterial biofilms (Escherichia coli and Staphylococcus aureus), rGO hindered growth and
film formation (≥50 mg/L); however, the effects diminished after 24 h and stopped after
48 h. Similarly, rGO increased ROS in the early stages, but levels returned to normal in the
medium and late stages [100]. Time-dependent toxicity was also witnessed in zebrafish
liver cell lines (24 to 72 h). However, in this case, rGO induced ROS production at higher
concentrations (25 and 100 µg/mL) after 72 h. Interestingly, in this case, rGO was not
found in the cells suggesting that it induced toxicity through interactions with the cell
membrane [101]. Finally, in PC12 (neural cell lines), rGO has been shown to induce time-
dependent toxicity via apoptosis (20 µg/mL, 40 µg/mL, and 60 µg/mL) and cell cycle
arrest (20 and 50 µg/mL) [102].

Carbon quantum dots (CQDs) are zero-dimensional carbon-based nanomaterials [103].
CQDs are generally considered biocompatible [104]. However, this is not always the
case. In a study of zebrafish (Danio rerio), zooplankton (Daphnia magna), and phytoplank-
ton (Scenedesmus obliquus), CQDs showed negligible toxicity in Danio rerio but exhibited
considerable acute toxicity in Daphnia magna and Scenedesmus obliquus [105].

Fullerenes

Fullerenes (C60), also known as buckyballs, are an allotrope of carbon. In studies of
the toxicity of C60 emulsions in mice, C60 negatively affected lung and sperm cells. In
the lungs, C60 induced morpho-functional and inflammatory hazards. Exposure to C60



Biosensors 2022, 12, 1082 13 of 43

also damaged sperm cells and increased the risk of infertility [106]. Studies of Daphnia
magna and zebrafish show that chronic C60 exposure induced behavioral and physical
abnormalities at concentrations at and over 5 mg/L and 2 mg/L, respectively [107,108].
These findings are important to understanding the toxicity of C60 in aquatic ecosystems.

Carbon Nanotubes

Carbon nanotubes are hollow nanosized cylindrical tubes composed of graphite sheets
(graphene). Nanotubes are classified as either single- or multi-walled depending on the
number of layers [109,110]. Studies of single- and multi-walled carbon nanotube (SWCNTs
and MWCNTs, respectively) toxicity have shown deleterious effects in cells, mammals,
aquatic organisms, and plants.

In seeds of Cucurbita pepo L., MWCNTs impaired morpho-physiological and biochemi-
cal processes leading to decreased germination, root and shoot length, and biomass accu-
mulation [111]. In Hyoscyamus niger seeds, SWCNTs have shown concentration-dependent
toxicity. At high concentrations (1000 µg/mL), SWCNTs inhibited seedling germination
and performance, increased cellular injury indices, and altered antioxidant enzyme activi-
ties. However, when SWCNTs were applied at low concentrations (125 and 250 µg/mL),
seeds in drought-like conditions saw reduced drought stress [111].

MWCNTs have also been shown to affect health and reproduction in the model aquatic
animal Xenopus tropicalis. Specifically, MWCNTs inhibited the growth of the body (testis,
ovaries, and fat), accumulated in the lungs, and decreased the rates of fertilization and
survival for embryos [112]. In common carp (Cyprinus carpio), SWCNTs altered brain and
testicular function by downregulating essential steroidogenic and transcription factor genes.
SWCNTs exposure altered the structure of the testis, decreased cell viability in culture,
increased reactive oxygen species levels, led to apoptosis, and caused DNA damage [113].

Research on SWCNTs toxicity in cells (normal human astrocytes) shows that SWC-
NTs have a disruptive effect on immune response via the down- and up-regulation of a
subset of genes [114]. In studies of rats, SWCNTs inhibited mitochondrial function and
induced hepatotoxicity [115]. In mice, it has been suggested that the uptake of SWCNTs
by macrophages activates transcription factors that lead to oxidative stress, inflammation,
and severe pulmonary granuloma formation (0.5 mg) [116]. It is important to note that
SWCNTs and MWCNTs display pulmonary toxicity [117].

Several cellular studies have found that MWCNTs promote the accumulation of lipids
via the induction of endoplasmic reticulum (ER) stress [118–120]. The accumulation of
lipids in cells, such as aortic smooth muscle cells, can have adverse long-term health effects
by contributing to conditions such as atherosclerosis [120]. MWCNTs have also been
shown to affect lipid metabolism in a transgenerational animal study. Mice exposed to
MWCNTs produced offspring with decreased weight and histopathological changes in
liver tissue. Specifically, MWCNTs affect genes that mediate fatty acid synthesis in the
liver, thereby disrupting liver function and leading to the accumulation of lipid droplets
in hepatocytes [121]. Interestingly, MWCNTs also displayed transgenerational toxicity in
nematodes. In this case, via the activation of germline long non-coding RNA linc-7 [122].

3.1.3. Inorganic Two-Dimensional Nanomaterials

Emergent inorganic 2-D nanomaterials with atomically thin sheet morphology are
characterized by unique structural and physicochemical properties. These materials demon-
strate significant potential for widespread environmental and health applications, including
biosensing. Unlike graphene, which has a zero bandgap, non-carbon 2-D nanomaterials
possess a tunable bandgap, allowing modulation of their electronic, catalytic, optical, and
photocatalytic properties. The family of emergent 2-D non-carbon nanomaterials is very
diverse and includes materials that can be distinguished from each other by their structure
and properties affecting their stability, behavior in the environment, bioavailability, and
toxicity. For example, non-metallic phosphorene is exfoliated from black phosphorus, has a
puckered structure, bandgap between 0.3 to 2.3 eV, and absorbance in the IR and visible
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light spectrum, while metalloid hexagonal boron nitride (h-BN) has a honeycomb structure
with a wider bandgap of 4–6 eV and absorbance in the UV spectrum [123]. Phosphorene is
more soluble, while h-BN is more stable in aqueous media. There are also representatives
from transition metal dichalcogenides, e.g., Molybdenum disulfide (MoS2) with a triatomic
sandwich-like structure between two layers of sulfur [124].

Among the properties influencing the toxicities of 2-D inorganic materials are the
number of layers, surface size, shape, and area [125]. Methods used for exfoliation and
surface modification can also affect the toxicity of these 2-D materials [126]. Exfoliation
can mitigate toxicity, as has been shown in a study of in-vitro toxicity for exfoliated versus
aggregated MoS2 [127]. Corazzari et al. (2014) detected an increase in ROS in human tumor
lung cells after exposure to MoS2 but only at the highest concentrations analyzed [128].
Modification of MoS2 surface with chitosan improved therapeutic effect in cancer cell lines
compared to non-functionalized MoS2 [129]. Among the non-carbon 2-D nanomaterials,
black phosphorus was found to be more toxic than metal dichalcogenides [130]. However,
some of the dichalcogenides also contain tellurium (Te) or selenium (Se), which can be
released from these materials in different environments and induce human and animal
toxicity [126]. The toxicity of black phosphorus to bacteria and human cells, as well as,
mice has been demonstrated previously due to induced oxidative stress and impairment
in membrane integrity [131]. When mice were exposed to black phosphorus quantum
dots, the animals showed signs of oxidative stress but recovered [131]. The concentration-
dependent toxicity was observed for C. elegans mortality and reproduction after exposure
to phosphorene, with reproductive toxicity being a much more sensitive endpoint showing
inhibition at 2 mg/L [132]. Phosphorene is stable in water only in anaerobic conditions
while it oxidizes in the presence of oxygen [133], and its stability, interactions with biological
surfaces, and, thus, toxicity can be affected by the degree of oxidation. There are still many
unknowns for behavior and toxicity of the 2-D inorganic nanomaterials, especially under
different environmental and in-vivo conditions, that need to be examined further before
these materials are utilized even more broadly.

3.1.4. Composites and Alloys

Nanocomposites and nanoalloys display unique and synergistic effects, which make
them useful in biosensing [134–136]. Nanocomposites can be generally classified as
(1) a macroscale matrix with a nanoscale filler (matrices with nanoparticle fillers, nanofiber
fillers, laminar fillers, and aerogels) or (2) a nanoscale matrix with a nanoscale filler (core-
shell and multi core-shell nanoparticles, coated and multi-coated nanoparticles, decorated
and multiphase decorated nanoparticles, multiphase clusters, encapsulated phases with
active cores, mixed nanoparticles, barcode nanoparticles, nanoparticle liposomes, and
hollow nano shells within nano shells) [137].

While the toxicities of single nanomaterials have been studied in various organismal
studies, uncertainties arise concerning the unknown effects of exposing an organism to
lethal and sublethal doses of nanomaterial composites. In many cases it is not well known
how the interaction of composite materials will affect toxicity since combined effects from
different nanomaterials could be additive, synergistic, or antagonistic. For example, in
the model organism C. elegans studies have shown silver nanoparticles cause mortality,
growth inhibition, reproductive toxicity, and oxidative stress [39,138]. Similarly studies
have shown that graphene oxide effects lifespan and causes oxidative stress, neurotoxicity,
and reproductive toxicity [139,140]. However, studies on the combined effects of silver
and graphene oxide in C. elegans are lacking. Unfortunately, this is the case with many
other organisms as the literature on the toxicity of nanocomposites is considerably limited
in comparison to the literature on single/pristine nanomaterials. For example, while our
literature search on the Web of Science (ClarivateTM) using the keywords “toxicity” AND
“nano *” returned 56,828 articles, a search of the keywords “toxicity” AND “nano *” AND
“composite *” returned only 4277 articles.
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In one nanocomposite toxicity study, Yin et al. (2020) examined the effects of six carbon-
based nanocomposites (GO-Au, GO-Ag, GO-Pd, GO-Fe3O4, GO-Co3O4, and GO-SnO2)
on two algae species (Scenedesmus obliquus and Chlamydomonas reinhardtii). Among the
endpoints studied were algal growth, cell permeability, and oxidative stress. The difference
in toxicity among tested nanocomposites was associated with the specific metals in the
nanocomposites, with GO-Ag causing the strongest growth inhibition, followed by GO-Pd
and GO-Co3O4. The cells exposed to GO-Au and GO-Fe3O4 also demonstrated growth
inhibition, but the impact was less severe and did not differ from the toxicity observed
after GO exposure alone. The increase in oxidative stress leading to cell membrane damage
occurred in response to either GO-Ag, GO-Au, or GO-Pd exposures, and the observed
damage was significantly higher compared to GO exposure alone. Association with Ag
had the strongest adverse impact on membrane damage. The observed toxicity was
species-specific and could have been associated with stronger metal adsorption to more
hydrophobic cell surfaces of C. reinhartii compared to S. obliquus. One of the toxicity
mechanisms observed was the release of metal ions and their adsorption and interaction
with the cell surfaces resulting in oxidative damage. Interestingly, the surface area differed
among nanocomposites with GO-Ag having the largest surface area [141]. A similar
trend was observed with in the model organism Daphnia magna (Figure 4) where rGO-
Ag nanocomposites demonstrated higher mortality than pristine rGO sheets. In this
case there was a considerable release of silver ions from the silver nanoparticles in the
composite. These findings suggest that at the same exposure doses, conjugated graphene-
silver nanoparticle trigger increased toxicity on D. magna compared to either material
alone [142].
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Another study assessed the antibacterial effects of silver nanowires and silver nanowire-
carbon nanotube composites using E. coli, S. aureus, Methicillin-resistant Staphylococcus aureus
(MRSA), and S. saprophyticus as model organisms. The materials tested included silver
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nanowires, silver nanowire-carbon nanotube composites, silver nanowire-carbon nanotube
mixtures, silver ions, and carbon nanotubes. All materials studied stopped cell growth
except for carbon nanotubes which showed no antibacterial activity. Silver ions were the
most efficient in inhibiting growth. In contrast, silver nanowires, silver nanowire-carbon
nanotube composites, and silver nanowire-carbon nanotube mixtures demonstrated mini-
mum inhibitory and bactericidal concentrations that were not significantly different from
each other. When considering bacterial growth kinetics, carbon nanotubes showed no effect.
In contrast, silver nanowires and silver nanowire-carbon nanotube composites showed
effects in the lag phase and exponential growth time prior to reaching the stationary phase.
Interestingly, E. coli and S. aureus were more sensitive to silver nanowire-carbon nanotube
composites. Given their findings, the authors concluded that carbon nanotubes did not
affect the antibacterial effects of silver nanowires [143]. It is important to note that there
is an observed increase in toxicity between pristine carbon nanotubes and the composites
and mixtures, most likely linked to the presence of silver nanoparticles.

The toxicity of nanocomposites was further investigated in a study of the effects of
copper-carbon nanotube complexes and iron-carbon nanotube complexes on bacterial
bioluminescence and seed germination in Escherichia coli and Lactuca sativa L., respectively.
The results of this study show that the mean toxicity of copper-carbon nanotube complexes
increased with increasing carbon nanotube content, while the mean toxicity of iron-carbon
nanotube complexes decreased with carbon nanotube content in both organisms. The
harmful effects of carbon nanotubes were limited. Therefore, the exact cause of this
differential toxicity was unclear. Possible explanations proposed by the authors include
the differences in individual metal toxicity (copper demonstrated much higher toxicity),
carbon solubility, and chemical transformations between the metals [144].

Nanoalloys, as mentioned above, are heterogeneous materials consisting of two or
more metal nanoparticles [16]. Studies of nanoalloy toxicity highlight the importance of
dissolution and material composition (Table 4). For example, Hahn et al. (2012) carried
out a study comparing the toxicity of cobalt, nickel, and titanium nanoparticles, and nickel-
iron, and nickel-titanium alloys in human coronary artery endothelial cells (hCAEC) and
human coronary artery smooth muscle cells (hCASMC). They found that cobalt and nickel
nanoparticles displayed the highest toxicity, followed by nickel-iron and nickel-titanium
alloys, and finally, titanium nanoparticles (Ni, Co > NiFe, NiTi > Ti). From these results, they
concluded that observed toxicity was related, in part, to the release of ions. Therefore, because
the absolute amount of nickel ions is lower in the alloys, the cytotoxic concentration threshold
of alloy nanoparticles was one magnitude higher than the pure nanoparticles [145]. Similar
results were demonstrated in a study of silver–gold alloy nanoparticles (AgAu, 68.7 wt% Ag
and AgAu, 35.4 wt% Ag) in gram-positive bacterium S. aureus and Human gingival fibroblasts
(HGFib). In this case, the antibacterial and cytotoxic effects of silver nanoparticles, which are
known to dissolve, were decreased when gold was alloyed [146]. The effects of dissolution on
toxicity will be further investigated later in this review.
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Table 4. Summary of potential toxicity of nano metal alloys.

Nanoalloy Atomic Percentage of Metal (x:y) Size (nm) Major Outcomes References

Agx: Pty 10:90 to 90:10 mol% in steps of 10 mol% 15–25

• Cytotoxic for human mesenchymal stem cells
(hMSC) above 50 mol% silver

• Pt alloying inhibited Ag release and lowered cytotoxicity
[147]

Aux: Agy

70:30 mol%
40:60 mol%
20:80 mol%

10−20

• AgNP, Au20Ag80 and Au40Ag60 inhibited bacterial
growth while AuNP and Au70Ag30 had little effect

• Au20Ag80 and AgNP decrease cell viability in
mammalian cells (NIH 3T3) while AuNP, Au70Ag30,
and Au40Ag60 did not.

• Lower cytotoxicity in mammalian cells linked to
decreased Ag+ release

[148]

PEG coated Aux: Agy Not reported <10.0
• Higher biocompatibility of the coated alloy

particles compared to uncoated AgNP [149]

Agx: Auy
20:80 wt%
80:20 wt%

~30.0
~77.0

• Eco-toxicological effects on Daphnia Magna in fresh water [150]

Aux: Coy Not known 12 ± 1.5 • Alterated in gene expression, DNA damage (MNs),
and DNA adduct of mice

[151]

3.2. Dimensionality

Materials can be classified as nanomaterials if at least one-dimension measures less
than 100 nm. Nanomaterials can be classified as zero-dimensional (0-D), one-dimensional
(1-D), two-dimensional (2-D), or three-dimensional (3-D) (Figure 5).
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Nanomaterials of differing dimensions are utilized and combined into nanocomposite
materials in biosensors [7,152–157], and thus, a deeper understanding of the effects of
dimensionality via systematic study is needed. Toxicity associated with dimensionality has
been discussed by reviews on individual 0-D [158], 1-D [158], 2-D [126,159], and 3-D mate-
rials [160,161]. However, it is difficult to determine the direct effect of dimensionality on
toxicity. For example, Castro Cardoso da Rosa et al. (2021) reviewed the effect of dimension-
ality on the toxicity of carbon nanostructures in model organisms by examining the toxicity
of 0-D fullerenes, 1-D carbon nanotubes, 2-D graphene derivatives (graphene, graphene
oxide, reduced graphene oxide, and graphene metallic nanoparticle nanocomposites), and
3-D graphene derivatives (graphene foam, graphene oxide foam, graphene nano-conches,
3-D graphene, 3-D graphene sheets, and, graphene hydrogels). They determined that it
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was not possible to infer a direct relationship between dimensionality in 0-D, 1-D, and 2-D
materials. However, they concluded that 3-D materials demonstrate lower toxicity, most
likely due to their more stable and compact structures, which make them less bioavailable
and biodegradable [162].

Understanding of deferential toxicity related to dimensionality is complicated by the
many confounding factors caused by a lack of consistency in experimental conditions
(model organisms, length of exposure, etc.) and material preparations (functionalization,
capping, etc.), which may play an important role on the observed toxicological outcomes
(Table S2 in the Supplementary Materials). For example, within this review, the toxicity
of 0-D nanomaterials can be explored by examining the toxicities of metallic nanoparti-
cles, fullerenes, and carbon quantum dots. We can determine that metallic nanoparticles,
fullerenes, and carbon quantum dots all have the potential to generate oxidative stress in
cells, but contributions from factors such as shape, materials composition, concentration,
etc., must also be considered before attributing toxicity to dimensionality. As such, multicri-
teria studies directly comparing the toxicity of nanomaterials within a single-dimensional
classification are needed. To further examine potential toxicity related to dimensionality,
we discuss the influence of material size and shape.

3.2.1. Size

Nanoparticle size contributes to many behaviors that are distinct from the material
behaviors of the bulk form. For example, bulk metals often have a shiny appearance caused
by freely roaming electrons. At the nanoscale, however, surface plasma resonance begins
to dominate the optical properties of the metal nanoparticles creating colors distinct from
those observed in the bulk material. By altering the size and shape of a nanoparticle, it
is possible to tune the surface plasmon resonance [163]; therefore, numerous biosensors
utilize this mechanism in optical detection platforms [164] (Figure 6). While size-dependent
properties show promise in biosensing applications, they also create unique mechanisms
of toxicity. For example, the bulk form of gold is considered biologically inert [165]. In
contrast, gold nanoparticles have been shown to cause in vitro and in vivo toxicity in cell
lines and model organisms (Table 2) (Figure 6). Numerous studies show nanoparticles are
more toxic to environmental and human health than their bulk counterparts [58,166,167].
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The factors that contribute to size-dependent changes in chemical reactivity and
material properties between bulk and nanomaterials can be explained through several
interrelated mechanisms. For example, when nanoparticle size decreases, the proportion
of atoms at or near the surface increases significantly. As a result, the surface becomes
more reactive. Likewise, when the size decreases, defects on and near the surface appear
in the form of changes in vacancies, bond length, and bond angle [171]. Due to their size
and, consequently, their high specific surface area, nanoparticles can penetrate organisms
down to the cellular level, accumulate in tissues and organs, and interact with cellular
components [172]. Studies of aquatic organisms show nanoparticles accumulate in fish
tissues (liver, intestine, gill, and muscles), urchin embryos, and algae [173–177]. Similarly,
in human, animal, and cell line studies, nanoparticles were shown to accumulate in the
cells of the brain, kidneys, liver, spleen, heart, and lungs [178–181]. Once nanoparticles
accumulate in cells, they can cause apoptosis, histological changes, necrosis, lysis, atrophy,
and DNA damage

Within the nanoscale, researchers have also identified differential size-dependent toxicity
of particles. Generally, toxicity is inversely proportional to size; however, the literature is
inconclusive (Table S3 in the Supplementary Materials). For example, Tang et al. (2018)
studied the short-term and acute (LD50) toxicity of copper nanoparticles (30 nm, 50 nm, and
80 nm) in male Sprague Dawley rats. They found that the LD50 of 30 nm particles was the
lowest suggesting that 30 nm particles have higher toxicity in acute exposures. However, they
concluded that 80 nm particles were the most toxic in short-term oral exposures [182]. These
discrepancies in the literature can partly be attributed to several factors:

• Biodistribution of particles: nanoparticles have been shown to target and accumulate
in different tissues and organs based on size [32,182,183].

• Uptake and excretion of particles: the uptake and excretion of particles have been
connected to their size [183,184].

• Confounding factors: factors such as exposure time, administration routes, shape, model
organism, etc., often vary across studies (Table S3 in the Supplementary Materials).

3.2.2. Shape

Nanoparticles come in various shapes including tubes, rods, spheres, cubes, wires, tri-
angles, ellipsoids, etc. which ultimately influence toxicity [185,186]. For example, in the soil
organism C. elegans, silver nanoplates and irregular spheres inhibited growth and reproduc-
tion, while silver nanowires had a negligible effect [187]. Similarly, in the aquatic organism
Danio rerio, silver nanoplates displayed higher toxicity than spherical silver nanoparticles. The
nanoplates’ sharp and irregular surfaces likely contributed to their greater toxicity in both
of these studies [188]. One theory to support this claim suggests that silver ions can more
easily dissolve from the sharp edges. Thus, the toxic effect can be attributed to the ionic
gradient instead of the nanoparticle itself. However, studies comparing the toxicity of silver
nanoparticles and silver ions somewhat contradict this theory because they find that silver
nanoparticles induce greater toxicity than silver ions. Alternatively, some researchers suggest
that silver nanoplates have more reactive atoms on the surface and induce toxicity via direct
contact combined with the dissolution of silver ions [188].

The literature proposes several factors that influence shape-dependent toxicity; how-
ever, the exact mechanisms are unclear, and more research is needed to fill this knowledge
gap. For example, several reviews suggest that shape-dependent toxicity is closely linked
to the uptake mechanism. Specifically, they presume that spherical nanoparticles are more
likely to enter cells through endocytosis than nanotubes and fibers [189,190]. However, in a
recent study of titanium dioxide nanoparticles, spherical fine particles, nanosquares, and
nanotubes all entered cells via the formation of endosomes [191]. Alternatively, nanorods,
wires, and fibers may display differential toxicity because of their length. For example,
nanowires longer than the typical food source of the model organism being tested cannot
be taken up [187]. Similarly, the contact angle of rod-shaped nanoparticles affects the rate
of internalization. If the particle aligns with its short axis parallel to the cell membrane, it



Biosensors 2022, 12, 1082 20 of 43

will be internalized faster than a particle with its long axis parallel to the cell membrane,
while the rate of internalization of spherical nanoparticles is independent due to their
symmetry [192].

Once internalized, the shape of a nanoparticle can affect biodistribution, accumula-
tion, and excretion. In mice, spherical and star-like nanoparticles demonstrated a similar
ability to penetrate the liver and spleen, while rods were less likely to penetrate and were
excreted quickly. Star-like nanoparticles were uniquely able to enter the lungs [193]. This
finding is interesting because another study found that gold nanostars exhibited the highest
cytotoxicity compared to nanospheres and nanorods [194].

Nanocrystal morphology may also play a role in toxicity. For example, Chang et al.
(2017) examined the effect of palladium nanocrystal morphology on in vitro toxicity profiles
and in vivo oxidative injuries. According to the study, the enlargement of {100} crystallo-
graphic facets results in lower toxicity due to the higher material stability, which diminishes
the post-internalization release of Pd(II) ions into the cell [195]. However, the authors
mention that enlarging the {100} crystallographic facets may decrease the electrocatalytic
activity of nano palladium crystals. In other words, making this material safer may also
mean making it less efficient for electrochemical sensing applications [196].

3.3. Concentration, Bioaccumulation, and Biomagnification

Comparative studies of exposure to lethal and sublethal doses of nanoscale versus
bulk, micro, and molecular scale materials are important for unveiling the differential
mechanisms driving nanoparticle toxicity [197]. A study by Abdel-Khalek et al. (2015)
compared the LC50/96 h of the aquatic organism Oreochromis niloticus, exposed to both
bulk- and nano-copper oxide particles. In this case, the LC50/96 h of bulk copper oxide was
2205 mg/L; by contrast, only 150 mg/L of nano copper oxide was required to achieve 50%
population death [198]. In other words, the lethality of the nanoparticles was significantly
higher than the toxicity of the bulk material. When examining sublethal levels, the authors
found that both nano and bulk particles induced biochemical alterations and oxidative
stress in the liver and gill tissues of the studied fish. However, in most instances, copper
oxide nanoparticles caused more toxic effects than bulk copper oxide, except at concentra-
tion thresholds where nanoparticles can rapidly form aggregates in suspensions. Similar
studies have reached analogous conclusions [55,93].

Nevertheless, it is important to recognize that the available literature shows no general-
izable correlations between the concentration regime of nanoparticles and their toxic effects
on a given organism. In some cases, even relatively small variations in dosage can result in
vastly unexpected toxicological outcomes. For example, Hassanen et al. (2020) assessed
toxic effects in Cobb chicks from daily exposure to 5 ppm and 15 ppm of gold nanoparticles
via drinking water ingestion. Experimental data included oxidant/antioxidant parameters,
histopathological organizations, proinflammatory cytokine levels, and DNA assay. Sur-
prisingly, the low concentration level (5 ppm) resulted in positive health outcomes with
respect to the controls, such as increased growth performance and immune defense without
affecting the histological structures of the internal organs. On the other hand, a relatively
small increase in gold nanoparticle concentration (15 ppm) led to extensive cytotoxicity
and genotoxicity in the animals [34]. Another study has also reported positive outcomes
in soil microorganisms exposed to low doses of carbon nanotubes [199]. However, other
model organisms have shown negative effects from exposure to similar doses of carbon
nanotubes [111,113,114,116–120].

Another important consideration when analyzing the toxicological impacts of nano-
materials on human health and the environment is their capacity to bioaccumulate and
biomagnify across the trophic chain. Judy et al. (2011) evaluated the plant uptake and
the potential for trophic transfer from exposure to gold nanoparticles in soil using the
model organisms Nicotiana tabacum L. cv Xanthi and Manduca sexta. The study showed
compelling evidence of trophic transfer of nanogold from a terrestrial primary producer
(Nicotiana tabacum L. cv Xanthi) to a primary consumer (Manduca sexta), as well as evidence
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of biomagnification in a terrestrial food web [200]. A similar study by Unrine et al. (2012)
looked at the trophic transfer of gold nanoparticles along a simulated terrestrial food web.
In this case, a soil organism Eisenia fetida (earthworms), was exposed to gold nanopar-
ticles in artificial soil media and subsequently fed to juvenile Rana catesbeina (bullfrogs).
The study concluded that gold nanoparticles dispersed in the soil might ultimately be
transferred to higher-order consumers through detrital-based food chains [201]. When
assessing biomagnification potential, the biology, physiology, and life history traits of the
organisms involved at each trophic level are probable interplaying factors. Therefore, even
for nanoparticles with similar physicochemical properties, prevailing community compo-
sition and local ecological conditions will significantly influence the nature and extent of
trophic transfer. Overall, these studies stress the urgency of including dietary uptake as
an exposure pathway and raise concern for the potential implications to a variety of eco
receptors (including humans) from the widespread dispersion of engineered nanomaterials
in environmental matrices.

3.4. Surface Chemistry
3.4.1. Charge

The charge of a nanomaterial influences its biological interactions. For example,
it is generally accepted that positively charged nanomaterials display a higher level of
cellular interaction than negatively charged nanomaterials because of their capacity to
interact with negatively charged cell membranes leading to cellular uptake or membrane
damage [202]. In many studies, the surface charge is described through zeta potential
measurement. In a study of morphology and surface charge-dependent cellular uptake
of nanoparticles in phagocytic THP-1 macrophages and non-phagocytic A549 cells, a
positive association between the zeta potential and cellular uptake was identified. In THP-
1 macrophages exposed to polystyrene nanoparticles at a concentration of 50 µg/mL, three
of four positively charged nanoparticles showed 15 to 21 percent cellular uptake. In contrast,
two out of three negatively charged nanoparticles showed approximately 5 to 8 percent
cellular uptake. This occurred, to a lesser extent, in non-phagocytic A549 cells [203].

This trend has also been observed in studies of iron oxide nanoparticles [204,205]. Posi-
tively charged iron oxide nanoparticles tend to interact with negatively charged membranes
leading to considerable uptake. The significant and deep uptake of iron oxide nanoparticles,
in turn, leads to greater toxicity of positively charged nanoparticles compared to negatively
charged ones [205]. For example, in a study of superparamagnetic iron oxide nanoparticles,
cell viability was lowered in all cell lines studied (HCM (heart), BE-2-C (brain), and 293T
(kidney)) by positively charged particles [205]. However, it is important to note that this
is not always the case. For example, negatively charged particles were the most toxic in a
study of silver nanoparticle toxicity in human tumoral cell lines (U-937 and HL-60) [206].

It has been suggested that charged nanoparticles, whether positive or negative, are
taken up more efficiently than their neutral counterparts. In a study of the surface charge
and size-dependent uptake of graphene sheets by MCF7 cells, neutrally charged nanoparti-
cles showed negligible uptake. In contrast, charged nanoparticles showed size-independent
(positive) and dependent (negative) uptake efficacy. Positively charged particles entered
via phagocytosis and clathrin-mediated endocytosis, while negatively charged particles en-
tered via phagocytosis and sulfate-receptor-mediated endocytosis. Interestingly, positively
charged graphene sheets always displayed higher toxicity irrespective of size [207].

Charge density has also been identified as an important determinant in the fate and
toxicity of nanomaterials. In a study of carbon nanotubes, charge density was found
to be a more accurate predictor of toxicity than zeta potential. When comparing five
positively charged carbon dots of similar zeta potentials (+ 20.6 to + 26.9 mV) in vitro
(THP-1, Calu3, and A549 cells) and in vivo (male Balb/c mice), only the particles with the
highest charge densities (2.95 and 4.39 µmol/g) induced high cell viability loss, oxidative
stress, mitochondrial dysfunction, and loss of lysosomal integrity in vitro and airway
inflammation in vivo. These findings are interesting in that they suggest that the number of
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positive charges on the nanoparticle may be a better predictor of toxicity than the magnitude
of the charge [208]. Likewise, charge density was identified as an important factor in a study
of the adsorption of humic acid molecules onto gold nanoparticles. Positively charged
nanoparticles with a low charge density showed less humic acid adsorption than high
charge density nanoparticles. These findings help explain the mitigation of the toxicity of
positively charged hydrophobic gold nanoparticles in E. coli by humic acid adsorption [209].

3.4.2. Surface Modifications

Biosensors are often functionalized to enhance their performance (sensitivity, selec-
tivity, response time, etc.) [210–213] and biocompatibility [214]. Much attention has been
given to the differential toxicity of functionalized carbon nanomaterials. In studies of
functionalized and non-functionalized graphene oxide and reduced graphene oxide (up
to 100 mg/L) in mussel (Mytilus galloprovincialis) hemocytes, nanoparticles capped with
polyvinylpyrrolidone (PVP) displayed increased availability and bioaccumulation in cells
leading to increased cytotoxicity [215].

Studies have also assessed the toxicity of functionalized MWCNTs. For example,
the differential toxicity of acid oxidation (AO)-MWCNTs, polyethylene glycols (PEG)-
MWCNTs, and hydroxyapatite (HA)-MWCNTs had been explored in rat bone-marrow-
derived stem cells (BMSCs). At a concentration of 10 µg/mL (AO)-MWCNTs and non-
functionalized MWCNTs (Raw-MWCNTs) generated significant toxicity while (PEG)-
MWCNTs and (HA)-MWCNTs had minor effects and displayed favorable biocompati-
bility [93]. Similarly, in an in vivo study of the effects of pristine and (PEG)-MWCNTs in
mice, pristine MWCNTs caused more damage to immunity than (PEG)-MWCNTs [216].

The biocompatibility of PEG coatings has also been observed in studies of SWCNTs.
In human umbilical vein endothelial cells, short SWCNTs coated with long-chain pyrene-
bearing polymers displayed a lower in vivo cytotoxicity over a concentration range of 5 to
100 µg/mL compared to uncoated SWCNTs [217]. Further studies have confirmed the
biocompatibility of polyethylene glycol (PEG)-functionalized SWCNTs [218]. However,
they also reveal further nuance in the toxicity of functionalized materials. For example, in a
study of raw and PEG-SWCNTs in MDA-MB-231 cells and mice models, PEG-SWCNTs
with amine terminal groups induced more toxic effects than PEG-SWCNTs with carboxyl
terminal groups [218].

Attention has also been given to the differential toxicity of surface-modified metal
and metal oxide particles through studies of the effects of surface capping and coating
agents. For example, Niska et al. (2016) studied the in vitro toxicity of non-functionalized—
uncapped (AgNPs-UC), lipoic acid-capped silver nanoparticles (AgNPs-LA), polyethylene
glycol capped silver nanoparticles (AgNPs-PEG), tannic acid capped silver nanoparticles
(AgNPs-TA), and silver nitrate (AgNO3) in human gingival fibroblast cells (HGF-1) and
bacteria. They found that capping agents significantly modified the biological character-
istics of silver nanoparticles. Specifically, they demonstrated that the capping agent used
influences cellular toxicity. In HGF-1 cells, AgNPs-LA and AgNPs-PEG showed lesser toxic
effects compared to AgNPs-UC, while in bacteria, both AgNPs-UC and AgNPs-LA showed
significant toxicity [219]. Other studies and reviews have also demonstrated the effects of
capping agents on toxicity [220–222].

Nanomaterials can also be fictionalized with biological elements. For example, peptide-
based nanosensors have been used to detect proteases as a means of monitoring cancer [223].
Peptides used to functionalize nanomaterials will most likely degrade when released into
the environment. However, due to their potential cytotoxicity, a cautionary approach is
advisable to ensure that functionalized nanoparticles are highly specific and have no off-
targeted toxicity. For example, peptide-coated platinum nanoparticles are very efficient in
killing liver cancer cells [224]. While applying nanoparticles to kill cancer cells is beneficial,
research is needed to ensure these nanoparticles will not induce toxicity in healthy cells.
Furthermore, care must be taken to study the elimination and accumulation of these
nanoparticles in biological systems. While combining peptide biosensors with coatings
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(e.g., PEG) can tune their distribution and accumulation, allowing for the application
of targeted toxicity, the potential for non-specific binding and accumulation should be
considered [225].

Nanomaterials are also functionalized with aptamers due to their high specificity
provide a powerful tool for biosensors used in biomedical and environmental applica-
tions [226]. Aptamers are short single-stranded oligonucleotide RNA or DNA sequences,
which can form secondary or 3D structures and recognize specific molecular targets. The
conformation of aptamers changes after their non-covalently binding to the target molecule
via hydrogen bonds, steric interactions, or van der Waals forces. For example, biosensors
with aptamer functionalized nanomaterials can be used for detection of organophosphate-
based pesticides. The data on the toxicity of the aptamer-functionalized nanomaterials
is very limited; however, in the drug-delivery literature there is some discussion about
potential off-targeted adverse effects of the aptamers such as innate immune activation and
anticoagulation. At the same time other studies suggest that these effects are rare and that
aptamers show very low immunogenicity but formulations (e.g., with PEG) can trigger
strong immune response [227–229]. Some RNA aptamers were shown to cross the blood
brain barrier which is beneficial for cancer therapy but might cause non-targeted effect in
healthy organism though most aptamers are too large to cross the blood brain barrier. The
binding of aptamers to the target molecule can also potentially result in the misfolding of
the target protein.

3.5. Transformations

In wastewater, aquatic, or soil environments, and after uptake by organisms (in-vivo),
nanomaterials can undergo various transformations resulting in modification of their
surface properties, bioavailability, and toxicity [230]. Such transformations include aggrega-
tion, dissolution, oxidation and reduction, formation of biocorona, binding natural organic
matter, and complexation with sulfur, phosphorus, and iron. After undergoing multiple
transformations, the pristine (as manufactured) nanomaterials become “aged” nanoprod-
ucts. These aged materials differ from the original nanomaterials in their properties and
behavior. Nanotoxicity studies often consider pristine nanomaterials and do not account
for these transformations. However, organisms in the environment are often exposed to
“aged” nanomaterials.

3.5.1. Dissolution

When unstable metal or metal oxide nanoparticles are present in the aquatic environ-
ment, these nanomaterials can undergo dissolution resulting in the release of toxic ions.
For example, numerous studies of AgNPs and ionic Ag show toxicity in aquatic organ-
isms, microbes, and invertebrates at low concentrations [39,231,232]. When evaluating the
toxicity of pristine nanomaterials in laboratory bench experiments, some nanomaterials,
for example, ZnONP, show very rapid dissolution. Their toxicity is mainly explained by
dissolution alone. In contrast, particle-specific toxicity is often observed for nanomaterials
with lower dissolution rates (Ag, Co) and stable nanoparticles (Au, Pt, Pd). However, nano-
material dissolution can also be concentration-dependent. In a study of AgNPs in a model
nematode at low concentration, mortality was mainly explained by dissolution. In contrast,
exposure to higher concentrations caused particle-specific toxicity [39]. The occurrence
and rate of dissolution also depend on the chemistry of the exposure media selected for
experiments. Therefore, one of the criteria when working with unstable nanomaterials is
the inclusion of an ionic control to differentiate between particle and ionic effects under
specific experimental conditions.

Adding to the complexity, in nanocomposites and nanoalloys frequently incorporated
into biosensors, dissolution can be affected by interactions between metal nanoparticles
(alloys) or metals and other materials (nanocomposites). For instance, when considering
interactions between AgNPs and other metal nanoparticles dissolution was decreased
after the formation of very stable bimetallic Au-AgNPs, while in the presence of TiO2NP,
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dissolution of AgNPs still occurred, and under dark conditions, the adverse effect of
Ag-TiO2NPs on cell viability was similar to that of AgNPs alone. However, cell toxicity
was decreased after exposure to the Ag and TiO2 mixture under light [233]. Thus, due to
co-occurrence and interaction between metals the toxicities of the alloys can differ from
their individual toxicities.

When metal nanoparticles are incorporated into 2-D nanomaterials, such as graphene,
this can also influence toxicity. In a study where Daphnia magna was exposed to six rGO
nanocomposites with different metal and metal oxide nanoparticles, exposure to rGO-Ag
resulted in 15% to 36% release of Ag ions and higher toxicity across several endpoints than
to rGO alone [142]. The toxicity of rGO-Ag was also higher than previously reported for
commercial AgNPs in Daphnia. Since the toxicity at the total Ag concentrations without
rGO was not measured, it is difficult to conclude whether the presence of rGO induced
AgNPs dissolution, but certainly, it did not provide any protection. A similar result was
observed for rGO-CO3O4, where toxicity was substantially higher for the nanocomposite
than for rGO. However, the toxicity was lower for rGO-Pd compared to rGO alone, which
was explained by the physiological effect of Pd on the daphnids resulting in their reduced
uptake of rGO. A follow-up study comparing the toxicity of the six rGO nanocomposites
to two species of algae demonstrated higher sensitivity for Chlamydomonas reinhardtii
compared to Scenedesmus obliquus, which the authors hypothesized was due to the higher
hydrophobic cell surface of the first species [141]. These findings suggest that the toxicity
of nanocomposites can be affected not only by interactions among different materials but
also due to their interaction with biological surfaces and by physiological responses.

3.5.2. Biomolecular-Particle Complexation

In physiological environments, nanoparticles rapidly adsorb proteins, forming biomolecular-
particle complexes or coronas [234]. These bound proteins interact with cell receptors and de-
termine the cell entry mechanism and transport pathway within the cells. Thus, the corona,
rather than the bare nanoparticle, is responsible for the biological response in vivo [235–237].
The protein corona is complex, and its composition depends on the surface morphology
(size, shape, sheet structure) and chemistry (charge, capping agent, functionalization) of
nanoparticles. The proteins that strongly bind to the nanoparticle surface and stay for
a long-time form a” solid” protein corona, while the outer layer, where proteins can be
exchanged rapidly due to a high adsorption/desorption rate, is represented by a “soft”
corona. Even solid protein corona can be replaced over time.

Some bound proteins (e.g., opsonins) and nucleic acids (e.g., aptamers) can facilitate
nanoparticle entry into the cells, while others (e.g., dysopsonins) can slow it down with
the nanoparticles staying longer within the circulatory system [238]. The entrance of the
nanoparticles into the cells can occur via endocytosis, a more common mechanism. They
can also be translocated through the cell membranes or enter due to changes in membrane
curvature in the contact site with the nanoparticle surface [239]. When entry occurs through
endocytosis, the nanomaterials get trapped in endosomes and eventually enter lysosomes
(Figure 7). The acidic environment of lysosomes and their proteolytic enzymes cause
degradation of the protein corona, ion release (for unstable particles), lysosome rupture,
and lead to cell death [240]. The lysosome dysfunction is also associated with the activation
of autophagy, a natural cleanup process of the damaged lysosomes, cellular debris, and
misfolded proteins. If nanoparticles escape endosomes (e.g., functionalized with amines),
they can be exocytosed out of the cell. Free translocation allows nanoparticles to stay bound
to the inner cell membrane or directly interact with subcellular organelles and proteins.
The binding of proteins to nanoparticle surfaces also can denature proteins and cause the
accumulation of misfolded proteins in the cytoplasm, activation of ER stress, and unfolded
protein response.
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Despite the potential for protein-association leading to increased toxicity, many studies
have shown that protein coronas mitigate nanomaterial toxicity. For example, the toxicity
of ZnONPs decreased when associated with bovine serum albumin (BSA) when exposed
to Pseudomonas aeruginosa, S. aureus, Daphnia sp., and Chlorella pyrenoidosa, due mostly to
the reduction of ROS production [241]. Compared to citrate AuNPs, which were found
to randomly distribute within the leaves of the fava bean plant (Vicia faba), BSA-coated
AuNPs adhered to trichome hairs outside of the leaves rather than being internalized [242].
Additionally, in the case of 2D nanomaterials such as GO, protein coronas have been
found to reduce cytotoxicity due to weakening the lipid–graphene interaction at the cell
membrane, preventing particle diffusion into the cell. Overall, our understanding of the
effects of protein-association on the fate and toxicity of nanomaterials is inconclusive.
In vitro studies have shown increased rates of internalization and toxicity when particles
are bound to proteins. Nevertheless, in vivo studies often show decreased internalization
of particles, which significantly reduces the toxic potential of said nanomaterials. To
better predict the environmental release of nanoparticles, it is important to consider the
interactions of nanomaterials to biological components after exposure.

3.5.3. Environmental Transformation and Complexation

Toxicities are often overestimated and, in some rare instances, underestimated when
environmental transformations of nanomaterials are not considered. Examples of such
transformations are sulfidation, complexation with phosphate, and the formation of Fe
complexes. In the last decade, artificially transformed nanoparticles, such as Ag2S, ZnS,
or Zn2(PO4)3, have been included in toxicity studies, and these transformations resulted
in a substantial decrease in the nanomaterial dissolution and, thus, decreased toxicity,
as observed after chronic and multigeneration exposures of C. elegans to transformed
compared to untransformed AgNPs and ZnONPs [39,243,244]. However, even though these
transformed nanomaterials are more stable, they still can be taken up by the organisms and
can dissolve internally and initiate a cascade of molecular events. For example, in the Ag
study, multigenerational exposure of C. elegans resulted in a similar accumulation of DNA
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mutations and epigenetic changes (histone and DNA methylation) across all treatments,
including ionic Ag, pristine AgNPs, and sulfidized AgNPs [138,245]. Transformed AgNPs
and ZnONPs also showed distinct transcriptomic responses compared to untransformed
nanoparticles and their respective ions [243,246].

There are also studies where nanoparticle transformations occurred in biosolid-amended
soils or in mesocosms. Even in a transformed, more stable form, AgNPs significantly
impacted microbial community composition and function in terrestrial mesocosm study
(Colman et al., 2013) and have been shown to contribute to antimicrobial resistance [247,248].
In a model legume, Medicago truncatula, grown in soils amended with biosolids that contain
a mixture of Ag-, Ti2O- and ZnONP or a mixture of the respective bulk materials an adverse
effect on the plant nodulation was observed only in the nanoparticle treatment. This was
also supported by 200-fold and higher down-regulation of the key “nodulation” genes [249],
and such plant toxicity was associated with the increase in Zn uptake. A significant shift in
microbial communities was also observed in the nanoparticle treatment. In the follow-up
study, with the same biosolids diluted to much lower total metal concentrations with
soils, the adverse effect of the nanoparticle treatment was observed only on the microbial
structure and biomass [232]. In these studies, with the mixture of three biosolid-transformed
nanoparticles, ZnONPs caused toxicity to plants, while AgNPs likely also contributed to
the changes in the microbial communities.

These findings raise questions about transformations and their effect on the bioavail-
ability and toxicity of alloys and nanocomposites. For example, do the metals in nanocom-
posite and alloys undergo the same transformations as individual materials? Will trans-
formations or potential degradation of 2-D nanomaterial in the nanocomposite containing
AgNPs promote the release of AgNPs and their transformations? Exposure of fish lar-
vae Salmo trutta to graphene oxide with a mixture of heavy metals Cr, Cu, Ni, and Zn
resulted in strong sorption of the metals to the GO surface, a decrease in metal accumula-
tion, and mitigation of the metal toxicity [250]. On the other hand, the opposite response
was observed in zebrafish larvae after their co-exposure to GO and Cr6+, which caused
a modification in the GO surface morphology and structure and enhanced toxicity [251].
Additionally, sorption of the metals to GO or other 2-D surfaces can facilitate not only metal
transport in the environment but also their retention in soil and potentially their release.
Photo-transformation of GO in the presence of sunlight and UV affects its physicochemical
properties and can impact its mobility, sorption to natural organic matter, and, thus, its fate
in the environment [252]. The complexity of the novel nanocomposites or hybrid materials
for biosensing is increasing, and when such materials, containing components from two
and more chemical origins, are released into the environment, it is becoming more difficult
to predict their unique behavior. Will the properties of one of the components in these
materials prevail, or will it be altered? Will they be more or less stable than their individual
components under different environmental factors, such as pH, NOM, sunlight, and inter-
action with biological ligands? Many of these questions have been raised in the extensive
review of hybrid materials and their environmental implications by Aich et al. (2014), and
while some of these questions have been partially answered for specific nanomaterials,
there is still a large gap and uncertainty about the environmental and health impacts of
these nanocomposites and hybrid materials after their transformations [253].

4. Exposure Effects Related to Nanomaterial Life Cycles

When considering the potential environmental impact and health safety of the scaled-
up production of nano biosensors, it is necessary to examine the manufacturing, utiliza-
tion, and end-of-life disposal of the nanomaterials used. This type of risk assessment is
considered a life cycle assessment (LCA). The life cycle includes the production of the
nanomaterial-containing products, their use, disposal, and such end-of-life stages as reuse,
recycling, recovery, and final disposal. The environmental impacts and health risks could
be present at each stage and should be assessed [254].
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At the production stage, nanomaterials can impact human health via direct occu-
pational exposure. During the manufacturing process, individuals can be exposed to
nanomaterials via the classical routes of exposure, i.e., inhalation, ingestion, and dermal
contact. These exposures are of concern because, as discussed in this review, nanomaterials
often display enhanced toxicity different from that of their bulk counterparts. Inhalation
of nanoparticles in an occupational setting can occur via exposure to dust-containing
aerosolized nanoparticles. In the workplace, aerosolized nanoparticles can be generated
through several manufacturing processes [255]. Workers can be exposed through nanoprod-
uct harvesting, processing (handlining and packaging), and equipment cleaning [256]. Once
inhaled, these nanoparticles can deposit in the lungs and respiratory tract, where they have
been shown to accumulate and generate toxicity [257]. Dermal exposures to nanomaterials
occur through skin contact with contaminated surfaces. In an occupational setting dermal
exposure to nanomaterials becomes especially problematic if nanomaterials have associated
toxicities or contain impurities and if workers have compromised skin integrity [258,259].

To overcome the toxicity concerns associated with nanomaterial exposure in occupa-
tional settings greater standardization of regulations related to exposure limits and safety
controls (personal and engineer) is needed. Studies have shown that if employed correctly,
process modification, engineered controls, and personal protective equipment can control
nanomaterial exposure. However, the implementation of these controls is often lacking,
and regulatory bodies do not have many set occupational exposure limits [260–262]. Unless
these issues are addressed the scaled-up production of biosensors will further contribute to
the problem.

Potential environmental impacts associated with biosensors could also originate from
the intentional and unintentional releases of nanoparticle containing waste streams (at-
mospheric, waste solids, and waste liquids) during production [245–247]. For exam-
ple It has been reported that nanomaterials such as Cu, TiO2, Ag, or CeO2 could enter
wastewater treatment plants (WWTPs), be eliminated mainly through the primary and
secondary treatment, and then associated with the solid phases of sludge by over 80%
by mass [263–266]. Dried sludge is then applied at a landfill resulting in the return of
nanomaterial-contaminated sludge back to the environment. Many nanomaterials have
antimicrobial properties. The initial concentration of nanomaterials present in wastewater
or sludge may be low, but the accumulation of the nanomaterials in the wastewater stream
and returned sludge could become problematic. It is also possible that the increased con-
centration of toxic nanomaterials could crash the WWTPs by killing the microorganisms
essential for Biological Oxygen Demand (BOD) reduction.

Deeper understanding of the scale of environmental releases, and therefore potential
environmental health concerns is limited by the lack of consistent reporting of production
quantities. While some efforts are being made by organizations such as the environmen-
tal protection organization (EPA) (premanufacture notifications (PMNs) and significant
new use notices (SNURs)) more robust regulations and requirements on the reporting of
production are needed to assess the true risk of nanomaterial production [267].

Once products are sold to consumers further human and environmental exposures are
possible. Nanomaterials are already widely applied in commercial products such as appli-
ances, agricultural products, construction materials, cosmetics, foods, beverages, medical
devices, and drug products [268,269]. As these products are used, they degrade, releasing
nanomaterials into the surrounding environment [270,271]. Once in the environment these
nanoparticles, which are often engineered, persist much longer due to the modifications
(capping, functionalization, etc.) used to stabilize the particles [272]. In general, the utiliza-
tion of biosensors for point-of-care, laboratory detection, and clinical diagnostic purposes
poses limited risks. However, implantable biosensors could pose more significant risks
associated with their biocompatibility and toxicity with the biosensor materials. While
several countries and institutions are attempting to establish regulatory frameworks, global
regulations regarding nanomaterials in consumer products are lacking [268].
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Nanomaterial waste from nano biosensors can also originate from the disposal of spent
devices in landfills and the leachates associated with such a disposal method. Leachates
containing nanomaterials can be generated from solid waste landfills, which could directly
affect both the aerobic and anaerobic processes of WWTPs. Taylor et al. investigated the
impact of three copper particles, micron-, and nanoscale Cu particles, and a nanoscale
Cu(OH)2-based fungicide on the function and operation of a model septic tank. The
results indicated that systems exposed to the three Cu particles caused distinct disruptions
in septic tank function. Temizel et al. (2017) studied the effect of nano-ZnO on biogas
generation from simulated landfills over one year. They demonstrated up to 99% of nano-
ZnO was retained in the waste matrix, leading to a decrease in biogas production of
15% [273]. Incineration is one of the important strategies for sewage sludge management.
The potential for air pollution due to aerosols generated during wastewater treatment and
incineration could also pose risks to the environment and human health.

To mitigate possible risks associated with the disposal of nano biosensors, methods
for reuse and recycling should be explored. Traditional techniques for the recycling of
nanoparticles include separation techniques such as centrifugation and solvent evapora-
tion. However, these techniques are energy intensive. Alternative methods include the
application of molecular antisolvents, pH or thermal responsive materials, and magnetic
fields [274]. In batteries the successful recovery of nanomaterials has already been demon-
strated at the benchtop level for nanomaterials such as Zn and ZnO nanoparticles and
Graphite-polyaniline nanocomposites via Inert gas condensation (thermal) and vacuum
separation, Hydrometallurgy and liquid-liquid extraction, and Oxidative polymerization
and Precipitation [275]. Barriers to the effective recycling and reuse of nanomaterials arise
in a lack of guidelines and strategies for the recovery and reuse of nanomaterials [274]. As
researchers and regulatory bodies work to establish practical strategies and guidelines the
development of reusable biosensors should be prioritized [276,277].

Strategies to reduce and control the toxicity on nanoparticles are also needed to manage
the negative impacts associated with exposure. Current strategies include the coating and
encapsulation, loading, grafting, and doping of nanoparticles [278,279]. The development
of new strategies requires further research into the mechanisms of nanoparticle toxicity. As
discussed herein nanomaterials suitable for the fabrication of biosensors have associated
scales of toxicity. Greater understanding of these factors can be leveraged to develop
targeted strategies to modify nanoparticles used in the fabrication of biosensors.

5. Conclusions

Herein we discussed toxicological factors in the context of nanomaterials used in
biosensors development to foster connections between the domains of biosensors develop-
ment and human and environmental toxicology. In our literature review, we discovered
general agreement concerning the factors most influential to nanoparticle toxicity (material
composition, dimensionality, concentration, bioaccumulation, biomagnification, surface
chemistry, and transformations). However, we found little consensus on the potential
negative impacts on human and environmental toxicity. While the literature on the en-
vironmental and human health effects of individual nanomaterials is plentiful, there is a
lack of standardization in approaches, which we believe contributes to the heterogeneity
of toxicological outcomes. For example, we observed several studies which examined
the influence of one or two factors (e.g., size and shape) but failed to control for other
factors, such as charge or surface modification. Furthermore, we observed variations in
methodologies (e.g., administration routes, media, and model organisms) across studies.

This lack of consensus and standardization creates a roadblock to the responsible
scale-up of biosensors which must be mitigated to ensure these toxic effects are avoided.
Mitigation could be achieved by adopting a holistic transdisciplinary and precautionary
ethic such as the One Health approach. Broad collaboration among scientists and engi-
neers in the domains of biosensor development, environmental toxicology, and human
health is necessary to correctly identify and responsibly balance the risk of nanoparticle
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toxicity with the benefits of high-performance biosensors, especially in the development of
biosensors that utilize alloys and nanocomposites which have received less consideration
in toxicology research. Efforts such as those taken to increase comparability in studies
across environmental media (aquatic testing, soil and sediment testing, biological testing,
engineered systems testing, and product matrix testing media) are useful in the movement
towards methodological and reporting standardization [280].

Databases describing physicochemical characteristics of nanomaterials and their envi-
ronmental and human health risk and safety characteristics are available for researchers in
biosensor development. Eight of these databases are well described in the recent publica-
tion by Ji et al. (2021). For example, there is caNanoLab (https://cananolab.nci.nih.gov/
accessed on 2 November 2022), for the nanomaterials used in biomedicine and this
database is supported by the National Cancer Institute of the U.S. National Institutes
of Health; eNanoMapper (https://data.enanomapper.net/ accessed on 2 November 2022)
includes information on the nano safety assessment; there is also PubVINAS database
(http://www.pubvinas.com/ accessed on 2 November 2022) for modeling of nano biologi-
cal activities. The prototype of the Nanoparticle Information Library (NIL) can be found at
https://www.cdc.gov/niosh/topics/nanotech (accessed on 2 November 2022) [281].

Notwithstanding the beneficial applications of nanostructured biosensors, industrial
production of these materials may eventually lead to dangerous consequences if the prod-
ucts that contain them are managed with the conventional end-of-life approach, thus
leading to persistent pollution problems analogous to the worldwide contamination with
microplastics and PFAS, among others. As we work to understand the toxicity of nanopar-
ticles utilized in biosensors, a circular approach to their development, use, and disposal are
wise to limit the unmanaged human and environmental exposure of nanoparticles.

Supplementary Materials: https://www.mdpi.com/article/10.3390/bios12121082/s1, Table S1. List
of commonly used nanomaterials in biosensors development. Each nanoparticle category is associated
with a non-comprehensive set of biosensing applications, as well as their reported properties for
enhanced device performance, and detection modes.; Table S2. Studies on the toxicity of 0-D, 1-D,
2-D, and 3-D nanocarbon materials in zebra fish (Danio rerio) embryos.; Table S3. Studies on the
size-dependent toxicity of nanometal, nanometal oxide, and nanocarbon materials used in biosensing.
Studies, where smaller-sized nanomaterials induced higher toxicity, are labeled ↓ size = ↑ toxicity
while studies, where larger-sized materials induce higher toxicity, are labeled ↑ size = ↑ toxicity.
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