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ABSTRACT

Because noise is inherent to all measurements, optical communication requires error identification and correction to protect and recover
user data. Yet, error correction, routinely used in classical receivers, has not been applied to receivers that take advantage of quantum
measurement. Here, we show how information uniquely available in a quantum measurement can be employed for efficient error correction.
Our quantum-enabled forward error correction protocol operates on quadrature phase shift keying (QPSK) and achieves more than 80 dB
error suppression compared to the raw symbol error rate and approximately 40 dB improvement of symbol error rates beyond the QPSK
classical limit. With a symbol error rate below 10~ for just 11 photons per bit, this approach enables reliable use of quantum receivers for
ultra-low power optical communications. Limiting optical power improves the information capacity of optical links and enables scalable net-
works with coexisting quantum and classical channels in the same optical fiber.

© 2023 Author(s). All article content, except where otherwise noted, is licensed under a Creative Commons Attribution (CC BY) license (http://

creativecommons.org/licenses/by/4.0/). https://doi.org/10.1116/5.0164396

I. INTRODUCTION

The exchange of physical states and their measurement are
required for any communication. The trade-off between the amount
of physical resources used and the chance of erroneous transmission is
fundamental, owing to the nature of measurement. In the absence of
error correction mechanisms, reliable communication requires signiﬁ-
cant energy and bandwidth use. A quantum measurement can reduce
the symbol error rate (SER) beyond what is possible with classical state
identification, particularly when faint states of light are used for com-
munication." The SER is commonly defined as a ratio of the number
of state identification measurement outcomes resulting in the wrong
state (symbol) to the total number of states (symbols) transmitted to
the receiver. Here, we show that error correction also can be enhanced
by taking advantage of quantum measurement.

A significant research effort in quantum-enhanced communica-
tions is ongoing, and experimental results demonstrate error rate sup-
pression below the classical shot-noise limit (SNL). These
experiments” ' achieved below the SNL symbol error rates with the
optical signal energy of just ~ one photon per bit at the receiver. This
result is impressive from a fundamental point of view. Yet, error rates

at this input energy are too high for practical use even with the quan-
tum enhancement. One of the ways to reduce the error rate is to
increase the power of the optical carrier. Unfortunately, higher power
often results in saturation of quantum receivers due to experimental
deficiencies such as imperfect displacement to a vacuum state. We are
aware of one experiment that extended symbol error rates below the
SNL for input signals with energies of up to ten photons per bit. In
that work, a raw symbol error rate of ~z3 x 1077 was achieved using a
photon-number resolving receiver,"” but there is still a significant gap
between the demonstrated SER and the fundamental quantum bound.

In this work, we implement a different approach: we combine
multiple symbols, each containing just one photon per bit, into a code-
word. In our recent work,"* we introduced the concept of confidence a
posteriori probabilities (CAPPs) and identified their fundamental
properties. Here, we expand forward error correction (FEC), an insep-
arable part of classical communication,"” for quantum receivers and
experimentally demonstrate that CAPPs improve the performance of
forward error correction codes. To take advantage of the continuous
quantum measurement, we analyze properties of CAPPs beyond.'*'*
Multiple different quantum-enabled forward error correction
(QEFEC) codes were tested, and underperforming ones were rejected.
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We report on error-correcting protocols with the best SER scaling
with symbol energy to our knowledge. To this point, our protocols
yield a record low symbol error rate of 10~°, approximately 40 dB
below the quadrature phase shift keying (QPSK) classical error limit
for 11 photons per bit at the receiver. Interestingly, the use of
quantum-enabled FECs yields better results with quantum receivers
than merely increasing the input energy."”

Il. METHODS

Consider a single-shot state identification where only a single
copy of the input state is available. In this experiment, we employ
quadrature phase shift keying (QPSK), where each symbol encodes
log,4 = 2 bits. The QPSK alphabet consists of four coherent states
|ot) with the same mean photon number 1 = |a|* = |a,,|*, and com-
plex parameter o, = |o|e"™"/?, where m € {0,1,2,3}. Symbols are
encoded as flat-top laser pulses.

Usually, state identification measurement is comprised of inter-
fering the input signal with a local oscillator (LO) and detecting the
resulting signal (homodyne or heterodyne detection). In contrast, in
experimental implementations of quantum receivers, the adaptive LO
is used.” "% 1012131917 The quantum receiver,”'® which we developed
and utilized for experimental measurements, continuously measures
photon detection times and updates the local oscillator state upon
photon detection. Continuous measurement for photon counting was
introduced in Ref. 18. The theory of the continuous measurement
used in this manuscript is published in Ref. 14. The continuous mea-
surement yields a continuum of outcomes—CAPPs for each symbol.
The measurement record that contains displacements applied at each
time and timestamps of each photon detection is obtained, and the
corresponding Bayesian probabilities are computed for each possible
input state. All components of the CAPP vector will be used by our
error-correcting algorithms.

In our quantum receiver, an adaptive algorithm finds the LO that
displaces an input state to vacuum (produces destructive interference),
and a single-photon detector verifies the displacement. Ideally, if the
LO matches the input, no photons reach the detector. Otherwise, the
displacement at the beam splitter will result in a higher probability to
detect photons at the output. The detection of a photon indicates that
the LO and the input are not matched. Therefore, the longer no pho-
tons are detected, the higher the chance that the LO matches the input
signal, which can be expressed as a Bayesian probability. If a photon is
detected, most probably the current LO did not match the input, so
the new LO is identified. We employ Bayesian inference to identify the
most likely state and calculate the likelihood of each communication
alphabet symbol using the measurement record consisting of the his-
tory of previously applied LOs and photon detection times™ (also see
the video description of the algorithm'”). Then the new LO is switched
to the new most likely input state. At the end of the signal pulse,
CAPPs are the set of a posteriori Bayesian probabilities inferred from
the adaptive measurement. An example of one identification measure-
ment is shown in the inset of Fig. 1 to illustrate the algorithm and it
includes a measurement record and corresponding CAPPs. In the
naive use of CAPPs, only the state with the highest probability is used
as a state identification outcome. We have shown'" that these proba-
bilities give more complete information about the measurement. In
this work, we show that the information contained in CAPPs can be
efficiently used for quantum-enabled error correction.

ARTICLE pubs.aip.org/aip/aqs

Figure 1 identifies relevant blocks of the time-resolving quantum
receiver experimental testbed; the complete experimental setup can be
found in Refs. 8 and 20. The field-programmable gate array (FPGA)
generates RF pulses at ~80 MHz to prepare the optical states for both
signal and LO arms of the testbed, runs the quantum state identifica-
tion algorithm, and computes CAPP values for each received symbol.
The quantum state identification is based on a displacement of the
input optical signal that occurs ona Z : 7 ~ 1 : 99 fiber beam split-
ter (FBS). The displaced state is measured with a single-photon detec-
tor, here a commercial superconducting nanowire single-photon
detector (SNSPD) with high detection efficiency and low dark count
rate operating at 800 mK.

The measured mean photon number of the input state is two
photons/pulse, and the LO is ~100 times stronger than the input state
before the beam splitter. The symbol duration is T = 64.4 us; how-
ever, we further normalize it to a unit length T'=1 because the actual
duration of the signal pulse is not relevant to the results of this work.
The measured visibility of the interferometer is 99.4%. The system effi-
ciency is 88.5(5)%, which includes propagation loss of 7.5(2)% and
detection efficiency of 95.7(5)%, where the uncertainties are mainly
due to the statistical uncertainty of calibrating the attenuators (see Ref.
20 for details).

To simplify the testbed, we use the same personal computer (PC)
and field-programmable gate array (FPGA) to encode, send, receive,
and analyze the user-defined data. To develop and test error correction
protocols, we experimentally prepare, send, and receive a data
sequence that contains more than 10® symbols. We ensure that each of
the four possible states of the QPSK alphabet is used an equal number
of times in the data sequence to ensure that all the QPSK states are
equiprobable. We collect experimental data for this sequence, which
consists of state identifications (successful and unsuccessful) and asso-
ciated CAPPs. To test quantum-enabled forward error correction pro-
tocols, we generate all valid codewords using symbols obtained in the
experiment (i.e., with state identification errors due to measurement)
in a cycle. Then we calculate the SER of the QEFEC protocol as the
number of errors in transmitted information symbols not corrected by
the FEC protocol divided by the total number of information symbols
encoded in codewords used in the protocol test. For this last step, we
find the number of errors by comparing the sent and received datasets
after codewords are decoded.

lll. RESULTS

In the case of the M-PSK modulation, the SNL takes a simple
analytical form”' as a function of average number of photons 7,

Q 1 [0 Tl/M il 2
pSNL (n)=1- —J J elre’ =l rdrd0,

error
TTJo J-n/Mm

where M = 4 for QPSK. In our experiments, we obtain below the shot-
noise limit symbol error rates’ ' with the input energy of just ~~ one
photon per bit. The raw experimental SER at that input energy is
about 8%, i.e., below the classical SNL.

Here, we take advantage of additional information about the
input state available through a continuous quantum measurement to
develop and test a practical error correction protocol. Particularly, we
combine multiple symbols into codewords and use the CAPPs
obtained for each symbol'* to correct communication errors. The idea
of supplementing FEC with CAPPs is agnostic to a modulation
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Fic. 1. Schematic of the quantum receiver testbed. The LO is combined with the signal on a 1:99 fiber beam splitter (FBS) that is almost transparent for the signal light. If
the LO is in the same state as the input, it will displace the signal to the vacuum state. A superconducting nanowire single-photon detector (SNSPD) is used to detect pho-
tons. Data can be encoded and transferred to a field-programmable gate array (FPGA). The FPGA controls a signal preparation module that encodes information by modu-
lating the laser light. The same FPGA receives and processes information from single-photon detections and controls a local oscillator (LO). The FPGA retains
measurement records and computes CAPPs for each input symbol. These data are transferred to a PC and used to develop and test forward error correction (FEC) strate-
gies. Inset: Example of a measurement record and corresponding CAPPs for a case of communication alphabet consisting of four symbols. In this example, the receiver first
probes state “01.” The LO state is only changed when a photon is detected. The first photon is detected at the time t = 0.4T, the receiver switches LO to the next state
“11.” At t = 0.97, the second photon is detected, and the receiver switches to the next state “10.” No more photons are detected. Only two detections have occurred; there-
fore, only three out of four states were tested. Particularly, the state “00” was never tested. Because the state “10” was only tested for a short period of time (1/10 of the total
pulse duration T) and no photons were detected, the receiver did not have enough time to distinguish the “10” state from the “00” state with high confidence. In contrast, test-
ing states “11” and “01” resulted in photon detection, making these states highly unlikely. Thus, both states “00” and “10” have high a posteriori probabilities (confidences) at
the end of the measurement.

the symbol is received separately. If the correct received symbol is identi-
fied by simple voting, a decoding error often occurs because the reliabil-
ity of each symbol identification is not considered. Here, we show
that decoding errors can be reduced by supplementing each mea-
surement outcome with the CAPP vector obtained from the quan-
tum measurement. Indeed, by comparing products of confidences

scheme and can be applied to any practical quantum state identifica-
tion method.

A. Direct demonstration of quantum measurement
advantage using repetition error correction code

92:80:€T £20¢ 19qwsdeQ 02

First, we intend to demonstrate that CAPP data available for each
measurement enhance error correction. Indeed, it was shown that
CAPP values that are single-measurement-based estimates of Bayesian
probabilities are in good agreement with ensemble-averaged
Kolmogorov probabilities.” As such, CAPPs contain useful information
about how trustworthy each individual measurement outcome is. To
demonstrate such an advantage directly, we analyze the simplest repeti-
tion code'” with and without the use of CAPP data. As follows from its
name, the repetition code repeats an information symbol; each copy of

for all possible measurement outcomes significantly more errors can
be corrected. We use an example of a binary alphabet for the sim-
plicity of the concept illustration. We consider a hypothetical out-
come of the repetition code where the same symbol was sent five
times. In Fig. 2, we show a typical scenario where a simple voting
strategy leads to an error. In contrast, the inclusion of CAPP infor-
mation, a continuous output of the otherwise discrete state identifi-
cation problem, correctly identifies a transmitted state for the same
hypothetical measurement outcomes.
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Co nfl d ence Fic. 2. Comparison of the confidence vot-
. 3% ing strategy and the simple voting strategy
Vot| g] g for the repetition FEC code. A hypothetical

binary alphabet (gray or white) is used for

simplicity, and the gray state was sent. In
97(y this case, quantum measurement yields
Y two CAPP values for each received sym-

bol. The confidence voting relies on the
estimated probability to obtain each of the
possible codewords using CAPP data.
PP Then the cumulative estimated probability
Omittin g for the codeword yields the gray state with
. 97 % confidence. In a simple voting strat-
co nfldences egy, only the measurement outcome with

Winner-ta kes_ the highest confidence is preserved after

each state identification. Because confi-

H [r— dence information is ignored, the winner

a” VOtIng state is selected by plurality. The out-

comes considered here show that pre-

ERROR serving confidences for each transmitted

symbol allows one to correct an error,

while simple plurality voting leads to the
decoding error.

—

In Fig. 3, we illustrate the experimental performance of FEC photon per bit), but the cumulative energy of repeated symbols
strategies considered in this work. The naive, simple vote repetition grows faster than the observed reduction in SER when compared to
coding improves the symbol error rate (SER) but does so rather the ideal classical receiver. In contrast, the single-shot CAPPs, avail-
inefficiently (blue dots). Indeed, the raw received data (green dot) able from the quantum measurement, significantly improve SER

has the SER below the QPSK shot-noise limit (SER ~8.3% at one when used for error correction. Therefore, in a head-to-head

; ---- Repetition
10 --»-- Repetition+Confidences
--+-- Multisymbol+Confidences
-»-- "BS Confidences + "Multisymbo
10—4 - - .
o
[T
%)
107} Ty s
al //’77/'1‘
-10
10 0 2 4 6 8 10 12
photons/bit

Fie. 3. Reducing symbol error rate using naive and quantum-inspired forward error correction protocols and a comparison to the PNR quantum receiver.'” Green filled circle
shows raw experimental SER. The use of auxiliary symbols in FEC codes results in a higher number of photons required to transmit a bit of information for longer codes,
because the auxiliary symbols are redundant from the point of information. Note that best error correction protocols use single-shot accuracies (CAPP vectors) obtained from
the quantum measurement. Green diamonds: each QEFEC code used all the experimental data points one time only to construct and test codewords, in this case, the lowest
measurable SER is >10~%. We demonstrate the SER improvement of 26(1) dB compared to the QPSK classical shot-noise limit, achieved at seven photons per bit. Red trian-
gles: QEFEC codewords constructed by randomly drawing experimental data points until at least three errors occur (labeled as BS for data bootstrapping). The best SER
improvement is 40(3) dB below the QPSK classical shot-noise limit, achieved at 11 photons per bit. Yellow points: experimental SER values from Ref. 13. Dashed lines are
guides for the eye. Error bars represent one standard deviation calculated as a square root of the number of observed errors.
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comparison of decoding the same repetition code, the strategy
which uses the maximum cumulative confidence derived from
CAPPs provides better performance (orange squares) than the basic
“winner takes it all” voting strategy.

B. Quantum measurement advantage using advanced
error correction codes

Second, we identify a set of more advanced error correction codes
with improved performance. In particular, we build codewords carry-
ing multiple information symbols supplemented with auxiliary sym-
bols. Auxiliary symbols include the result of logical operations, such as
bitwise inversion and bitwise XOR, applied to information symbols.
Bit values can be assigned in various ways to each of the alphabet
states, for example, see the color-coded constellation of QPSK states in
the upper left corner of Fig. 4. Other auxiliary symbols used are
“physically” distant states (for QPSK, these are states shifted by phase
7 from the information symbols). An example of the advanced error
correction code is presented in Fig. 4. This code uses three information
and nine auxiliary symbols. In this example, for QPSK modulation,
each information signal can be in one of the four coherent states with
phase shifted by 7/2, which corresponds to the total number of valid
codewords 4> = 64. To find the energy efficiency of the FEC, notice
that each codeword contains 3 log,4 = 6 bits of information and con-
sists of 3 +9 = 12 symbols. In the experiment, each symbol corre-
sponds to a coherent optical state with an average energy of two
photons (one photon per bit), and therefore the optical power at the
receiver remains constant for all the error correction codes considered
in this work. However, auxiliary symbols in the codeword are derived
from the information symbols and therefore they are redundant and
do not add to the number of bits of transmitted information. Thus,
codewords in the example consist of 12 symbols, where each symbol is
a coherent optical pulse with two photons on average, and the code-
words contain 6 bits of information. Therefore, a reduction in the error
rate does not come for free with the FEC: the energy consumption of
the corresponding QEFEC is four photons/bit (12 symbols x 2

“

01
0 (8-
n

ARTICLE pubs.aip.org/aip/aqs

photons/symbol/6 bits =4 photons/bit), four times greater than the
raw experimental energy consumption for a single symbol.

Here, we test FEC codewords that can be built by adding auxil-
iary symbols to the information symbols. Auxiliary symbols can be
created by repeating and/or combining different bitwise and/or oppo-
site state operations. See the supplementary material for the full list of
the multi-symbol QEFEC codes used in this work. The quantum
receiver measures and returns the set of CAPPs for each symbol of the
received codeword. Then QEFEC algorithm calculates cumulative
confidences for each possible codeword by multiplying experimentally
obtained CAPPs corresponding to the codewords’ symbols. The code-
word with the highest confidence is considered a correct message.
Each decoded information symbol is compared with the correspond-
ing transmitted information symbol to estimate the SER. As we
increase the codewords’ length, the SER rapidly decreases, Fig. 3.
When we use the experimental data only once to evaluate error correc-
tion performance (green diamonds), we obtain a 26 dB improvement
over the QPSK classical limit when using QEFEC with seven photons
per bit. The overhead associated with each QEFEC code is accounted
for in Fig. 3 as the number of photons per bit used by a code. See the
supplementary material for photons per bit use of all QEFEC codes
shown in Fig. 3. An example of the calculation is given earlier. Note
that a further increase in codeword length leads to even higher sup-
pression of errors, so we ran out of experimental data before a single
error can be identified. The results with zero errors are not shown in
the log scale. Indeed, given the number of experimental measurements
of about 10%, we cannot estimate SERs below 10~* if each measure-
ment result is used only once. To assess the expected error rate of lon-
ger codewords, we draw experimental data randomly and allow the
use of the same points multiple times; this technique is known as boot-
strapping. For this calculation, we require that the algorithm finds at
least three errors and calculates SER by dividing the number of errors
by the number of received data symbols (red triangles). In comparing
a raw SER estimate with the bootstrapping-assisted estimate, we obtain
SERs that are similar (to within the uncertainty range); thus, error esti-
mation is not affected by the method used. Our best result is 84(3) dB

Data: X = {x,, X,, x,}={il, 10, 01}

Fic. 4. An example of a multi-symbol
quantum forward error correction code

| Operations possible in encoder

with three information symbols using a
QPSK communication alphabet. Here,

Bitwise XOR()

Information symbols

Bitwise inversion Inv()

three different operations are used for
auxiliary symbols: bitwise inversion, bit-
wise XOR, and using physically opposite
states. Top left inset: a QPSK constellation
diagram with color-coding and binary val-
ues assigned to different states.

Opposite State Opp()

Codeword: y = x+Inv(x)+XOR(x;, X,)+XOR(x,, X3)+XOR(x,, X3)+Opp(x)

- [ 16 01 [} 01 /10 01 16 01 WM
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below the initial raw experimental SER, and we end up with just three
errors per 10 billion information symbols of user data [see
Multisymbol + Confidences (BS) in Fig. 3]! In comparing our results
with fundamental bounds and prior work, our result compares favor-
ably to a photon number resolving (PNR) quantum receiver for meso-
scopic states of light,"” and our best result is 40(3) dB lower than the
classical homodyne limit for the input states of the same energy.
Additionally, we observed no signs of SER saturation with the total
optical energy per bit, a typical behavior in quantum receivers.

IV. DISCUSSION

In this report, we experimentally implement quantum-enabled
error correction, i.e., where information obtained in the process of
quantum measurement enables efficient error-correcting methods.
We survey different error correction algorithms and verify that algo-
rithms that use CAPP values (uncertainty estimations extracted
from quantum measurement) significantly improve error correction
with QEFEC. To put this result in context, this method enables
using just 11 optical photons at the receiver to communicate 1 bit of
information with the error rate of 3 x 10~°. Currently, orders of
magnitude more photons are required to achieve that level of reli-
ability using state-of-the-art conventional classical receivers. A
receiver reported in this work can be immediately employed for
practical classical communication when a large optical energy is
either not available at the transmitter and/or an optical signal can-
not be tolerated by the optical link. For instance, this technique can
be applied to quantum networks. In particular, it allows clock syn-
chronization protocols (e.g., via White Rabbit ") or auxiliary clas-
sical channels to share the same fiber with quantum channels
without producing any crosstalk. To this end, we estimate that a few
orders of magnitude reduction of energy required at the receiver,
enabled by quantum measurement, translates to a more than two-
fold increase in the maximal link length, especially useful for metro-
politan area quantum networks.”*

To conclude, extra information available in a quantum measure-
ment (single-shot accuracy estimates given by CAPPs) can be practi-
cally used to reduce the physical resource (input energy) requirements
for reliable communications using any encoding modulation. The
most optimal method of using extra information available from the
continuous quantum measurement, however, is currently unknown.
To this end, there exist capacity-achieving error correction codes such
as turbo codes” that can be also supplemented with CAPPs; those
codes are the subject of future research.

SUPPLEMENTARY MATERIAL

See the supplementary material for the table containing all
QEFEC codes tested in the manuscript.
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