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Abstract—In this paper, we present a physical-layer cyberattack
resilient OFDM radar design for automotive applications. A typical
FMCW radar system sends multiple chirp signals in a coherent
processing interval, whereas an OFDM radar sends multiple OFDM
frames [1]. OFDM radar approach has a potential advantage for
automotive applications, which is the use same RF hardware and
bandwidth for both AV radar and V2V/V2X communication [2].
Cyberattack resilience of FMCW radars has been studied in [3], [4],
[5], [6], in this paper we address the same problem for OFDM
radars, propose a new radar algorithm called OFDM-i, and a
cyberattack detector D;. The proposed idea is based on selecting
a fixed percentage of subcarriers as null, and changing these null
bands randomly for each frame. To minimize the impact of this on
range resolution, we also require no more than two neighboring null
bands in each frame. We demonstrate the performance of OFDM-i
both by using simulations, and then using real data obtained from
a National Instruments 39 GHz mmwave system. We also provide
an upper bound for the false cyberattack alarm rate, study the
resilience of the proposed system using a combinatorial analysis,
and then using simulated attacks. Finally, we summarize possible
future research directions.

I. INTRODUCTION

Automotive radars are gaining increasing importance for ad-
vanced driver assistance systems (ADAS) and autonomous vehicle
(AV) applications [7]. Although frequency modulated continu-
ous wave (FMCW) architecture is quite popular compared to
other radar architectures, orthogonal frequency division multi-
plexing (OFDM) radars offer joint radar and communication
capability [8], [9], [2]. OFDM radar algorithms and joint radar-
communication methods have been studied by multiple different
researchers, see [10], [11], [12], [1], and [13], [2], [14].

Physical-layer cyberattacks is an important problem for auto-
motive radars [3], [4]. Cyberattack resilient FMCW designs has
been studied [5], [6], and in this paper we extend these results
for OFDM radars. The high level block diagram given in Fig. 1
summarizes the problem setup considered in this paper. We have
an M dimensional complex (I/Q) vector which is converted to
an /N dimensional vector by inserting zeros at randomly selected
positions. Although two neighboring zeros are allowed, three or
more neighboring zeros are not allowed in the proposed algorithm
to limit effects of interpolation on radar performance. After this
point, we have the standard N subcarrier OFDM modulator on
the transmit (TX) side, and demodulator on the receive (RX) side.
The n and a before the OFDM demodulator represents the noise,
and equivalent attack signal.
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Fig. 1. System block diagram of the proposed attack resilient OFDM radar.

In this paper, we propose an Attack Detector DSP block, i.e.
a detector D; and study its basic properties. We also propose a
simple Radar DSP block based on the OFDM-i algorithm and
analyze its performance using both simulations and experimental
data. However, the communication subsystem and all associated
problems including frame detection/synchronization, and commu-
nication protocols are not addressed.

This paper is organized as follows: In Section II we present
mathematical preliminaries, and in Section III introduce the attack
detector D1, and summarize the proposed OFDM-i algorithm, the
attack detector D;. Simulation results are presented, in Section IV,
real measurements are presented in Section V, and concluding
remarks are made in Section VI.

II. MATHEMATICAL PRELIMINARIES

In this section, we will summarize our mathematical notation
and review some preliminaries from [15] and [1]. The overall
system from the TX to the RX is modelled a transfer function

H(s) = Z aqeihqqu(SL

where each term in the summation represents a reflector in the
environment with a,’s are complex scalars, and L,(s)’s are band-
pass centered around f.. The RF subsystem, EM properties of
the environment, and the antennas define the filters L,(s). In the
following, the radar problem will be reduced to the estimation of
the impulse response of the baseband transfer function Hy(s), or
its discretized version.

Consider the system defined in Fig. 2 with local oscillator (LO)
frequency f., and complex baseband signals in the frequency
range [—B, B]. For the radar component of the joint radar-
communication problem, both RX and TX antennas will be on the
same vehicle, received echos of the transmitted signals (OFDM
symbols) will be used for radar, and local oscillator will be shared
between RX and TX. For a complex baseband signal, s,(t),
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Fig. 2. The physical medium has transfer function H(s), and the LO frequency
is fe.

band limited to [—B, B] with B < f., the passband version,
s(t), will be s(t) = v/2Re (s, (t)e??™f<t). Fourier transforms of
continuous time signals are denoted in capital letters, and we have
the following equations for the baseband and passband signals,

Sp(f — SH(—f—
sy U =S SpS — f)
\/5
where ST(f) = S(f)Ir+, and Ip+ is the characteristic function
of the set RT, see [15]. For the system shown in Fig. 2, with
xp(t) as the input and y,(¢) as the output, we have

Su(f) = V25T (f + fo),

1
Y = —H, X .
b(f) 7 b (f) X (f)
For a given complex baseband signal, s;(t), we will also define
a (complex) discrete time signal, sq[n] = s,(nT), where T is the
sampling period equal to 1/(2B).
If we assume that L,(s) = 1, we will have

Y(f) = H(H)X(S),

Hy(s) = Ze‘ﬂﬂf@hq 2 a, et
q

If the digital to analog converter subsystem of the transmitter is
using the sinc interpolator, then for the input z4[n] = d[n], we
will have xy,(t) = sinc(¢/T'), where T' = 1/(2B), and

w(t) = 3 eI P, sine((t — hy)/T).

q

If we simply look at the sampled version, yg4[n] = y,(nT'), can we
detect all reflectors, and estimate their radar cross section simply
from this discrete-time impulse response? For H(s) = e~ "a*,
we expect yq[n] = d[n — n,| where n, ~ h,/T but depending
on the exact value of the ratio, hy/T, y4[n] may have a very
small main lobe, and much smaller side lobes. Sampling 7 (t) =
yp(t —T/2) + yu(t + T/2) or sampling at a higher rate may be
used to mitigate this problem.

A detailed discussion of performance metrics of OFDM
radars, range/velocity resolution, and maximum unambiguous
range/velocity is available in [1].

III. PROPOSED METHOD AND MATHEMATICAL ANALYSIS

In this section, we define the proposed OFDM-i algorithm for
a single coherent processing interval (CPI). Here N represents
the total number of available subcarriers, M is the number of
complex 1I/Q data available for each symbol, and pN is the number
of intentionally unused subcarriers. In a single CPI, we have N,
symbols, CFR stands for channel frequency response, and CIR is
the channel impulse response.

Algorithm 1: OFDM-i Radar Algorithm

Input: 0 < p < 1, and M x N complex I/Q data
Result: Range-velocity heatmap for a CPI

1Set X =[]
2for (i=0; i< Ny i=i+1){
3 Among the available subcarriers, select randomly p/N

of them as extra null carriers, subject to no more

than two neighboring unused subcarriers;

4 Generate the OFDM symbol and transmit;

5 Use the received OFDM symbol for channel

estimation, and interpolate at null carriers;

6 Estimate complex baseband CIR from baseband CFR;

7 Write the estimated complex baseband CIR as the last

row of X; }

Compute 1D-FFT of columns of X;

Optional thresholding, background subtraction. Display
the absolute value in a colormap.
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Fig. 3. For each OFDM symbol, randomly selected fixed number of subcarriers
are not used, and no more than two neighboring unused subcarriers are allowed.

A. Combinatorial Bounds

In this subsection, we derive a lower bound for the number
of possible combinatorial cases with each OFDM symbol having
pIN unused subcarriers with no more than two neigboring unused
carriers. The lower bound is proved to be a large value, which
implies that for an adversarial agent it is very difficult to generate
a nonzero signal which will avoid the same ununsed subcarriers.

Consider N subcarriers, and divide them into pN groups of
size 1/p. Here we implicitly assume that 1/p € Z, and pN € Z,.
If these conditions are not satisfied, then the analysis presented
here will still give some idea but the results will be approximate.
For each group of size 1/p, if the group does not have the
DC subcarrier we can select a single unused subcarrier in 1/p
ways. Therefore, total number of configurations with p/N unused
subcarrier with maximum two neigboring unused subcarriers will

be at least
1 pN—1
Ne > (—) .
p

For p = 0.1, and N = 256, we have No > 10%V—1 > 1024,
and for p = 0.05, and N = 256, we have Ng > 200-05No—1 >
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10*°. Therefore N¢ is a large number, and hence suggests strong
cyberattack resilience of the OFDM-i algorithm.

B. False Cyberattack Alarm Rate

In this subsection, we define an attack detector and derive
an upper bound for its false cyberattack alarm rate. Consider a
random variable YV = Z%::lo y2, with y,,,’s i.i.d. N(0,1) random
variables. The Chernoff bound [16] implies that

Pr(Y >a) <e *“My(s), for se(0,1/2)

where My (s) = (1 —2s)~%/? is the moment generating function
of Y. For a given s € (0,1/2), let z = 1/(1 — 2s) and a = zq.
The Chernoft bound implies

qg—1
Pr (Z yzn > Zq) < zq/2€(1*Z)Q/27

m=0
and for z = 1.5,
1
Pr ( >y > 1.5) < 1079/2116,
q m=0

Let y,,,’s be the real and imaginary parts of the OFDM demodu-
lator at unused subcarriers. We assume that they are i.i.d. N (0, 02)
when there is no cyberattack. We now define the cyberattack
detector

11

N,—1
72N, Z Z PP,

¢=0 k ununsed

Dy =

where P, ; is the measured power of the k™ subcarrier for the
/" OFDM symbol. Note that, this detector is defined for a single
CPI and is equal to the average power for the p/N, N ununsed
subcarriers for N, OFDM symbols, normalized to o2. Using
the Chernoff bound analysis given in the previous paragraph,
the probability that this detector exceeds 1.5 when there is no
cyberattack is really small;

Prp = Pr(Dy > 1.5 | no cyberattack) < 10~ 2PN-No /2116

As a numerical example, consider N, = 128, N = 256, and
p = 0.05. We have 256 subcarriers, only 5% of the randomly
selected subcarriers are intentionally unused for each OFDM
symbol, there are 128 OFDM symbols in a CPI, and

Pr <1079

which is an extremely small probability. This suggests that even a
smaller threshold can be used as a cyberattack detector. Selection
of different thresholds and simulation/experiment based tests are
considered as future research.

IV. SIMULATION RESULTS

In this section, we present simulation results for a 39 GHz
radar system with B = 600 MHz bandwidth. The simulated
environment has a single object (reflector) at location 35 m with
velocity 1 m/s, all with respect to the z-axis.

The following two different radar systems are simulated and
their outputs are compared:

o« FMCW radar with chirp bandwidth equal to B,

o OFDM transmitter/receiver using bandwidth B with 5% of

the subcarriers randomly selected and intentionally not used.

There are total 400 subcarriers, N, = 64 chirps or OFDM
symbols are simulated in a single coherent processing interval,
and coherent processing duration is selected as T, = 1/25 s. The
baseband channel is modeled as a continuous time system with
transfer function

2 —hgs
H(s) = (as)? 4+ 1.5(as) +1 ;e "

where a = 8 x 1079, h, is the round trip delay for the ¢*®
object. During the simulation, the baseband equivalent Hy(s) is
recomputed before each chirp or OFDM symbol is applied to the
channel. The second order low-pass filter is added to capture the
effects of reflection from large surfaces and the spread in round
trip delays.

In Fig. 4, we present comparison of range profiles computed
using FMCW and OFDM-i when there is no cyberattack. As it is

CIR (All normalized)

1 ———— FMCW
OFDMi

———

-10 0 10 20 30 40 50 60 70
Distance (m)

Fig. 4. (Simulation) Comparison of FMCW and OFDM-i radar methods when
there is no cyberattack.

clear from this figure, both range profiles obtained using FMCW
and OFDM-i are quite similar.

For the rest of the simulations, we set SNR = 15 dB, and use
the received signal for an object at 15 m with velocity -1 m/s
as the cyberattack signal. This signal is scaled by asf (attack
scaling factor), and added to the mixer output on the receiver side
to simulate cyberattacks, see Fig. 1. In Fig. 5, the range-velocity
heatmap for a simulated cyberattack is shown. As it is clear from
this figure, the cyberattack signal results an increased background
noise, and this effect is more noticeable for larger asf values.
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Fig. 5. (Simulation) OFDM-i radar range-velocity heatmap for a simulated
cyberattack. On the left, asf=0.1 (weaker cyberattack), and on the right
asf=1.0 (stronger cyberattack).

We now consider the cyberattack detection performance. For
each OFDM symbol, the receiver computes the power of the
received signal at ununsed subcarriers. In Fig. 6, these are given
in (unnormalized form) for each symbol sent during a coherent
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processing interval. It is clear from these figures that, when
there is no cyberattack, i.e. asf=0.0, the detector values are
around 0.3. On the other hand, when there is a simulated weak
cyberattack with asf=0.1, then the detector values fluctuate
around 1. Note that, for as£=0.1, the effect of the cyberattack
signal results almost no noticeable effect on the range-velocity
heatmap, see Fig. 5. Therefore, computing the average power
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Fig. 6. Simulation) Unnormalized detector values vs symbol index. On the left,
asf=0.0 (no cyberattack), and on the right asf=0.1 (weak cyberattack).

of ununsed subcarriers for a single coherent processing interval,
and comparing this average with a threshold, can be used as a
cyberattack detector. This threshold can be determined experi-
mentally, and for this simulated experiment, a threshold value of 1
seems like a reasoanable choice. Lower thresholds will result more
false cyberattack alarms, and higher ones will result less sensitive
cyberattack detectors. The overall design objective is to select a
threshold which will result a low Pp but will detect cyberttacks
before they start to result a noticeable effect on the range-velocity
heatmap. This threshold of 1 is about three times higher than the
detector output when there is no cyberattack, hence Pr is expected
to be low (Further simulations are required to estimate Pr). Yet,
it will be a highly effective cyberattack detector because it will
detect cases similar to the ones shown on the left hand-side of
Fig. 5.

V. EXPERIMENTAL RESULTS

In this section, we present experimental results obtained us-
ing a 39 GHz National Instruments mmwave system. For this
experiment, we have used 256 OFDM subcarriers with a total
of 600 MHz bandwidth. For the sake of simplicity, and since
our focus is on radar, we used no guardbands, and no pilot
frequencies. For the OFDM radar the DC subcarrier is not used,
and for the OFDM-i radar DC subcarrier plus 10% of the 256
available subcarriers are not used. All unused subcarriers are
selected randomly for each OFDM symbol, and the baseband
channel frequency response at unused subcarriers are interpolated
using available data. Authors used MATLAB’s interpl method
to (1) interpolate complex baseband CFR values directly, and then
(2) to interpolate real magnitude and unwrapped phase values, and
observed little difference in between. Higher order interpolation
methods are not tested. As it is clear from Fig. 7, range profiles
obtained using OFDM and OFDM-i seem to be almost the same.

VI. CONCLUSION

In this paper, we have proposed a cyberattack resilient modified
OFDM radar algorithm, and studied its detection performance
and cyberattack resilience. Both simulations and experimental
data suggest that the proposed algorithm performs as good as
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Fig. 7. (Real data) Comparison of OFDM and OFDM-i radars algorithms. Test
equipment is 39 GHz National Instruments mmwave system.

standard FMCW and OFDM algorithms. Cyberattack resilience
is studied first from a mathematical perspective, and an upper
bound is derived for the false cyberattack alarm rate, and a lower
bound is derived for the number possible combinatorial cases.
Simulated attacks are also used to demonstrate the effectiveness
of the proposed cyberattack detector. It has been observed that
even “low” power cyberattacks will be detected well before a
noticeable degradation in the range-velocity heatmap.
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