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Abstract
Artificial intelligence (AI) methods have revolutionized and redefined the landscape of
data analysis in business, healthcare, and technology. These methods have innovated the
applied mathematics, computer science, and engineering fields and are showing consid-
erable potential for risk science, especially in the disaster risk domain. The disaster risk
field has yet to define itself as a necessary application domain for AI implementation
by defining how to responsibly balance AI and disaster risk. (1) How is AI being used
for disaster risk applications; and how are these applications addressing the principles
and assumptions of risk science, (2) What are the benefits of AI being used for risk
applications; and what are the benefits of applying risk principles and assumptions for
AI-based applications, (3) What are the synergies between AI and risk science applica-
tions, and (4) What are the characteristics of effective use of fundamental risk principles
and assumptions for AI-based applications? This study develops and disseminates an
online survey questionnaire that leverages expertise from risk and AI professionals
to identify the most important characteristics related to AI and risk, then presents a
framework for gauging how AI and disaster risk can be balanced. This study is the
first to develop a classification system for applying risk principles for AI-based appli-
cations. This classification contributes to understanding of AI and risk by exploring
how AI can be used to manage risk, how AI methods introduce new or additional risk,
and whether fundamental risk principles and assumptions are sufficient for AI-based
applications.
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1 INTRODUCTION

Risk events involving physical and cyber-infrastructure are
becoming increasingly common and complex. In February
2021, a massive energy, water, and communication infras-
tructure failure in Texas, USA, resulted from a rare winter
weather event. The perfect storm confluence of electricity
grid failure, environmental, social, COVID-19, and political
factors resulted in a humanitarian crisis. Increased eco-
nomic interdependencies across regions and nations have also
profoundly demonstrated the dire effects of disasters on sup-
ply chains. For example, the 2004 Indian Ocean Tsunami
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severely disrupted the production of cars in Japan and cre-
ated a cascade of supply shortfall worldwide (McKenzie
et al., 2014). Similarly, in May 2021, a cyber breach of
Colonial Pipeline led to a widespread fuel outage in the
mid-Atlantic United States, with the potential for massive
shutdowns in the movement of goods, services, and peo-
ple (Sanger & Perlroth, 2021). Furthermore, the May 2021
ransomware attack that caused the shutdown of JBS—the
largest meat supplier in the world—has shown the vulner-
ability of the food industry sector to cyberattacks (Batista
et al., 2021), and a subsequent Kaseya attack has shown
the potential for more widespread outages in infrastructure
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and commerce (Bobrowsky, 2021). While the precedence for
these widespread attacks is apparent, there is potential for
much more disastrous outcomes.

Artificial intelligence (AI) has the potential to be widely
used to manage operations for a variety of systems, such
as infrastructure, cybersecurity, and manufacturing. These
physical, cyber, and cyber-physical systems provide the foun-
dation for functioning societies. Errors or inadvertent misuse
of AI for risk applications of these systems can result in
devastating consequences.

The emerging use of AI has the potential to influence the
likelihood of consequence of risk events for these systems.
However, it is not clear whether AI methods would have
prevented or reduced the consequences of the risk events
described above. Existing research has not yet fully defined
how AI models interact with the ability to manage risk; and
how effective risk principles are when applied to systems
operated by AI technologies. As failures of AI-driven sys-
tems can be severe, potentially exceeding the impacts of other
types of disasters typically studied in the risk discipline, it is
imperative to question and examine this relationship between
AI and risk.

While the use of AI for infrastructure systems is relatively
new and developing, the concept of AI has been in existence
as early as the 1930s. The birth of AI as a scientific method
can be attributed to Turing (1950), as well as the 1956 confer-
ence held in Dartmouth College, where it was more formally
launched (Appenzeller, 2017). The recent popularity of AI
is primarily driven by the increase in technological capa-
bilities, while the algorithms and methods commonly used
by AI have been in existence for decades. As described by
Bini (2018), processing power valued at billions of dollars
in the 1970s is equivalent to relatively inexpensive tech-
nologies today. To date, innovations and applications of AI
methods have become pervasive, notably in the domains of
computing, healthcare, and manufacturing. Despite its ris-
ing utility and popularity, several studies have asserted that
AI remains underutilized and has not yet reached its full
potential (Bhattacharya & Singh, 2020).

The United Nations Office for Disaster Risk Reduction
defines disaster risk management as “the application of dis-
aster risk reduction policies and strategies to prevent new
disaster risk, reduce existing disaster risk and manage resid-
ual risk, contributing to the strengthening of resilience and
reduction of disaster losses” (UNDRR, 2022b). Disaster risk
applications may involve “immediate and localized” events
with varying duration (UNDRR, 2022a). Disaster risk man-
agement is a complex activity with a need for fast analysis,
regional considerations, and network complexities, such as
supply chain implications. Given the automated and data-
centric properties of AI, there is a large opportunity for AI
to be widely used in recent disaster risk management appli-
cations (Sun et al., 2020). However, there is a need for a
framework that can identify gaps and opportunities for using
AI to analyze and manage disaster risk. Novel AI algorithms
coupled with high-performance computing capabilities can
be utilized to more accurately predict the geospatial and
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F I G U R E 1 Comparison between artificial intelligence methods and
risk principles

temporal patterns of disasters as they occur (Van Heteren
et al., 2020). Indeed, a more in-depth study is needed to
explore the potential benefits of more extensive deployment
of AI methods in the field of risk analysis to address the
rising magnitude and severity of natural and human-induced
disasters.

AI consists of algorithms that are implemented using
robust datasets and technologies (IBM, 2022a). In compari-
son, risk is a broader multidiscipline consisting of principles,
methodologies, and application areas (Society for Risk Anal-
ysis, 2018), as shown in Figure 1. The figure shows that AI
methods include subsets of machine learning (ML) and deep
learning. The figure also features the term “disaster risk,”
encompassing both “disaster risk management” and “disas-
ter risk reduction,” which are commonly used terms in the
broader field of risk analysis. Disaster risk is a broad field
containing many mathematical methods beyond the use of AI.
There is growing interest in increasing the overlap between
AI and disaster risk, as represented by the overlap in the AI
and Disaster Risk circles in Figure 1 (Kuglitsch et al., 2022).

More specifically, AI consists of models and algorithms
that can perceive data, such as video, text, and images, and
act to achieve some goal. The subset of ML involves using
algorithms and statistical models to find inferences and pat-
terns from data without explicit instructions. The subset of
deep learning involves using a multilayered approach that
can be supervised, semi-supervised, or unsupervised, lever-
aging artificial neural networks to perform an ML task. In
set-theoretic terms, AI methods are broadly considered to
contain a subset of ML methods, with ML encompassing a
large portion of AI usage. Further, ML contains subsets of
supervised, unsupervised, reinforcement, and deep learning
(IBM, 2022a, 2022b).

This study uses expertise from risk and AI professionals
to understand the main characteristics of a complementary
risk-AI approach that can leverage the strengths of both dis-
ciplines while also exploring future opportunities to increase
the synergy between risk and AI. Using this input, we
develop a framework to understand how to use AI to man-
age risk, what new or additional risk is introduced through
AI methods, and whether fundamental risk principles and
assumptions are sufficient for AI-based applications. This
classification system will help the risk professional identify
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inconsistencies between risk and AI, particularly in devel-
oping new methods and models that leverage AI. There is
a need for a common framework to evaluate whether basic
assumptions are being met in a way that is comparable
to an analysis of assumptions and residuals in a statistical
study.

This study builds on other recent work in the risk disci-
pline. Most notably, Guikema (2020) describes the potential
to leverage AI methods for risk analysis of natural disas-
ters, as well as the associated research needs. This study
further extends and validates the potential opportunities that
can result from the integration of the fields of AI and disas-
ter risk analysis (encompassing not only natural disasters but
also human-induced disasters). There are two significant con-
tributions rendered by the current study, which complement
and extend the findings by Guikema (2020). First, we con-
ducted a literature search analysis to document the different
knowledge domains and application areas associated with AI
and disaster risk analysis. In so doing, gaps and opportunities
are more explicitly discovered at the intersection of AI and
disaster risk topics. Second, the findings from the literature
search enabled the development of a survey questionnaire that
seeks to validate the benefits of synergizing the fields of AI
and disaster risk analysis. As will be discussed in subsequent
sections of this study, a primary criterion for the selection
of the survey respondents is their direct experience and sub-
ject matter expertise in either the field of AI or disaster risk
analysis, or both.

Hence, this study discusses the issues presented above
by conducting the following tasks: Section 2 discusses how
AI methods are used for risk-related applications. Sec-
tion 3 discusses how AI is conceptually applicable for risk
applications; and how risk principles can be applied to AI
methods. Section 4 presents a framework to gauge compat-
ibility between risk and AI, and applies that framework to
a survey of risk and analytics experts. Section 5 discusses
conclusions and opportunities for further research.

2 HOW RISK-RELATED
APPLICATIONS USE AI METHODS

This section describes a literature synthesis of how disaster
risk applications use AI methods. First, we identify the vol-
ume of publications covering topics of AI and disaster risk
by using a query-based keyword analysis. Second, we iden-
tify the topical categories of journals publishing papers in the
areas of AI and disaster risk. Finally, we conduct an AI-based
topic analysis (using a generative statistical model in the natu-
ral language processing domain) of published research article
titles and abstracts to identify the main themes for AI and
disaster risk research. This analysis is limited by the search
engine used, the selected keywords that may not encompass
all keywords used across applications, and does not intend
to substitute a manual review, as could be conducted in a
more formal review paper. Instead, the goal is to provide a
data-driven overview of AI’s use for disaster risk, identify-

ing themes that can be used for the characteristics studied in
Section 3.

A search of academic publications (Web of Science, 2021)
using the query phrases ‘‘artificial intelligence AND disaster
risk’’ yielded 88 records for the years 2016–2021. The num-
ber of records published each year grew from 2 in 2016 to
30 in the first nine months of 2021. Among these records,
most articles were published in the International Journal
of Disaster Risk Reduction (5) and Sustainability (5), with
two publications in Risk Analysis. Other key journals include
Geomatics Natural Hazards Risk (4), Remote Sensing (4), and
Water (4). In terms of Web of Science research categories,
the top three were Environmental Sciences (26), Geosciences
(22), and Water Resources (22). Notable risk-focused publi-
cations include two perspective articles in the Risk Analysis
journal (Cox, 2020; Guikema, 2020) discussing the poten-
tial of AI methods for risk and decision analysis. A primary
benefit of AI was shown in the domain of consequence assess-
ment. Challenges identified for AI included the need for large
volumes of training data, validation, and uncertainty analysis.

Next, a search (Web of Science, 2021) using the query
phrases ‘‘machine learning AND disaster risk’’ yielded 276
records for the years 2016–2021. The number of records
published each year grew from 6 in 2016 to 96 in the first
nine months of 2021. Among these records, most articles
were published in the International Journal of Disaster Risk
Reduction (28), with five publications in Risk Analysis. Other
key journals include Remote Sensing (19), Stochastic Envi-
ronmental Research and Risk Assessment (9), and Water (9).
In terms of Web of Science research categories, the top three
were Geosciences (113), Water Resources (86), and Environ-
mental Sciences (76). The five articles in the Risk Analysis
journal focus on bias correction for damage modeling (Wage-
naar et al., 2021), misinformation monitoring (Hunt et al.,
2020), perspectives on risk analysis for open-world novelty
(Cox, 2020), resilience analytics (Eisenberg et al., 2019), and
prediction of flash flood impacts (Terti et al., 2019).

Finally, a search (Web of Science, 2021) using the query
phrases ‘‘deep learning AND disaster risk’’ yielded 95
records for the years 2016–2021. The number of records
published each year grew from 1 in 2016 to 41 in the first
nine months of 2021. Among these records, most articles
were published in the International Journal of Disaster Risk
Reduction (9), with no publications in Risk Analysis. Other
key journals include Remote Sensing (5), Water (4), and
Applied Sciences Basel (4). In terms of Web of Science
research categories, the top three were again Geosciences
(30), Water Resources (27), and Environmental Sciences (24).

While Risk Analysis journal does not appear in the third
search result above, International Journal of Disaster Risk
Reduction is at the top of all three search results. Remote
Sensing and Water constitute 14.7%–20.2% of records iden-
tified. Moreover, across all search results above, the Web
of Science categories of Geosciences, Water Resources, and
Environmental Sciences collectively comprise 79.5%–99.6%
of records identified. Search results with machine learning
yielding more records (276) than artificial intelligence (88)
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F I G U R E 2 Topic areas for journals publishing risk and artificial intelligence (AI) research (Note: Topics here represent the top 10 Web of Science
categories with the number of records returned under each category)

or deep learning (95) possibly suggest a more prevalent use
of machine learning in the disaster risk literature.

In contrast to 88 records that were returned with the
search query ‘‘artificial intelligence AND disaster risk,’’
results using a broader search query ‘‘artificial intelligence
AND risk’’ yielded 4379 records for the years 2016–
2021. This significant increase in records suggests broader
use of the artificial intelligence terminology in the over-
all risk literature. Figure 2 presents the top 10 Web of
Science topic categories for journals publishing risk and
AI research for the years 2016–2021. The results show
that much of the research is categorized under computer
science and engineering domains, emphasizing healthcare
applications. The journals publishing this work also indicate
the healthcare emphasis where the top 10 (by frequency)
venues include Artificial Intelligence in Medicine, Journal
of Medical Internet Research, International Journal of Envi-
ronmental Research and Public Health, and Frontiers in
Oncology.

Following the query-based keyword analysis, we con-
ducted a topic analysis with published research article titles
and abstracts at the intersection of AI and disaster risk.
Using the methods of natural language processing, the Latent
Dirichlet Allocation (LDA) is a broadly used generative
probabilistic model. LDA uses Dirichlet and multinomial
distributions to estimate the probability distribution of a doc-
ument corpus over latent topics (Blei et al., 2003). A key
assumption is that text documents are considered as a mixture
of topics, each of which are defined by a distribution of terms.

Mathematically, defining a word w as a discrete data item,
a document as a sequence of N words w = (w1, … ,wN) ,
and a corpus as a collection of M documents represented
as D = {w1, … ,wM} , LDA assumes the generative process
below for every document w in a corpus D (Blei, Ng &
Jordan, 2003):

Step 1: Select N ∼ Poisson(𝜉) with parameter 𝜉;
Step 2: Select Θ ∼ Dirichlet(𝛼) with parameter 𝛼;
Step 3: For each of N words wn:
Step 3.1: Select a topic zn ∼ Multinomial(Θ).
Step 3.2: Select a word wn from p(wn|zn, 𝛽), where 𝛽 is

per-topic-per-word probability.

The goal eventually is to estimate classification proba-
bility (via maximum likelihood estimation) of a corpus, D
over latent topics by multiplying the marginal probabilities
of single documents as:

p(D|𝛼, 𝛽) =
M∏

d = 1

∫ p(Θd|𝛼)

(
Nd∏

n = 1

∑
zdn

p(zdn|Θd)p(wdn|zdn, 𝛽)

)
dΘd .

In this study, we utilized LDA to search, understand, and
organize similar topics within a set of query results from a
large electronic database, such as Web of Science. The LDA
method was implemented using the “topicmodels” package
in open-source R programming language for statistical com-
puting and graphics (Grün et al., 2021; R Core Team, 2017).
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DISASTER RISK AND ARTIFICIAL INTELLIGENCE 1645

F I G U R E 3 Topic analysis (using LDA method) with published articles titles and abstracts related to disaster risk and artificial intelligence (AI) (Note:
Each of the six subplots refers to a topic with top-10 terms or words (y-axis) and beta (x-axis) refers to an estimate of per-topic-per-word probabilities)

While the LDA analysis includes uncertainties in the outputs,
it is used to provide a data-driven understanding of themes
that can be used to define the characteristics presented in
Section 3 of this study.

Figure 3 shows the results of an LDA topic analysis with
88 document titles and abstracts (Web of Science, 2021)
related to AI and disaster risk. Here, we present six topics
with the top 10 words under each topic and their associ-
ated probabilities. Because the LDA analysis did not include
word-stemming, terms like “model” and “models” are treated
as different terms. Note that in this case, each record or doc-
ument is a mixture among these six topics, and each topic
comprises a distribution of terms or words. Synthesizing
unique key terms from each topic, we summarize: Topic 1
with emphasis on risk, modeling and forecasting, and fires;
Topic 2 with emphasis on risk, landslide, bio-disaster, and
human impacts; Topic 3 with emphasis on flood modeling;
Topic 4 with emphasis on data management and AI technol-
ogy; Topic 5 with emphasis on network and system modeling;
and Topic 6 with emphasis on risk, prediction, and droughts.

Figure 4 presents the frequency distribution of the most,
second most, and third most likely topics across 88 doc-
uments. We observe that Topic 4, with emphasis on data
management and AI technology, is most frequent at all likely
topic levels. The next frequent topic in the most likely cat-
egory is Topic 5, with emphasis on network and system
modeling, second most likely category are Topics 2 and

3, with emphasis on flood modeling, risk, landslide, bio-
disaster, and human impacts; and third most likely category
is Topic 6 with emphasis on risk, prediction, and droughts.
Moreover, across 88 documents, we observe diverse ordering
of likely topics estimated for each document (e.g., a publica-
tion titled “Artificial Intelligence and Geospatial Analysis in
Disaster Management” has an estimated likely topic ordering
from most to least likely as [Topic 4, Topic 3, Topic 5, Topic
2, Topic 6, Topic 1] which is consistent with AI and flood
modeling emphasis).

The results above suggest that using document titles and
abstracts, there is a blend of risk and AI terms; however, risk
terms mostly indicate disaster types rather than specific ele-
ments from the risk triplet (Kaplan & Garrick, 1981), and AI
terms indicate the use of data, models, and algorithms but
not specific techniques. We also observe mention of disaster
risk research in the domains of floods, landslides, fires, and
droughts. It can be hypothesized that these types of disasters
may involve a relatively high availability of historical data.
In general, AI methods tend to be more mature for scenar-
ios with high availability of geodatabases (Van Heteren et al.,
2020). This may also be because natural hazards are relatively
more predictable than human-induced disasters.

There was also an unexpectedly low volume of topics
related to terrorism/human-induced/cyberattacks. This could
be hypothesized as resulting from trade secrets held in private
industry or confidential data related to national security. This
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F I G U R E 4 Frequency distribution of most likely topics across documents

is particularly notable for the academic community, as the
innovations may be occurring in isolation from peer review.
There also may be low availability of geospatial data and tem-
poral data for these types of applications. Research on these
topic areas may be primarily in developmental stages. It can
also be observed from the results that the use of AI methods
for disaster risk applications has become more prevalent. In
contrast, the use of risk methods for AI applications is rela-
tively sparse; hence, this provides an opportunity to synergize
the strengths of these two fields.

Overall, the analysis in this section showed a surprising
scarcity in the use of AI methods for broader disaster risk
applications. In particular, there were relatively few arti-
cles using AI to study risk for areas of infrastructure and
commerce, which are areas that can involve catastrophic con-
sequences and would benefit most from an enhanced study
of risk. Thus, there is a demonstrated need for increased
momentum for leveraging a balance between AI and disaster
risk.

3 COMPLEMENTARY
CHARACTERISTICS OF AI METHODS
AND THE RISK DISCIPLINE

This section identifies themes related to the balance between
risk and AI to develop a set of characteristics describing
the use of AI methods for risk applications, how the risk
field can be beneficial for the utilization of AI methods, and
implications for increasing the adoption of AI methods in
risk applications. The characteristics to be discussed in the
following sections are sourced from the literature synthesis

in Section 2, a review of other relevant literature, current
practices in risk and AI, and recent events.

The following sections relate AI and risk. Section 3.1
describes how AI can be leveraged for risk applications,
including elements related to evidence/data and automation.
Section 3.2 describes how risk principles relate to the use
of AI methods, including elements of uncertainty and the
incorporation of domain knowledge. Section 3.3 describes the
implications for increasing the adoption of AI methods in risk
applications.

3.1 AI as a method for risk applications

There are several benefits to using AI as a method for risk
applications. These benefits are as follows:

A1: Leverage evidence/data: AI methods are useful
because they offer fast processing of large quantities of
data. This is important as risk applications are increasingly
based on big data resources (Choi & Lambert, 2017; Nateghi
& Aven, 2021). Tasks that require substantial amounts of
labor can be automated with impressively accurate results.
For example, AI can be used for tasks such as decoding
themes in social media data, monitoring traffic flows, and
balancing electricity supply and demand (Anderson et al.,
2018; Kenyon, 2021; Wolfe, 2017). These types of tasks
require some level of human supervision, but the supervi-
sion occurs at a managerial level. This type of automation
enables effective situational awareness to predict disasters,
manage operations during disasters, and manage recovery
efforts. Guikema (2020) provides a comprehensive discussion
of how AI is used in various disaster risk applications.
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DISASTER RISK AND ARTIFICIAL INTELLIGENCE 1647

A2: Automate difficult and labor-intensive tasks: Tasks that
are repetitive can be outsourced to automation (Chui et al.,
2015). Additionally, AI methods can make these types of
tasks even more efficient and cost effective (Viechnicki &
Eggers, 2017). For example, AI methods for image detection
are becoming faster and more accurate than human abilities.
Consider a healthcare setting in which AI algorithms can
detect certain cancers. This practice could have large impli-
cations for early detection of cancers, quality of care, and
cost effectiveness of care. Also, consider the use of AI meth-
ods for disaster avoidance and response, such as detecting
damage to infrastructures, prioritizing emergency response,
and detecting unsafe conditions in new or dangerous envi-
ronments. For example, recent drone and sensor technologies
have the potential to detect wildfires with 99% accuracy
(Hampson, 2021). As another example, consider the use of
LIDAR and AI algorithms to evaluate road damage and con-
duct optimal routing after a hurricane (Foy, 2020). Thus,
automation has the potential to allow human resources to be
more efficiently dedicated toward tasks of human judgment,
incorporation of values, supervision, decision-making, and
communication.

A3: Use evidence to make objective assessments and
decisions: AI and other algorithmic models demonstrate
objectivity as decisions and actions are based on a set of data-
driven rules and processes. This level of objectivity allows
actions and decisions to be reproducible and transparent,
which can promote trust and acceptance of these systems.
An article by Kuglitsch et al. (2022) proposed a coupled AI
and disaster risk reduction lifecycle framework featuring a
feedback loop comprising data collection, model develop-
ment, and model deployment. While this can be useful in
some contexts, one can question whether a rule-based process
is always the best choice, particularly in situations involv-
ing noncommensurate objectives or situations in which social
issues, fairness, trust, reputation, and other nonquantitative
objectives are critical for decision-making. For example, fol-
lowing much discussion of these issues, there is still no clear
best practice for methods to address bias and fairness (Ntoutsi
et al., 2019).

3.2 Risk discipline for utilization of AI
methods

Using AI to manage infrastructure systems is not without risk.
Overreliance on AI methods can introduce a variety of risk
issues. There continues to be a need for risk principles in AI
applications. The following characteristics demonstrate how
AI and risk can complement each other:

R1: Address uncertainty in analysis: AI methods benefit
from the ability to recognize and embrace uncertainty. For
example, there is a benefit to layering AI models with a
risk management overview, such as in accordance with ISO’s
principle of understanding the effect of uncertainty on objec-
tives (ISO, 2018). This type of judgment forces the users
of AI methods to carefully consider the limitations of the

available data, information not being captured in the data,
and implicit assumptions being used in the AI methods. For
example, because AI models can be self-learning, these mod-
els should consider how the applicability and accuracy of
the methods change when the characteristics of the system
change. The literature review found no systematic standards
for the appropriate level of uncertainty-focused supervision
and human intervention in this type of assessment.

R2: Utilize a holistic risk approach: Within any risk appli-
cation, it is imperative to understand the context (ISO, 2018).
It is possible for overreliance on AI to reduce human super-
vision and judgment opportunities, which may be critical
in surprise or improbable event scenarios. AI-based sys-
tem decision-making can allow for human judgment and
to aid in structured decision-making processes, as seen in
NHTSA’s structuring of levels of automation in vehicles
(Campbell et al., 2018). This type of coordinated AI and risk
hybrid approach can be a new regime in human-automated
decision-making partnerships that can make both the AI and
risk domains stronger, synergistic, and more applicable to
emerging application areas.

R3: Balance domain knowledge and data: AI methods
benefit from improving how to incorporate domain knowl-
edge and data effectively. Data represent a simplification of
conditions, spaces, and environments, and data cannot encap-
sulate all essential aspects of a system. The risk discipline has
emphasized the importance of incorporating varying levels of
knowledge, insufficient knowledge, belief, and expert elici-
tation into quantitative models (Thekdi & Aven, 2016). The
risk discipline has the opportunity to adapt existing principles
to AI methods that are now trusted with performing real-time
analysis and actions.

3.3 Implications for increasing the
adoption of AI methods in risk applications

The increasing adoption of AI has major implications for
the risk discipline. It can be argued that the adoption of AI
methods is introducing new and additional risks to systems
while possibly reducing others, as explained below. The main
themes are as follows:

B1: Balance automation with human supervision: There is
a delicate balance between tasks performed by humans ver-
sus mathematical methods. While progress has been made to
develop AI algorithms that can mimic and even improve the
use of human judgment and decision-making, it is unclear
whether algorithms perform effectively in new or surprising
situations. This was seen in the tragic Boeing 737 Max dis-
asters, resulting from the AI software malfunctioning as it
interacted with damaged sensors (Nicas et al., 2019). There
is potential to use extreme value theory (De Haan & Fer-
reira, 2007) and generative methods (Wang et al., 2017) to
help reveal insights for autonomous operations while using
limited data and partial knowledge of system behavior during
rare events. As a result, analysts can consider the most appro-
priate level of automation. For example, consider the topic
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1648 THEKDI ET AL.

of autonomous vehicles. Autonomy implies that the vehi-
cle can self-correct and self-realize with minimal reliance on
the human. However, there may be a preference to allow the
human to have the ability to override, manage cruise control,
or choose to autopilot, considering the six levels of autonomy
(IEEE, 2021).

It is important to recognize that system designers con-
trol the level of human supervision or autonomy needed for
a system. For example, consider the context of self-driving
vehicles. There may be benefits from having some aspects of
operation be automated while other aspects are controlled by
the drivers. As another example, consider a cyber intrusion
detection system. System designers may prefer not to have
some aspects of the system be automated to ensure there is
some human oversight in case of an attack.

B2: Utilize a stakeholder-based approach to explainabil-
ity: Users and decision-makers may not understand the
mechanics of the AI methods. Knowledge of mathematical
methods, assumptions, and data exist primarily at the level of
mathematicians and programmers. It is the programmers who
are also developing the dashboards and managerial overview
systems, which only share selected aspects of the system and
computations. This type of cultural change is unprecedented.
How does one manage risk using mathematical methods
when the analysts and decision-makers do not fully under-
stand the quantitative elements? This is an underlying issue
that the risk field needs to address. The field can look to the
topic of explainability, which recognizes that different stake-
holders have different needs for understanding these complex
AI models (IBM, 2021a).

B3: Conduct a knowledge-based assessment of whether
relevant factors are reflected in the data: Because AI inter-
prets and acts using data, these methods can only consider
factors within the available data. We can equate nondigitized
information to the risk concept of an ‘‘unknown known,’’
such that knowledge can be known by other systems and peo-
ple but is not understood by AI methods. This could result
from designers of the algorithms not predicting the need to
incorporate some types of data or knowledge or the funda-
mental issue that not all factors can be reflected in a digitized
dataset. Additionally, this type of data can introduce vul-
nerabilities, such as poisoned data or other data integrity
issues.

B4: Support security for systems: There is insufficient evi-
dence to justify whether AI models can be gamed or can
manipulate other systems when used to manage risk, such
as to detect cybercrime (Bilen & Ozer, 2021). Adversarial
machine learning is a method whereby inputs are purposely
developed by an attacker to cause an AI system to commit a
mistake in its classification. For example, AI-driven systems
could do harm when acting without human oversight, poten-
tially causing harm to cyber-physical systems with physical
repercussions (Ring, 2015). As another example, AI mod-
els can contribute to ongoing issues with misinformation,
such as through deep-fake imagery, fake news, or filtering
information in ways that mislead or restrict points of view
(Osoba & Welser, 2017a).

B5: Manage trust and social impact for systems: Because
AI methods are data driven and algorithm driven, there is
varying trust in these systems, which can be attributed to
issues already discussed in this section. In addition, there are
documented issues with AI algorithms exhibiting biases in
ways that can promote discrimination (IBM, 2021b ; Parikh
et al., 2019) and can “punish citizens for crimes they haven’t
yet committed” (Asher & Arthur, 2017). Additionally, like
any model, AI methods can be wrong. These methods can
have false positives and false negatives, with potentially
catastrophic repercussions of those errors. Furthermore, with
inadequate validation by independent reviewers, the analysis
or decisions from these AI methods can be manipulated to
promote the biases of the designer (Shneiderman, 2016), or
cater to the interest of the general public (Chu et al., 2020).
In relation to overall definitions of risk, this issue of trust
can influence abilities to evaluate the strength of knowledge
in relation to a risk characterization, such as in estimating a
likelihood or consequence of a risk event.

B6: Regulate systems: In their current state, public agen-
cies lack “common metrics” to understand how trustworthy
current AI methods are in practice (NSCAI, 2021). While
carefully designed AI-driven systems can be tested for safety
and reliability, there is no guarantee that there is a common
set of oversight and standards. For example, in relation to AI-
enabled autonomous weapon systems, there is a confidence
that nations can be in compliance with International Human-
itarian Law. However, there are concerns over whether all
nations have procedures that are “responsibly designed and
lawfully used” (NSCAI, 2021). As another example, there
are privacy and ethical concerns over how the private sec-
tor may use AI-sourced information (Jeong, 2019) or impacts
general liberties in cases of government surveillance (Osoba
& Welser, 2017b). While overregulation of AI can stifle the
development and innovations in AI technologies (Information
Society Project, 2017), it is apparent that a lack of regulation
has serious implications for risk. In a seminal article, Scherer
(2015) discussed issues with regulating AI (e.g., discreteness,
diffuseness, opacity, foreseeability) and proposed the creation
of an agency to implement a rigid certification process for AI
system development, as well as a liability system for its sale
and use.

B7: Utilize a systems approach for AI-based operations:
There is also a need to recognize that AI-driven systems can-
not be seen in isolation. The future of AI involves AI-driven
systems interacting with one another. It would be assumed
that these interacting systems are built on a common set of
standards for accuracy, precision, and assumptions. Much
like a network model, there is a need to understand the impli-
cations of these interacting AI models on overall system risk,
vulnerability, and resilience. The more AI systems are trusted
to learn and act autonomously, the more these systems can be
high-value targets for security breaches. Additionally, there
may not be clear logic for how and when AI systems acting
in coordination should rely on one another or when one sys-
tem should override another. Similarly, organizations should
have processes for determining when human intervention is
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DISASTER RISK AND ARTIFICIAL INTELLIGENCE 1649

necessary; and train humans to be proficient in intervening in
these situations (Cheatham et al., 2019).

B8: Address causality: The foundation of risk involves
understanding “why.” For example, risk analysts seek to
understand why risk events occur, how causal factors influ-
ence system safety, or why a particular risk management
decision works best for a specific situation. When adopting
AI-driven systems, there may not be an adequate justifica-
tion for why the system behaved in a specific way (Gil &
Selman, 2019). Stakeholders may not easily understand the
AI-system’s explanation of behavior; or in a manner that
aligns with human values, emotions, and reasoning.

B9: Manage legal and ethical implications of systems:
Finally, there is a need to recognize the implications of
AI methods that act in ways that counter the stakeholder
interests. In the case of the Texas infrastructure incident,
the repercussions resulted in a humanitarian disaster. In the
case of drivers trusting AI technologies to manage speed
on roadways, the implications for poorly behaved models
could involve legal and safety consequences. As another
example, consider the Volkswagen emissions scandal involv-
ing the misuse of software. In this case, employees acting
in their professional roles faced criminal charges (Miller &
Matussek, 2018). One can question whether malfunctioning
AI within risk models could have legal repercussions for risk
analysts acting on behalf of their employers. For more com-
prehensive discussions on this topic, see Greenblatt (2016)
and Kingston (2018).

4 A FRAMEWORK TO GAUGE
COMPATIBILITY BETWEEN RISK AND AI

This section leverages the characteristics developed in Sec-
tion 3 to define a framework to gauge the balance between AI
methods for disaster risk applications. Section 4.1 describes
the framework, Section 4.2 describes a data collection exer-
cise for demonstration of the framework, and Section 4.3
presents an analysis of the data collection results.

4.1 Framework

This framework is designed to be applicable for a new, pro-
posed, or maintained AI-driven system tasked with analyzing
or managing risk.

Consider the role of an analyst in choosing the most appro-
priate analytical method. The analyst typically considers
steps related to understanding the context of the prob-
lem, selecting an analytical method, re-evaluating modeling
assumptions, and then implementing the analysis. Figure 5
shows a framework that includes those steps and the addi-
tional step of understanding how the analytical method
aligns with risk principles. Considering the most appropri-
ate mathematical method happens concurrently, or in a loop
manner, with an understanding of how those methods align
with risk principles and assumptions. This framework sig-

nificantly contrasts with practices that consider risk in a
post hoc manner. The following methods will expand on
Steps 2 and 3 of the framework in Figure 5 by gauging
the previously defined characteristics related to the risk–AI
balance.

Based on the discussion in the previous section, there is
a strong argument for AI’s potential to help address disas-
ter risk challenges. However, there is also a need to consider
the new or additional issues that can emerge from the use of
AI. As with the use of any new analytical method, there is
often concern over the adoption. For example, Apostolakis
(2004) describes the phases in the adoption of quantitative
risk assessment. First, the community may be skeptical, then
familiarity develops, and with time, confidence can be built.
One way to develop confidence in a new method is to sys-
tematically understand the positive and the negative features
of the method, with the eventual goal of addressing any nega-
tive features of the method. Thus, we refer to this adaption of
addressing negative features as a “balance” between AI and
disaster risk.

To evaluate this balance between AI and risk, consider
some existing or proposed analytical methods, collection
of methods, systems, or practices utilizing AI methods.
Analysts, decision-makers, or other stakeholders then form
ratings associated with each characteristic presented in Sec-
tion 3. No characteristic is assumed to be relatively more
important than another. There is also flexibility in defin-
ing a rating scale, such as a Likert scale, 1–5 rating, or a
descriptive scale. There is also an option to assign weights to
the characteristics or incorporate the scale into multicriteria
decision-making methodologies. However, for the presented
framework, there is no assumed weighting. Overperfor-
mance for one characteristic may or may not compensate for
underperformance in other characteristics.

This framework can further refine main assumptions and
mathematical procedures with the intent to intervene if con-
cerns arise. If one or more characteristics are poorly rated,
one refers to system managers, owners, and decision-makers
to determine whether an intervention is needed. System man-
agers may choose to intervene using a variety of actions, such
as by changing or adapting analytical methods, changing user
interfaces, or changing the job duties or training for users
interacting with these systems.

This framework can be a component of a more compre-
hensive monitoring and review process that contributes to
continuous improvement and learning from issues that arise
after system implementation. It may be necessary to reg-
ularly re-evaluate systems using this framework as part of
more extensive Enterprise Risk Management activities to
address new technologies, environments, uses, and operating
conditions.

4.2 Data collection and results

To demonstrate the framework presented in Section 4.1, we
consider two different AI-based practices: (1) The current
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1650 THEKDI ET AL.

F I G U R E 5 Basic framework presented to balance disaster risk and artificial intelligence (AI) applications

state of practice for AI and risk, based on recent research,
applications, and recent events, and (2) the future state of
practice for AI and risk, projecting over the next 10 years. To
evaluate these practices, a questionnaire gauged the compati-
bility between risk and AI, using the characteristics presented
in Section 3. Respondents were asked to rate the effective-
ness of each studied characteristic for the two considered
practices by considering (1) the current effectiveness for
each characteristic and (2) the potential effectiveness for
each characteristic. The questions asked were not application
specific. They instead reflected the respondent’s own opin-
ions related to research and practice, thereby demonstrating
how the framework of this study can be applied to various
applications.

The current survey was conducted to elicit information
from experts, and the results offer perspectives from N = 40
experts1. In this survey, the majority of the respondents
(i.e., 80%) have a doctorate degree in a relevant field,
while others have a master’s degree, and the respondents are
categorized as either “Very knowledgeable” or “Extremely
knowledgeable” in at least one of the fields of disaster risk
analysis and artificial intelligence. The respondents come
from diverse sectors, including academia, critical infrastruc-
ture sectors, government, and national laboratories2. The
qualifications and backgrounds of the respondents are suf-
ficient to qualify this study as a suitable expert elicitation

1 A sample size of N ≥ 30, which the current survey satisfies, is fairly common in
statistical analysis. Notably, a sample size of 30 or more often increases the confidence
associated with the survey findings.
2 We adopted a similar approach that was utilized in a study published in the Risk
Analysis journal with fewer respondents (Thekdi & Santos, 2019).

method to generate reasonable findings pertaining to the
potential synergies between the fields of AI and disaster risk
analysis.

Experts rated each characteristic (see Section 3) using an
effectiveness scale of 1–5, with 5 denoting the highest level
of effectiveness. These ratings are not stand-alone measure-
ments, but rather a descriptive rating suggesting that higher
numbers imply a stronger belief about effectiveness. The
general results of the data collection are provided below.
Additional discussion and analysis of this information will
follow in Section 4.3.

Figure 6 shows the current (C) and potential (P) effective-
ness ratings for each studied characteristic. The bottom of
each bar shows the first quartile, the top of each bar shows
the third quartile, the bottom line shows the minimum, and
the top line shows the maximum. Figure 7 shows how the
average current and potential effectiveness compare to one
another. These results indicate a generally strong momentum
toward leveraging evidence/data and automating processes
using AI. However, there is also a substantial deficiency
in enabling AI methods to address risk aspects related to
uncertainty and the balance between domain knowledge and
data.

Table 1 shows the summary statistics for the questionnaire
responses. The column titled “Opp. Avg./Cur. Avg.” shows
the ratio between the opportunity (potential average – current
average) and the current average. The results show relatively
high optimism related to characteristics of B.3: Conduct a
knowledge-based assessment of whether relevant factors are
reflected in the data; B.5: Manage trust and social impact for
systems; and B.9: Manage legal and ethical implications of
systems.
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DISASTER RISK AND ARTIFICIAL INTELLIGENCE 1651

F I G U R E 6 Effectiveness rating for each category, where “C” denotes “current” and “P” denotes “potential

F I G U R E 7 Current and potential effectiveness of each artificial intelligence (AI)–risk balance characteristic

Many of the Opportunity Avg. values are above a value
of one. This suggests a firm belief in the potential for
the use of AI in disaster risk management and vice versa.
However, there is a relatively low Opportunity Avg. related
to R.1: Address uncertainty in analysis, R.2: Utilize a

holistic risk approach, B.4: Support security for systems,
and B.6: Regulate systems. This is concerning, particularly
because both the current and potential ratings are relatively
low. Section 4.3 will further analyze the data collection
results.
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4.3 Analysis of results

The data collection and literature review results show that
despite new and additional risks associated with the use of
AI, there is overwhelming potential for AI as a method for
disaster risk. AI has been and is expected to continue to effec-
tively leverage large amounts of data and automate difficult,
labor-intensive, and even dangerous tasks.

However, there are deficiencies in the ability of AI
to address fundamental principles of risk. There is an
opportunity to consider the following tasks to strengthen
compatibility between risk and AI. There is an opportu-
nity to increase the balance between human supervision and
automation. For example, to address B1: Balance automation
with human supervision, analysts can further investigate the
most appropriate amount of human supervision and explore
the use of pauses to enable human supervisors to oversee
automated decisions and actions. This could also involve
increased training for unplanned scenarios, ensuring humans
are knowledgeable about how to override the system when
problems occur. There is also an opportunity to address R1:
Address uncertainty in analysis. For example, this could be
addressed by further innovations in uncertainty algorithms in
deep learning. From a broader perspective, there is a need for
greater emphasis on understanding causality in modeling and
how that causality integrates into the knowledge assessment
and risk approaches. There is also potential for simulation-
supported AI to study existing and what-if conditions (IBM,
2022c). When addressing B2: Utilize a stakeholder-based
approach to explainability, it should be acknowledged that
analysts may not fully understand the mechanisms of AI
tools. Thus, there is a need to understand how to present
the information to various stakeholders. There is also a need
to address B3: Conduct a knowledge-based assessment of
whether relevant factors are reflected in the data. System
designers and managers recognize a tradeoff between benefits
and efficiencies of automation versus simplifications made
when modeling complex systems. The infamous quote indi-
cates “All models are wrong, but some are useful” (Box,
1979). Finally, there is a need to address B5: Manage trust
and social impact for systems. As with any new technology,
there will be issues with mistrust. It is a healthy and useful
task for developers of new technologies to prove trustworthi-
ness over time. Risk analysts can benefit from regular training
and certification related to new methods and technologies,
which can lead to greater innovations while also addressing
any emerging limitations to those new methods and technolo-
gies. This level of trust-building can permeate into broader
adoption of new methods and technologies, which in turn,
can increase the effectiveness of risk-based decision-making
and communication activities.

Along with the needs described above, there is an oppor-
tunity for the risk field to further adapt to AI’s increased
use and potential. There are potential avenues to improve
the ability of AI-based methods to appropriately consider
risk. For example, consider using domain-aware-AI, allow-

ing analysts to combine domain knowledge to inform model
parameters, developing risk-based methods to learn govern-
ing equations from data (de Silva et al., 2020), and developing
hybrid model-based or model-free approaches. With sparse
data, the risk field can look to new techniques such as domain-
shifting, allowing AI to learn from one domain area and use
insights for another, or Bayesian deep learning.

At a foundational level, there is also a need for greater
emphasis on understanding the integrity of data and evidence.
A complex and tested model is only as reputable as the data
and assumptions contained within the model. Understanding
the relationship between poorly understood AI or ML models
and the need for validation and verification is an essential next
step in using these methods for risk applications (Lathrop &
Ezell, 2017).

The deficiencies presented in these sections serve as a
starting point to guide future risk theory and application.

5 CONCLUSIONS AND
OPPORTUNITIES FOR FURTHER
RESEARCH

This study presented a framework to characterize synergies
and incompatibilities between AI and disaster risk. This study
is the first to develop a classification system for applying
risk principles for AI-based applications, allowing for use
across disciplines, such as business, infrastructure, engineer-
ing, and other analytical disciplines. When this framework is
included in broader Enterprise Risk Management and process
improvement activities, there is potential to make large strides
in promoting the use of fundamental risk concepts within the
use of AI.

The analysis of current literature showed that there is
emerging published research that addresses the use of AI
in broader disaster risk applications, including natural and
human-induced events. For the research that currently exists,
the application areas are primarily in the domains of floods
and other natural hazard applications. There is a large oppor-
tunity to increase attention toward application areas related
to infrastructure and business, as these areas have shown in
recent history to have potentially disastrous consequences.

The analysis also suggests that while AI is being used
to conduct risk tasks, these studies are not primarily being
published in risk journals or are being conducted in pri-
vate industries, independent of peer review in the academic
discipline. One can ask whether risk principles are being suf-
ficiently addressed. There is also a need to recognize that AI
models are often used for the purposes of automating tasks
in as-planned operating scenarios. The study of risk involves
unplanned operating scenarios, suggesting that AI precludes
risk. As discussed in this study, while AI methods can be very
accurate for analytic purposes, they lose accuracy in new or
surprise situations, times at which effective risk management
is most critical. Finally, it is essential to note that aspects such
as the value of lives, health and safety, fairness cannot be
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easily quantified or modeled using AI methods. Therefore,
a risk perspective should be used to evaluate these aspects.

The results also showed that there are serious concerns
over the current status and potential for using the as-
is fundamental principles for risk for AI-based disaster
risk applications. There is an opportunity to innovate the
risk and AI fields by promoting a balance between risk
and AI concepts. There are many unanswered questions
and avenues for further studies. For example, there is an
opportunity to develop guidance for determining the com-
patibility between specific AI-based mathematical models
and risk concepts. There is an opportunity to investigate the
effective properties related to human supervision for risk
studies, such as evidenced by ongoing studies on human
supervision in autonomous vehicles (IEEE, 2021). Similarly,
there is a need to understand effective practices and meth-
ods to address explainability for AI-based risk applications
(IBM, 2021). There is also an opportunity to further explore
the role of knowledge, or lack of knowledge, in assessments
for data-driven applications related to AI.

Finally, the results of the framework demonstration showed
the value of collecting data on the characteristics developed
in Section 3. This information enables system managers to
be guided through immediate needs for system interventions.
The demonstration also showed the importance of including
this framework as part of a more extensive dialogue among
stakeholders. This dialogue can encourage stakeholders to
recognize and address the risk associated with increased
automation, changing technologies, and other uncertainties.
While the demonstration showed that the studied character-
istics might have varying importance for different systems,
the system managers and stakeholders can be included in
those discussions to understand which characteristics matter
the most in particular situations.

The framework of this study, including the characteristics
presented in Section 3, does not necessarily relate only to
AI. They could apply to the use of any new method, such
as related to the QRA adaption described by Apostolakis
(2004). This framework can also be adapted to evaluate spe-
cific AI models as a supplement to the broad characterization
presented in this study.

The framework presented in this study serves as a stimu-
lus for additional research on the balance between risk and
AI. Future work is needed to evaluate this balance using
a more granular perspective. For example, there is a need
to address the heterogeneity in the various AI models and
understand how those models compare with one another from
a risk-based perspective. In addition, those AI models can
be interpreted differently based on the more specific risk
characterization tasks, such as in simulating risk events, esti-
mating probabilities, and estimating consequences (Kaplan &
Garrick, 1981).

The last few years have been tumultuous, with many high-
profile risk incidents, including war, infrastructure failures,
cyberattacks, and riots. These incidents all involve a data
trail that could have been studied using AI models. One can
ask if those AI models could have prevented those incidents,

reduced the impact, or improved resilience for the involved
systems. Likely, the answer is yes. However, because these
events were unprecedented, one can ask if risk principles
would have allowed decision-makers and stakeholders to
more effectively prepare and act.

If AI is trusted to conduct risk activities, there is concern
that these methods are not following risk principles. This
poses one of the largest challenges for the risk field. The
risk field must recognize the use of AI models and adapt the
principles to embrace the characteristics of AI approaches.
There is concern that the risk and AI fields will evolve sepa-
rately, decreasing the visibility of the risk science discipline.
There is an urgent need for the risk field to foster research
on AI topics and encourage greater accessibility of the risk
field to AI applications. Priorities include conducting more
workshops on AI methods and coordinating joint events with
the risk and AI communities. Consequently, the risk field can
modernize and form an “AI-infused risk thinking,” or hybrid
risk and AI process that allows the risk and AI domains
to coordinate efforts, creating a stronger risk-focused
society.

The framework presented in this study offers a starting
point for this AI-infused risk thinking. Now is also the time
for the risk field to act and adapt to this new regime.
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