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Abstract—In this paper, we formulate and solve a two-stage
Bayesian sequential change diagnosis (SCD) problem in a multi-
sensor setting. In the considered problem, a change first occurs at
a sensor and then propagates across the sensor array gradually.
After a change is detected, we are allowed to continue observing
more samples so that we can identify the distribution after the
change more accurately. Our goal is to minimize the total cost
including delay, false alarm, and misdiagnosis probabilities. We
first characterize the optimal SCD rule. Moreover, to address the
high computational complexity issue of the optimal SCD rule,
we propose a low-complexity threshold SCD rule. We further
analyze the asymptotic optimality of the threshold SCD rule. In
addition, we investigate how increasing the number of sensors
can improve the performance of the proposed threshold SCD
rule. Our analysis holds for different sensor array structures,
including linear sensor arrays and 2D lattice sensor arrays.

Index Terms—Change Diagnosis, Quickest Detection, Sensor
Arrays

I. INTRODUCTION

EQUENTIAL change diagnosis (SCD) is a joint problem

of the quickest change-point detection (QCD) problem
[2]-[13] and sequential multiple hypothesis testing (SMHT)
problem [14]-[17]. In SCD problems, the data distribution
will change from f; to one of the I candidate distributions
at an unknown time. The goal of the SCD problem is to
detect the change point quickly and identify the post-change
distribution accurately. The SCD problem has many applica-
tions, including intrusion detection in computer networks [18],
outage detection and identification in power system [19], and
dynamic spectrum access and allocation [20], etc.
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In the one-stage SCD problem studied in [21], [22], the
change detection and identification must be made at the same
time. For the detection task, the goal is to detect the change
quickly. On the other hand, spending more time to collect
more data samples can increase the accuracy of identification.
Therefore, the requirement that the detection and identification
must occur at the same time creates a tension between the
detection and identification objectives. In practice, however,
after we detect the change, we may still have the opportunity to
observe extra data samples, which may help us to make a more
accurate identification decision. In other words, the change
detection and identification do not have to occur at the same
time. This extra degree of freedom provides opportunities to
design new detection and identification schemes to achieve
better performance. In our recent work [23], [24], we formulate
such problems as two-stage SCD problems in Bayesian setting,
provide the optimal and asumptotically optimal solutions, and
prove that the two-stage SCD rule outperforms the one-stage
SCD rule when the detection task is more urgent than the
identification task. The two-stage SCD problems may arise
in many applications. For example, in the structural health
monitoring (SHM) system [25], sensors are used to monitor a
building. When the building experiences a sudden damage, the
SHM system should detect the damage quickly and identify
the type of damage accurately. Typically, the identification task
requires more data than damage detection, i.e., more time
is needed for damage identification than damage detection.
However, the detection task is very urgent because people in
the building can be in great danger. Therefore, a smart SHM
system should allow the identification decision to be made
after the damage detection. In this case, the people can be
evacuated from the building immediately once the damage is
detected. After that, more data can be collected to make an
accurate damage identification. Other examples of such two-
stage situations include diagnosis of intrusions in computer
networks [26], industrial systems monitoring [27] etc.

In our recent work [23], [24], we focus on the case with a
single sensor. To further improve the performance, one could
employ multiple sensors that collect information and send it
to the fusion center, where the detection and identification
decision is made. In this paper, we consider a two-stage SCD
problem in the multi-sensor scenario where there are multiple
sensors monitoring the environment. A change will happen to
the environment at an unknown time. At the change point,
the distribution of the observed signal changes from fj to one
of the I candidate distributions. After the change happens,
it will propagate across the sensor array. Using the observed
information collected by the sensors, the fusion center needs
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to decide two stopping times and one identification decision.
At the first stopping time, the fusion center raises an alarm
that a change has been detected. After that, the sensors can
still collect extra observations to facilitate the identification
task. At the second stopping time, the fusion center makes the
identification decision. It’s worth noting that the detection and
identification stages are not independent, as the end state of
the detection stage is the start state of the identification stage.
Hence the proposed problem is not a simple combination of
a QCD problem and a SMHT problem.

For the proposed problem, we characterize the structure
of the optimal diagnosis rule. The optimal stopping rule is
obtained by converting the two-stage SCD problem into a two-
ordered optimal stopping time problem, which can be solved
using dynamic programming (DP). However, the dimension of
the state space grows exponentially with the number of sensors
and candidate post-change distributions. Thus the complexity
to implement the DP solution is extremely high. To address
this issue, we propose a low complexity threshold SCD rule.
Furthermore, we analyze the performance of the proposed
multi-sensor threshold SCD rule in two different linear array
cases depending on whether the sensor first affected by the
change is known or not. Concretely, for the general case
in which the sensor first being affected by the change is
randomly chosen and unknown, we prove the threshold rule
is asymptotically optimal under some technical conditions. On
the other hand, for the special case in which the sensor first
affected by the change is fixed and known, we prove that
the threshold rule is asymptotically optimal without additional
technical conditions. Moreover, we extend the low-cost SCD
rule to a more general 2D sensor array. In this 2D sensor
array case, the change can happen to any sensor and then
gradually propagate to the surrounding sensors. For this 2D
sensor array case, we also prove the asymptotic optimality of
the multi-sensor SCD rule. In addition, we investigate how
increasing the number of sensors can improve the asymptotic
performance of the multi-sensor threshold SCD rule. Our work
is related to [11], [28], which study the QCD problem under
a multi-sensor setting. However, the identification part, which
is important in this paper, is not considered in [11], [28].

Compared with the our previous works [1], [24], [29], this
paper makes the following contributions. Firstly, [1] focuses
only on a simple case that the change propagates across the
sensor array following a fixed and known order. In this paper,
we focus on a more general sensor array model in which
the change can first reach any sensor in the array and then
propagate to other sensors. Secondly, we provide detailed
proof of the asymptotic optimality of the threshold SCD rule.
The main idea of the proof similar to the proof for the single
sensor case in [24]. However, the most important step of the
proof, the asymptotic analysis of log-likelihood-ratio (LLR)
processes of the sensor array case, is different from the single
sensor case and more challenging. Thirdly, [1] focuses only on
the linear array scenario. In this paper, we also extend the work
to the 2D array case. Fourthly, we investigate the relationship
between the performance of the threshold rule and the number
of sensors in the array. Finally, we provided comprehensive
numerical examples to illustrate the analytical results obtained
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Figure 1: Change propagation model of the linear sensor array

in this paper.

The remainder of the paper is organized as follows. In
Section II, we provide our problem formulation with a linear
sensor array. In Section III, we study the evolution of the
posterior probabilities. In Section IV, we discuss the structure
of the optimal SCD rule. Then we introduce the threshold
two-stage SCD rule and prove its asymptotic optimality for the
linear sensor array case in Section V. Afterward, the threshold
rule is extended to the 2D sensor array case in Section VI. In
Section VII, we investigate the benefit of increasing the num-
ber of sensors. Simulation results are provided in Section VIIIL.
Finally, we provide concluding remarks in Section IX.

II. PROBLEM FORMULATION

To facilitate the presentation and easiness of understanding,
we will first present our work for the linear array case. The
more complicated 2D array scenario will be presented in
Section VI.

In the linear array scenario, there is a linear array of L
sensors monitoring the environment. The L sensors collect
data at each time unit and then immediately send data to
the fusion center for analysis. The observation of the sys-
tem is a stochastic process hosted by a probability space
(Q, F,P). At time k, the observation of the system is X} =
(g1, Tk 2, s Tk 1), Where xy; is the data collected by the
Ith sensor at time k. Let A : @ — {0,1,...} be the time
when an abrupt change happens in the sensing environment
and 0 : Q@ — Z := {1,...,I} be the environment state
after the change. The prior distribution of the change time
is P(A = k) = p(1 — p)*. In addition, we denote Z U {0}
as Zy. After time ), the distribution of the data collected by
each sensor may experience a change from fy to fy. fp can
be one of the candidate distributions {f;};cz. In addition,
F = (Fk)k>o0 is the filtration generated by the stochastic
process {fk}kzl.

A. Change Propagation Model

The change propagation model is illustrated in Fig. 1,
the change will first happen to one sensor in the array and
then propagate to other sensors. In the considered model, the
change times of different sensors may be different. We denote
the time change happen to sensor [ as A\; for all 1 <[ < L.
Let S denote the index of the sensor that the change first
reaches. The prior probability P(S = ) = x; is known. We
denote (K1, Ka,...,KL) as K. As shown in Fig. 1, the change
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first reaches sensor S at time Ag = A, then the change will
propagate to sensors on both sides of sensor S following the
directions S - S+1—---—>Land S - S—-1—--- = 1.
The propagation of the change in the sensor array follows a
geometric distribution, i.e., for ko > 0,

{ Pyt =+ ol = b, = 1] = pa(1 = )i >
P[)\jJrl =k —‘rk‘gl)\j =k1,S8 = ’L} —p2(1 —p2) 20 < 7,

where p; and po are the probabilities of the change propagate
from a sensor to its neighbor at each time step for the two
directions.

B. Observation Model

In this paper, we assume that, conditioned on the change
information, the observations of different times at every sensor
are independent. Concretely, if k& < A, z; ~ fo, otherwise
Zr,1 ~ fo, where 0 € Z. The prior probability of the state after
change is defined as v; = P{0 = i},7 € Z. To simplify the
notation, we express the conditional probabilities as:

{ Pi{-} =P{:|0 =i},
PO} =P{0 =i A=1t},t>0.

Correspondingly, E; and E( ) are the expectations under P;
and IE”(t) In addition, We have the following assumption on

fo and fo.

Assumption 1. For every i € Iy and j € Zy\{i}, we have
(i) 0 < fi(z)/ fi(z) < o0 a.s.;
(i) [(gfii)n s, o)y Ji(@)(dz) > 0.

C. Two-stage Multi-sensor SCD Problem

Our goal is to quickly raise an alarm after the change occurs
and further accurately determine the state 6, based on all the
data samples {)21, X & }- Towards this goal, we employ a
two-stage SCD rule 6 = (71, T2, d) that includes two stopping
times 71, 71 + T2, and an identification decision d. Here, 7 is
the time for the change detection and 7 + 75 is the time for the
identification. Let A := {(71,72,d)|11 > 0,72 > 0,d € Zp}
be the set of all possible two-stage SCD rules. We should
note that if a wrong decision is made at 7, i.e., 71 < A, then
d = 0 is the correct identification as long as this identification
is made before ), i.e., 71 + 72 < A. Besides, the parameters
0y P1> P2, K and {v; }iez are known.

The possible costs of an SCD rule include costs of delay,
false alarm, and misdiagnosis. The delay consists of the
delays in the change detection stage and the distribution
identification stage, i.e. (71 — )4+ and 7o. The expected delay
costs of them are Elc;(13 — A)4] and E[ces], where ¢
and co are per-unit delay costs associated with each stage
and (z);y = max(0,z) for any z. In addition, we define
r := cg/cy as the ratio between per-unit delay costs. A false
alarm is the situation that a change alarm is raised before
A. The expected false alarm cost is E[aly,, <], where a is
the penalty factor of false alarm and 1y, is the indicator
function. Misdiagnosis occurs when a wrong identification
is made, i.e., d # 6. The expected misdiagnosis cost is

E Zq;ezbijl{oo>ﬁ+'rz>)\,9=i,d=j}+b0j1{7—1+7—2<)\,d=j}} for

d = j, where b;; is the penalty factor for wrong decision
d =j when 6 =i and by ; is the penalty factor of the false
alarm of the identification stage. We set b;; = 0 when i = j.
Hence the Bayesian cost function for a two-stage SCD rule
0€Ais

C(6) = IclE (71 = A)4] + c2E[7a] + aE[1 (7, <xy]+

I
> E{ 2 bijlicosr 4> A 0=id=j} T bOj1{7—1+72<>\,d=j}]
j=0

) (M
The goal of the SCD problem is to find an SCD rule (71, 72, d)
that minimizes the expected cost C(9).

III. POSTERIOR PROBABILITY ANALYSIS

Following the main idea of [24], we can solve a two-
stage SCD problem using posterior probability process, I =

(Hko)’ e 7H(I))k>0 € Z, which is defined as
{ 9 = P{A < k,0 = i|F},i € T,
MY = B\ > kA
and
2 (e o,1] 1+1|Z7€IU{0} =1}

Using Bayesian rule, we know that, at any time k > 1, each
component of IT; can be computed as

(Y;i)()217)227--~7
Zjel'o QEC])()217227~-7

%)
%)

) = @)

in which

L
o)) =(1=p) I

l:l

Z/{vlpg

fO xnl
1

7{ nnlfo(fns))

( 1 xm>)wi (k) ® illwns)],

n=maxz(ns,1)

U, (k) = (1 — py)hmtt H H fo(@ne)+

t=1n=1

P i |:(1 _ pl)mfl*nl <”11:1[1 fo(xn_’l_l))

ng_1=ny

. (’I’L—r:[_

z(+)1(k ny) =

fi(%,ll)) ‘I’l(i)Q(k’,nzl)}l >1,
' Lk
p2)f =TT TT folwna)+

t=l+1n=1

(1-

k ni+1—1
P2 Z [(1 7p2)nl+1*’nl ( 1:[1 fo(:nn_’lﬂ))

Nni+1=mn

N=Nj41

k .
I1 fi(xn,lJrl)) ‘I)l(ig(k‘,nul)} A< L,
(I)Lle(k’nl) =

O\ (k,ny) = 1.
| (3)
Assumption 1 implies 0 < HEJ) < 1 for every finite k > 1
and ¢ € Zy. We define the log-likelihood-ratio (LLR) processes
as

Ak(l ]) = 10g£ = log (leXQa"'v)Zk) (4)
) (J)(Xl,Xg,...,Xk)
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Directly calculating II; based on (2) requires us to remem-
ber all past samples, which requires large storage and is not
easy for implementation. Hence it is desirable to compute 11y
recursively once a new sample X, arrives. To achieve this, we
further define the event T; 1, s 1,1, = {S = s, A, -1 > k, Ay <
kyAig41 > kA, <k 0=i}forl<s<L,lj <sandly >
s. Specially, T; 1,11, = {S =1, 41 > kA, <k, 0= Z}
and T; 11,1 = {S =L N1 >k N, <k, 0= ’L} From
the definition, we know that event T; , 5 ;, 1, denotes the event
that the change with post-change distribution f; firstly reaches
sensor s and already propogates to sensors /; and [y at time k.
In addition, we define the event that change has not happened
yet as Tp ,, = {\ > k}. In this change process setting, we can
see that the underlying probability space {2 can be partitioned

as
L s L
Q= (U U U UTi,k,s,ll,12> UTO,I@'

s=11=11ly=s4i€T

Then, we denote the posterior probability as p; k. si1,,1, =
P{T: k,s,1,.1.|Fx} and pox = P{Tox|F)}. Using Bayesian
rule, we can derive the updating rule for these posterior
probabilities as

Ni ks,
Pikshle = T & ;
> Nikos,iq,i5+Nok
s=1ly=1lg=sicl
1<s<L,1<l;<s,8s<Il3<L,ieTL, 5)
_ No,k
Pok =72 = 1 )

>0 20 > X Niksipis+tNok
SS11 21 19=sicT

where N; . 51,1, denotes the probability density

dP((X1,. .., X1), T ksl i)

Iy 11—1 L
- ( 1 ﬁ(xk,n)) (H fo<xk,n>) ( i fo<xk,n>>
n=1 n=ly+1

n:l1
A pok—1msp(L — pr)HnFtr (1 — po)tiazer pi~h pl =04

S lz
( S5 Pk tamins (1 — p1) A (1 = py)tearn

n1:l1 ng=s

i)

and Ny j denotes the probability density

(6)

7)Zk)aT0,k) = po,k—1(1 —p) ﬁ fo(@rn)-

n=1
@)
For k =0, we have pgo =1 — p. For l; < s <y, we have

dP((X1,. ..

D0yt = Ksvip(1— p1) 0z (1 — py)tuezey pi=h plo=s,

Let P denote the 4-dimensional posterior probabilities
tensor in which its elements are p;xs1,,1,. In Py, only
elements satisfying Iy < s and Il > s can be non-zero
values. From (5) (6) and (7), we see that P, can be computed
from P;_; and observation X . at time k. Hence, we have
the recursive update formula for the posterior probabilities

{Pk,po,r}. More importantly, by the relationship between
{Py,pox} and IIj,

() L S L )
I =30 >0 2 Piksiibi €L,
s=1l1=11lx=s (8)

H[E;O) = Do,k

we can update Il recursively.

IV. OPTIMAL MULTI-SENSOR TWO-STAGE SCD RULE

Given the updating rule of IIj, (5) and (8), the optimal rule
(1,75 ,d*) that minimizes (1) can be obtained by following
similar steps as those in our recent work [24]. In particular,
by converting the two-stage problem into two optimal single
stopping time problems and solving them in reversed order,
we can obtain the optimal SCD rule for the proposed two-
stage sensor array SCD problem. Here, for completeness,
we introduce the main steps of obtaining the optimal rule
(rf,75,d").

To start, using I, we can express the Bayesian cost (1) as

T1—1

Z C1 (1 — H;O)) + CcoTo + 1{7’1<OO}G’HT?)
n=0

C()=E

I
+ 1{7'1+7'2<00} Z l{dij}Bj(H'rqu'rg) )
=0

where B;(IT) D it bi;TI® is the misdiagnosis cost
associated with the decision d = j. Therefore, B(Il) =
Helizn B;(II) is the smallest misdiagnosis cost can be achieved
élt toime k. As a result, the optimal identification decision
is d* = argminjez, B;(II). Using this result, we have
C(Tl,TQ, d*) = ]E[Cl(Tl) + CQ(HTl,TQ)], where

7'171

Cim) =) _ e (1 - H%O)) + 1, <ocpally))

n=0

and Co(Il;,,72) = coTo + 1{r 4ryco0y B (7, 4r,) are the
cost functions of the change detection stage and distribution
identification stage respectively. Then we have the minimal
expected cost for the SCD process,

C(ry,15,d") = E [Ci(m1) + Co(71, 7))

min
71,T1+72€F

= min
T1,T1+72€F

= min E |:Cl(7'1) 4+ min ]FE [02(7-2)|Pr1ap0,7'1]:| :

T1EF T1+T2€

E[Ci(r) +E[C(n)Prpon]] ()

By (9), the two-stage stopping time problem becomes two
ordered optimal single stopping time problems. The first one
is for the identification stage, its goal is finding the optimal 7
which minimizes E[C5(72)|P+,, po.r,] for any given i, P,
and po -, . The second single stopping time problem is to find
the best stopping rule for the detection stage. From the last line
of (9), we can find an optimal 7; to minimize the expected cost
for the whole SCD process if the optimal rule for 7 is known.
Therefore, we will firstly find the optimal rule for the iden-
tification stage, then select the optimal stopping time for the
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detection stage. DP is a good way to solve optimal single stop-
ping time problems. With the expression C; and Cs, we can
built the cost-to-go functions of the two optimal single stop-
ping time problems. In particular, for the identification stage,
let {P,f} be the posterior probabilities at time next to the
time of {P,po}. The infinite-horizon cost-to-go function for
the DP process of the identification stage can be obtained by
SO]Ving V(Pap0) = min(B(PaPO)aCQ +E[V(Pv50)|P7p0])
This implies that we should make an identification when
the expected cost for keep observing exceeds the cost of
making identification immediately. In addition, the optimal
identification decision is d = argmin;cz, B;(P). Similarly,
in the change detection stage, for any {P,po}, the infinite-
horizon cost-to-go function for the detection stage satisfies
the following Bellman equation W (P,py) = min(apy +
V(P,po),c1(1 = po) + E[W (P, po)| P, po]). From this, we
know that we should raise a change alarm when the expected
cost of observing more data exceeds the cost of declaring a
change has happened.

The cost-to-go functions V(P) and W (P) and the optimal
stopping times can be calculated using DP. However, the
size of the state space increases exponentially with L and I.
With such a high complexity, the optimal solution is hard to
implement.

V. LOW-COMPLEXITY RULE

Same as other DP-based methods, the complexity of the
optimal solution is very high, even with an array with only
two sensors and two post-change distributions. To address
this issue, we propose a threshold SCD rule that is easy to
implement. Moreover, we will prove this threshold SCD rule
is asymptotically optimal as ¢; and c2 go to zero. The main
idea of the proof is similar to the proof for the single sensor
case considered in [24]. However, the most important step of
the proof, i.e., analyzing the convergence of the LLR process,
becomes much more complicated in the sensor array case. In
this section, we will introduce the main steps of the asymptotic
optimality analysis and underline the proof details of the LLR
convergence (Proposition 1).

A. Threshold SCD Rule

Here, we introduce the proposed low complexity two-stage
SCD rule. The low complexity rule is a threshold rule. In
particular, it is characterized by a set of thresholds {4, B}
where B = (Bo, By, B, ..., Br). A and all elements in B are
strictly positive constants. Using these thresholds, the proposed
threshold rule 07 = (74,75, dg) is defined as

—inf{k > 1,1" < 1/(1 + 4)},

. 1
Tg:=minTz’,

] €Ly B ] (10)
Tg) = inf{k > %)Hg) >1/(14 B;)} — 74,
dz:=argminTy .

B 1€Zy B

In this threshold SCD rule, the first stopping time 74 is the
first time H;CO) falls below the threshold 1/(1 + A). After 74,
the rule turns to check the posterior probabilities HS) for all

i € Zp. It will stop immediately if any threshold 1/(1 + B;)
is exceeded. The identification decision depends on which
threshold is passed. In order to guarantee that this rule is in
the two-stage SCD rule space A, it must satisfy 75 > 0. This
condition can be satisfied by choosing appropriate A and B,
as will be introduced in Section V-C.

For i € 7y and k > 1, define the logarithm of the odds-ratio
process as

(@)

II,, ..
( ) (7) IOg [ Z exp(_Ak(Zaj))] .
1L, JETo\i)

=log ———
1-

Using 7rk , 07 can be expressed as:

11
"

—inf{k > 1,7 <

. i
Tg =MINTS
B i€y B’

TAZinf{kzl,

o 1 (11)

5 inf{kzl, (i)k <Bi}—7'A

=inf{k > 1, ’/T(Z) > —logB;} —7Ta
ds = argmin 7. )
B~ zgezo B

The complexity of the threshold rule (10) is very low. After
obtaining a new sample, we only need to update the posterior
probabilities using the recursive formula (5), and then compare
them with the thresholds. In the following parts, we will show
that this rule is asymptotically optimal as ¢; and cs go to zero.

B. Convergence of LLR Process
By (2) and (4), we can see that
loga(])(fl,)z27 .

loga(z)(fl,fg,...
7Xk3)‘
For ¢ € 7 and time k£ > 0, we define

L k ng—1
_ K I (1— P)fo(«Tn,s)
_g SnsZZO [(H ((101)(1P2)f1'($n,s)>>

n=1

0 (kong)ol) (&, ns>]

where

,':]»

fO(zn.t)
WD (kymyy) = l (1—p1) ' ]
1 1+1) 11 1 Fil@nt)

k n;— 1
ny=ni4+1 n=1

¢ (k,ni—1) =

fO xn,l
(xnl

L
[ 1 — ps H f?((in,t?
t—1 n,t

K2

'(/)l(i)l (kanl) al >1,

k

II

Z H Oznf l+1(k7nl)7lSL'

n=ni—i1 n=
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(1= po)m==L and ¥\ (k,n1) =

In addition, ¢(L"’+1 (k,np) =
(i)

(1 — p1)™ 1. Therefore, we can express log ;" as
Lk
fogaf! = togluip(1 = p)] +10g (I1 1 flem)
=1 m=
+log H for i € T,
L &
log a(o) (k+1)log(l —p) +log (H I fo(xm,l)> .
=1 m=1

Let g(j,7) be the KL divergence from f; to f;. We define the
following condition for ¢,j € Z.

Condition 1. log(1 — p) + q(4,%) — ¢(4,0) > 0 or q(4,%) —
q(5,0) < 0.

The next proposition describes the limit of log H zii) /k as
k — oo.

Proposition 1. For any i, € Z, if Condition 1 is satisfied,

1 i) B
—log H,i') L

A — > h@.j) (12)
where h(i,j) = (log(1 — p) + L(q(j,i) — q(4,0))),-
Proof. Please see Appendix A. O

C. Asymptotic Optimality

Once we show the convergence of log H,g’) /k, we can
proceed to show the asymptotic optimality of the threshold
rule. The main steps on this proof are: (1) Obtain approxi-
mations of the delay, false alarm probability and misdiagnosis
probability, which leads to the expression of the Bayesian cost
of the threshold rule, C(d7), w.r.t. A and B; (2) Select the
optimal A and B that can minimize C(d7); (3) Prove that
C(67, Aopt, Bopt) achieves the lower bound of the Bayesian
cost for arbitrary two-stage SCD rule when ¢; and ¢y go to 0.

For any i € Z, define

w(i,g) —{ Lq(i,0) —log(1-p),j=0. ¥
If the first affected sensor is unknown, and Condition 1 is
satisfied for ¢, 7 € Z, h(i, j) can be calculated as in Proposition
1. As introduced in [24], the approximation of delay can be
expressed as

P;—a.s.

. R _ log B,
E: (75 +7a A)Jm 19 B: for i € T,
) . Pi—a.s.  log A
]Ez [(TA )\)_,J m w(i,0)° for i € I
(14)
where w(i) = w(i, j (7)), j(i) = argmin w(¢, 7). In addition,
JELo\{7}

the false alarm and misdiagnosis probability can be approx-

imated as ”A and Y v;B;k;, respectively. Here k, = a
=
and k; = max;cz,\(i)bji- Therefore, the Bayesian cost of

the threshold rule can be approximated as

Cle2) (67) _022 ( IOg )

i€L

1 v; log A ko
- -1 .
CQ(T >Zw(i,0)+1—|—A

i€L

ZUZB k;+

i€L (15)

By minimizing (15) w.r.t A and B, we get the optimal A and
B as

Aopt ~ 1_ kg Uy - 2a
cals 1)1%:1 w(@,0) (16)
c )
Bi,opt = 7’““)2(0 ,1 € T

The Bayesian cost for the optimal threshold SCD rule is

Cle2)(5%) = ¢y Z 6] log< ) + Z
1 Vi —
c2 (v — 1) %:I w(2.0) 108 < (L 1) Z

7)1 62

2)+ (17)

Here, we need to note that A and Bin (16) may not satisfy the
condition 75 > 0, which is necessary for the two-stage SCD
problem. In the following lemma, we introduce how to adjust
the values of A and B to make sure that the condition 75 >0
is satisfied and still asymptotically achieve the Bayesian cost
in (17).

Lemma 1. If

SO0y
1
¢ ke 1"
e2(5=1) %:I w(i.0)

(18)

is satisfied, we keep the optimal values of A and B_; as given
in (16). Otherwise, we select the values of A and B as

A= Aoph 19
B} = Biopkt i €1, (19)

where 1 is a constant such that

With the selected values of A and é, the condition 75 > 0is
guaranteed and the Bayesian cost will converge to that given
in (17) as c1 and co go to 0.

Proof. Please see Appendix B. O

Finally, in the following proposition, we prove that (17) is
the lowest Bayesian cost any two-stage SCD rule can achieve
when c¢; and ¢z go to 0. In other words, the proposed threshold
rule is asymptotically optimal.

Proposition 2. If i = (TAT,TB'T,dT) is a threshold two-
stage SCD rule with thresholds as (16), then for any given
fixed  := ca/c1 we have

inf(;EAC(C?)((S) >1
C’(Cz)(éT) =

The main steps to prove Proposition 2 are as follows: (1).
Derive a lower bound of the Baysian cost for any possible SCD
rule; (2) Prove the proposed threshold SCD rule can achieve
the lower bound as ¢; and co go to zero. For more details of
the proof, please refer to [24]. Note that, since Proposition 2 is
proved based on Proposition 1, Condition 1 is also necessary
for Proposition 2.

lim

co—0
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From the results of asymptotic analysis in Proposition 1 and
equation (14) and (16), we can see that the prior probabilities
of first affected sensor { HS}1SS§ 1, do not affect the asymptotic
behaviors of the threshold rule. Therefore, in the case when
{Ks}1<s<r are unknown, we can just set ks = 1/L for all
1 < s < L. Even if the true prior probabilities are not 1/L,
it will not affect the asymptotic optimality of the threshold
SCD rule. In addition, the Condition 1 rules out the case
0 < q(4,7) —q(4,0) < —log(1 — p). In regimes of practical
importance, where the disruption is rare, i.e. p is small and the
range [0, —log(1 — p)] is narrow, Condition 1 can be satisfied
in most cases. The change point analysis problems with “rare”
change-points are of significant interest in practical systems,
such as analysis of financial market crashes, equipment fail-
ures, and natural disasters. In these scenarios, the occurrence
of a major change is rare but can have a significant impact
on the system or process being monitored. Therefore, it is
important to analyze such rare change-points as quickly and
accurately as possible to minimize their impact and allow for
timely intervention. The “rare” change-point case has been
studied in [6], [11], [28], [30].

D. Special Case: When the First Affected Sensor is Known

As discussed above, when the first affected sensor S is an
unknown random variable, Condition 1 is necessary for the
asymptotic optimality of the multi-sensor threshold SCD rule.
In this section, we will show that, when the first affected sensor
is fixed and known, the multi-sensor threshold SCD rule is
asymptotically optimal with no additional condition.

When the first affected sensor is fixed and known, one
element of K is 1 and all other elements are 0. Without loss
of generality, we assume that the first affected sensor is the
sth sensor, i.e., ks = 1. With this additional assumption, the
computations in the previous section can be further simplified
and we can prove stronger asymptotic optimality results. In
particular, for any time k > 1, II; can be directly calculated
as
ol(X, X, X)

o —
kT D2 2 2
Siezy o) (X1, X2, Xn)

(20)

where

©) _ B
o’ =1 —p)* I II fo(wn,),

I=1n=1

o) =vip 3 l(l o ('L o)

ns=0

k . .
( H( )ﬁ(arn,s))\1/2”1(k,ns><1>£21<k,ns>].
n=max(ns,l

21
For i € Z, we define

k ns—1
(Z) _ I (1_/))f (-7571,,5)
H,” = > [( I1 ((1—p1)(1—22).fi(l’n,s)))

n=1

W (kyng)ol), (K, m] .
(22)

Algorithm 1: Grouping the sensors
1 Initialize al(i,j) =1, a9(i,7) = 0, bi(i,j) = L,
Wi, j)=L+1,m=1,n=1;

2 for [=1,2,...,5-2,5-1 do
l

3 if > n(é,5) >0 then
k=a7"(i,5)
4 ag'(i,j) =1, a7 (i, 5) = 1+ 1;
5 m+ = 1;
¢ end
7 for [=L,L-1,...,5+2, s+1 do
l
8 | if > mk(4,7) >0 then
k=by"(4,5)
9 by (i) =1, by (i, 5) =1 - 15
10 n+ =1;
1 M(@i,j)=m—1,N(i,j)=n—1
12 end
Define
log (lfm)l{”“l}(lpfpz)l{s#}} +a(,7)
L. 7Q(j70)al:57
m(:7) =\ log(1 = p1) +q(j, ) — q(j,0),l =1 and 5 # 1,

IOg(l —p2) +4q(4,4) —q(J, 0)7l =Land s # L,

q(4,1) — q(4,0), otherwise.
(23)
For any 4, j € Z, according to the value of 7;(¢, j), we divide
the sensor labels 1 < ! < L into several consecutive groups
(the labels in each group are consecutive). The grouping rule
is described in Algorithm 1. After implementing Algorithm
1 for the case i,j € Z, we will have M (¢,5) + N(i,j) + 1

consecutive groups

{G’T(iaj)a G’Tln(?’v]) + 13 teey agn(iaj)}lfmflw(i,j)v
{ay" "G, 5) + 1,0y G, g) + 2,0 (6, 5) 1,
{bg(l,]), veey b?(la]) -1 b?(ZaJ)}N(nj)anl
The next proposition describes the limit of log H ](;)/ k as
k — oo.

Proposition 3. For any 1,5 € Z,

log H)(Ci) Pj—a.s.

h(i,j 24
k koo (Z7j) ( )
where
I ) L o
h(i, )= > w5+ > m(,g)
=1 =6 1)
/6 1)1 @)
1=ay" P (i) +1 N
Proof. Please see Appendix C. [

Then following the same steps of Section V-C, we can prove
that the multi-sensor threshold SCD rule is asymptotically
optimal as ¢; and ¢y go to zero. Plugging (25) in (13), (16) and
(17), we will have the optimal threshold and the corresponding
Bayesian cost. Different from the asymptotic optimality for
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the general case in Section V-C, in this special case when the
first affected sensor is known, the asymptotic optimality does
not need any additional condition. This is because knowing
first affected sensor makes the structure of H (i, j) easier and
thus we can prove Proposition 3 true in general. Moreover, if
Condition 1 is true for any ¢,j € Z, we can easily check that
the h(i,7) in Proposition 1 and equation (3) are equivalent
following Algorithm 1. With equivalent h(4,j), w(i,j) and
the limit of cost function in (17) will also be equivalent. This
indicates that the performances of the general case and special
case will tend to be the same as c; and co go to zero.

VI. EXTENSION OF THE PROPOSED SCD RULES TO 2D
SENSOR ARRAY CASE

In the Section V, we studied the SCD problem in a linear
sensor array. In this section, we extend our study to a 2D
lattice array scenario.

A. Change Propagation Model on 2D Lattice

>ax M, 10>

where V,; denotes the vertex at the ith row and the jth
column of the lattice. An edge exists between vertex pair
(Va,ps Ve,a) if |a — ¢|+]b — d|= 1. A change could happen
at any single vertex first and then start to diffuse outward via
the edges. At time k, the sensors collect the data samples
X, = (xk71,1,mk,1’17 ~-~7='Ek,H,W)~ Let S = (51752) be
index of the sensor where the change happens first, the prior
probability P(S = (a,b)) = Kqp is known. We denote
(K1,1,K1,2,-..,km,w) as K. The change propagation process
is characterized by the distance between the target sensor and
the first affected sensor and follows a geometric distribution.
let V(a,b, ) be vertex layer whose distance to V, ;, is exactly
r, ie., V(a,b,r) = {Vinnlla — m|+|b — n|= r}. The change
will first propagate from Vg, g, to all the vertex in V(S1, So, 1)
at time Ay (g, ,s,,1) then to all vertices in V(S51,51,2) at time
Av(s:,,,2) and so on. The propagation of the change in the
2D lattice follows a geometric distribution as

P [Av(apri1) = k1 + k2| A = k1, S = (a,b)]

26
=p1(1—p1)*2, ke >0 (20)

where p; is the probability of the change propagates outward
the next layer. As an example of the 2D lattice sensor array,
we illustrate the change propagation process in a 5 x 5 lattice
sensor array in Fig. 2. On each vertex, a sensor is implemented
to collect data. x4, denotes the data sample collected by the
sensor at V,; at time k. For the convenience of expression,
we denote
C(Sl, S9, T) = {(a, b)||a - S1|—Hb - Sglz T,
1<a<H1<b< W},
Z(S1,S2,7) = {(a,b)||a — Sy|+|b — Sa|< T,
1<a<H1<b<W},
O(S1,82,7) = {(a,b)||la — S1|+|b — S2|>r,
1<a<H1<b<W},
= mari<a<1<b<w (@ = Si[+[b — Sal).

R(S1,52)

Now we have a new 2D lattice sensor array and a corre-
sponding change propagation model. The other parts in the

SCD problem formulation, such as the prior distribution of
the change time A, observation model and etc., are the same
as in Section II.

B. Posterior Probability Analysis

In the SCD problem with the 2D lattice sensor array, the
posterior probability ITj defined in (2) still plays a key role.
However, the calculation of a,(;) in (3) will be replaced as

k
1;[ fO (xn,a,b)a

:1%

H
- )T

a=1

oz,(co) =(1

o
Il
—

no—1
ap) = Z Z KS,,5,Vip ZO l( l:[1 fo(xn,shsz))

5'1 1S5:=1

( fil@n,sis,) | (1 — p>"°qf§“<k,no,sl,sz>]7
n=maz(ng,1)

k
l+1(k ng, S1,82) = I1 IT fo(zn,ap)

(a,b)€0(81,82,1) =1

k
A= pf by B @)

- l+11— 2 i
H < H fO(xnab) H fi(xn,a,b)>
(a b)EC(SI,SQ,lJrl n=1 N=nj41
1(+)2(k ni+1, 51,52 } (51,82) >1>0,
(@)
Y hsy, 80041 (R ) = 1.

Similar to Section III, we want to compute 1I; recursively
once a new sample X arrives rather than remembering all
historical data samples. To this end, we further define the event
Tikapr = {51 = a,8 = b, Av@pri1) > Kk Av@apr) <
k=it for1 <a< H1<b<W,1<r<R(ab),icl
From the definition, we know that event Tj j , ;, denotes
the event that the change with post-change distribution f;
firstly reaches vertex V,; and already propogates to vertices
V(a,b,r) at time k. In addition, we define the event that
change has not happened yet as Tj {A > k}. In
this change process setting, we can see that the underlying
probability space €2 can be partitioned as

H W R(a,b)
UU U UTikasr | UTou
a=1b=1 r=0 €T

Then, we denote the posterior probability as p; g.a.b,r =
P{T; ka6 | Fr} and po = P{Tp x|Fr}. Using Bayesian rule,
we can derive the updating rule for these posterior probabilities
as

Nik,ab,r
Dik,a,b,r = R(a,b) )

> Nik,a,b,r+No,k
=0 iel

,1§b§W0<r<R(ab)i€I,

Do,k = R(a,b) * 5
Ni k,a,b,r+No,k

27
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(a) Sensor array status at A

(b) Sensor array status at Ay (s;,s,,1)

(c) Sensor array status at Ay (s, ,s,,2)

Figure 2: Change propagation model of the 2D lattice sensor array

where Nj . q.0.» denotes the probability density

dP((Xla Xk) zkabr) = H fi(zm,n,k)
(m,n)E€Z(a,b,r)

. Jo(@Tm,n,k) (po,k_ma,bp(l — p1)Hr#RG@DY pf
(a,b)eO(a,b,r)

T
rTh-1 1t n(a
+ Y DPikabriiP1 (1 — pp)tr=re ,b>}>

’I’k_lil
(28)
and Ny ;, denotes the probability density

H W
= po,k—1(1 — p) H1 bH Jo(Th,ap)-
a=1b=1
(29)
For k = 0, we have ppg =1—p. For1 <a < H,1<b <
W,0 <r < R(a,b),i € Z, we have

dP((Xla B Xk)?TO,k:)

1
Disk,abyr = Ka,pVip(1 — p1) 7R pi.

Let P denote the 4-dimensional posterior probabilities
tensor in which its elements are p; ... In Py, only ele-
ments satisfying 1 < r < R(a,b) can be non-zero values.
From (27) (28) and (29), we see that P; can be computed
from P;_; and observation X . at time k. Hence, we have
the recursive update formula for the posterior probabilities
{Pk,pox}. More importantly, by the relationship between
{P,po,x} and I,

o) —
I, =

R(a,b)

w
Z Dikabrt €L,
i=1

HME

=

(30)

H()_pokv

we can update IIj recursively. Afterwards, we can follow the
same steps described in Section IV and obtain the optimal
SCD rule of the 2D lattice case. Similar to the linear sensor
array case, since the state space increase exponentially with
H, W and I, the extreme high complexity make the optimal
method hard to implement.

C. Low-complexity rule

The low-complexity threshold given in (11) works for te 2D
lattice sensor array case and the asymptotic optimality also

preserves. The only difference between the threshold rules of
the linear sensor case and the 2D lattice case is the proof
of the convergence of the LLR process. Therefore, we only
provide the proof the convergence of the LLR process for the
2D lattice case.

For 7 € Z and time k£ > 0, we define

H W k
apIPMEDY

[ ?)(k,no,Sl,Sg)

51:1 52:1 no:()
no—1
‘ 0 (1 — P)fo(xn,ShSQ) )
(J;[l <(1—p1)fi($n,51752) )]
where
' k fo(zn,ap)
zpfle (k,nr, S1,S2) = (1 —p1) H H fi(Tn:Z:b)

n=1 (a b)EO(Sl Sa,1)

M Al

ne1 xn a b)

k

"‘Plz

Nr41=nr (a,b)€C(S1,52,r+1)

W (kynpia, 81, 82), R(S1, Sa) > 1 > 0.
31)

wgzsl,sfz)ﬂ (k M R(S1,52)1 51752) =
(%)

In  addition,

(1 — pl)”R(SLSz)*l.
as

Therefore, we can express logay

log a,(f) = log[v;p(1 — p)] + log <ﬁ IV—V[ ﬁ fz‘(ivm,a,b)>

a=1b=1 m:1
+10gH,§Z),for i€l
log a(o) (k+1)log(l —p)+

o (11 T1 11 foonan))

a=1b=1m=1

The next proposition describes the limit of log H. ,S)/ k as
k — oo.

Proposition 4. For any i,j € Z, if Condition 1 is satisfied,

1 i .
flogH( ) IPJ—> h(i, )

A (32)
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where h(i, j) = (log(1 — p) + L(q(j, i) — ¢(4,0))) ; and L =
HW.

Proof. Please see Appendix D. O

After proving the convergence of the LLR process, the
asymptotic optimality of the threshold rule (11) in the 2D
sensor array case can be proved following the same steps
introduced in Section V.

VII. BENEFITS OF INCREASING NUMBER OF SENSORS

In this section we will prove that adding more sensors to the
sensor array will always improve the performance of the multi-
sensor threshold SCD rule when ¢; and ¢y are sufficiently
small. From the Bayesian cost of the optimal threshold rule in
(17), we can see that if constants w(i) and w(i,0) increase,
the cost will decrease. Although we know that C'(°2) (%) — 0
as ¢i,co — 0, greater constants w(¢) and w(i,0) can make
C(e2)(6%.) converge to 0 faster. Next, we will analyze how
w(?) and w(%, 0) change as more sensors are added to different
sensor array structures.

A. Case 1: The first affected sensor is unknown

When Condition 1 is satisfied for ¢, € Z, and the first
affected sensor is randomly chosen and unknown (as in Section
V and VI). By (13) and Proposition 1, we have

w(i, §) = { Lq(i, 5),if log(1 = p) > q(i,0) — q(i,j),i € T

’ Lq(i,0) —log(1 — p),j = 0 or (i, j) < ¢(i,0).
By Assumption 1 and the fact ¢(i,7) is the KL divergence,
q(%, j) is positive for 4, j € Z. Therefore, w(i) and w(i, j) will
increase with the number of sensors. This implies that, with
more sensors in the sensor array, the performance of the multi-
sensor threshold SCD rule will be improved when Condition
1 is satisfied for all ¢, j € 7 in the general case.

B. Case 2: The first affected sensor is known

As we introduced in Section V-D, when Condition 1 does
not hold and the first affected sensor is fixed and known, the
calculation of constant w is more complicated. The reason
is that adding one more sensor to the array may change the
grouping result of Algorithm 1. Without of generality, we
assume the sensor is added to the right of the first affected
sensor s, i.e., we added the | = (L + 1)th sensor to the
array. Then 7r,(4, j) change from log(1— p2)+q(J,%) —q(4,0)
to q(4,7) — q(4,0). The new added nr41(i,5) = log(l —
p2) + q(j,i) — q(4,0). Based on the value of n(i,75), the
increment of h(i,j) could be different. However, it’s easy
to check that, the increment of h(i,7) is upper bounded by
(¢(4,7) — q(4,0))+. Based on this observation and (13), we
can see that by adding one sensor, w(i, j) will always increase.
Therefore, the performance of the multi-sensor threshold SCD
rule can always be improved by adding sensors to the sensor
array.

It is worth noting that the benefit introduced in this section
is for the asymptotic case, i.e. ¢1,co — 0. In other words,
adding more sensors will improve the performance when c;
and cy are sufficiently small. However, such property many
not hold when ¢; and cs is relative large.

—©— General case (L=5)
== Mismatch case (L=5)
1H Special case (L=5)
—#— Single sensor

=~ General case (L=2)

L Mismatch case (L=2)
—h— Special case (L=2)

Bayesign Cost
=N

0 0.02 0.04 0.06 0.08 0.1

4

Figure 3: Performance of the multi-sensor threshold SCD
rule in 7 different cases for the change on the mean of 2-
D Gaussian distribution

VIII. NUMERICAL RESULTS

Since the optimal SCD rule is too complex to implement
in the multi-sensor case, obtaining the optimal solution is
extremely time-consuming, even for a simple case with L = 2
and I = 2. Therefore, we will not carry out experiments to
directly compare the performance of the optimal SCD rule
and the threshold SCD rule. However, we still can validate
that the multi-sensor threshold SCD rule has a considerable
improvement over a single sensor threshold rule (all sensors
except the first one are ignored) and a mismatched threshold
rule (changes of all sensors are falsely assumed to happen
at the same time). Particularly, we will investigate the perfor-
mance of the multi-sensor threshold SCD rule in a general case
(first affected sensor is a random variable) and a special case
(first affected sensor is fixed and known). In this section, we
provide 4 numerical examples to illustrate the performance of
the threshold SCD rule. In all following examples, the results
are estimated by Monte-Carlo simulations. Concretely, we
generate data samples following the underlying SCD process
and apply the SCD rules to the generated sequence. An
episode ends when the SCD rule makes the final detection
and identification decisions. Then we calculate the Bayesian
cost and start another episode. The Bayesian cost C(7y, 72, d)
is approximated using the average value of 10,000 episodes
of Monte-Carlo simulation.

In the first example, the observed data samples are generated
by a two-dimensional normal distribution, N(fi, I5). The
mean vector g changes at the change point. In the first
example, we consider the case with two possible post-change
mean vectors fi; = (0,1) and fis = (0,—1) and the pre-
change mean vector fip = (0,0). In addition, we set p; = 0.2,
p2 = 0.2, p = 0.01, (v1,v2) = (0.3,0.7) and c2/c; = 0.1.
All the penalty factors of the false alarm and misdiagnosis
are set to be 1. For this problem formulation, we study 7
different cases: (1). L = 5 with K = [0.2,0.2,0.2,0.2,0.2]
(General case); (2). L = 5 with K = [0,0,1,0,0] (Special
case); 3) L = 5 with K = [0,0,1,0,0] (Mismatch case);
4. L = 2 with K = [0.5,0.5] (General case); (5). L = 2
with K = [0,1] (Special case); (6) L = 2 with K = [0, 1]
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c1 FAP MISDP | Delayl Delay2 | Wrong decision cost | Total delay cost | Bayesian cost

0.1 0.1334 | 0.0045 7.6437 18.729 0.1379 0.9517 1.08956

0.05 0.058 0.0023 | 10.0065 | 10.0966 0.0603 0.5508 0.6111

Single sensor 0.02 | 0.0215 | 0.0013 | 124123 | 6.4296 0.0228 0.2611 0.2839
0.01 0.0099 | 0.0006 13.926 5.2957 0.0105 0.1446 0.1551

0.005 | 0.006 0.0004 | 15.3682 | 4.9344 0.0064 0.07931 0.08571

0.1 0.0887 | 0.0044 7.2048 11.0701 0.0931 0.8312 0.9243

General case 0.05 | 0.0459 | 0.0023 8.4144 6.9719 0.0482 0.4556 0.5038
(L=2) 0.02 | 0.0I61 | 0.0004 9.6692 4.0748 0.0165 0.2015 0.218
0.01 0.0097 | 0.0002 | 10.5496 | 3.2829 0.0099 0.1088 0.1187

0.005 | 0.0043 | 0.0002 11.387 27081 0.0045 0.05829 0.06279

0.1 0.0286 | 0.0016 8.3372 4.5829 0.0302 0.8795 0.9097

General case 0.05 | 0.0134 | 0.0006 9.0294 2.7989 0.014 0.4655 0.4795
(L=5) 0.02 | 0.0049 | 0.0003 9.7337 1.9988 0.0052 0.1987 0.2039

0.01 0.0025 | 0.0003 | 10.3545 1.7942 0.0028 0.1053 0.10814

0.005 | 0.0015 | 0.0002 10.771 1.5232 0.0017 0.05461 0.05632

0.1 0.0885 | 0.0041 6.9261 11.1448 0.0926 0.8041 0.8967

Special case 0.05 | 0.0386 | 0.0022 8.1569 6.2093 0.0408 0.4389 0.4797
(L=2) 0.02 [ 0.0I66 | 0.0006 9.4394 3.9092 0.0172 0.1966 0.2138
0.01 0.0083 | 0.0004 | 10.2133 | 3.1732 0.0087 0.1053 0.114

0.005 | 0.0038 | 0.0002 | 11.0598 | 2.6632 0.004 0.05663 0.06063

0.1 0.0265 | 0.0018 7.0316 4.2327 0.0283 0.7455 0.7738

Special case 0.05 | 0.0127 | 0.0005 7.6022 2.8422 0.0132 0.3943 0.4075
(L=5) 0.02 0.005 0.0003 8.3083 1.7477 0.0053 0.1697 0.175

0.01 0.0038 | 0.0002 8.7582 1.6554 0.004 0.08924 0.09323

0.005 | 0.0008 | 0.0001 9.1803 1.2985 0.0009 0.04655 0.04745

0.1 0.045 0.0017 8.8483 6.957 0.0467 0.9544 1.0011

Mismatch case 0.05 | 0.0226 | 0.0009 9.8357 4.5418 0.0235 0.5145 0.538
(L=2) 0.02 0.009 0.0005 | 10.9599 | 3.3959 0.0095 0.226 0.2355
0.01 0.0035 | 0.0001 11.7296 | 2.5338 0.0036 0.1198 0.1234

0.005 | 0.0017 | 0.0001 12.5006 | 2.3469 0.0018 0.06368 0.06548

0.1 0.0115 | 0.0003 | 10.0698 | 2.7791 0.0118 1.03477 1.04657

Mismatch case 0.05 [ 0.0064 | 0.0003 | 10.5553 1.9905 0.0067 0.5377 0.5444
(L=5) 0.02 | 0.0021 0 16.3119 1.7122 0.0021 0.3297 0.3318
0.01 0.001 0 I1.5815 1.2742 0.001 0.1171 0.1181

0.005 | 0.0005 0 12.0188 1.229 0.0005 0.0607 0.0612

Table I: Performance of the multi-sensor threshold SCD rule in 7 different cases for the change on the mean of 2-D Gaussian

distribution

(Mismatch case); (7) Single sensor case. The result of these
7 cases are shown in Fig. 3. In addition, Table I presents the
performance of the two-stage SCD rule with different sensor
arrays. In Table I, we have the following columns: FAP (false
alarm probability), MISDP (misdiagnosis probability), delay1
(expected delay time in the detection stage), delay2 (expected
delay time in the identification stage), wrong decision costs
(FAP + MISDP), total delay cost (cj*delayl+coxdelay2),
Bayesian cost (FAP+ MISDP+total delay cost). From these
results, we can see the general trends of the performance of the
threshold rule are: (1) Special case> General case> Mismatch
case and single sensor case; (2) L = 5 > L = 2 for the general
and the special case. The advantage of the special case over the
general case is due to the additional information that the first
sensor affected by the change is known in the special case.
In conclusion, the results of this example indicate that with
more sensors and the correct information about the problem
formulation, the proposed multi-sensor threshold SCD rule can
efficiently improve the performance.

In the second example, we illustrate our results using pre-
change and post-change distributions that are more complex
than the one used in the first example. Firstly, we define a 2-D
distribution, Fr, (g1, pe2). With Fr(p1, pie), the two elements
in each data sample are independent and follow the Laplace
distributions, L(p1,1/+/2) and L(p2,1/+/2), respectively. In
this example, we implement three experiments: (1) Change

in the mean vector of Ff (1, ue). The pre-change distribu-
tion is F1(0,0), the post-change distributions are F,(0,1)
and Fp(0,—1); (2) Change in the covariance matrix of 2-
D Gaussian distribution. The pre-change distribution is 2-D
Gaussian distribution, N (6, 0.5I5), the post-change distribu-
tions are A(0, I) and N (0,2I,); (3) Change in the type of
the distribution. The pre-change distribution is a 2-D Gaus-
sian distribution, F'7,(0,0), the post-change distributions are
N((0,1), I2) and N'((0,—1), I2). All the other parameters in
this example are the same as the first example. The simulation
results of the three settings are shown in Figure 4. These results
are very similar to the results in the first example. It indicates
that the proposed multi-sensor threshold SCD rule (general
case and special case) works well for various settings of pre-
change and post-change distributions.

In the first two examples, we know that the additional
information about the first sensor affected by the change makes
the special case has better performance than the general case.
However, from the analysis in Section V-D, the limit of the
cost function of the two cases should be the same. In the
third example, we implement an experiment to validate this
analysis result. Assume L = 5, for the general case, we
assume K = [0.2,0.2,0.2,0.2,0.2]. For the special case, we
assume K = [0,0,1,0,0]. Following similar setting of the first
example, we only change the mean vector to fi; = (0,0.2)
and fi» = (0,—0.2). It is easy to check that Condition 1 is
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—6— General case (L=5)

0.9 F|—+—Mismatch case (L=5)

Special case (L=5)

0.8 || —#— Single sensor

—&— General case (L=2)
Mismatch case (L=2)

—=k— Special case (L=2)

—6— General case (L=5)

0.9 H—+— Mismatch case (L=5)

Special case (L=5)

0.8 | —+— Single sensor

—&— General case (L=2)
Mismatch case (L=2)

—k— Special case (L=2)

Bayesian Cost
i

—6— General case (L=5)

0.9 H—+—Mismatch case (L=5)

Special case (L=5)

0.8 || —+— Single sensor

—&— General case (L=2)
Mismatch case (L=2)

—— Special case (L=2)

Bayesian Cost
i

0 0.02 0.04 0.06

0.08 0.1 0 0.02 0.04

(a) Change in the mean vector of Fr (w1, u2) (b) Change in the covariance matrix of 2-D

Gaussian distributions

0.06 0.08 0.1 0 0.02 0.04 0.06

(c) Change in the type of 2-D
distributions

0.08 0.1

Figure 4: Performance of the multi-sensor threshold SCD rule in 7 different cases for different types of change

satisfied for all ¢, € Z. The cost functions of the two cases
and the ratio between them are given in Table II. From that
table, we can see that, with smaller ¢; (and smaller ¢, since
co/c is set to be 0.1), the ratio between the cost of the special
case and the general case is getting closer to 1. From the
experiments we did in the first three examples, we can see that
the prior information about the first affected sensor can help to
improve the performance of the multi-sensor threshold SCD
rule, especially when c; and cy is not very small. However,
this improvement will get smaller as ¢; and ¢y approach zero.

As we introduced in Section V-C, the threshold SCD rule
is asymptotically optimal when the Condition 1 is satisfied for
all 7,7 € Z. If the condition is not satisfied, currently we are
not able to prove the asymptotic optimality of the threshold
SCD rule for the general case. In the fourth example, we
numerically study the performance of the multi-sensor SCD
rule in the general case when Condition 1 is not satisfied. We
still use the same 2-D Gaussian setting of the first example
except for the mean vector. We set fi; (0,0.1) and
fi2 = (0,—0.1) in order to make the Condition 1 unsatisfied.
In this setting, we compare the performance of the general
case and the special case. The result is shown in Fig. 5. From
this figure, we can see that the performance of the multi-
sensor threshold SCD rule in the general case is very close to
that in the special case. According to our analysis in Section
V, we know the multi-sensor threshold SCD rule is always
asymptotically optimal in the special case. Therefore, we know
that without the asymptotic optimal guarantee, the multi-sensor
threshold SCD rule can still have good performance.

Finally, we provide a numerical experiment for the 2D
sensor array described in Section VI. In this experiment,
the propagation probability of the 2D lattice sensor array
is p1 = 0.2. The change can happen to any sensor in the
array following a uniform distribution, i.e., P(S = (a,b)) =
1/(HW) for any 1 < a < H and 1 < b < W. All other
settings of this experiment are the same as the first experiment.
The Bayesian costs of the multi-sensor threshold SCD rule
with three different 2D lattice arrays are presented in Table.
III. The performance of the single sensor case is also given as
a reference. From this table, we can see that the performance
of the threshold SCD rule in the sensor array case is generally
better than in the single sensor case. We also notice that

1.6 T T
—©— General case (L=5) P
| |=—®— Special case (L=5) |
14
12r

Bayesian Cost
=
*®

0.06 0.08
1

0 0.62 0.64 0.1
Figure 5: Performance of the multi-sensor threshold SCD rule
in general case and special case when Condition 1 is not

satisfied

Table II: Performances of the two-stage multi-sensor threshold
SCD rules with different ¢;

c1 General Case | Special Case | Bayesian Cost Ratio
10—2 0.5291 0.4956 0.937
10—4 1.03e-2 9.83e-3 0.955
10-6 1.26e-4 1.23e-4 0.980
10-8 1.69¢-6 1.66e-6 0.988
10-10 2.09e-8 2.08e-8 0.993

the performance of a large sensor array can be worse than
a smaller sensor array when the unit delay cost is relatively
big. For example, the Bayesian costs of 10 x 10 and 5 x 5
sensor array are larger than that of the 2 x 2 sensor array
when c¢; = 0.1. This result indicates that the Bayesian cost of
the multi-sensor threshold SCD rule does not strictly decrease
as the number of sensors increases when the unit delay cost is
not very small. However, the results in Table. III also validate
that, when the unit delay costs are sufficiently small, e.g.
c1 =1x107%1x1078 or 1 x 10719, the performance of the
multi-sensor threshold SCD rule with a large sensor array is
always better than that with a smaller sensor array. This result
is consistent with the conclusion we obtained in Section VIIL
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Table III: Performances of the two-stage multi-sensor threshold SCD rules in 2D lattice sensor array case

c1=0.1 c1=0.05 ¢1=0.01 ¢1=0.05 ¢1=0.001 ci=le-6 c1=le-8 c1=le-10
Single Sensor 1.08956 0.6111 0.1551 0.08571 0.01958 3.2514e-05 4.1536e-07 5.08306e-09
2 x 2 Sensor Array 0.8477 0.4504 0.09892 | 0.05267 0.01121 1.46e-05 1.73129¢-07 | 1.96511e-09
5 x 5 Sensor Array 0.8534 0.4606 0.09743 | 0.05018 0.01049 1.2134e-05 1.3309e-07 1.3984e-09
10 x 10 Sensor Array 0.9512 0.4803 0.1017 0.05129 0.01062 1.1824e-05 1.2765e-07 1.3422¢-09

IX. CONCLUSION AND FUTURE WORK

In this paper, we have formulated the Bayesian two-stage
sequential change diagnosis over a linear sensor array problem.
By analyzing the posterior probability, we have converted
the multi-sensor version SCD problem to a normal SCD
problem and characterized the optimal solution. However, the
complexity of the proposed optimal solution is high due to
the DP steps. To reduce the computational complexity, we
have designed a threshold multi-sensor two-stage SCD rule.
For the general case in which the first sensor affected by the
change is randomly chosen and unknown, we have proved
that the threshold SCD rule is asymptotically optimal under
Condition 1. For the special case that the first affected sensor
is fixed and known, we have proved that the threshold rule
is generally asymptotically optimal. Furthermore, we have
extended the threshold SCD rule to a more general 2D sensor
array case and proved its asymptotic optimality. Finally we
have analyzed how increasing the number of sensors can
improve the performance of the threshold SCD rule.

In terms of future work, it is of interest to investigate the
proposed two-stage change diagnosis model in more general
scenarios, for example, the more general change propagation
models and more complex sensor arrays, the case with un-
known parameters (such as v;) and the case that the post-
change distributions are unknown, etc. It is also of interest to
carry out the asymptotic analysis when the prior probabilities
of the change and change propagation, such as p, p; and pso,
go to zero.

APPENDIX A
PROOF OF PROPOSITION 1

Before we prove Proposition 1, we introduce some helpful
results.

Lemma 2. Let {{;}r>1 be a positive stochastic process
and T be an a.s. finite random time defined on the same
probability space (,e,P). Given T, the random variables
{&}r>1 are conditionally independent, and {&}1<p<r—1
and {&;}i>T have common conditional probability distri-
butions P(*) and P©) on (R,B(R)), the expectations with
respect to which are denoted by E(*) and E©), respectively.
Suppose that E(™)[log ¢;] and E)[log¢&,] exist, and define
n = E©)[log &1]. Then for any fixed constant ¢ > 0

%o (c+z Hsn)%m

l=1n=1

(33)

This lemma is the first part of Lemma 5.5 in the paper [22].
Here we further extend this lemma so that it can be applied
to our sensor array problem.

Lemma 3. Letr {&i}>1 be a positive stochastic process and
Tr_1 < Ty, are two a.s. finite random times defined on the
same probability space (Q,e,P). Given Tr_1 and Ty, the
random variables {£, },>1 are conditionally independent, and
{&}r,_ <k<r,—1 and {&}ik>T, have common conditional
probability distributions P(*) and P©) on (R,B(R)), the
expectations with respect to which are denoted by E(>) and
E©), respectively. Suppose that E(*)[log &,] and E©[log &,]
exist, 0 < &, < oo for all k > 1 and define 1 := E[log &,].
Then for any fixed constant ¢ > (

ko1
P
5 log (c gt fn> g (34)
Proof.
) kol
zlog(e+ > I] &)
I=1n=1
) Ty _1—1 k l
:Elog c+ [Hé+ > Ilé&
=1 n=1 I=T_, n=1
T,—1 1 Tl k l
o (er E'Ne) T e+ ¥ 11 6
=1 n=1 n=1 =Ty, _1n=Tr_1
TLflfl
—l—% log T &
The last equality holds by setting
T, —1 T, -1
d = (c—|— D H €n> IT &t >o0.
=1 n=1 n=1
By Lemma 2, we can see that
1 / k L P—a.s.
tlog|d+ X II & o
=Ty, 1n=Tr_1 oo
On the other hand, since 17,_q is a.s. finite, we have
1 Tro1—1 P—a.s
n=1 — 00
Then the lemma is proved. O
Now, we first prove that, for any 4, j € Z, we have
1 i . )
lim inf — log H{" > (log(1 — p) + Lq(j.7) — Lq(j.0)),
k—oo k
(35)
IP; almost surely.
For any ¢ € Z, define
V) =R o << -1,
1),. x
,%;)u) = ;;gg,:,;;)u ~ ), (36)
k(1) = ‘ff(f;:j;) (1= p2).
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With this definition, we can have

L 8) /.
O =%, ( <(<1p> )

po 1—,01>(1—p2)>>
P

(k n8)¢5+1 (kv ns)

k

>

ns=0

ns—1

[

n=1

where
. k l
o e = 11 (=) 116060+
k n;—1 .
> IO, (ko) L

ni=mni41 n=1

S (kymy) =

P1 _12l217

1

)

and

k

O (k) = (-

p2) H ed (i)
Z n;—1

1 &P )ef), (kym),2 <1< L,

ny=n;—1 n=1

(k,nL) =1.

+p2
¢(i)

L+1
Then, we can see that

¢( )(k Ni41) > p1 ( +1:[ fr(z )1/11 1(k ”Hl)) )
L—1>l>L

%00).
1—1 !
I &7 ¢l+l(k,m_1)>,
2<I1<1L,

L0

Applying equation (40) repeatedly, we have

k—1 (l)
(ksug1) > p1 | 11 &

(e
2
o

l
(1) -
¢ (kymy—1) > p2 | I1 én

Y

—1

H()>Zm5 z H =

n—O n=

|: s— (Snl - fo(M n)

f-b T, n)
L

(1 p)fo(®s,n)
1 PZ)fl(ws n)

) (=

Ng

L—s—1 fo(fﬂtn) Ns—
P: (@1, 1= ]
2 t—si1 el fize n)) ( )
L —1 L—s—1 el L fo(ze,n)
= Z Hspl P Z H ( ) H fi(frtwn)
s—1 ns=0 n=1 t=1 ’
Then we have
(0) S L-
+log H,"” > 1 log <Z Repl Py 1)
1 ne—1 L (z
E (Zo H (1_ ) L] O(a:::)>'

Since the parameters p,_; are all positive for all 1 < s < L,

we have

1 L 1
DR ) —— 0.

k—o0

1 L
%log <;m

)

Since the change will happen at all sensors at an almost surely
finite time 7', then by applying Lemma 3, we have
n;— 1
fz(wt n)
110g<2+ > II (- e
Combining (41), (42) and (43), we can see that (35) is

bo (= T - )Hf”’")
n;=0 n= 1
T (1= p) H fole, n>)
n;=2 n=1
(log(1 = p) + Lq(j, 1) — Lq(3,0)) , -
proved. Next we need to prove the other direction, i.e., for
any i,j € Z,

(37

(43)

Pj—a.s.
e
k—o0

(38)

limsup — logH()
k—o0 k

(44)
IP; almost surely.
For any integer n, > 0, we can see that for L —1>1>1

)

(39)

-1

V[TV @)

t=1

k
H(1*P1

IN

Similarly, for 2 <1 < L we have

I (- o) 1600 < (1160 ) o). 69

From (39), using (A) and (45) with n, = k + 1 and the fact
that p; <1 and pp < 1, we can see that

(
(L eo)e

Applying these two inequalities in (46) recursively, we have

k+1

(AT

ny=ng

’I’Lll

[T &)

n=1

l(l—)l(kvnl)a
(40) L-1>1>1,

l(:}l(kanl)a

k+1

2

=N

ni—

I L)

n=

D (kyny_y) <

2<I< L.

H < Z“ Z "ﬁl - & (0)
e\ \a —m)(l = p2) (47)
) | B0, (k) B0 (k)
where
k+1 n;—1
& (k,niy1) = > (H{l) ) L(kymy),
ny=nip41 n=1
(41) L—-1>1>1,
vy (k) =1,
_ k+1 n;—1
o (kymy—y) = > (Hf“ ) l+1/€nl)
ny=ni;_—i n=1
29<1<L,
o9 (k,np) = 1.
(42) L1 (KoL 48)
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Since n; in (47) is no larger than ny and n; in (48), so the
right hand side of (47) will become larger if we cancel all
(1 —p1) and (1 — po) in (47). Furthermore, we know that

k+1 n;—1 0 ~ ()
Pt < 3 (600 ) b2t
L—1>1>1,
k+1 /ny—1
3 (kymyr) < zo(ng <>) (),
2<[<L.
(49)

By canceling all (1 — p1) and (1 — p2) in (47) and applying
_ L
(49) reversely, we have that H ,51) < > Kgys where

w=( 2 (T (a-ne’w)))

ns=0 n=1

(5 (1))

(50
L k41 (1)
1 (% (me?o))).
lo=s+1 t=0
By Lemma 3, for any 1 < s < L we have
P . .
108 () “= 55 (L 1) (4G ) — a3, 0))
+ (log(1 = p) +q(j,1) — q(5,0)) .
L
Since ks > 0 and Y ks = 1, we have
s=1

min (log (%), lo .
< mz(ix %lc()g (> L) gl(()g ()'f)

We can have

710g (Z ﬁs’)’s) ]PJ v (L - 1) (CI(],Z) - Q(j, 0))4—

(log(l —p) +q(j,7) — q(5,0)) .
When Condition 1 is satisfied, we have
(log(1 — p) + Lq(j, i) — Lq(34,0)) ;.
= (log(1 - p) +q(4,7) — q(4,0))+ (51

Hence (44) is proved. Therefore, Proposition 1 is true.

APPENDIX B
PROOF OF LEMMA 1

By the threshold rule (10), we know that TAype
first time ZieI H(’) = 1 - H%O) exceeds the threshold
1= 1/(1+ Agpr). Also, 7+ 74

Bopt

11" exceeds the threshold 1 /(14 Bj.opt)- So if

1 1
1- < 52
1+ Aopt 1+ Bi,opt ( )

is the

ope 18 the first time for

for all ¢+ € Z, it is guaranteed that the threshold B can
not be reached before threshold A, namely, 75 > 0. After

plugging the explicit expressions of the optimal thresholds
(16) in inequality (52), we know that a sufficient condition
of 75 >01is

1

+ kiw(i) 35 ortey
i€T

0 <r <min

i€L (53)

If the value of r satisfies (53), condition 75 >0 is satisfied.
However, for the case (53) is not satisfied, we need to change
the threshold accordingly as

Al =

where 7) is a constant such that

Aoptv

Byttt i€ T 54

. 1
T = 1min 1 % .
i€ 14+ — ko
nw(i) 3 w(uqzi;o)
icT

We can see that with A’ and B’ opt> condition 75 > 0 is still
satisfied even if (53) is not satisfied. In this case, the Bayesian
cost of the rule 07, = (74/,75,,d’) is

Cl2(8) = €2 (57) — e2 ) log <k>
2\ ) wli
2 (55)
+Z'Uz 7,0pt < k>

€T

Since k;, w(i) and n are constants, the last two terms in (55)
decay much faster than C'(°2) (%) as co — 0. This implies that
the difference between the cost calculated by (17) and (55) is
negligible as co — 0.

APPENDIX C
PROOF OF PROPOSITION 3

Now, we first prove that, for any ¢,7 € Z,

P () .
— >
hkrggf X log H,” > h(i,j) (56)

IP; almost surely. Please note that the A(4, j) in this section is
deﬁned as (25) since we are studying the spemal case.

In (40), we have four inequalities about wl (k ny4+1) and
qbl (k nl 1). For (22), we apply the first inequality of (40)
to {wl }Silleaé\m‘j)(i’j)H, the second inequality of (40)
to {wl }1§l§a§“id)(i,j) , the third inequality of (40) to
{¢l(z_)}s+1§lgb§“*”(1:,j)—1 and the fourth inequality of (40) to

{¢l(z)}Lzlzbg(i’j)(m)-‘-l' Then we have

@ E ne—1 (1) WY D (4 5y —1 o
L D D R N = (@)
ns=0 n=1 _ IW(l J)( )+

M(i,5)

a (4,7) k—1 L k—1

’ o e 1 11&76)
= n=

1= bN(i'j)(i,j)nzl
p1* o (L= pr) (I = p2)t
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Therefore,
(4) ay’ 9 (i,5)
log H' ’
st 5 1 ;»1%(H5<0
L
DY 10g<H 6(”(2)> tlog (p1*~tp2t) +

1=b) 9 (4,5)

ko ne—1 by ) (i4)—1
1— 1),
%log > 11 (1_,51)(?_,)2) II r(L)(Z) +
n.=0 n=1 1=aM @) (7 )41

7 log (1= p1)*1) + g log (1 = p2)*1).
Since L is a finite integer, we have

log (pls—lp2L—s) m 0.

(57)

=

By Lemma 3 and the definition of 7; in (23), we can see that

by 7 (i.) 1

Yy
}log z ngffj— I &0
=0 n= (1=p1)(1=p2) _ zvf(i,j)(ij)+1
=al ;
b (4 5)—1
P,—a.s. 2 . .
;_}a - 2 m(i, )
0 \i=ad 9 (,5) 41 N
(58)

In addition, by the definition of n; and Algorithm 1, we can
see that

1a¥(i‘j)(i’j) W) 1 k—1
> k%(anm)+kbMﬂ—pﬂ‘)+
L

Lo 1%(H§”U>+b%ﬂbwmk9
NG9

l=b, (4,3)
Pj—a.s. a2 (2 Gd) o L .

. m@i,3)+ > m(i,g)

— 00 =1

1=by 7 (i.4)

(59)
Combining (57), (58) and (59), (56) is proved. Next, we need
to prove the other direction, i.e., for any ¢,5 € Z,

.1 (4) .
— <
hkm inf : log H,, h(i,j) (60)

IP; almost surely.
Applying (46) recursively, we have

T (_=pa’@)
(H ( (1 =p1)(1 = p2) (61)
D ()12, ().

Here (blH(k,nl) and 1/;;?1(767“1) are given (48). We apply
the first inequality in (49) to aﬁl@l(k,m) for | = a5 (4,))
and 1 < m < M(i,5), following the order from m = 1 to
m = M(i,j). Then we also apply the second inequality in

(49) to ¢z+1(k7“l) for I = b3(i,5) and 1 < n < N(4,7),
following the order from n =1 to n = N (i, ). We define

"EET e
N e

'Cx?ag"(i,j)q(”aé”(m)) ;1 <m < M(i, j),
k41 el
Om =3 [( Il %N”m>

nbg(i_’j):O m=1
N(i,j) 2n =1,

k41
Qn= >

Mg (i,5)=

(2)
€n b2 (4, j)+1(nb”(%3))

k+1 ng—
I'= 20 [( H &) )> C(ig) 41,51 (T5)
Eg\lf)( i,7)+1, s+1( )
(62)
where
k+1 5
e = 5| (T €00 )it

for a2l(i .]) -1 2 t Z aj (Z7J)’1 S m S M(’Laj) + 1a

Cmt(”tﬂ) =1Lt=a"(ij) -1,
k1

D)= 5 [(Hf@m)MHmﬂ

Ne=N¢—1 m=1

for b7 (i,7) >t > b5 (i,5) + L, N(i,j) + 1 >n > 1.
(63)
With the definitions in (62), we have

) M(i,5) N(i,5)
Hk S 111 Qm 1:[1 @n F

In (62), we denote

(64)

aM(i7j)+1(Z.’j) _
ay i, )
bN(Z’]H_l(i,j)
by “DYN (i, j) = s+ 1.

ay" (i, 5) + 1,
=s5—1,

N 3

i,7) —

Now, it suffices to show that

limsupilogﬂm: > _ m(,5),1 <m < M(4,j),

k—o0

lim sup % log®,, =
k—o0 1=b3 (i,5)

by () -1

lim sup % logT = >

ko0 1=a D (5, 5)+1

771(%])

(66)
P; almost surely. The proof of the three inequalities are
similar, and the third one is more complicated. So here we
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only provide the proof of the third one. For any 1 <[ < L,

k+1 n;—1 k+1
> Mén| X
ny=n;—1 m;=1

k+1 n;—1

= > I

ny=n;_1 my=1

k+1

= (I+1)

H gml+1
nyy1=n; mi41=1
k+1  mnip1—1

(1) £(14+1)
i §my >
MNI4+1=N Mp41="1

k+n;+1 nyp1—1

(1+1)

mi41

n;—1

(1+1) (I+1)
S Z H ml my H E"LH»l
ni=n;—1 my=1 Ny4+1=N] Mi41=N
k+1 n;—1 k+n;+1 niy1—1
+1 +1
< Y I1 gV | max s |-
) <k+1 — — )
ny=n;—1 m;=1 s Nyp1=N; My41="n

(67)
Similarly, we have

k+1 n;—1
l !
> 11 sﬁ&( s 5&#3)
ny=ni4+1 m;=1 ni_1=n;mp_1=1

k+1 n;—1

k4+n;+1 ni—1—1 _
< > I & éiﬂ><max > II fﬁiﬁ).

ny=niy1 my=1 <kt g T=nmy s i=ny
(63)

For T, apply (68) from I = a3’/ (i,j) + 2 to I = s, then
apply (67) from to [ = b, NG ’])( j)—2tol=s, we have

k1l [na—1 YD (5)—1 "
< Zo ) &q (Z)
na=0 \ 4=1 G169 gy
e 69
s by (i) -1 9
H Cl Dlv

l:aé\/l(i’j)(i,j)—'rl l=s

where
k+ny ni—i l ()
C) = max 1+ X I1 I1 mi1 | s
< . . M(i\j) .
ny—1=N; My—1=ny t=aj (i J)(,L)J)
k+ny ngn by 7 (0,5) )
D= max [1+ I I1 i1
n<k+1 ny41=n; Miy1="n; t=l

By Lemma 3, for s <[ < bév(i’j)(i,j) — 1, we have

) k+n; nigr by 7 (i) W
z log 1+ Z myy
Ny41=N] M41=N t=l
P;j—a.s. bé\r(i,j)(i’j)
-— > m(ijg) | =0.
k—o0 t=1

+

And for aéw(i’j)(i,j) +1 <1< s, we have

k+ny ni—i

l
Llog 1+ XTI I &,

nyg—1=n; mp_1=mn; t:a;wi‘j)(i )
>

l

t=ay" "7 (i.4)

P;—a.s. —0.
k— o0

+
Therefore, we have

Pj—a.s.
% lOg Cl ;T> O7
[eS)

Pj—a.s.
Llog D; —/— 0.
k k— o0

Similarly, by lemma 3, we can see that,

k1 [ne—1 b)Y (i5)—1

> | I el ()

ne=0 \ 9= 1=ay" 9 (ig) 1 (70)
Pia.s by ) (i,5) -1
- > (i, 5)
l=a M(L J)(z 7)+1

+

By (69), (C) and (70), we know that the third inequality in
(66) is true. Using similar steps, we can prove the other two
inequalities in (66). Hence (56) is proved. Finally, by (56) and
(60), the proof of Proposition 3 is complete.

APPENDIX D
PROOF OF PROPOSITION 4

we first prove that, for any ¢,j € Z,

1 p .
lim inf - log H"” > h(i, j) (71)
k—oo k
IP; almost surely. Please note that the h(7, j) in this section is
defined in Proposition 4 since we are studying the 2D case.
Then, we can see that
fo(Zn,a,p)

4ty (konp 51,82) > po Filonan)
(a,b)€C(S1,82,r+1)
1/JT+2 (k, Ny, Sl, 52) s R(Sl, SQ) >7r>0.
(72)
Applying equation (72) repeatedly, we have

k 77,0—1
( > P (1=p) fo(®n,s1,55)
§ : E : S1,S! § : — -
k S1=15,=1 ! 21'710:0 nl;ll a pl)fl(xn’sl’sb)
R(S1 Sz) 1 pl)n071 Oﬁl fo(mn.a,b)
(a.0)€0(81,5,,0) n=1 THEet)

Z Z K 5p R(Sl,Sz) 1
sZis= 7
no 1
(zrﬂ I 4 )
(73)

no=0 n=1
Since R(S1,S2) is finite for 1 < 57 < H,1 < Sy < W, we
have

)HH

log (Z Z Ky s, pr 527 1) —— 0. (74

S1=15:=1

Since the change will happen at all sensors at an almost surely
finite time 7', then by applying Lemma 3, we have

n%( o >nn£%ﬁ)

k
Z
=0 n=1 a=1b=
k. mno—
e £ ) o
7as(

p) + HWQ(]7 Z) - HWQ(L 0))+-

k—o0

Combining (73), (74) and (75), we can see that (71) is
proved. Next we need to prove the other direction, i.e., for
any i,j € Z,

1 i .
lim sup Z longg ) < h(i,j).

k—o0

(76)



IEEE TRANSACTION ON INFORMATION THEORY, VOL. XXXX, NO. X, XXX XXXXX 18

For any integer n, > 0, we can see that
k

[T (1=p1)

n=1

fo(Tn,a,b)

(a»b)GO(ShS%T) f’i(xn,a,b)

fo(Tn,a,b)

=1 (a,)€C(S1. 5ot 1) fi(Zn,ab)

k

[1(1-p1)

=1 (a,b)eO(S1,S2,7r+1)

fo(Tn,a,b)

n=1 (a,b)€C(S1,52,7+1) felEnen)

k

fo(Tn,a,b)
H fi(zn,a,b)

n
k

IN

¢r+2 (k?n(L‘7 Sla ‘92) .

77
From (31), using (77) with n, = k+1 and the fact that p; < 1,
we can see that
k+1

2 11

Nr41=Nr (a,b)€C(S1,S2,r+1)

H 7(’22 (kvnT’Jrl’SlaSZ)v

wr—i—l (k7n7‘a Sl7 SQ) S

R(Sl, 52) >7r>0.
(78)

Applying these two inequalities in (78) recursively, we have

B <y Zﬁm Z g -

Sl—l Sl =0 n=1

fO xn 51752)
p1) fi(Tn,8,,85)
)

0D (K, no, S1, S
(79)

where
k+1

D 11

Nr41=nr (a,b)€C(S1,52,r+1)

wr+1 (k7nr7 Slu 52) -

MNpr4+1—

H

wr+2 (k7nr+17 Sl; SQ) 9

na)

R(S1,82) >r >0,

(]_ — pl)nR(SleZ)_l
(80)
Since ng in (79) is no larger than ngs, s,) in (80), so the
right hand side of (79) will become larger if we cancel all
(1= p1) in (79).
Furthermore, we know that

,lzgzsl 7S2)<|>1 (k7 Ny, Sl, 52) =

k+1 Nyr41—1

>, I 11

nr41=0 (a,b)€C(S1,52,r+1) n=1

1;7(::)-1 (kvnTv Sla 52) S

Tn,a T(e
ngz (k,nrq1,S1,52), R(S1,82) >r > 0-(81)

By canceling all (1 — pl) in (79) and applying (81) reversely,

we have that H(Z < Z Z Ka,bY$,,8, Where
S1=1S5=1

k no— 1
- (A=p)fo(tn,s).55)
VS1,82 = (nOZ—O nl;ll fi(xn,sq,55) )
RlEL52) )
2 1 1) ey
r=1 t=0 \ (a,b)€C(S1,S2,7+1) n=1 -

By Lemma 3, forany 1 < 51 < Hand 1 < S5 < W, we
have

108 (3v5,.5,) % (HW — 1) (4(5.9) — a(5,0))
+ (log(1 — p) +q(j4,7) — (4, 0)) ;.

Since kg4, > 0 and >
1<a<H,1<b<W

Ka,b = 1, we have

min(log(%l) log (52),...,log ()
_ 312::1 S:ZV)1 KS1,897S1,89
gmax(log(“kl) log (542),...,log (22%)) .
We can have
*1 0g Z Z KS1,827S1,S2 P;::):

S1=1Ss=1
(HW —1) (q(4,7) — 4(4,0)); +
(log(1 = p) +q(j,7) — q(4,0)) 4
When Condition 1 is satisfied, we have
(log(1 = p) + HWq(j, i) — HWq(j,0)) . = (log(1 — p)+

q(5,) = q(J,0)4 + (HW = 1) (¢(4,7) — q(j, 0))
(82)

Hence (76) is proved. Therefore, Proposition 4 is true.
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