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ABSTRACT

The geographical separation between various supply chain
participants creates challenges in ensuring the integrity of the
parts under circulation. These supply chains have to regularly
deal with counterfeiting, a significant problem with an estimated
value equivalent to at least the tenth-largest global economy. In-
dustries are constantly upgrading their anti-counterfeiting meth-
ods to tackle this ever-increasing issue. Traditionally, a physical
or cyber-physical part identifier is used to assert the integrity
and identity of parts moving through the supply chain. For this
work, we propose the use of electromechanical impedance mea-
surements to generate a robust, unique part identifier linked to
physical attributes. Electromechanical impedance measurements
have been employed as a basis for non-destructive evaluation
techniques in damage detection and health monitoring. We pro-
pose using these high-frequency measurements recorded through
bonded piezoceramic transducers to help uniquely identify parts.

For this study, identical piezoceramic transducers (cut from
the same wafer to minimize variations) were mounted on iden-
tically manufactured specimens. The only distinction between
these specimens was the physical variation introduced during
manufacturing and instrumentation. Multiple measurements
for each specimen were recorded. A unique part identification
methodology based on linear projection was created using these
measurements. Lastly, a leave-one-out- study was performed to
uniquely identify the left-out specimen. This was used to vali-
date the part identification methodology. This paper introduces
the use of electromechanical impedance measurements (widely
adopted for damage detection) as a unique part identifier, with a
basic experimental implementation of the proposed mechanism
on identically manufactured parts. The paper also highlights
some challenges and future work needed to make this methodol-
ogy robust and adaptable.
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1. INTRODUCTION

Counterfeiting is a serious issue that affects supply chains all
over the globe. Counterfeiting is at least a $ 1.5 trillion industry,
making it indirectly the tenth largest economy in terms of total
GDP [1]. In order to tackle this inevitable issue, supply chains
require a mechanism or a methodology to assert the identity and
ensure the integrity of a part moving through it. The current
methods for identification involve the use of a variety of tech-
niques, ranging from physical markings to chemical markings
when exposed to an external stimulus [2]. With the advance-
ments in globalization, the geographical separation between the
participants of a supply chain has created challenges in part au-
thentication using traditional identifiers. One way to tackle this
challenge is to digitally link the part-specific information to the
part itself. Although this digital or cyber-information is invalu-
able for part legitimacy, linking it to the part is not straightforward
and has challenges of its own.

To establish the connection between part information to its
physical instance, researchers recommend the use of identifiers
that are extrinsic as well as intrinsic. These include but are not
limited to serial tags, bar codes, QR codes, or state-of-the-art
radio frequency-based identifiers (RFIDs). Identifiers enable dis-
tributors and customers, to identify if the part at hand is the same
or different than the originally supplied by the original equip-
ment manufacturer (OEM), i.e. authentic part. An appropriate
identifier provides the stakeholders and customers with informa-
tion about the whereabouts, as a point-by-point time-stamp for
its movement through the supply chain, while assisting in detect-
ing any foul play. Despite their extensive use, these identifiers
have shortcomings that need to be addressed. Through studies,
researchers have provided an overview of issues faced by identi-
fiers [3]. The traditional technologies when compared to RFIDs
lack certain functionalities and properties required for adequate
identification. The type of identifier to be used depends on the
requirements of the supply chain. Unlike its extrinsic counter-
parts, an intrinsic identifier is less vulnerable and more connected
to the unclonable inherent characteristics of a part. This type of
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identifier generates a unique identity of a particular part instance
by exploiting the inherent randomness introduced during man-
ufacturing or fabrication [4]. These unclonable function-based
identifiers are versatile and possess lower vulnerability [5].

Electromechanical impedance (EMI) measurements are in-
trinsic to a part and can be uniquely associated with a part. These
measurements have shown promise to create physically unclon-
able functions [6], and thus can be used as a basis for a robust
identification system. Over the decades, EMI measurements have
been widely used to detect defects across a large domain of ap-
plications, such as, aerospace structures, composite structures,
wind turbines, and space structures [7–11]. EMI measurements-
based damage detection, first introduced by Park et al. [12], use
piezoceramic materials - particularly, lead zirconate titanate, to
function as an collated sensor and actuator [13, 14]. EMI-based
structural health monitoring (SHM) is a highly sensitive, non-
intrusive, real-time, and versatile solution to monitor simple and
complex structures. EMI measurements have been successfully
adapted for not only post-process evaluation but also in-process
monitoring of additively manufactured parts [15–17].

Taking this into account, this paper presents a new method
for part identification using EMI measurements via linear pro-
jection. Any EMI measurement of a part or structure recorded
using the same experimental setup and constrained to the same
boundary conditions should be representative of the identity of the
part or structure itself. Thus, all else remaining equal, multiple
EMI measurements recorded over time can assist to authenticate
the identity of the part. For this study, multiple measurements
for identically manufactured parts are recorded. These measure-
ments are then processed to establish a linear projection-based
binary search method. This further allows the development of
an intrinsic identifier for a part under consideration. Using this
identifier, one can understand if a new recorded measurement is
associated with the intended part or is associated with a counter-
feit/tampered part.

The remainder of this paper is organized as follows - Sec-
tion 2 briefly discusses the fundamentals and applications of
electromechanical impedance. Section 3 discusses the method-
ology and experimental aspect of this study. The proposed linear
summation-based identification method is discussed in Section 4.
The use and capabilities of the proposed method are demonstrated
in Section 4.1. Finally, the concluding remarks and directions for
future research are presented in Section 5.

2. ELECTROMECHANICAL IMPEDANCE
Owing to its sensitivity and ease of implementation, EMI-

based SHM has proven to be a versatile, effective health mon-
itoring technique. This particular technique uses augmented
piezoelectric ceramics or piezoceramics to actuate, and simul-
taneously measure the dynamic response of the host structure.
Any structural modification will alter a part’s mechanical prop-
erties - mass, stiffness, etc. Piezoelectric materials exhibit an
electromechanical coupling behavior, that directly relates the
mechanical impedance of the host structure 𝑍𝑠𝑡 to the electri-
cal impedance 𝑍 (𝜔) of the attached piezoelectric sensor. The
electrical impedance of the piezoelectric wafer as a function of

the mechanical impedance [13], is expressed as,
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where 𝜔 is the frequency of excitation, 𝑍𝑝𝑧𝑡 =
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is the piezoelectric transducer short-

circuit impedance, 𝑘 = 𝜔

√︂
𝜌𝑠𝐸11 is the wave number 𝜀11 is

the 1-direction component of the strain tensor of the coupled
piezoceramic wafer, 𝑠𝐸11 is the complex mechanical compliance
measured at zero electric field, 𝜖𝜎33 is the complex permittivity
measured at zero stress, 𝜌 is the density of the piezoelectric
material, and 𝑏, ℎ and 𝑙 are the piezoelectric patch width,
thickness, and length, respectively.

As measuring the electrical impedance is straightforward,
any changes in the host structure can be identified based on the
recorded electrical measurements. Thus, changes in the host
structure can be easily detected. This non-invasive health moni-
toring technique has been implemented across various domains.
An EMI measurement is directly related to a part and is affected
by changes to physical characteristics - the basis of EMI-based
SHM. The piezo wafers are either attached to the surface (direct
measurement) or embedded in the structure during fabrication
(indirect measurement).

Manufacturing tolerances, deviations in operating condi-
tions, human factors, and/or ambient conditions also affect the
EMI measurement. Factors such as ambient temperature have
a global effect on EMI measurement. To tackle such situations,
several researchers have investigated and developed techniques to
compensate for the effects of temperature [18]. Although, these
factors are often referred to as deficiencies in the health monitor-
ing domains, the work herein uses these as an advantage. This
work aims to leverage these sensitivities as a way of creating
pat identifiers. At very high frequencies, the sensitivity of the
EMI measurement due to manufacturing tolerances, etc can be
leveraged to develop a unique part identifier.

3. METHODOLOGY AND EXPERIMENTAL SETUP
To investigate the use of EMI measurements to create intrin-

sic part identifiers, multiple high-frequency measurements of a
control specimen are recorded. A linear summation-based tech-
nique to compare subsequent measurements is then developed
using these measurements. An experiment was designed to apply
the identification method. Three aluminum beams, each with
dimensions 7.6 mm x 38.1 mm x 19.05 mm, were machined from
a larger aluminum block. Monolithic piezoelectric patches of
dimensions 12.7 mm x 12.7 mm x 0.2 mm, cut from the same
wafer, were bonded to the surface of the beams using cyanoacry-
late, as shown in Figure 1a. A single larger block of aluminum
and a larger piezoelectric wafer were chosen to minimize varia-
tions due material properties of each specimen. The piezoelectric
transducer was attached about 2 mm from the larger edge and 6
mm from the shorter edge. This configuration was kept consistent
for all the specimens.

EMI measurements were recorded using a Keysight E4990A
analyzer and later imported into a computer for post-processing.
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The measurements were recorded over a frequency range of 940
Hz to 100 kHz. All the specimens were subject to "free-free"
boundary conditions and an incremental sine sweep was applied
through the analyzer. For each specimen, multiple EMI mea-
surements were recorded. Figure 1b shows a schematic for the
experimental setup used for this study.

(a) Aluminum specimen with attached piezoceramic

(b) Schematics for recording EMI measurement using
Keysight 4990A analyzer

FIGURE 1: SPECIMEN USED AND SCHEMATICS FOR EXPERIMEN-
TAL SETUP

4. UNIQUE PART IDENTIFICATION USING EMI
MEASUREMENTS

As stated, EMI measurements serve as physically unclon-
able functions capable of differentiating parts from one another.
Thus, each individual part has a unique EMI measurement in-
trinsic and uniquely associated with it. When recorded multiple
times, every subsequent EMI measurement of a part should be
the exact same. However, factors mentioned earlier, such as am-
bient conditions, etc, play a role in introducing minor, at times
aggregate, variations in the EMI measurements. Because EMI
is very sensitive to changes in ambient conditions, every EMI
measurement recorded for the same specimen will possess devia-
tions. It can be hypothesized that a particular EMI measurement
has two components; a true measurement Z0, at baseline set-
ting of the boundary conditions, ambient conditions, etc, and a
variation-dependent measurement Z𝜖 . Mathematically, all the
measurements recorded for a particular part, follow a distribution

with a mean and variance. For each individual measurement, a
combination of the true and variation-dependent components can
be expressed statistically as,

Z𝑛 = Z0 + Z𝑛𝜖 ∼ N(𝜇𝑍 , 𝜎2
𝑍 ), (2)

where Z𝑛 is the 𝑛𝑡ℎ EMI measurement, Z0 is the true EMI mea-
surement for that particular part instance, and Z𝑛𝜖 is the variation,
resultant of the aforementioned factors, while 𝜇𝑍 and 𝜎2

𝑍
are the

mean and variance of the said distribution.
In an ideal scenario, the mean 𝜇𝑍 of these measurements

should be equal to the true measurement Z0, with a smaller stan-
dard deviation 𝜎𝑍 . Let us assume, one records multiple mea-
surements of a Part 𝑃1 and generates the statistical distribution.
By projecting an unknown EMI measurement Z𝑢𝑛𝑘𝑛𝑜𝑤𝑛 onto the
statistical distribution N𝑃1 , one can deduce the association of the
measurement to the part 𝑃1. This particular method asserts the
identity of any part by observing if the recorded measurement
is within the tolerance limit of acceptance for the prescribed
part. Here, the Z𝑛𝜖 for 𝑃1, is smaller than the difference be-
tween Z𝑢𝑛𝑘𝑛𝑜𝑤𝑛 and Z𝑛 measurement of 𝑃1. Figure 2a shows
the real part of impedance for a part under investigation projected
against the statistical distribution of two candidates. Although
this method is straightforward, it has some challenges of its own.
Firstly, to get a better idea of the distribution, a number of mea-
surements are required. Secondly, when dealing with identically
manufactured parts, their corresponding EMI measurements tend
to be closer to each other. In such a situation, differentiating be-
tween these parts on basis of the statistical distribution of EMI
measurements is challenging, as demonstrated in Figure 2b.

To create a simple but effective unique part identification
methodology, the authors propose modifying the representation
of an EMI measurement of a part, based on insights from vector
algebra and model approximation. The unique part identity of
any given part or structure is spanned by the vectors Z𝑖 - the
individual EMI measurements of the same part. Linear Summa-
tion (LinSum) hypothesizes using all the available EMI measure-
ments of the part under study to appropriately represent a new
measurement of the same part. This linear combination of EMI
measurements can be written as,

Zu = 𝐴1Z1+𝐴2Z2+· · ·+𝐴𝑛Z𝑛 =

𝑁∑︂
𝑖=1

𝐴𝑖Z𝑖 Z𝑖 ∈ C𝑀𝑥1, 𝐴𝑖 ∈ C1,

(3)
where Zi, are independent EMI measurements recorded for a
given part instance at 𝑀 frequency points, 𝐴𝑖 are their associated
weights and Z𝑢 is the impedance measurement under investiga-
tion.

To solve for the weights, a least-square problem is solved as,

A =

[︃(︂
RT

ZRZ

)︂−1
RT

Z

]︃
Zu, (4)

where Zi’s form the columns of RZ, and the associated weights
𝐴𝑖 are the elements of A. Once the weights corresponding to an
EMI measurement under investigation (Z𝑢) are obtained, they are
processed to generate a decision metric 𝐾̄𝑢. Various functions
can be used to calculate the decision metric. The function can
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(a) Normalized Real part of impedance for specimen under
investigation along with statistical distribution for two can-
didate parts

(b) Normalized Real part of impedance for specimen under
investigation along with statistical distribution for identically
manufactured parts

FIGURE 2: USING µZ AND σZ OF EMI MEASUREMENTS TO IDEN-
TIFY SPECIMENS

be changed according to the needs of the user. For this study, an
absolute average of the weights was used as the decision metric.
A decision metric threshold, 𝐾̄𝜖 , is set based on the known EMI
measurements of the candidate, Zi’s. For Z𝑢, only when 𝐾̄𝑢 <

𝐾̄𝜖 , then Zu corresponds to the candidate Zi’s are associated with.
For practical purposes, the identification is not performed for only
a single candidate, but for a set of candidates. For LinSum, these
candidates define the stages of the identification method. For
any Zu, the LinSum method in its basic form performs a multi-
stage binary classification to establish its identity and associates it
with one of the available candidates. Figure 3 shows a summary
flowchart of the LinSum method used for part identification in
this work.

4.1 Linear Summation for identical parts
A counterfeit in simplest terms is an imitation of the original,

intended to infiltrate and deceive the supply chain participants.
Here the authors present the worst identification scenario of differ-

FIGURE 3: LINSUM PROCESS USED FOR PART IDENTIFICATION
SYSTEM

entiating between identically manufactured parts. Differentiating
between two identically manufactured originals is cumbersome
and not an easy task for any unique part identification system
(UPIS). Thus, if any UPIS can differentiate between parts identi-
cally manufactured by the original supplier, it should be able to
differentiate between non-identical parts.

In this work, the authors showcase a problem wherein a
replica posing as the original part was manufactured. Mul-
tiple EMI measurements for the six identically manufactured
specimens (within machining tolerances and human error) were
recorded using the setup mentioned in Section 3. Figure 4 shows
the one high-frequency EMI measurement for the each of the six
specimen. Out of all available EMI measurements corresponding
to every specimen, all but one were chosen to form the basis of
each identification stage for LinSum. LinSum method was ap-
plied to uniquely identify the remaining EMI measurements and
their corresponding identity.

4.2 Results & Discussions
For this work, the LinSum method was applied for each of

the 6 identically manufactured specimens. For the multi-staged
LinSum, each stage is associated with a particular specimen (e.g.,
Specimen A, Specimen B, etc). Each stage comprised leave-one-
out-tests equal to the number of total EMI measurements asso-
ciated with the specimen to be identified in the stage. A total of
𝑁 measurements, divided among the 6 specimens were recorded.
Ideally, for every stage, each of the 𝑃 leave-one-out-tests using
𝑃 − 1 measurements of a particular specimen should produce 1
positive decision for the left-out measurement for that specimen
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FIGURE 4: EMI MEASUREMENTS FOR IDENTICAL SPECIMENS

FIGURE 5: CLASSIFICATION OF SPECIMENS USING LINSUM AP-
PROACH

and 𝑁 − 𝑃 negative decisions for measurements associated with
the remaining specimens. The experimental case study used 33
EMI measurements distributed among 6 specimens. A represen-
tative classification of 6 EMI measurements using the LinSum is
presented in Figure 5. As observed, the LinSum method effec-
tively differentiated between true and false parts for each stage of
the part identification. Despite this, with the current threshold,
the method did not recognize the identity of 2 EMI measure-
ments. It is noted that although undesirable, this particular result
of false rejection is favorable over false acceptance for the anti-
counterfeiting application. Falsely rejecting a good or real part
would lead to a second scan which is still less expensive than
falsely accepting a bad or fake part in circulation that could yield
to catastrophic results if intended.

As the LinSum method basically forms a classification
model, its effectiveness is evaluated using the standard 𝐹1-test
and Matthews Correlation Coefficient (MCC)-test. The 𝐹1-score
and the 𝑀𝐶𝐶-value are calculated as,

𝐹1 =
2𝑇𝑃

2𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 , (5a)

FIGURE 6: A GENERIC 2X2 CONFUSION MATRIX COMPARING AC-
TUAL AND PREDICTED LABELS

𝑀𝐶𝐶 =
𝑇𝑃 · 𝑇𝑁 − 𝐹𝑃 · 𝐹𝑁

((𝑇𝑃 + 𝐹𝑃) · (𝑇𝑃 + 𝐹𝑁) · (𝑇𝑁 + 𝐹𝑃) · (𝑇𝑁 + 𝐹𝑁))1/2
,

(5b)
where 𝑇𝑃 is the number of true positives, 𝐹𝑃 is the number of
false positives, 𝑇𝑁 is the number of true negatives and 𝐹𝑁 is the
number of false negatives predicted by the model respectively.
Figure 6 shows a 2x2 Confusion matrix to help the reader with
the nomenclature. The precision of the model is the ratio of
𝑇𝑃𝑠 to the sum of 𝑇𝑃𝑠 and 𝐹𝑃𝑠, recall is the ratio of 𝑇𝑃𝑠 to
the sum of 𝑇𝑃𝑠 and 𝐹𝑁𝑠, while, specificity is the ratio of 𝐹𝑃𝑠
to the sum of 𝐹𝑃 and 𝑇𝑁𝑠. The current UPIS model has a
precision of 100%, a recall of 97.9%, and a specificity of 0%.
The balanced 𝐹1-score of the UPIS is 98.95% while the 𝑀𝐶𝐶-
value is 0.987. A model with a higher 𝐹1-score and 𝑀𝐶𝐶-value
is always preferred. Thus, the proposed LinSum-based UPIS is
robust and efficient in uniquely identifying identical parts from
each other. This proposed approach would prove better than the
classical operator-based approach wherein an operator makes a
decision about the part identity. The current UPIS takes into
account raw unprocessed EMI measurements for performing the
identification. Pre-processed EMI measurements can assist in
eliminating false decisions, thus, increasing precision.

5. CONCLUSION
In this work, we proposed a new way to utilize high-

frequency EMI measurements for unique part identification. The
proposed method, LinSum uses available EMI measurements of
a part to recognize the identity of an unknown new EMI mea-
surement. The method used for part identification is operator
independent and semi-autonomous in terms of decision-making.
This identification method had a 𝐹1 score of 98.95% and 𝑀𝐶𝐶
value of 0.987, a precision of 100% in identifying 3 identical
specimens from one another.

Out of all the false decisions made, the system predicts more
𝐹𝑁𝑠 than 𝐹𝑃𝑠 which in the context of asserting part identity
are preferred. It is suspected that most of the 𝐹𝑃𝑠 decisions
were associated with EMI measurements affected by ambient
conditions, a condition that can be compensated by data-driven
models. For future work, a goal would be to develop a more robust
UPIS to eliminate the 𝐹𝑃s altogether which can be accomplished
through the use of alternative projection techniques, parameter-
sensitive studies, and/or appropriate frequency band selection.
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