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ABSTRACT

Deep learning based voice synthesis technology generates artifi-
cial human-like speeches, which has been used in deepfakes or
identity theft attacks. Existing defense mechanisms inject subtle
adversarial perturbations into the raw speech audios to mislead
the voice synthesis models. However, optimizing the adversarial
perturbation not only consumes substantial computation time, but
it also requires the availability of entire speech. Therefore, they
are not suitable for protecting live speech streams, such as voice
messages or online meetings. In this paper, we propose VSMask,
a real-time protection mechanism against voice synthesis attacks.
Different from offline protection schemes, VSMask leverages a pre-
dictive neural network to forecast the most effective perturbation
for the upcoming streaming speech. VSMask introduces a universal
perturbation tailored for arbitrary speech input to shield a real-time
speech in its entirety. To minimize the audio distortion within the
protected speech, we implement a weight-based perturbation con-
straint to reduce the perceptibility of the added perturbation. We
comprehensively evaluate VSMask protection performance under
different scenarios. The experimental results indicate that VSMask
can effectively defend against 3 popular voice synthesis models.
None of the synthetic voice could deceive the speaker verification
models or human ears with VSMask protection. In a physical world
experiment, we demonstrate that VSMask successfully safeguards
the real-time speech by injecting the perturbation over the air.
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1 INTRODUCTION

The recent development in Artificial Intelligence (AI) has spurred
the research on intelligent voice control. It is now possible to im-
personate someone’s voice almost impeccably, as shown in various
“deepfake" campaigns for misinformation and fraud [1]. Deep learn-
ing based voice synthesis is the core technology used in deepfakes
to generate speeches of arbitrary target speaker’s voice without
specific speech samples. There are two types of speech synthesis
approaches: text-to-speech (TTS) synthesis and voice conversion
(VC). TTS generates synthetic speeches using the script texts and a
single speech sample from the speaker. However, it usually outputs
unnatural and mechanical human speeches. VC, on the other hand,
directly transforms the voice of the original speaker to that of an-
other speaker without altering the linguistic information within the
speech. VC is capable of generating vivid speech with real human
speech characteristics, such as pauses, moods, and even accents.

Advanced voice synthesis has been used in benign applications,
such as reading stories to kids with their deceased grandma’s
voice [2], or letting your favorite movie star to guide your routes [3].
However, as shown in Fig. 1, human ears or automatic speaker verifi-
cation (ASV) systems verify speaker identity through voice patterns,
voice synthesis technology causes potential security threats. First,
voice assistants often require the authenticated voice to activate Siri
or Google Assistant before users operate the locked smartphone.
Attackers could easily take control of the smartphone and send
malicious commands with synthesized voice. Second, ASV systems
have been integrated in many popular Apps for user authentication.
For example, WeChat requires the user to speak a 6-digit number
before the first-time login on an unseen device [4]. Such user verifi-
cation is vulnerable to voice synthesis attacks. Third, attackers can
leverage synthetic voice to impersonate the victim in a fraud phone
call [5]. It is difficult for human ears to differentiate high-quality
synthetic speech from natural human voice [6].

In response to the threat of voice synthesis attacks, researchers
have developed synthetic human voice detection models to identify
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Figure 1: Voice synthesis attack deceives both ASV system
and human ears in real-world scenarios.

fake human speech [7-9]. However, implementing voice synthesis
detection on all mobile devices can be costly, and these detection
methods may not achieve the claimed high accuracy in real-world
scenarios [6]. To defend against unauthorized voice synthesis at-
tacks, Attack-VC [10] adds adversarial perturbations to victim’s
speech samples to disallow adversaries from generating synthetic
voices from the victim. The synthesized speech derived from the
protected speech will sound like a distinct voice from another pre-
determined target speaker rather than the victim speaker!. Never-
theless, the application of Attack-VC is somewhat restricted. The
PGD method used to optimize the adversarial perturbation requires
the availability of the entire speech and a significant number of
iterations to generate the adversarial speech samples. Therefore,
the optimization process will not be able to keep up with the real-
time speech. As a result, live human speech and voice signals in
real-time applications, such as voice messages, online meetings, are
still vulnerable to voice synthesis threats.

In this work, we propose the first real-time voice protection
method, VSMask, to protect the real-time speech in both digital
and physical world. Instead of optimizing the perturbation itself,
we train a neural network to anticipate the most efficient pertur-
bations in the future. As a result, the protective perturbation can
be instantly incorporated into the real-time audio stream without
causing extra time delay. In addition, to protect the entire speech,
we introduce universal perturbation headers to mask the beginning
of the speech regardless of the speech content. Based on human
auditory perception characteristics, we introduce a supplementary
weight-based amplitude constrained method to further alleviate
the audio distortion of the protected speech. In summary, the paper

makes following contributions:
e We propose VSMask, a real-time protection system against

voice synthesis attacks. By predicting the perturbation for

“victim speaker” refers to the target of voice synthesis attack. “target speaker” refers
to a different speaker pre-determined by VSMask to interfere with the voice synthesis.
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Figure 2: The speaker encoder in voice synthesis models is
susceptible to adversarial attacks.

upcoming streaming speech, VSMask can shield the user’s
voice with negligible delays.

e We propose an optimization scheme to train universal per-
turbation to protect the exposed audio at the beginning
of speech. This allows VSMask to indiscriminately protect
speech data with different lengths and sizes. We further in-
troduce a weight-based amplitude constrained method to
reduce human perceptibility for adversarial perturbations.

e We evaluate VSMask performance on three different voice
synthesis models. The experimental results show that VS-
Mask is capable of providing real-time defense against voice
synthesis attacks on both digital and physical spaces, ef-
fectively shielding ASV systems and the human auditory
system from malicious voice synthesis.

2 BACKGROUND

2.1 Voice Synthesis

The purpose of voice synthesis attacks is to generate artificial
speech resembling real human voices. Fig. 2 shows a general voice
synthesis framework including both TTS and VC. For TTS and
VC models, the speech content embeddings are respectively ex-
tracted by the content encoders E;;s or E. from text t or speech
p- The speaker encoder Eg encodes the victim speaker character-
istics Es(x), where x is a speech sample from the victim speaker
x. Finally, the decoder will generate a synthetic speech F(x, p) or
F(x,t) with voice features from an arbitrary victim speaker x.

2.2 Defense Against Voice Synthesis

Attack-VC [10] introduced embedding attack that aims at the speaker
encoder model E. If we input an adversarial speech sample x + §
with little difference from x, the encoded vector Eg(x + §) is close
to another target speaker y rather than the real victim speaker x.
The adversarial attack for voice protection can be formulated in
Problem (1) as follows:

L(Es(x+0), Es(y)) = AL(Es(x + ), Es(x))

minimize
° ()

subject to ||| < €,

where £ is mean squared error (MSE) loss function, and y is a
speech sample from target speaker y. The first term in Problem (1)
minimizes the loss between the speaker embedding vector of ad-
versarial input Es(x + §) and the target speaker E;(y) to force the
model to generate speech voice similar to the target speaker y,
while the second term eliminates the victim speaker voice Es(x).
Eventually, with protected speech input x + , the synthetic voice
cannot spoof the speaker verification or human ears anymore. In
Problem (1), it is necessary to set a predetermined target speaker y.
We run an additional experiment without setting a target speaker,
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(a) Real-time communication applications.
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Figure 3: VSMask provides protection in both online and
offline scenarios.

(i.e., by setting A — o0). The result shows: despite that the synthe-
sized speech becomes noisy, it still sounds like the voice from the
victim speaker.

2.3 Real-time Adversarial Attack

Since human speech is a streaming audio signal, it is impractical to
generate real-time adversarial perturbation using the PGD method.
VoiceCamo [11] presents a real-time adversarial attack towards
speech recognition (SR) models, which could forecast the upcoming
adversarial perturbation by optimizing the model gy. The predictive
model optimization in VoiceCamo is illustrated as follows:

maxiHmize E(x,,yp) [LeTe (G y1)]

@

st gr =fy(xt +9o(xr—r—5)) and |lgo(xt)lleo <6,

where L7 is connectionist temporal classification (CTC) loss
function, x; is a streaming speech audio, and y; is the true label
of the speech transcript. f; is the speech-to-text model with fixed
parameter ¢, gg is the predictive model to forecast the perturbation,
and x;_,_g is the speech signal captured at time t — r — §. After
predicting the first perturbation, the input window slides to the
next time slot to predict the second perturbation, and so on so
forth. Finally, the speech recognition accuracy will be significantly
degraded when the real-time attack activates.

3 THREAT MODEL

The state-of-the-art voice synthesis models allow the attackers to
generate voice with a single speech sample from the victim speaker.
In this section, we define the threat model of voice synthesis at-
tacks according to the adversary’s knowledge about the victim and
potential defenses.

3.1 Adversary Knowledge

The attacker can leverage voice synthesis models to generate artifi-
cial speech with the victim speaker’s voice, in order to compromise
the speaker verification systems or human ears. The model could be
well-trained or locally trained by the adversaries. They can also test
the synthesized speech on speaker recognition models to evaluate
the voice similarity. If they realize the samples are protected, they
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can apply denoising or other signal processing methods to recover
the clear audio.

3.2 Adversary Capability

The adversary is able to save audio signals played in mobile devices,
for example, smartphones or laptops, or record speech in physical
world with a microphone. The victim speaker’s speech samples are
available from multiple sources.

Real-time Communication Applications. As shown in Fig. 3(a),
it is common for people to send voice memos or make voice calls
using real-time communication apps. The attackers may hide in
chat groups and record anyone’s voice for voice synthesis. Mean-
while, many people meet online since the COVID-19 pandemic. The
attackers can join public online meetings and record the victim’s
voice without seeking permission. But existing defense methods
fail to provide protection for the real-time speech.

Social Network Platforms. People are willing to share their daily
life on social media. There are billions of active users uploading
their self-made videos to TikTok, YouTube and Instagram [12].
Usually, all visitors have the access to download and reuse them.
Even with a short speech, malicious attackers could clone your
voice and impersonate your identity. Although existing defense
methods are able to protect your voice on your social media, it
requires long processing time before uploading [10].

Real-world Conversation. In addition, real-world human speech
is threatened by voice synthesis attacks. While people are speaking
in a presentation or conversation, an adversary can stealthily record
the speech and launch voice synthesis attacks. But existing defenses
fail to mask our voice efficiently to allow the protection against
malicious voice synthesis. It is also challenging to physically inject
perturbation into real speech.

3.3 Defender Knowledge

Meanwhile, we consider a white-box scenario where the defenders
have complete knowledge of the adversarial voice synthesis model,
including model structure and model parameters. To optimize
VSMask, defenders also need to collect a few clear speech samples
from the protected victim speaker x. In addition, defenders have
multiple target speaker candidates y; speech samples from public
datasets, and they can select the best target y for the victim speaker
x to maximize the voice disparity. Raw speech audios will be locally
processed by VSMask and uploaded to real-time applications or
social media platforms without extra time delay.

4 VSMASK SYSTEM DESIGN
4.1 Design Consideration

One typical attack approach towards ASR system is to hide the
adversarial perturbations in the psycho-acoustic features of human
speech [13], which could be a potential solution for voice synthesis
defense. However, these perturbations require the availability of
the entire speech to mask them. As a result, it cannot be applied in
real-time applications.

We also notice that universal perturbations can fool the ASR sys-
tem regardless of the original speech contents [14]. But such short
perturbations are too short to protect the long speech from voice
synthesis attacks. To extend the protection scope, we attempt to
leverage periodical universal perturbation to shield human speech.
Unfortunately, the performance of periodical perturbation method
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is unsatisfying. The defense is effective only when the perturbation
signal ¢ is strong. Generally, short universal perturbations have lim-
ited degrees of freedom, which limits the protection performance.z
In contrast, longer perturbation period usually causes over-fitting;
besides, periodical perturbation can be denoised by attackers once
they capture the perturbation at the interval of the speech. Thus, it
is crucial to develop a robust and real-time protection mechanism
to safeguard against voice synthesis attacks.

4.2 Real-time Predictive Model

Preprocessing. Fig. 4 shows the system framework of VSMask.
The input of VSMask is a streaming human speech signal, which is
vulnerable to voice synthesis attacks. Once VSMask detects human
speech starts, it will capture the upcoming audio signal. During pre-
processing, the audio signal is transformed into a mel-spectrogram,
with the frequencies converted to the non-linear mel scale to match
human hearing. The resulting mel-spectrogram has the same di-
mensions as the input of the speaker encoder Es in the targeted
voice synthesis model.

Model Architecture. Next, the converted mel-spectrogram works
as the input of VSMask predictive model fy. The output of the
predictive model is also a mel-spectrogram with shorter length.
Learned from VoiceCamo [11], VSMask selects a real-time pre-
dictive model composed of 7 down-sampling blocks and 5 up-
sampling blocks, which outperforms models with less layers and
maintains similar performance as models with more layers. Each
down-sampling block contains a reflection padding followed by a
2-D convolution layer, a 2-D batch form, and a PReLU activation
function; each up-sampling block consists of a 2-D ConvTranspose
layer and a leaky ReLU activation function. The final up-sampling
block is followed by a tanh function to constrain ||§||e. The output
mel-spectrogram will be converted to time-domain audio signal and
injected into the raw audio. We illustrate the fine-tuning process
and model architecture details in Appendix A.

Optimization and Workflow. Suppose the speaker encoder func-
tion in the target voice synthesis model is Es, we could formulate
predictive model training as the following optimization problem:

L(Es(x+8), Es(y)) — AL(Es(x + 6), Es(x)),

miniemize
)

subject to 5Z+At = fyp(x) and ||d]le <€,

where £ is MSE loss function, x is the input streaming speech from
the victim speaker x, y is a speech sample from the selected target
speaker y to mislead E, and ¢ is the perturbation predicted by
model fp. 8" . is the perturbation added at ¢ + At with length y.

t+At
Since the predictive model f requires an input signal x; with a short
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length t, VSMask does not require the entire speech in advance,
facilitating real-time protection.

As illustrated in Figure 4, VSMask initially generates a perturba-
tion of length y (represented by the blue waveform) after a short
time delay of At. Subsequently, the input window is slid to the next
time slot from y to ¢ + y to generate the second perturbation (repre-
sented by the red waveform), and this process repeats. In contrast
to Attack-VC, VSMask fine-tunes the predictive model parameters
0 rather than manipulating the perturbation §. As a result, once the
predictive model fp is established, VSMask can identify the best
perturbation ¢ in a single computation step, rather than undergoing
a large number of iterations.

4.3 Universal Perturbation Header

However, VSMask predictive model has some deficiencies, since
the voice synthesis models can generate synthetic speech via very
short speech samples from the victim speaker. For example, the
victim speaker gives a speech example — “please protect my speech
from voice synthesis". The predictive model could well protect the
trailing phrases “my speech from voice synthesis". Yet, the leading
words of the speech “please protect” are still exposed to the attackers,
as VSMask prediction model cannot generate perturbation for the
beginning of the speech. Therefore, the attacker may be able to clip
the speech audio and synthesize speech with an audio segment.

To address this challenge, we resort to a universal perturbation
added at the beginning of the streaming speech signal to protect
the entire speech. Recent work [14] shows that regardless of the
utterance, there exists universal perturbations that can force the
ASR system to output specific transcripts, e.g., “yes" or “no". This
universal perturbation maintains high success rate especially when
the input speech is short. Fortunately, the “blind spot" of the predic-
tive model is also small. Therefore, it is feasible to train a universal
perturbation forcing the speaker encoder to output the selected
target speaker y embedded vector E(y) rather than the real vector
Eg(x), regardless of the speech contents.

In order to train such a universal perturbation header &y, we
clip the training speech samples from the victim speaker x to audio
clips x; with the same length t + At. Then, we use PGD method to
optimize the universal perturbation header §, as follows:

minimize Z Ls(Op.xi,y),

h x; €D
subject to  Ls(p, xi,y) = L(Es(x; + 1), Es(y))
— AL(Es(x; + 6p), Es (%)) 16nlleo < €.

(4)
and

where O is the collection of clipped speech x;.

Before the optimization process in Section 4.2, we add the uni-
versal header into all training samples to enhance the protection
performance. After combining the predictive model and universal
header, VSMask successfully protects the streaming speech in real-
time scenarios. Fig. 5(a) shows a natural speech sample x exposed to
the attackers. Fig. 5(b) is the audio spectrogram of protected speech
x + 0. The perturbation causes little difference between these two
speech samples. Fig. 5(c) and Fig. 5(d) are respectively the synthetic
speech spectrograms from x and x+¢ with the same speech content.
Even though x and x + § are very similar, the synthetic speech F(x)
shows male voice patterns whereas F(x + §) presents female voice
with higher frequencies.
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(a) The spectrogram of the natural
speech x.

(b) The spectrogram of the protected
speech x + §.

(c) The spectrogram of synthetic speech
F(x).

(d) The spectrogram of synthetic speech
F(x+5).

Figure 5: Speech protected by VSMask effectively degrades
the voice synthesis model performance.

4.4 Weight-based Noise Mitigation

Inevitably, the injected protective perturbation will cause audio
distortion. Prior work usually constrains the perturbation amplitude
to minimize the human perception, or considers the amplitude in the
optimization to achieve the best trade off between noise level and
performance. However, even as the perturbation is well-optimized,
there is still significant background noise in the speech signal.

To degrade the perturbation perceptibility of VSMask, we look
into human hearing sensitivity. Fig. 6 shows equal-loudness con-
tour [15], a measurement of human hearing perception under dif-
ferent frequency tones. For low frequency (< 1.6 kHz) or high
frequency (> 4 kHz), higher sound pressure is required to cause the
same loudness level in human ears. For medium frequency band
between 1.6 kHz and 4 kHz, human ears have the highest sensitivity.
Based on this phenomenon, one potential approach is to hide all
perturbations in the low frequency band. However, our experiment
shows that it fails to provide sufficient protection for our speeches.

Therefore, we need to inject a global perturbation into the en-
tire spectrogram. To mitigate human hearing perception, we are
supposed to reduce the perturbation amplitude between 1.6 kHz
and 4 kHz. However, it is expected that reducing the perturbation
amplitude also degrades the protection performance. To compen-
sate the scarcity in medium frequency, we increase the amplitudes
in other frequency bands which are hard to sense for human ears.
Therefore, we rewrite the amplitude constraint as follows:

5=16 om ",

[161lleo < €1, Idmlleo < €2, I8nllco < €3,

®)

s.t.
where €2 < €3 < €1. By adding such weight-based constraint on
the perturbation amplitude, we successfully improve the protected
audio quality by limiting the human perception of perturbation
without sacrificing the protection performance.

4.5 VSMask Application Scenarios

As we mentioned in Section 3, the attackers have many different
approaches to obtain the speech audio from the victim speaker.
Here, we describe the versatile application scenarios of VSMask.

Online Protection. The first application is to protect human voice
in real-time communication and social media Apps. For these Apps,
VSMask can work as a plug-in component to protect the user’s voice.
Once VSMask detects the start of the speech, it will automatically
add the universal perturbation header, and concurrently capture
the speech audio. After injecting the perturbation header, VSMask
has predicted the following perturbation for the next time slot, and
then it iteratively protects the upcoming speech stream. Based on
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the prediction mechanism, VSMask causes no extra time delay on
the real-time communication.

Real-world Physical Protection. In real-world scenarios, the
attackers may stealthily record the victim’s voice and implement
voice synthesis attack. To counter such adversaries, users can pro-
tect themselves by installing VSMask on their mobile devices. While
talking, VSMask will play perturbation noise signal and effectively
inject adversarial speech samples in the eavesdropped audio. In the
end, it will protect our real-world speech against voice synthesis
attack, as shown in the experiments in Section 6.

5 EVALUATION
5.1 Target Models and Experiment Design

Target Voice Synthesis Model. Moreover, we select the following
three representative voice synthesis models to evaluate VSMask
performance:

e AdaIN-VC [16]: an unsupervised one-shot voice conversion
model based on instance normalization;

e AutoVC [17]: a new style auto encoder with carefully de-
signed bottleneck, which is the first work achieving zero-
shot voice conversion with non-parallel speech data;

e SV2TTS [18]: a TTS model that converts text transcripts to
human speech with the target speaker voice.

Dataset. For AdaIN-VC and AutoVC models, we use CSTR VCTK
Corpus [19] dataset, a widely used speech dataset in the voice con-
version studies, to evaluate the performance of VSMask. VCTK
includes speech samples from 109 English speakers with different
accents. Each speaker reads up to 400 sentences randomly selected
from newspapers or elicitation. For SV2TTS model, we select Lib-
riSpeech dataset [20] for evaluation. In particular, as some speech
samples are too short to activate VSMask predictive model, we only
use speech audios longer than 3 seconds for training and testing.

5.2 VSMask Effectiveness on ASV System

ASV System for Evaluation. To evaluate VSMask effectiveness
of reducing the similarity between the synthetic speech voice and
victim speaker’s voice, we utilize SpeechBrain [21], a state-of-the-
art model to calculate the voice similarity of two speech samples.
SpeechBrain speaker verification model is composed of emphasized
channel attention, propagation and aggregation in time delay neu-
ral network (ECAPA-TDNN) to extract speaker embeddings. The
similarity scores are calculated by cosine similarity of embedding
vectors of two speech samples. The higher the score is, the greater
the possibility that two speech samples are from the same speaker.
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Table 1: We compare VSMask defense performance with other online or offline baseline defense methods. VSMask outperforms
all other real-time protection methods and achieves similar performance as offline PGD method.

Type Method Score Accuracy STOI
. R h 0.780 98.8% 1.000
Non-synthetic AW speec
Protected speech 0.429 68.5% 0.839
M2M F2F M2F F2M
Type Method
Score  ASR  Score ASR  Score ASR  Score ASR
Raw speech 0.595 91.9% 0.612 93.2% 0.561 88.3% 0.546 86.0%
. Random noise 0.516 86.6% 0.538 89.0% 0.505 84.0% 0.473 81.5%
Synthetic
Periodical perturbation  0.192 11.0% 0.203 12.5% 0.177 9.8% 0.156  8.6%
Offline PGD 0.064 0.0% 0.085 0.0% 0.049 0.0% 0.055 0.0%
VSMask 0.077 0.0% 0.104 0.0% 0.056 0.0% 0.073 0.0%

M2M: Male-to-Male, F2F: Female-to-Female, M2F: Male-to-Female, F2M: Female-to-Male.

If the score is higher than a threshold k, the speech can pass the ver-
ification. In our experiment, we set the default threshold k = 0.25,
which achieves the best accuracy for clear human speech samples.
VSMask and Baseline Methods Setup. In this section, we intro-
duce VSMask evaluation setup along with 4 other baseline methods
for comparison. We evaluate the methods in the digital domain by
injecting perturbations into digital audio signals.

VSMask: First, for VSMask method, we set A = 1 in Problem (3) and
(4) according to the A value in [6], the input time window length t as
1.25 seconds. To ensure real-time prediction, it is important to avoid
setting a very short time-delay. On the other hand, a long time-delay
can lead to a degradation in the performance of VSMask. Therefore,
we have set both the time-delay (At) and output length (y) to be 0.4
seconds. Therefore, the perturbation header length is t + At = 1.65
seconds. Moreover, we set the perturbation amplitude constraint € =
0.10. The perturbation amplitude after noise mitigation approach
is:e3 =€,€1 = 1.15 € and €3 = 0.85 €.

In addition, we randomly select 30 male and 30 female speakers
from the dataset. We use AdaIN-VC model to generate 100 synthe-
sized speech samples for each speaker. For female victim speakers,
we select a male speaker as the target speaker, and vice versa. For
voice conversion models, the gender of the speaker matters, since
male and female have different voice patterns, e.g., female speakers
usually have higher frequency utterances. We split the results ac-
cording to different genders of victim speaker and speech source
speaker.

Random Noise: One possible way to degrade the voice synthesis
model performance is to add random noise into the speech signal
x. In the experiment, we set the random noise amplitude €, = 0.15.
Periodical Perturbation: Since the universal header can protect short
speech regardless of the speech content, periodical universal per-
turbation is a potential solution for real-time defense. In the experi-
ment, we recurrently inject the same universal perturbation header
with amplitude €, = 0.12 into the raw speech audio and evaluate
its protection performance.

Offline PGD Method: In addition, we compare our method with
offline PGD method in Attack-VC [10]. We apply the embedding
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attack method as shown in Problem (1), while the iteration number
is 1,500, €575 = 0.10. Even though offline PGD method is not
feasible for real-time protection, it can help to find the upper bound
of protection performance.

VSMask Evaluation on ASV System. We quantitatively evaluate
the ASV system performance with non-synthetic speech samples.
For the clear audios without VSMask protection, the ASV system
achieves accuracy above 98%. But for speech audios protected by VS-
Mask, similar to the result in Attack-VC, the ASV accuracy degrades
since the perturbation distorts the voice patterns in the speech.
In this way, VSMask may affect speaker recognition functions in
real-world scenario such as voice assistant activation. Fortunately,
mobile devices can cancel out the perturbation from loudspeakers
using echo cancellation [22]. So VSMask will not interfere with
the activation process. In addition, we use Short-Time Objective
Intelligibility (STOI) [23] to measure the speech quality of protected
audio. The result shows that the speech under VSMask protection
is fully intelligible for human ears.

Next, we compare VSMask with different baseline defense meth-
ods, where the target voice synthesis model is AdaIN-VC. We use
attack success rate (ASR) to evaluate the performance of voice syn-
thesis attacks. For reference, when the attacker clones voice with
raw speech audios, more than 85% synthetic audios can pass the
ASV system with high similarity score. While the voice conver-
sion is intra-gender (male-to-male or female-to-female), the ASR
is even higher. If the victim speaker is female, voice conversion
shows slightly higher ASR than male victim speaker. This result
confirms the effectiveness of compromising ASV systems with voice
synthesis attacks.

Then, we evaluate the baseline real-time defense methods. We
first synthesize voice from speech with white noise. When the
perturbation amplitude is small (¢, = 0.15), random noise cannot
deteriorate the voice synthesis performance. Actually, the embed-
ding speaker vectors Eg(x) and Eg(x + 0) show little difference
when § is weak random noise. If stronger noise is implemented, it
works because of poor speech quality. When the noise amplitude
€ > 0.4, no synthetic speech samples can compromise ASV model.
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Figure 7: For all target voice synthesis models, VSMask signif-
icantly reduce the voice similarity. With VSMask protection,
no synthetic speech can pass the speaker verification system.

But the protected audio x + § is illegible for human ears. Conse-
quently, strong noise is not a feasible protection method in real
world.

Second, we use the periodical universal perturbation for defense.
As shown in Table 1, periodical universal perturbation significantly
reduces the similarity of the synthetic voice and the victim’s voice.
But there are still more than 10% intra-gender synthetic audios
that could pass ASV systems. The reason is that when perturbation
amplitude is small, universal perturbation cannot compromise the
entire speech, especially for long speech samples. We can increase
the amplitude or cycle length to improve the periodical method
performance. However, if the perturbation is too strong, it can lead
to significant audio distortion, and using a long period for pertur-
bation may not be effective in protecting short speech segments.

Finally, we compare the offline PGD method performance with
VSMask. Theoretically, offline PGD method achieves the best perfor-
mance for defending against voice synthesis attacks. No synthetic
audio from offline PGD protected speech can pass ASV systems. Its
performance can be further enhanced by increasing the iterations.
But for 1,500 iterations, its time consumption is approximately 20X
audio length. The computation time could be much longer when the
model is deployed on devices without high performance GPU. We
mark VSMask performance in bold in Table 1. Compared with all
other online baseline methods, VSMask has the strongest protective
impact. And compared with offline PGD method, VSMask achieves
similar offline protection performance without incurring any time
delay. For both intra-gender and inter-gender voice conversions,
no synthetic speech samples can pass ASV system. Therefore, the
results demonstrate that VSMask can successfully protect human
speech against unauthorized voice synthesis attacks.

5.3 VSMask Evaluation on Different Voice
Synthesis Models

In this section, we evaluate VSMask performance on different voice
synthesis models. From Section 5.2, we learn that for voice conver-
sion models, intra-gender voice conversion has better similarity
than inter-gender voice conversion. For AutoVC model we generate
50 intra-gender synthesized speech samples for each speaker.

Fig. 7(a) and Fig. 7(b) show the synthetic speech similarity and
ASR before VSMask protection. For VC models, after being trained
with data in VCTK corpus, both AdaIN-VC and AutoVC synthetic
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voice samples can pass ASV with more than 90% success rate. Au-
toVC shows smaller variance because of its well-designed bottle-
neck mechanism. But AdaIN-VC has better overall performance
on similarity scores. We also test TTS model and compare its per-
formance with VC models. The SV2TTS model is trained with 16
kHz speech samples. To guarantee its best performance, we select
60 victim speakers (30 males and 30 females) from LibriSpeech
dataset. Also, we generate 50 synthesized speech samples from
each speaker for testing. Then, we test all generated text-to-speech
samples in ASV system. Compared with VC models, regardless of
the input phrase length, SV2TTS achieves the best similarity score
and highest ASR. The potential reason is that SV2TTS generates
speech content directly from text input, so that it contains no prior
existing voice pattern. But for VC models, even though they are well
optimized, there is residual voice pattern from the source speech
p- This will deteriorate the voice similarity of the synthetic speech
and victim speaker.

In contrast, we also display the similarity score and ASR after
VSMask protection. For VC models, VSMask substantially reduces
the similarity score between synthetic speech and the raw speech
from the victim speaker. None of the synthetic speech samples
could compromise ASV system. Since the synthetic voice patterns
in SV2TTS are entirely determined by the reference speech x + 6,
this model is more susceptible to VSMask protection compared to
VC models. Overall, under VSMask protection, it is unlikely for
attackers to spoof speaker verification system by either VC or TTS.

5.4 Human Study

Recent work [6] shows voice synthesis attack not only compromises
ASV systems, but also deceives human ears. In this section, we run
a human study of VSMask?. We select AdaIN-VC and AutoVC for
synthetic voice generation because voice conversion models have
more natural utterance than TTS.

In the human study evaluation, we recruit 25 anonymous volun-
teers with normal hearing ability (14 males and 11 females, ages
from 20 to 38 years old), and ask them to listen to 12 groups of
speech samples through the same loudspeaker with fixed volume
(~60 dBA). 6 groups of synthetic speech samples are from AdaIN-
VC model and 6 groups are from AutoVC model. For each model,
half of samples are male-to-male and the other half is female-to-
female. Each group contains 4 audio samples: @ raw speech audio
without protection, @ the same speech audio but with VSMask
protection, ® synthetic voice sample from the raw speech, @ the
same synthetic voice sample from VSMask protected speech. All
the speech sample lengths are from 4 seconds to 8 seconds.

First, we ask the volunteers about the noise level in VSMask
protected speech. After listening to the raw speech and protected
speech, the listeners are suppose to measure the perturbation per-
ceptibility of the protected sample. Options from low to high are:
(A) Cannot hear any noise; (B) Can hear noise, but negligible; (C)
Can hear noise, but acceptable; (D) Can hear conspicuous noise; (E)
Very strong noise, unacceptable.

We collect all answers and present them in Fig. 8(a). The re-
sults depict that for both AdaIN-VC and AutoVC, the noise level in
the protected voice samples is acceptable for human ears. Around

The IRB request has been approved by the university board.
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Figure 8: Subjective human evaluation results about the protected speech noise level and the protection performance of VSMask.

60% answers are "negligible" or "imperceptible", which means that
VSMask protected speech audio has similar clarity as raw audios.
More than 90% answers consider the noise in protected audios is
acceptable for human ears. Only 2 out of 300 answers point out
that the protected speech has "unacceptable” noise.

Next, we ask the volunteers to evaluate the similarities between
the raw speech and synthetic speech samples. Similarities options
from low to high are: (A) Different voice, for sure; (B) Different
voice, but not sure; (C) Cannot distinguish; (D) Same voice, but
not sure; (E) Same voice, for sure. Consider the voice conversion
performance difference caused by different speaker genders, we
separately display results of male-to-male and female-to-female
speech samples.

Fig 8(b) and Fig 8(c) show the voice similarity between the ®
raw audio & ® synthetic audio from raw speech, and @ raw audio
& @ synthetic audio from protected speech. For both AdaIN-VC
and AutoVC, most synthetic speeches from raw speech can spoof
human ears. More than 75% answers indicate that the synthetic
speech is definitely or probably from the same speaker as the raw
audio. Only 4% answers indicate that the voice is absolutely from
another speaker. Therefore, the results show that synthetic voice
has sufficient similarity as the victim speaker when launching intra-
gender voice conversion. In contrast, for synthetic speech samples
from VSMask protected speech (M2M-VM and F2F-VM), they could
not fool human ears any more. More than 75% answers believe
that the synthetic audios from VSMask protected speeches have
definitely different voice from the victim speaker. In total, over
97% answers claim that they will doubt the speaker identity behind
the voice. Nobody consider that the synthetic speech matches the
victim’s voice very well. Furthermore, the offline PGD method
has been shown to achieve comparable protection performance
in preventing deepfake voices from deceiving human ears [10]. In
addition, we present the impact of weight-based noise mitigation
in Appendix B.

5.5 Cross-model Evaluation

Attack-VC [10] evaluates defense performance under black-box
scenarios by training substitute models. However, sometimes we
have no information about which voice synthesis model will be
implemented. In this section, we evaluate VSMask performance
under cross-model conditions.
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Table 2: We generate the adversarial examples from the
source model and apply the target model for voice synthesis.
The result shows that VSMask can still reduce the ASR under
cross-model setup.

W AdaIN-VC  AutoVC ~ SV2TTS
Target

AdalN-VC | - 150%  105%
AutoVC | 12:8% - 0.0%
SV2TTS | 73% 15.2% -

We apply VSMask to generate adversarial speech samples tar-
geting one voice synthesis model, and apply them on other models.
The cross-model ASR is listed in Table 2. Overall, VSMask is still
effective for cross-model scenario. But the performance is degraded
as the result of different encoder models, preprocessing methods,
and training data. For example, AdaIN-VC applies 512-dim mel-
spectrogram as speaker encoder input, but 80-dim for AutoVC
speaker encoder. Also, SV2TTS is trained with 16 kHz audios, but
AdaIN-VC and AutoVC use 48 kHz audios. When we input 16 kHz
speech sample in AutoVC, it could not output qualified audios.
Moreover, the adversarial samples targeting AdaIN-VC can reduce
the similarity of AutoVC synthetic speech as well. When we use
adversarial samples from AdaIN-VC or AutoVC on SV2TTS model,
a few synthetic samples can still compromise ASV system. We can
further apply AdaBelief method [24] to improve the transferability
of protected samples by gradually reducing the learning rate, which
we leave for future work.

5.6 Adaptive Attack Evaluation

Denoisers are widely deployed in speech enhancement models
for audio quality improvement. Adversarial perturbations can also
be mitigated by some audio signal transformation methods. To
evaluate VSMask robustness against adaptive attackers, we apply
denoiser and WaveGuard [25] to remove the perturbation in pro-
tected audios and launch voice synthesis by AdaIN-VC model. All
synthetic speech samples are from intra-gender speech synthesis.

A simple denoiser fails to remove the well-designed perturbation
in protected speech, and the synthetic speech similarity is even fur-
ther degraded since the denoiser eliminates some low-power signals
in the speech. Typically, speech-to-text models can still accurately
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Table 3: VSMask performance when adaptive attackers apply
denoiser and WaveGuard.

Adaptive . WaveGuard
methods None  Denoiser
Down-Up  Quan.- Mel. LpPC
(f=24k) Dequan. (Bin=128) (Ord.=10)
Score 0.096 0.090 0.078 0.082 0.080 0.073

transcribe speech with lower resolution. This allows WaveGuard to
compromise speech audio quality while mitigating the adversarial
perturbation. We evaluated four WaveGuard signal transforma-
tion methods, including Downsampling-Upsampling with different
frequencies, Quantization-Dequantization, Mel-spectrogram con-
version with different mel bins, and Linear Predictive Coding (LPC)
with different orders, on speech samples protected by VSMask. We
list the best similarity score in Table 3. In contrast to adversarial
examples that target speech-to-text models, WaveGuard methods
cannot undermine the protection performance of VSMask since
VSMask optimizes the perturbation in mel-spectrogram, which is
resilient to regular signal transformation techniques. In this way,
the compression or transformation of audio cannot accurately re-
store the initial clear speech. Furthermore, WaveGuard reduces
the audio quality of the synthetic speech. As a result, VSMask
maintains a high level of robustness against denoising and signal
transformation approaches. For sophisticated attackers, it is possi-
ble to recover the raw audio by reverse engineering if they have
full knowledge about VSMask. Other approaches, for example, ran-
domized smoothing [26], adversarial training [27] and diffusion
model [28] are potential solutions to evade VSMask.

6 DISCUSSION AND LIMITATIONS

Defense in Real-world Scenarios. Fig. 9(a) displays the setup of
physical world VSMask protection. The speaker is reading tran-
scripts from VCTK dataset in a quiet room. Meanwhile, VSMask is
deployed on a laptop 50 cm away from the speaker. At the same time,
an eavesdropper is stealthily recording the speech audio through an
iPhone 13 one meter away from the speaker and VSMask. Then, the
eavesdropper will synthesize the speaker’s voice in the recorded
speech by AdaIN-VC model. Meanwhile, we put a sound level me-
ter close to the microphone to measure the volume of sounds. The
background noise in the room is 40 dBA, and we maintain the
speech loudness around 75 dBA. While the victim is talking in quiet
room, the attacker can eavesdrop clear speech signal and generate
qualified deepfake voice.

Notably, in real-world scenarios, different from cyberspace, the
perturbation § is usually distorted during over-the-air transmis-
sion. To overcome the challenge, we implement a band pass filter
(500 ~ 4000 Hz) to filter vulnerable frequencies, and room impulse
response (RIR) filter to mitigate the signal distortion in airborne
transmission [29]. When VSMask is applied in a new environment,
the RIR filter should be redesigned. Fig. 9(b) shows the protection
impact under real-world scenarios. When the average perturbation
loudness of VSMask reaches 46 dBA, it can effectively compromise
the target voice synthesis model without affecting the speech intel-
ligibility. In comparison, random white noise with the same volume
fails to degrade the similarity score much. When the perturbation

247

WiSec "23, May 29-June 1, 2023, Guildford, United Kingdom

L AEmpmemy gy ' o)

‘@Random Noise|
©OVSMask
2 N

Soa4 o,
g \
@ ®~0--0

40 42 44 46 48 50
Volume/dBA

(a) Physical world experiment setup. (b) VSMask protection performance in

real-world scenario.

Figure 9: We implement VSMask in real-world scenario,
where it shows much stronger protection impact than white
noise.

volume reaches 50 dBA, VSMask can successfully reduce the ASR
to 0% while most synthetic speech generated from white noise
masked speech can still bypass the ASV model. The experiment
is launched in a quiet environment. If the environment is noisy
(Volume > 50 dBA), the synthesized speech quality will also be
affected even without VSMask. In particular, adaptive attackers
may use a microphone array to denoise VSMask perturbation by
phase cancellation [30]. We can enhance the spatial complexity
and increase the difficulty of VSMask perturbation cancellation by
utilizing multi-channel loudspeakers.

Real-time Feasibility. Training a predictive model for one speaker
on an NVIDIA A6000 GPU costs less than 5 minutes. In the inference
process, one single computation of the predictive model costs ~ 13
milliseconds on a common CPU. We also measure the time delay
caused by bidirectional transformation between audio signal and
mel-spectrogram, which is ~ 200 milliseconds. Therefore, the total
time cost for generating voice perturbation is around 0.2 seconds,
and the latency of 0.4 seconds is sufficient for VSMask to achieve
real-time applicability.

Adversarial Training. Adversarial training can effectively im-
prove the robustness of deep learning models [27]. Adaptive attack-
ers can apply adversarial training to improve the similarity between
the synthetic voice and the victim speaker protected by VSMask.
However, adversarial training inevitably reduce the synthesis per-
formance when dealing with clear speech audios. Moreover, recent
work [31] shows that adversarial training takes up to 10 days with
a powerful GPU group even for a mini dataset. Therefore, given
VSMask’s real-time protection feature, adversarial training is not a
realistic solution that can be adopted by attackers to defeat VSMask.
Limitations. VSMask has several limitations. First, specially de-
signed adaptive attacks are not considered in this paper, e.g., ad-
versaries who have full knowledge about VSMask. The adaptive
attackers can purify the speech by a well-designed neural network
or diffusion models, and we leave the exploration of these eva-
sive approaches in future work. Second, we only launch real-world
evaluation in a single room in the physical experiments. In differ-
ent environments, the performance of VSMask might be different.
Third, VSMask cannot provide 100% successful protection regard-
less of the voice synthesis model. A few synthetic speech can still
pass ASV systems under pure black-box setup. Finally, the proposed
method does not provide a formal privacy guarantee for human
speech. This paper aims to conduct empirical privacy analysis with
VSMask and provide a practical solution to enhance speech privacy
in real-time physical and digital scenarios.
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7 RELATED WORK
7.1 Voice Synthesis

For traditional VC methods, it is necessary to train the model with
parallel speech data from the source speaker and victim speaker.
Chen et al. [32] propose a voice conversion model based on Gauss-
ian Mixture Models (GMM). Erro et al. [33] apply a weighted fre-
quency wrapping method to change in voice in the speech. But
these methods suffer from over-smoothing [34] and unnatural voice.
It is also difficult to collect the parallel speech data from different
speakers [35, 36].

To address such challenges, Variational Autoencoder (VAE) is in-
troduced to convert human voice in the speech [37]. Compared with
traditional voice conversion models, VAE is able to learn indepen-
dent speech content regardless of the speaker identity. Therefore,
VAE shows better conversion efficiency and requires no parallel
speech data for training. Hsu et al. [38] propose a voice conver-
sion model that generates converted voice frame-by-frame. AdaIN-
VC [16] significantly improves the converted speech quality by
adding an extra adversarial training stage. Cycle-GAN [39] and
Star-GAN [40] also apply adversarial learning method in VAE based
voice conversion. One of the state-of-the-art work is AutoVC [17],
which is a voice conversion model that introduces bottleneck mech-
anism into VAE. It successfully achieves zero-shot conversion and
balances the speaker disentanglement and voice conversion quality
via well-designed bottleneck. Moreover, generative adversarial net-
work (GAN) itself can be applied to clone human voice [41]. But it
achieves limited conversion quality. TTS can also synthesize speech
with real human voice. Wavenet [42] introduces a generative model
to output raw audio according to the input text. Tacotron 2 [43]
further inverts Wavenet generated spectrograms with attention.
But Tacotron 2 can only generate speech with one default speaker
voice. Deep Voice 2 [44] is a speech generative model that supports
multiple speaker, while Deep Voice 3 [45] uses a encoder-decoder
based neural network. It can apply TTS synthesis with over 2,400
different voices from LibriSpeech. SV2TTS [18] introduces a TTS
model that enables speech synthesis for an arbitrary speaker. It
shares similar speaker encoder module as voice conversion models.
Wenger et al. [6] comprehensively evaluate the voice synthesis
threat in the real world scenarios.

7.2 Adversarial Speech Attacks and Defenses

Existing work demonstrates that neural networks can be easily
fooled by adversarial examples. Carlini et al. [46] point out that ad-
versarial speech samples can compromise ASR systems. Schonherr
et al. [13] demonstrate that ASR can be compromised by pertur-
bation out of human hearing range. Adversarial speech samples
can be hidden in speech [47] or music [48], and deliberately crafted
to deceive speech recognition systems. In some cases, these adver-
sarial samples can be made imperceptible to the human ear [49],
posing security threats in both digital and physical environments.

Similarly, speaker recognition models are also vulnerable to
adversarial attacks [50, 51]. Chen et al. [52] proposes FAKEBOB,
an adversarial attack successfully compromise speaker recognition
systems under black-box and over-the-air attack scenarios. Zhang
et al. [53] also successfully spoof commercial speaker verification
systems by well-designed adversarial speech examples.
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Offline adversarial speech attacks only work when the entire
speech is available. To launch real-time attacks toward streaming
speech signal, Lu et al. [14] introduce universal adversarial per-
turbation, which could force the ASR models to output the target
transcript regardless of the real input is. AdvPulse [54] successfully
fools ASR system by a short adversarial “pulse”. The adversarial
perturbations successfully mislead the ASR system without signal
synchronization. But these universal perturbations work only if the
crafted output is short. Gong et al. [55] introduce a real-time attack
targeting streaming voice signal. This real-time attacks works well
for keyword detection applications with a pre-defined dictionary.
SpecPatch [56] proposes an adversarial attack could mute the up-
coming voice commands and compromise long speech samples.
VoiceCamo [11] proposes a real-time attack based on a predictive
model. It leverages the past speech signal as input and predict the
most effective perturbation to generate adversarial example along
with the upcoming speech.

7.3 Speech Privacy Enhancement

Qian et al. [57] leverage voice conversion to hide speaker’s identity.
McAdams [58] and Vaidya et al. [59] mask human speech by signal
processing to enhance speech privacy. Han et al. [60] propose a
differential privacy based fast speech de-identification system to
provide formal privacy guarantee on an untrusted server. Emo-
tionless [61] is a privacy-preserving speech analysis tool for voice
assistants based on differential privacy. In contrast, this paper aims
to develop a practical speech protection system to offer privacy
enhancement for real-world speech applications.

Meanwhile, adversarial examples can be leveraged to enhance
speech privacy. V-Cloak [62] presents a timbre-preserving model
to achieve voice anonymization, but its protection performance
against voice synthesis attacks is not evaluated. Attack-VC [10]
introduces a defense method based on adversarial examples, which
could protect offline human speech against voice synthesis attacks.
VSMask introduces a novel combination of universal perturbation
and predictive models to protect the real-time speech from voice
synthesis attacks.

8 CONCLUSION

Voice synthesis attack is a major threat to the voice controllable
systems. This research aims to prevent the attackers from synthe-
sizing the protected voices. Specifically, we explore the feasibility
of real-time defense against voice synthesis. By implementing real-
time predictive model and universal perturbation header, VSMask
successfully protects real-time speech signal in both online and
offline real-world scenarios. Moreover, VSMask mitigates the au-
dio distortion in protected speech via the weight-based amplitude
constrained mechanism. We evaluate VSMask’s voice protection
performance under different real-world scenarios, and the exper-
imental results show that VSMask can effectively defend against
voice synthesis attacks in live speech scenarios.
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APPENDIX

A PREDICTIVE MODEL

According to VSMask system design in Section 4, the input and
output of the predictive model are supposed to be 2-D vectors with
the same dimension and different lengths. Inspired by the model
architecture in VoiceCamo [11], we apply a similar down-sampling
and up-sampling architecture in the VSMask predictive model. To
ensure the best prediction performance, we test different kernel
sizes, strides, and layer numbers. We start with kernel size (2, 2)
and determine that kernel size (3, 3) achieves the best trade-off
between the protection performance and model complexity. Then,
we carefully adjust the strides and layer numbers to correct the final
output vector dimension. Finally, we use a tanh activation layer
to normalize the predictive perturbation. The detailed parameter
configuration is listed in Table 4. The architectural parameters vary
according to the different preprocessing approaches in different
voice synthesis models.

B IMPACT OF WEIGHTS ON AUDIO QUALITY

We carefully select the weight in Problem (5) for different frequency
bands to ensure they have the same protection performance. In this
section, we investigate how the weight-based amplitude constraint
mitigates the noise perceptibility in protected audios.

In human study, we also ask the volunteers to compare the clear
speech and protected speech without weight constraint. Fig. 10
shows the perceptibility difference between protected audio with
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Table 4: The detailed network parameters of VSMask real-
time predictive model when targeting AdaIN-VC model.

Type Input Size  Kernel Size ~ Stride
1x512x100 3x3 (1,2)
32x512x50

I 128x512x25
Down-samp mng 256x256x%13 33 (2 2)
256x128x7 ’
512x64x4
512x32x2
512x16x1
256x32x2
Up-sampling 128x64x4 3x3 (2,2)
64x128%x8
32x256%16
tanh 1x512%32 N/A N/A
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Figure 10: Human perceptibility for VSMask protected speech
with and without weight-based constraint.

and without weighted constraint. When we implement weight-
based constraint, the perturbation in medium frequency is weak-
ened. In this way, human ears are less sensitive to the noise in the
speech samples. Over 60% answers consider the noise is negligible
or imperceptible, which means that VSMask perturbation does not
affect the utterance and voice in the speech at all. There are also 30%
answers present they can tolerate the noise in the speech despite
they are conscious of the perturbation.

In comparison, if we remove the weight mechanism, it becomes
easier to sense the perturbation. Less than 50% answers demon-
strate they can neglect the perturbation in the speech, while more
than 20% of results indicate that there is conspicuous noise in the
audio. A few responses point out that the noise is too strong which
affects the utterances and voice in the speech. Therefore, the human
study results demonstrate that VSMask’s weighted constraint can
significantly reduce the audio distortion in the protected audios.



