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Abstract—The wide spread of vehicular cameras has raised
broad privacy concerns. Ubiquitous vehicular cameras capture
bystanders like people or cars nearby without their awareness.
To address privacy concerns, most existing works either blur out
direct identifiers such as vehicle license plates and human faces,
or obfuscate whole video frames. However, the former solution is
vulnerable to re-identification attacks based on general features,
and the latter severely impacts utility of the transformed videos.
In this paper, we propose an INStance-level PrIvacy-pREserving
(INSPIRE) video transformation framework for vehicular camera
videos. INSPIRE leverages deep neural network models to detect
and replace sensitive object instances in vehicular videos with
their non-existent counterparts. We design INSPIRE as a modular
framework to enable flexible customization of protected instance
categories and their protection modules. An implementation of
INSPIRE focused on protecting people and cars is described,
which we tested on six re-identification datasets and three real-
world vehicular video datasets to evaluate its privacy protection
and utility preservation capability. Results show that INSPIRE
can thwart 97% of re-identification attacks for people and cars
while maintaining a 0.75 object detection mean average precision
on transformed instances. We also demonstrate experimentally
that INSPIRE is robust against model inversion attacks. Com-
pared to solutions that provide comparable privacy protection,
INSPIRE achieves relatively 1.76 times higher counting accuracy
and 31.61% higher object detection mean average precision.

Keywords—Privacy, vehicular cameras, video processing, vehic-
ular systems

I. INTRODUCTION

Many modern vehicles are equipped with vehicular cameras
such as dash cameras and assisted driving cameras. Recent
surveys show that the global dashboard camera market is
expected to grow at a compound year rate of around 9.5%
from 2022 to 2030 [1]. More than 70% of vehicle buyers listed
an integrated dash camera as a desired feature [2].

Vehicular cameras constantly record the vehicle’s surround-
ings. Recorded videos can be used for different purposes, such
as providing evidence in accident investigation, contributing to
online street views, or building autonomous driving datasets
[3], [4]. However, these videos, while containing useful infor-
mation such as accidents and road hazards, may also contain
information about bystanders, such as surrounding vehicles and
pedestrians. This usually happens without the awareness of
the bystanders. Moreover, the lack of communication channels
makes it hard for bystanders to “opt out” from the video
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(a) Original cars. (b) Synthesized cars.

(c) Original person. (d) Synthesized person.

Fig. 1: Examples of INSPIRE’s transformation. (a) and (c) are original video
frames. (b) and (d) are video frames transformed by an INSPIRE-based
system, which aims to replace every person and car with a non-existent one.

collection process [5], leading to their privacy concerns [6].
Sharing such vehicular videos can also expose the video owner
to legal risks [7]. Unlike stationary surveillance cameras,
ubiquitous and highly mobile vehicular cameras cause more
discomfort for bystanders, and open the door for large-scale
attacks [5], [6]. For instance, an attacker can launch mobile
crowd-sensing campaigns [8] to collect videos on a city scale
for surveillance and violate individual privacy rights.

To address the above concerns, a widely used approach is
to detect and blur sensitive attributes of video-captured object
instances such as human faces or vehicle license plates [3]. Un-
fortunately, this approach cannot prevent privacy leakage from
exposed quasi-identifiers such as human clothes or vehicle
stickers, which are usually enough for an informed attacker to
identify sensitive object instances [9]–[12]. Moreover, state-of-
the-art re-identification (Re-ID) methods [13]–[19] can identify
obfuscated instances across frames and cameras by general
features extracted with a deep neural network (DNN)-based
model, which further weakens attribute-level privacy protection
methods. Existing work has also chosen to blur entire video
frames to hide sensitive details [20]. However, this frame-level
video transformation can significantly reduce the utility of the
videos in analytical tasks such as statistical counting or object
detection. To improve privacy protection while still enabling
video analytics, the protection scope has to be chosen carefully.

In this work, we design an INStance-level PrIvacy-
pREserving (INSPIRE) video transformation framework to
provide a modular, scalable solution for the privacy protection
of vehicular camera videos. As Figure 1 shows, INSPIRE aims
to achieve instance-level privacy: instead of obfuscating pre-
defined sensitive attributes of each instance, it aims to fully re-
place the instance with a non-existent counterpart. An attacker,



even with some prior knowledge and/or state-of-the-art Re-
ID models, cannot unveil the identity of the replaced instance
because all its identifiable attributes are hidden by replacement.
Meanwhile, INSPIRE also aims to achieve a high utility of the
transformed video, with minimal degradation of performance
when the video is used for common analytical tasks such
as statistical counting or object detection. To achieve these
goals, we propose a deep learning-based pipeline, where DNN
models are used to detect and segment sensitive instances,
and generative adversarial network (GAN) models are used
to synthesize non-existent instances for replacement.

Following the pipeline, we implemented an INSPIRE sys-
tem to replace every person or car 1 in videos with a non-
existent counterpart at the same position with the same contour.
Using six Re-ID datasets and three real-world vehicular camera
datasets, we comprehensively evaluated our system’s utility-
preserving and privacy-protection performance. Results show
that a well-configured INSPIRE system can thwart over 97% of
Re-ID attacks on its transformed instances while maintaining
0.75 mean average precision (mAP) on object detection tasks
across different datasets. Attempts of model inversion attacks
are also thwarted by the design of the INSPIRE framework.
Compared with other systems that thwart around 90% Re-
ID attacks on transformed instances, INSPIRE improves the
statistical counting accuracy by 1.76 times and maintains
31.61% higher mAP for object detection.

We summarize this paper’s contributions as follows:

• We propose an instance-level privacy-preserving video
transformation framework called INSPIRE that achieves
strong privacy protection and high utility preservation for
vehicular camera videos.
• We build an INSPIRE system with car and person as

protected categories, which adopts advanced DNNs and
enables scalable implementation on commodity hardware.
• We evaluate the implemented system on multiple datasets

and show its superior privacy-utility trade-off compared to
the state-of-the-art video privacy protection mechanisms.

The rest of the paper is organized as follows: In Section II,
we introduce related works. In Section III, we outline relevant
techniques used to construct and implement our framework.
In Section IV, we present our threat model. In Section V,
we introduce the design of the INSPIRE framework and an
implementation for person and car protection. In Section VI,
we evaluate the privacy protection and utility preservation
performance of our implemented INSPIRE system on different
datasets. In Section VII, we conclude this paper.

II. RELATED WORKS

Various methods have been proposed to protect the privacy
of vehicular camera videos from different scopes, includ-
ing attribute-level, instance-level, and frame-level protection.
Attribute-level protection. One widely used technique is to
blur human faces and vehicle license plates [3]. To make a
balance between privacy and utility, Yu et al. [22] proposed
a GAN-based method to replace human faces and vehicle
license plates with machine-synthesized ones and introduced
differential privacy to the synthesis process. Fan et al. [23]
searched for the optimal blurring level by formulating an

1The category taxonomy is according to the Coco dataset [21].

optimization problem. However, given some prior knowledge,
an adversary can still identity individuals with their exposed
attributes [9], [10]. State-of-the-art Re-ID models [13]–[19]
can be used to either identify the same object across multiple
videos or compare blurred objects with ground truth for iden-
tity inference, both violating the privacy of identified instances.

Instance-level protection. Since privacy protection on empiri-
cally defined sensitive attributes is not secure, researchers have
made attempts on instance-level privacy protection. Uittenbo-
gaard et al. [24] designed a Multi-view Inpainting Network
to remove an entire protected instance by combining images
taken from different perspectives. However, this approach
requires users to have images from different perspectives, and
the sanitized image can no longer be used for tasks like
statistic counting. Nodari et al. [25] proposed to replace each
pedestrian in street view images with another counterpart from
an authorized dataset. But a small authorized dataset makes it
hard to find a suitable counterpart for every pedestrian, while
expanding the authorized dataset can be expensive and may
have other privacy and legal concerns.

Frame-level protection. Recent efforts have tried to preserve
privacy and utility by reversibly transforming the whole video
frame into a vague style [26]. However, the reversibility
makes the system vulnerable to model inversion attacks, and
blurring the whole frame impacts nonsensitive parts of the
video frames, which may contain useful information.

Advantages of INSPIRE. Compared to attribute-level pro-
tections [3], [22], INSPIRE focuses on efficiently hiding
all the attributes of protected instances. Compared to works
obfuscating whole video frames [20], INSPIRE only influ-
ences protected instance areas to maintain video utility for
analytical tasks. Compared to other instance-level privacy-
protection works [24], [25], replacing with synthesized data
allows INSPIRE to have an unlimited replacement data source
and have no real data exposed.

III. BACKGROUND

In this section, we discuss preliminary tools used for either
privacy attack or defense in this paper.

Object detection. Object detection is a computer vision task
that finds specific kinds of instances in digital images [27]–
[29]. An object detection system takes an image as the input
and outputs a bounding box (object location), a class index
(object category), and, optionally, a confidence value for each
detected object. YOLO (You Only Look Once) [29] is a set
of real-time object detection models that only passes input
data through its network once. The recent YOLO models
(e.g., YOLOv5 [30]) can achieve both high accuracy and high
efficiency in most object detection scenarios, making it one of
the most prevalently used models in real-world applications.

Semantic segmentation. Image semantic segmentation is a
pixel-level classification task on a digital image. A segmenta-
tion model outputs a segmentation mask of the same size as the
original image, with the value of each pixel representing the
classification result. Commonly used semantic segmentation
models include UNet [31] and DeepLabV3 [32]. Short paths
between symmetric layers of UNet [31] allow the decoder to
access condensed and raw image features for fine-grained seg-
mentation, and we apply UNet in our system implementation.



Generative adversarial network (GAN). GAN [33] is an
unsupervised generative machine learning framework. A GAN
consists of two deep learning models: a generator and a dis-
criminator. The generator takes random inputs and synthesizes
images that are indistinguishable from the real ones. On the
other hand, the discriminator tries to distinguish the images
synthesized by the generator from real-world images. The
two models are updated alternatively in the training phase.
After training, the generator is expected to generate images
indistinguishable from real-world images. GAN has achieved
superior performance in many image synthesis tasks [33]–
[35]. Once trained, the basic GAN models do not allow
further customization of the synthesis process without retrain-
ing. Conditional GAN (CGAN) [36] was proposed to give
users more control in the synthesis process. In CGAN, the
generator model synthesizes non-existent images according to
condition labels. Pix2pix [36] is a variant of CGAN where the
discriminator examines the input image pixel by pixel. Based
on Pix2pix, Pix2pixHD [37] was proposed to improve the
quality of synthesized images. We leverage the Pix2pixHD [37]
model to implement the image generators in our system.

Re-identification (Re-ID). Re-ID systems find images con-
taining the same object as the object in a given query image.
A Re-ID system requires the user to have a gallery dataset
that contains images of different instances taken from different
angles or using different cameras. Given the query image of
a specific object, the Re-ID system aims to retrieve images of
the same object from the gallery dataset. To do this, a Re-ID
system first extracts features of all the gallery images with a
DNN model. For each query image, the system extracts its
feature and computes the distances between the query feature
and the features of gallery images. A smaller feature distance
indicates a higher probability that the two images contain the
same object. With the help of the Re-ID model, an attacker
with a large-scale dataset can launch Re-ID attacks to uncover
the identities of their instances of interest. This paper considers
Re-ID as an attack in our threat model, and in Section VI, we
show that existing methods are vulnerable to this Re-ID attack
through experiments. We further validate that our proposed
framework can effectively thwart this kind of attack.

Model inversion attack. Given some inputs, a deep learning
model usually outputs the user-desired results via linear and
non-linear data transformations. If an adversary can obtain a
large number of input-output pairs of a given deep learning
model, the adversary can train another deep learning model
to inverse the transformation of the given model. We also
consider model inversion attack in our threat model and ex-
perimentally show that INSPIRE is secure against this attack.

IV. THREAT MODEL

Trusted and untrusted environments. We assume a system
built with INSPIRE is installed in a vehicle’s onboard unit
(OBU) as a software plugin. The system processes the video
before it is transmitted, or shared beyond the in-vehicle stor-
age. Alternatively, it could be implemented on a user’s mobile
device or desktop with enough computational resources. In
either case, we assume the video content remains private
before INSPIRE processes it. Attacks that happen before and
during INSPIRE processing, such as an attacker compromising
the vehicle’s OBU or raw video transmission to a user’s
computing device, are assumed to be defended by security

measures orthogonal to INSPIRE. After INSPIRE processing,
the transformed video is shared with external parties for
display or video-based analytics. Any party with access to the
video content after transformation is assumed not to be trusted.

Adversary’s goal and capability. An adversary tries to reveal
the identities of instances in the captured and transformed
video. We assume the adversary has full knowledge of our
framework, except for the random number generator (RNG)
used to provide randomness for synthesized images. Specifi-
cally, the training data for each building block can be publicly
available and accessible to the adversary. Following the frame-
work, the adversary with enough computational power can
build the same system as the user’s. We assume the adversary
may also have prior knowledge of some replaced instances.
The knowledge is in the format of a large-scale dataset with
images of instances of interest to the adversary. However, the
adversary does not have enough resources to manually check
the dataset and compare each image to every transformed video
frame. Moreover, the adversary can query the user’s INSPIRE
system with his or her own videos as many times as needed
for an attack. The only confidential data to the adversary is
the original video and the RNG for image synthesis.

Attacks. With the above capabilities, the adversary can launch
two kinds of attacks: the Re-ID attack and the model inversion
attack. By launching the Re-ID attack, an adversary with state-
of-the-art Re-ID models and the large-scale auxiliary dataset
will try to identify as many instances of interest as possible in
the transformed video. As for the model inversion attack, an
adversary will attempt to train another model to reconstruct the
original video frames from the transformed one. Considering
these attacks, we design our framework in the next section.

V. FRAMEWORK DESIGN AND IMPLEMENTATION

In this section, we first walk through our framework and then
introduce details and implementation of each building block,
with person and car as protected categories.

A. Overview

Our INSPIRE framework aims to achieve instance-level re-
placement of objects in a user-defined protected category list
with synthesized counterparts. Moreover, we hope systems
built with our framework to have easy-to-customize protected
categories and their protection modules. Toward this end,
we design a modular privacy-preserving video transformation
framework named INSPIRE as shown in Figure 2, which con-
sists of three major building blocks: a global instance curator,
per-category feature extractors, and per-category generators.

Before building a system following INSPIRE framework,
a list of protected categories should be defined to specify in-
stance categories the system aims to protect. For each system,
there exists one global instance curator to detect and replace
instances of all protected categories, while every category
possesses a pair of feature extractor and generator for segmen-
tation, auxiliary feature extraction, and image synthesis. Prior
to deploying the system, users can customize and train object
detection model for protected categories. Suitable DNN models
should also be trained for every feature extractor and generator
to perform semantic segmentation and image synthesis tasks.

In the application phase, to thwart Re-ID attacks across
video frames, INSPIRE processes the video as a frame queue.
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Fig. 2: INSPIRE framework: Instance curator detects, crops, and divides instances on the video frame according to their categories. Each category has a pair of
feature extractor and generator to synthesize non-existent instances, which are then patched back to the video frame by the instance curator.
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Fig. 3: Processing outcomes of INSPIRE modules for an instance. (a) Cropped:
cropped image in the instance curator’s crop method before padding and
scaling. (b) Single: single-instance image in the instance curator’s crop method
after padding and scaling. (c) Binary: binary mask given by the feature
extractor. (d) Auxiliary: auxiliary (edge) feature given by the feature extractor.
(e) Synth.: synthesized-instance image given by the generator.

Distinct non-existent counterparts will replace the same in-
stance on consecutive video frames to disentangle the cross-
frame information. For each frame, the instance curator’s de-
tect method will first be called to detect instances of protected
categories. Next, the instance curator’s crop method will crop
out each protected instance according to its bounding box
(Figure 3(a)), and resize and pad it as a single-instance image
(Figure 3(b)). Single-instance images of different categories
will be divided, and the ones of the same category will be
packed into a batch and fed into its feature extractor to get
a batch of binary masks (Figure 3(c)), isolating the areas
of instances from backgrounds, and their auxiliary features
(Figure 3(d)), providing spatial information to facilitate image
synthesis. Then the category’s generator will take binary masks
and auxiliary features as conditions to generate non-existent
synthesized-instance images (Figure 3(e)) of the same category
that precisely fill binary masks’ instance areas and follows
auxiliary features’s spatial outline. Different categories’ feature
extraction and generation processes can run in parallel to
accelerate the transformation. Finally, the instance curator will
collect synthesized-instance images of different categories and
patch them back to the frame with the patch method to finish
the transformation. The transformed frame will be appended
to the tail of the transformed video queue and the system will
intake the next frame until the end of the video.

Customizibility. A manufacturer can define a protected cate-
gory list with some commonly used categories and prepare the
initialization process for users. Only one model is needed to be

TABLE I: Inputs and outputs of INSPIRE’s three building blocks.

Building blocks Inputs Outputs

Instance
curator

detect original video frames object detection results

crop original video frames,
object detection results single-instance images

patch
binary masks,

synthesized-instance images,
object detection results

transformed video frames

Feature extractor single-instance images binary masks,
auxiliary features

Generator binary masks,
auxiliary features synthesized-instance images

(a) Original (b) Binary mask (c) Instance mask (d) Edge mask

Fig. 4: Overlapped instances synthesized with different auxiliary features.

trained for each building block, and well-trained models can
be copied and deployed in each ex-factory system. As every
building block can be trained independently and plugged into
the framework without affecting other building blocks, this
modular design eases the customization of protected categories
and supports upgrades where newer and faster DNN models
can be plugged-and-played. To facilitate this customization,
we defined application programming interfaces (APIs) for
each building block in Table. I, specifying their input and
output. Manufacturers or third-party developers can develop
customized building blocks following the APIs for additional
categories, and use the latest DNN models to improve existing
building blocks’ performances. On the other hand, users can
download and install the released building blocks according to
their needs to customize or upgrade their systems.

Why do we need auxiliary features? Though each single-
instance image is supposed to contain only one instance, over-
lapping will lead to multiple instances in one single-instance
image, as shown in Figure 4(a). In this case, binary mask
alone will let the generator regard the overlapped instances
as an instance with abnormal contour and synthesize a single



instance with an irregular shape, as shown in Figure 4(b),
which harms the utility of transformed videos. Hence, auxiliary
features are needed to provide spatial relationships among
overlapped instances. In Section V-C, we will discuss more
details about auxiliary features selection.

B. Instance Curator

An instance curator consists of three main methods: detect,
crop, and patch. On each input frame, the detect method
leverages an object detection model to detect instances of
protected categories. Every entry in the detection result has
three elements: a bounding box denoting the rectangle area that
contains the instance, a class index indicating the instance’s
category, and a confidence level representing the probability
that this entry is correct. The detect method then passes the
detection result to the crop and patch method. The crop method
crops the detected instances out of the video frame according
to their bounding boxes and transforms them into single-
instance images of the same size. Finally, the crop method
passes every batch of single-instance images to its feature
extractor-generator pair to synthesize their same-shape non-
existent counterparts for replacement. After all the generators
complete synthesizing non-existent instances, the instance cu-
rator collects binary masks and synthesized-instance images
from generators and passes them to its patch method. Given
a binary mask M , a synthesized-instance image F , and the
original single-instance image I , the patch method fits the
synthesized instance into the original background by applying
F ← F ·M + I · (1−M). In this way, the original instance
is entirely replaced by the synthesized one due to the first
term F ·M , while the original background is preserved by the
second term I ·(1−M). Then each synthesized-instance image
is scaled to its original size according to the detection result
and patched back to the region indicated by its bounding box.

Implementation. We used a pre-trained YOLOv5s [30] object
detection model for implementing the detect method. We
rounded down all the decimal coordinates for bounding boxes
of detected objects to avoid overflowing the image. In the crop
method, we cropped each detected instance according to its
bounding box and symmetrically zero-padded it into a square
image. Instances of the same category were scaled to the same
size and stacked into a batch to facilitate parallel processing.
The patch method fit synthesized instances into the video frame
to finish the replacement. Specifically, it patched instances
back to the original video frame sequentially according to
the ascending order of their bounding box sizes to keep the
distance information among different instances.

C. Feature Extractor

Given a batch of single-instance images, a feature extractor
separates the instances from backgrounds and extracts im-
ages’ auxiliary features. A DNN model achieves instance-
background separation by performing semantic segmentations.
The outputs are single-channel images called confidence maps.
The value of each pixel on a confidence map denotes the prob-
ability that the pixel is part of an instance. After acquiring the
confidence map, the feature extractor gets the instance’s binary
mask by rounding each value to 0 (denoting a background
pixel) or 1 (denoting an instance pixel). Meanwhile, DNN-
based or traditional methods are adopted to extract auxiliary

features. In practice, a feature extractor takes a batch of single-
instance images and processes them simultaneously to accel-
erate this process. In the following paragraph, we first select
our auxiliary feature and then introduce the implementation of
our INSPIRE system’s feature extractor.

Auxiliary feature selection. To provide the spatial relationship
of overlapped instances, we considered two kinds of auxiliary
features: instance-level segmentation masks, where different
instances have different pixel values, and binary edge masks
with 1 for object edges and 0 for other areas. Compared
with synthesized-instance images, which slightly alleviate the
problem as shown in Figure 4(c), the image synthesized with
edge mask as the auxiliary feature, shown in Figure 4(d),
successfully synthesized overlapped instances. So we selected
edge mask as our system’s auxiliary feature.

Implementation. For semantic segmentation, we trained sim-
plified UNet [31] models, whose first layer dimension was
reduced from 64 to 8, and the reduction proportionally prop-
agated to the following layers. The simplified model was
63 times smaller than the standard one while still producing
satisfiable binary masks. To train the models, we built a single-
instance binary semantic segmentation dataset based on the
Cityscapes dataset [38] by applying the instance curator’s crop
method on original and segmentation images according to
the ground-truth bounding boxes. The dataset contained 3558
people and 9948 cars. Each model was trained for 200 epochs
on the dataset with the Adam optimizer whose learning rate
lr and parameters β1, β2 were set as lr = 0.0002, β1 = 0.9,
β2 = 0.999. We used L1 distance as the loss function, and
the batch size was set as 4. For edge feature extraction, we
leveraged the Canny edge detection algorithm [39]. As edge
mask might contain detailed information of interest to the
adversary, we applied a Gaussian filter to blur the single-
instance images before edge detection. A Gaussian filter has
two parameters: kernel size and standard deviation (SD),
where a higher kernel size and a higher SD cause heavier
blurring effects on applied images. Users can tweak these two
parameters to adjust the amount of edge information exposed
through edge masks to make a privacy-utility trade-off.

D. Generator

For each protected category, a generator is used to syn-
thesize same-category non-existent instances. A conditional
GAN (CGAN) model is adopted for this conditional image
synthesis task. For every instance, the model will synthesize a
synthesized-instance image conditioned on its binary mask and
auxiliary feature. In practice, similar to the feature extractor,
the generator also parallelly processes a batch of binary masks
and auxiliary features from the same category. To provide
randomness, random latents are concatenated with binary
masks and auxiliary features as the input of each generation
model to generate synthesized-instance images.

Implementation. We trained Pix2pixHD [40] models to syn-
thesize non-existent instances conditioned with binary masks
and edge masks. In the training dataset, binary masks and
single-instance images were from the binary semantic seg-
mentation dataset built in Section V-C, and edge masks were
acquired by applying the Canny algorithm on single-instance
images. Each Pix2pixHD model was trained for 200 epochs
with default hyperparameters [40].



(a) Original (b) INSPIRE (c) Dashcam Cleaner (d) BBox Blur (e) SecGAN

Fig. 5: Transformed frames from compared systems

VI. EVALUATION

A. Re-ID Attack

TABLE II: Details about Re-ID datasets

Name Query
images

Gallery
images

Gallery
instances Category Real

world
Cityscapes (person) 4924 4924 267 person ✓

Duck MTMC 2228 17661 1110 person ✓
Market-1501 3368 19732 752 person ✓

Cityscapes (car) 10450 10450 147 car ✓
VeRi 1678 11579 200 car ✓

VeRi-CARLA 424 3823 50 car ✗

Evaluation data. We evaluate our system on three person
Re-ID datasets and three car Re-ID datasets, as shown in
Table II. For each category, we have two widely used datasets
and one self-made dataset built from the Cityscapes demo
videos2. Specifically, we use the Market-1501 [41] and Duke
MTMC [42] datasets for person Re-ID evaluation, and the
VeRi [14], [19] and VeRi-CARLA [43] datasets for car Re-ID
evaluation. To get gallery images of Cityscapes Re-ID datasets,
people and cars in each video frame were cropped according
to their bounding boxes. Images for the same instance were
linked with an object tracking model [44]. Query images were
directly copied from the gallery images. This self-made dataset
simulates the strongest Re-ID attacks where the adversary has
the exact original images for transformed instances and would
like to re-identify each transformed instance with respect to
the original one. In practice, an adversary would generally not
have the exact original images for the attack, thus leading to
weaker attacks than what has been evaluated with this dataset.

Compared systems. We compare our INSPIRE system with
three privacy-preserving video transformation systems: Dash-
cam Cleaner, BBox Blur, and SecGAN. For every compared
system, we present the transformed video frame in Figure 5.
INSPIRE (Figure 5(b)) conducts inplace replacement for every
person and car in the video frame with a non-existent counter-
part. We evaluate INSPIRE with and without Gaussian filters
applied before getting the edge masks. Dashcam Cleaner [3],
[45] (Figure 5(c)) blurs detected faces and license plates in
each video frame. BBox Blur [46] (Figure 5(d)) directly
applies a Gaussian filter on the whole protected instances
according to their detection bounding box. To accommodate
images smaller than the filter’s kernel, each image is resized
to 256× 256 before applying the filter and resized back after
being blurred. We also evaluate a Non-blurring BBox Blur
system, which only conducts detection and scaling operations.
SecGAN [20], [47] (Figure 5(e)) is a recent privacy-preserving
traffic video transformation system. It translates every video
frame into the cartoon style to hide sensitive attributes such as
faces and license plates.

2Demo videos are orthogonal to our model training images in Section V.
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Fig. 6: Average Image-wise Re-ID thwarting rates for INSPIRE and BBox
Blur with different kernel sizes and SDs of applied Gaussian filters. Error
bars are the min-max fluctuation on different datasets.

Adversarial systems. We run the state-of-the-art person Re-
ID system [48] and car Re-ID system [49], [50] to evaluate
compared systems’ performances against Re-ID attacks. We
use the pre-trained weight for the person Re-ID system, which
has 88.84% accuracy3 on the Market-1501 [41] dataset. We
also use the pre-trained weight for the car Re-ID system,
which has 96.7% accuracy on the VeRi [14], [19] dataset.
Though Market-1501 and VeRi datasets were used to train our
adversary systems, in evaluation, we only use their test sets,
which are also orthogonal to their training sets.

Experiments. We transform the query images in every dataset
with compared systems. We query each transformed image
with the Re-ID model for its specific category and recorded
the identity of the top-ranked gallery image.

Metrics. For every compared system, on each dataset, we
calculate the image-wise Re-ID thwarting rate, which is the
percentage of the unidentified or wrongly-identified query
images over the total number of query images.

Influence of the Gaussian filter on privacy. We first inspect
the influence of the applied Gaussian filter on INSPIRE and
BBox Blur’s Re-ID thwarting rates. We compare the image-
wise Re-ID thwarting rate with varying Gaussian filter ker-
nel sizes and SDs. Combinations between three kernel sizes
{5, 25, 45} and three SDs {5, 15, 25} are selected. Figure 6
shows the average image-wise Re-ID thwarting rate of the two
compared systems over different datasets with different Gaus-
sian filters applied. For each system, the min-max fluctuations
on different datasets are presented with error bars on each data
bar. The bar with zero kernel size and zero SD (the leftmost
one) means no Gaussian filter is applied in the system. We
have the following findings from the inspection.

Applying the Gaussian filter in INSPIRE can improve and
stabilize the protection performance against Re-ID attacks.

In both Figure 6(a) and Figure 6(b), compared to data

3Here we use the Rank-1 accuracy, measuring the percentage of top-ranked
instance identities given by the Re-ID system to match identities of the query
images. The benchmark data is based on the original dataset.



bars without a Gaussian filter, the ones with Gaussian filters
are higher, and their error bars are also significantly shorter.
This implies that applying a Gaussian filter can improve and
stabilize the system’s performance in thwarting Re-ID attacks.

For INSPIRE and BBox Blur, improving the kernel size and
SD of the Gaussian filter enhances the Re-ID thwarting rate.

In Figure 6(a) and Figure 6(b), Re-ID thwarting rates of
both INSPIRE and BBox Blur increase as the kernel size and
SD of applied Gaussian filter increase. And from Figure 6(b)
we find that kernel size and SD mutually upper bound the
BBox Blur’s Re-ID thwarting rate.

In INSPIRE, applying a Gaussian filter with small kernel
size and SD is sufficient to thwart most Re-ID attacks.

Figure 6(a) shows INSPIRE with a minor blurring Gaussian
filter (kernel size 5, SD 5) has already raised the worst Re-ID
thwarting rate to over 97%. Higher kernel size and SD brings
INSPIRE’s Re-ID thwarting rate to around 99%. This indicates
that applying a Gaussian filter with a small kernel size and SD
is enough to thwart almost all the Re-ID attacks.

Comparison with different systems. According to the dis-
cussion about Gaussian filters, in our rest comparison, for
INSPIRE, we consider INSPIRE without a Gaussian filter
named INSPIRE and INSPIRE with a minor blurring Gaussian
filter (kernel size 5, SD 5) named INSPIRE-Gaussian. For
BBox Blur, we consider the heaviest blurring Gaussian filter
(kernel size 45, SD 25) named BBox Blur. Figure 7 shows
compared systems’ image-wise Re-ID thwart rates on different
datasets, from which we have the following insights.

In practice, INSPIRE with Gaussian filter can effectively
thwart Re-ID attacks for its protected instances.

In the results of both person Re-ID attacks (Figure 7(a)) and car
Re-ID attacks (Figure 7(b)), data bars for INSPIRE-Gaussian
(red shadow bars) are higher than almost all the compared
systems on different datasets, except that on the two Cityscapes
datasets it is two to four percent lower than BBox Blur (yellow
bars). However, they both achieve over 90% Re-ID thwarting
rate. Any system at that thwarting rate has already left the
attacker’s advantage similar to a random guess. Meanwhile,
INSPIRE without a Gaussian filter (red bars) also achieves at
least 90% Re-ID thwarting rates on all the datasets, except
for the 70.8% thwarting rate for car Re-ID attacks on the
Cityscapes dataset. But the two Cityscapes datasets simulate
the strongest attacker with the exact original copy of each
query image before the transformation, which is unlikely to
happen in actual attacks. The above observations imply that
INSPIRE can thwart most Re-ID attempts in practice and
generalizes well across a wide range of datasets.

Attribute-level and frame-level obfuscation cannot thwart
Re-ID attacks with state-of-the-art deep learning models.

The highest person and car Re-ID thwarting rates for
Dashcam Cleaner (green bars) are 30.2% and 15%, on the
Duke MTMC dataset and VeRi-CARLA dataset, respectively.
However, vehicles in the VeRi-CARLA dataset come from
the CARLA simulator instead of the real world. On the other
two real-world vehicle datasets, Re-ID thwarting rates for the
Dashcam Cleaner are almost zero. For SecGAN (blue bars),
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Fig. 7: Compared systems’ image-wise Re-ID thwarting rates on different
datasets. (IS: INSPIRE, IG: INSPIRE-Gaussian, BB: BBox Blur, DC: Dash-
cam Cleaner, SG: SecGAN)

though the person Re-ID thwarting rates are above 50% on
all the datasets, none of them reaches 80%, and its car Re-
ID thwarting rates are smaller than 31%. This indicates that
blurring pre-defined sensitive attributes like faces and license
plates cannot protect instance privacy against Re-ID attacks as
other attributes are still exposed and can be captured by Re-ID
models, while blurring the whole video frame may obfuscate
some details but still exposes the general features of objects.

B. Model inversion Attack

Intuition. Another privacy concern regarding INSPIRE is
attacks targeting on its DNN models, such as the model
inversion attack. Intuitively we deem INSPIRE safe from
model inversion attack due to its two-stage design. The feature
extractor has removed all the texture information of the original
instance. The instance contour and spatial outline, which are
from its binary mask and auxiliary features and not intended to
be hidden, are the only information passed to the generator and
hence flow to the transformed video. Even having white-box
access to the model, the transformed video is free of sensitive
information from the removed original instances.

Experiment setup. We design and conduct an experiment to
validate our intuition. We assume attackers can query the video
transformation system repetitively to get a dataset with enough
original and transformed video frames, and use the dataset to
train inversion models to reverse the transformation. In the
experiment, we launched the model-inversion attack on two
DNN-based systems: SecGAN and INSPIRE. No Gaussian
filter was applied in INSPIRE. We collected 9948 transformed-
original image pairs for each system by querying the system
with single-instance car images in the Cityscapes training
dataset. Pix2pixHD models with the same setup as INSPIRE
generators were used as our inversion models. We trained
every inversion model for 200 epochs with transformed images
as inputs and original images as labels. The evaluation was
conducted on the Cityscapes test dataset. From the evaluation
result, we validate that:

Original SecGAN SecGAN
inverse INSPIRE INSPIRE

inverse
Fig. 8: An example of model inversion attack. The license plate number is
“CR2:EE:17“, which can be recognized in the original (1st) and SecGAN
inverse (3rd) images, but not the rest.



TABLE III: Details about utility evaluation datasets.

Dataset Names Number of videos Average people
per frame

Average cars
per frame

Cityscapes 3 5.70 4.68

Accident Positive 17 2.08 4.45
Negative 31 2.60 4.82

BDD100K 54 0.95 4.04

INSPIRE can thwart model inversion attacks by design.

Figure 8 shows an example of the evaluation result. We can
find that attributes like vehicles’ license plates are obfuscated
in images transformed by SecGAN and INSPIRE. However, as
shown in the third column of Figure 8, the license plate number
obfuscated by SecGAN can be reconstructed by its inversion
model and become recognizable again. On the contrary, the
fifth column of Figure 8 shows that the inversion attempt failed
on instances obfuscated by INSPIRE.

C. Video Analytics Utility of Transformed Videos

Evaluation datasets. We evaluate compared systems utility-
preserving performance on three vehicular video datasets:
Cityscapes demo videos, BDD100K dataset [51], and Dashcam
Accident dataset [52]. Evaluation videos comprehensively con-
tain various scenarios, including accidents and regular drives,
days and nights, and different weather conditions. Details for
evaluation datasets are listed in Table III.

Metrics. We evaluate the transformed video’s utility for two
video analytic tasks: statistical counting and object detection.
For statistical counting, we compute the counting accuracy for
each video, which is one minus the mean absolute counting
errors across all the frames divided by the average number
of objects on each frame. For object detection, we compute
the mean average precision (mAP) of the detection results
on transformed videos. As a widely used evaluation metric
for object detection models, mAP jointly reflects detection
precision and recall in the range of [0, 1]. Detection results
on original videos are regarded as the ground truth.

Comparative systems. Utility evaluation uses the same com-
pared systems as the Re-ID attack evaluation in Section VI-A.

Experiment setup. we first collected transformed videos by
applying compared systems to original videos. Then we fed
the original and transformed videos into a YOLOv5m ob-
ject detection model and recorded each detected person and
car’s bounding box, class index, and confidence level. We
adopted the more complicated YOLOv5m model instead of
the YOLOv5s used in INSPIRE to offer a fair comparison.
The confidence threshold of the YOLOv5m model was set as
0.5, and the rest parameters were kept as default.

Influence of Gaussian filter on utility. Figure 9 shows the
influence of applied Gaussian filters on the utility of videos
transformed by INSPIRE and BBox Blur, from which we have
the rule-of-thumb for selecting INSPIRE’s Gaussian filter.

A Gaussian filter with a small kernel size and a small SD is
recommended to be applied in INSPIRE.

In Figure 9, we find the minor blurring Gaussian filter (ker-
nel size 5, SD 5) does not significantly degrade the transformed
video’s utility. According to the Re-ID attack evaluation in
Section VI-A, such a Gaussian filter can thwart most Re-ID
attacks. Hence, applying a Gaussian filter with a small kernel
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Fig. 9: Counting accuracy and detection mAP of INSPIRE and BBox Blur
subject to different kernel sizes and SDs of applied Gaussian filters. Error bars
are the min-max fluctuation on different datasets.
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Fig. 10: Counting accuracy and detection mAP of compared systems on
different datasets. (IS: INSPIRE, IG: INSPIRE-Gaussian, BB: BBox Blur,
DC: Dashcam Cleaner, SG: SecGAN)

size and a small SD is recommended for INSPIRE.

The utility of BBox Blur transformed videos decreases as the
kernel size and SD of its applied Gaussian filter increase.

In Figure 9(c) and Figure 9(d), counting accuracy and
detection mAP of BBox Blur’s transformed videos decrease as
the kernel size and SD of its applied Gaussian filter increased.
Moreover, data bars for BBox Blur without Gaussian filter
(left-most bars) still suffer 9.5% accuracy loss and 0.11 mAP
loss, though only scaling operation was executed. This implies:

Small perturbations can cause non-negligible impacts on the
detection results of the YOLO object detection model.

Comparison with different systems. The counting accuracy
and detection mAP of compared systems’ transformed videos
from different datasets are shown in Figure 10(a) and Fig-
ure 10(b), respectively. Since Dashcam Cleaner did not distort
or replace each object but hid its sensitive attributes, it has
minimal impact on the counting and detection performance
and serves as our baseline for the other methods. INSPIRE
has higher counting accuracy and detection mAP on the
Cityscapes dataset. INSPIRE achieves 83% statistical counting
accuracy and 0.88 object detection mAP, while INSPIRE-
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Fig. 11: Utility-privacy trade-off. (a) presents the utility(mAP) and privacy(Re-
ID thwarting rate) of compared systems side-by-side. Error bars are the min-
max fluctuation on different datasets.(IS: INSPIRE, IG: INSPIRE-Gaussian,
BB: BBox Blur, DC: Dashcam Cleaner, SG: SecGAN) (b) shows the utility-
privacy product of compared systems. For INSPIRE and BBox Blur, we show
the max-achievable product of different applied Gaussian filters.

Gaussian suffers only 5% and 0.02 decrement on counting
accuracy and detection mAP, respectively. This is because its
image synthesis models were trained on the training set of the
Cityscapes dataset, and the tones of synthesized instances are
consistent with the background, which causes less perturbation
on the original video frame and leads to less influence on
the object detection model. The influence can be addressed
by fine-grained color normalization on different datasets, and
we leave it for future works. Meanwhile, INSPIRE, with
or without Gaussian filter, has significantly higher counting
accuracy and detection mAP than BBox Blur and SecGAN on
all the datasets. Videos transformed by the BBox Blur have
the lowest accuracy for statistical counting tasks, and videos
transformed by the SecGAN have the lowest mAP for object
detection tasks. This is because BBox Blur averaged out the
instance with the background, which made object detection
harder, and SecGAN severely distorted the whole video frame
to make the details unrecognizable. Specifically, comparing
INSPIRE and BBox Blur, which both have around 90% Re-
ID thwarting rate, INSPIRE achieves at least 44.31% counting
accuracy and 0.18 higher detection mAP.

Privacy-utility trade-off. We analyze the privacy-utility trade-
off of compared systems from two aspects and conclude that

INSPIRE achieves the best privacy-utility trade-off among
compared systems.

In Figure 11(a), we jointly compare the privacy-utility
trade-off for compared systems. We use the average mAP as
the utility metric and quantify privacy with the average image-
wise Re-ID thwarting rate. Though maintaining the highest
utility, videos transformed by Dashcam Cleaner are vulnerable
to Re-ID attacks. Compared to BBox Blur and SecGAN,
INSPIRE enhances the utility and privacy of transformed
videos. Although BBox Blur can improve its utility at the cost
of privacy, since its privacy is already lower than INSPIRE,
further decreasing the privacy makes it less competitive as a
privacy-preserving system.

Figure 11(b) shows the utility-privacy product for com-
pared systems. We define the metric utility-privacy product as
the multiplication of a system’s mAP and its Re-ID thwarting
rate (i.e., Re-ID Thwarting Rate × mAP). A higher utility-
privacy product implies a better privacy-utility trade-off as
it requires its two factors to be high at the same time. For
INSPIRE and BBox Blur, we present the highest achievable

utility-privacy product by applying different Gaussian filters,
whose kernel sizes were selected from {5, 25, 45} and SDs
were selected from {5, 15, 25}. Figure 11(b) shows INSPIRE
has the best utility-privacy trade-off among compared systems.
Applying a minor blurring Gaussian filter (kernel size 5,
SD 5), INSPIRE achieves the highest utility-privacy product.
Specifically, it achieves a 97% Re-ID thwarting rate and a 0.75
detection mAP. The product of 0.724 is 32.11% higher than the
second-ranked BBox Blur with heavy blurring Gaussian filter
(kernel size 45, SD 15). Though Dashcam Cleaner maintains
the most utility, the lack of privacy protection leads to the
smallest utility-privacy product 0.12 among compared systems.
On the other hand, SecGAN achieves a 0.24 utility-privacy
product, which is only one-third of INSPIRE’s.

VII. CONCLUSION

In this paper, we propose an instance-level privacy-preserving
video transformation framework called INSPIRE for vehicular
camera videos. The framework replaces instances in protected
categories with machine-synthesized counterparts in the same
shape and at the same location. Identifying information of pro-
tected instances would thus be removed with minimal impact
on the utility of the transformed video for video analytics tasks
such as statistical counting and object detection. Following the
framework, we implement a video transformation system to
replace people and cars in vehicular camera videos. We trained
UNet and Pix2pixHD models as system building blocks for
extracting protected instances and synthesizing non-existent
instances. We introduce auxiliary features to resolve the in-
stance overlapping problem to improve the transformed video’s
utility on video analytical tasks. Gaussian filter is applied
to auxiliary features to prevent potential privacy leakage.
Using different datasets, we evaluate our system’s privacy
protection guarantees and the utility of the transformed videos.
We also give strategies for selecting an auxiliary feature and
applying the Gaussian filter. Extensive evaluation results show
the superior performance of our system compared to existing
privacy-preserving video transformation solutions.
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