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ABSTRACT

Real-world process control requires continuous sensor measure-
ments and automatic control of the environment. Typical process
control systems consist of three main components: controllers func-
tioning as the system’s “brain”, sensors acting as measurement
devices, and final control elements that modify the environment.
Prior works showed that adversaries could inject signals into ana-
log sensors to affect the control process; however, an adversarial
controller that is necessary to achieve process control is inherently
missing in conventional physical-level sensor signal injection at-
tacks, which revealed mechanisms to perturb sensor systems but
did not describe the computations necessary to adjust and regulate
the process over time.

This paper introduces an adversarial control loop approach that
computes attack signals during the attack to guide the adversarial
process control. Our approach allows constructing the external
“brain” of the adversarial process control with programs. Further,
we characterize the Physical Feedback Side Channel (PFSC) in out-
of-band signal injection attacks, and study how the adversarial
prototype system can be constructed non-invasively to gain con-
trol over two types of inertial sensor-actuator systems, including
a MegaWheels self-balancing scooter. We demonstrate proof-of-
concept process control without accessing or tampering with inter-
nal modules of the victim system.

CCS CONCEPTS

« Security and privacy — Embedded systems security.

KEYWORDS

Adversarial Control Loop, Physical Feedback Side Channel, Sensors,
Attacks

ACM Reference Format:

Yazhou Tu, Sara Rampazzi, and Xiali Hei. 2023. Towards Adversarial Process
Control on Inertial Sensor Systems with Physical Feedback Side Channels. In
Proceedings of the 5th Workshop on CPS&IoT Security and Privacy (CPSIoTSec
°23), November 26, 2023, Copenhagen, Denmark. ACM, New York, NY, USA,
13 pages. https://doi.org/10.1145/3605758.3623494

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

CPSIoTSec °23, November 26, 2023, Copenhagen, Denmark

© 2023 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 979-8-4007-0254-9/23/11...$15.00
https://doi.org/10.1145/3605758.3623494

Sara Rampazzi
srampazzi@ufl.edu
University of Florida
Gainesville, Florida, USA

39

Xiali Hei
xiali.hei@louisiana.edu
University of Louisiana at Lafayette
Lafayette, Louisiana, USA

1 INTRODUCTION

Process control is widely applied in various industrial, robotic [5,
6, 35, 41], and medical systems [15, 16]. The main objective of
process control is to stabilize and adjust the output of a process
over a certain period despite variations in input, disturbances, or
other changing environmental conditions. It involves continually
monitoring the process, making necessary adjustments to the input
or operational variables, and concurrently evaluating the outcomes
to reach the desired results throughout the process.

In process control systems, there are three main components: 1)
controllers that decide the necessary course of action when there
is any deviation from the desired state (e.g., the set point). Such
decisions are made based on the input from the sensor and using
a pre-determined algorithm, 2) sensors that measure the process
variable, such as temperature, pressure, or angle, and provide such
feedback to the controller, and 3) final control elements that can
physically change the process, like a heater, valve, or motor.

Prior works show that adversaries could manipulate sensors
by affecting their analog components with physical signal injec-
tions [26, 38, 53, 58]. However, unlike control systems that can
continuously adjust the system status with a control algorithm,
such attacks inherently rely on 1) fixed or manually tuned attack
signals and 2) access to internal sensor data or readings illustrated
on a screen. Due to these inherent limitations, prior attacks on
sensors can disrupt the victim control system or induce targeted
actuation, but it remains challenging to gain adversarial process
control, which requires an accurate methodology that computes
the attacker’s desired input and continuously adjusts the process
over time.

Drawing inspiration from control systems that manage physical-
domain properties using algorithms, we propose an adversarial
control loop (ACL) approach to sensor-dependent process control
systems. Instead of a legitimate internal control loop, we study
an external, physical adversarial control loop that has no digital
connections to the targeted system and lacks access to data from
the victim system’s internal modules.

To achieve the adversarial control loop, we utilize a Physical
Feedback Side Channel (PFSC) and an external attack system. We
first characterize the physical feedback side channel, which allows
non-invasively assessing the target’s responses under signal in-
jections. We then investigate how to construct an adaptive attack
system that computes attack signals with programs to control the
victim process. Our approach is designed for continuous processes
that have sensors subjected to physical signal injections and actua-
tors leading to PFSCs. In our attacks, the time series of the system’s
side-channel physical feedback are automatically extracted from
physical-domain signals and used by programs to adjust attack
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Figure 1: An illustration of the proposed approach. We iden-
tify the necessary, concurrent operations to construct the
non-invasive, physical adversarial control loop: 1) signal in-
jection, 2) PFSC feature extraction, and 3) adversarial control
and computation.

signals. The perturbations induced by attack signals transmit to
the control system’s output to induce changes to the environment.
We characterize the three main necessary components to construct
the adversarial control loop: 1) signal injection, 2) PFSC feature
extraction, and 3) adversarial control and computation (Figure 1).

We conduct case studies to investigate how the ACL can be con-
structed on inertial sensor-actuator systems. We then develop an
attack system that captures and processes physical-domain signals
related to the actuation of the victim system; it performs signal
capturing, feature extraction, and attack signal generation in mul-
tiple threads while the victim system is running. We demonstrate
the proof-of-concept software-based process control on two kinds
of control processes based on inertial sensors, including a closed-
loop control process of a self-balancing system (a Megawheels
self-balancing scooter) and an open-loop speed control process of
a motor based on the sensed heading angle. The adversary’s goal is
to manipulate such processes in a continuous manner to achieve
the desired accumulated attack effects over time. Processes with
similar control principles can be found in robotic systems [5, 6, 35],
gimbals [7, 52], platform stabilization [34, 41], and telepresence
control systems [17, 29].

In summary, our approach allows an adversarial control system
to be constructed externally and non-invasively to control a vic-
tim process. In addition, our methodology is necessary because
1) many physical properties (e.g., speed, angle, temperature) are
accumulated during the entire process, and their control over time
requires continuous monitoring instead of sporadically induced
events, and 2) naive attacks cannot succeed over complex and long-
duration processes that change their operations based on external
stimuli. In comparison, we characterize PFSC as a complementary
technique for out-of-band signal injections [26, 38, 52] to retrieve
physical feedback from the target and provide reference inputs for
adversarial process control without accessing the victim system’s
internal statuses. Finally, different from existing works [45, 46, 51—
53] that rely on previously recorded or manually tuned signals,
our attack automatically computes the PFSC features and physical
attack signals during the adversarial control process.

This paper makes the following contributions.

e We propose an adversarial control loop-based approach for

manipulating inertial sensor-based control processes. Unlike
the legitimate internal control loop, the adversarial control
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loop has no digital connections to the target system and
cannot access data from the system’s internal modules.

e We characterize the physical feedback side channel under
signal injections. We study how to utilize this channel to
extract features and guide adversarial process control.

e We explore the adversarial process control with proof-of-
concept attacks on two types of real-world inertial sensor-
actuator systems. We develop a prototype testing system to
facilitate the evaluation of the threats.

2 BACKGROUND

Process Control. Process control is essential in various industrial
systems, robots, and medical devices to ensure stable, repeatable,
and optimized performance. It involves continuously monitoring,
maintaining, and adjusting variables, such as temperature, pressure,
flow, humidity, pH levels, and angles, to achieve consistent, desired
results.

In a typical process control system, there are three main com-

ponents. First, a controller is an indispensable component that
performs computations to decide the necessary course of action
when there is deviation from the desired state. Second, a sensor
measures the physical property, such as temperature or angle, and
provides feedback to the controller. Third, the final control element,
such as a valve or motor, can physically change the process over
time according to the instructions from the controller.
Inertial Sensors. Inertial sensing and control processes are used
in a wide range of applications like platform stabilization of types
of machinery [14], telepresence control [17, 29], robotics [5, 6, 35],
virtual/augmented reality, and the guidance of rockets and airplanes
[42,50], etc. They are crucial for maintaining stability, precision, and
safety in motion-dependent systems, enabling seamless interaction
with the physical world. These processes provide precise control
over an object’s orientation, position, and movement over time.

Micro-electromechanical system (MEMS) inertial sensors are
susceptible to acoustic resonance [21, 22]. Prior work explored using
acoustic resonance to intentionally interfere with inertial sensors to
crash drones [46]. Further, researchers manipulated accelerometers’
outputs by visually observing the internal sensor data and manually
tuning the acoustic signals [51]. Moreover, attacks on gyroscope-
based embedded systems such as self-balancing scooters, camera
stabilizers, and gyroscopic screwdrivers achieved targeted actuation
by manually adjusting attack signals [52].

3 THREAT MODEL

The adversary aims to manipulate the course of action of the victim
system automatically through programs in the external adversarial
control loop and gain adversarial process control without accessing
the victim’s internal modules or digital interfaces. The ultimate
attacker’s goals can vary, from rendering the victim system ineffec-
tive under actual environmental stimuli or user operation inputs,
continuously controlling a physical property that was expected to
be regulated by the victim system, to causing harm to a person
in the environment. To realize these objectives, the attacker aims
to obtain reliable malicious control over the victim system, result-
ing in a sequence of adverse outcomes that might diverge from
the system’s originally designed behaviors. This is achievable by
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the ability to manipulate the process in a continuous manner to
produce the desired cumulative attack effects.

Non-Invasive Adversarial Process Control. We assume adver-
saries cannot tamper with or access the internal firmware/hardware
of the victim system. They also cannot directly modify the actual
physical properties, such as by directly moving or damaging the
victim system. To achieve process control, the adversary needs to
utilize software (e.g., multi-threaded programs) to continuously
adjust attack signals. In this process, the attack system is designed
to manipulate the victim system to apply changes to continuous
physical properties (e.g., heading angle and speed).

This attack approach differs from others, which use digital chan-

nels to directly send control commands to the victim system with
digital-domain data communication. Furthermore, the adversary
cannot access the victim system’s internal sensor measurements,
sampling intervals, clock, and timer signals. We assume that the
adversaries can only analyze external physical-domain signals like
the acoustic emissions from the victim system’s actuators. They
can deploy devices such as directional microphones [39, 43] and
microphone arrays [12] to capture such side-channel signals from
a long distance. Due to the time-varying nature of injected signals
and other statuses in continuous process control systems, the ex-
traction of physical side-channel feedback and adjustment of the
attack signals are performed when the victim system is being con-
tinually influenced by the attacker’s injected perturbations and the
subsequent states are yet to be determined.
Acoustic Signal Injection. To inject malicious signals, attackers
can use consumer-grade speakers, directivity horns, transducers,
and amplifiers to produce sound waves. The signal source can be
a sound card. A computer such as a laptop or Raspberry Pi runs
the attack program. Attackers can optimize the acoustic transmit-
ting power and directivity with customized sound sources. Capable
attackers could use professional acoustic devices or highly cus-
tomized acoustic amplification techniques to further improve the
attack range. For instance, adversaries may launch the attack by
using long-range acoustic devices [4, 10, 13, 25]. The resonant fre-
quencies of MEMS gyroscopes are usually above 19 kHz [46, 52].
Thus, the attack signals are beyond the audible range of most adults
[48].

4 METHODOLOGY

This section introduces the proposed methodology and describes
the mechanisms to form an external adversarial loop over an inertial
sensor-actuator system.

4.1 Adversarial Control Loop Structure

Fig. 2 illustrates the structure and basic modules in our approach.
We model the victim system as a black-box sensor-actuator system
that controls its actuation based on sensor measurements. The
attack system is external to the victim system and can only affect
the target system by emitting physical-domain signals.

The main modules in the attack system include the physical
observer, the feature analyzer, the adversarial control program, and
the attack signal generator.

The physical feedback is provided by the physical observer and
the feature analyzer modules. The physical observer of the attack
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Figure 2: An illustration of the structure and basic modules of
the proposed method. The attack system computes the attack
signals during the attack. The input to the victim system is
the perturbation caused by the attack signals. The output
of the victim control system is the changes it applies to the
environment. The attack system automatically captures and
analyzes the side-channel physical signal emanation to guide
the attacks.

system consists of sensor modules that measure physical signals
related to the actuator of the target system. The data is streamed
to the feature analyzer, which extracts the physical feedback by
analyzing physical signal features.

The attacker’s program on a computer or an embedded device
will adjust the attack signals based on the extracted feedback. The
program then generates the attack data and writes the attack signal
streams to a signal generator hardware. (e.g., a sound card). Addi-
tionally, an amplifier is used to regulate the power of the emitted
signal. Depending on the type of injection (e.g., acoustic or electro-
magnetic), a transducer or antenna can be used to emit the attack
signals.

During the attack process, the modules of the adversarial process
will not pause and wait for other modules. To form an adversarial
control loop, we implement the attack system’s software with multi-
threaded programs that handle the inputs and outputs of each
module. Sections 5 will discuss the details of implementing the
attack system on inertial sensor systems.

4.2 Adversarial Control Loop Formalization

The adversarial control is enabled by a loop that injects signals to
perturb the victim system and extract the system feedback from
physical-domain signals, such as acoustic side-channel emanations
of the victim actuator. In this section, we characterize the general
mechanisms, including analysis and control, injection of perturba-
tions, and physical feedback extraction.

4.2.1 Analysis and Control. We provide the following analysis
and formalization to understand how to guide the perturbation
injection to control the victim system by leveraging the extracted
system feedback from physical domain signals.

Assuming the perturbation injected into the input of the victim
system is p(t), the perturbed system input X’ (t) is

X'(1) =X(1) +p(1),

(1)

where X(t) is the original status without the perturbation. The
actuation output of the system under perturbationis Y (t) = G(X’(t)),
where G is the transfer function of the victim control system. For
control systems that rely on the sensor measurements to perform
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real-time process control, the injected perturbations p(t) will be
transmitted to the output of the system via

Y(2) = G(X (1) +p(2)). @

When the goal is to control a continuous process over time, the
time-varying effect of the perturbation on the victim process has to
be considered. By extracting and analyzing the time series y[n] of
the physical feedback y () from physical-domain signal emanations
related to Y(t), the injection of perturbations can be guided and
adjusted to gain process control over the target system.

4.2.2 Injection of Perturbations. The injection of perturbation
p(t) is conducted as previous works [52, 53] by influencing analog
sensor components with physical-level signals, such as acoustic
signals emitted at the resonance frequency of MEMS inertial sensors.
The internal statuses of the victim system are not accessible to
external attackers.

4.2.3 Side-Channel Physical Feedback Extraction. As defined
in the previous sections, We consider the PFSC as the side-channel
signal emanations of the victim actuators, which we use to moni-
tor and control the victim system’s responses under out-of-band
signal injection attacks. This is a complementary methodology to
traditional out-of-band signal injection attacks [26, 52] to achieve
an external non-invasive adversarial control loop. It can be utilized
to retrieve the time series of y(¢) under signal injections with-
out directly accessing its internal data. For instance, radars/sonars
can detect and measure the movements of the actuator; infrared
sensors can remotely monitor the temperature of the target actu-
ator/environment; laser-based devices can measure the distance
and speed of the target system. In this study, we explore the use of
actuator acoustic emanations as the PFSC. Section 4.4 will discuss
the specific mechanisms applied to inertial sensor systems.

4.3 Model Generalization

In continuous process and actuation control systems, the system
controls a continuous physical property such as temperature, air
pressure, pH value, position, speed, and heading angle. These prop-
erties are measured by sensors. For instance, a robotic system con-
tinuously measures the heading angle with a gyroscope and actu-
ates the system to maintain a certain speed or balanced position
[5, 6, 35]. Telepresence control systems continuously actuate an
object in a remote environment based on the inertial sensor sys-
tem’s orientation, speed, and position [17, 29]. The heading angle
or the other kinematics properties of these systems are continuous
because they cannot be changed instantly but require a control pro-
cess for the system to apply changes to the physical environment
over time.

In addition, process actuators such as motors in actuation sys-
tems can result in a change in the process variables and states.
Actuators typically transduce electricity into other forms of physi-
cal properties. The operation of the mechanical and electrical parts
of the actuator will generate changes in environmental physical
signals. An external attacker can measure the induced changes in
the signals of the physical environment. Examples of such signals
include but are not limited to heat, sound, and electromagnetic
signals.
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Formalization of System Properties. In process control, Y(t) is
the control system’s output and is directly related to the actuator
status. For example, Y(t) can be the acceleration or speed of the
motor. Additionally, we use Z(t) to represent the process variables
of the control system. Depending on the application, Z(t) can be
equal to Y(¢) or be affected by Y(¢). For instance, when the control
goal is to reach a certain motor rotation speed, we have Z(t) =
Y(t). In many other scenarios, the process variable Z(t) is not
equivalent to the status of the actuator. For example, when the goal
is to maintain the pH level at a specific value, the actuator status
Y (t) of the peristaltic motor will determine the volume of acid or
alkaline solutions delivered to the environment in a certain amount
of time. This further determines how the actual pH value Z(t) will
be changed.

Based on these premises, we can provide a generalization of our
adversarial close loop process by characterizing our approach with
the following stages. First, adversaries can extract physical signals
in the environment depending on the control system. In scenarios
where the physical signals are directly related to the actuator, the ex-
tracted feedback will be denoted as y(t), which is directly correlated
to the control system output Y (¢). This applies to kinematics-based
control systems and many other process control systems. For in-
stance, pH or temperature control systems’ actuators (e.g., pumps,
heaters) can generate side-channel acoustic, electromagnetic, or
heat signals. The extracted time series of the physical signals will
be directly related to the process variable being controlled by the
victim system. Usually, the actuation will generate environmen-
tal changes that can be measured from acoustic, electromagnetic,
current, heat, or vibration signals, etc.

Second, the adversaries will inject physical-domain signals to
induce malicious current or voltage signals in the analog sensor of
a victim system. For example, adversaries can inject out-of-band
acoustic signals to inertial sensors to perturb their readings [46, 51,
52, 56] or affect the output of pH, temperature, and pressure sensors
by electromagnetic interference (EMI) injection attacks [53].

Finally, the injected perturbation p(t) can be adjusted with algo-
rithms to control the victim system by processing and analyzing
the extracted feedback. The methodology provides a systematic
approach to control the victim system without connecting to the
internal statuses or modules. Unlike relying on empirical observa-
tion and manual signal tuning, this approach provides a formalized,
universal framework to enable non-invasive adversarial process
control.

4.4 ACL Mechanisms on Inertial Sensor Systems

In this section, we study how our method applies to real-world
systems. We investigate ACL-based attacks to gain targeted process
control over inertial sensing and control systems such as a self-
balancing scooter. The attack system perturbs the sensor data with
acoustic signals at the resonance frequency of the victim inertial
sensor and adjusts the adversary injection signals based on the
physical feedback side channel. We specify the mechanisms as
follows.

4.4.1 System Feedback Extraction. We utilize a microphone to cap-
ture the side-channel acoustic emanations of the victim actuator.
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Through experiments and analysis, we find that the sound emana-
tion of motors can be leveraged to extract the physical feedback to
guide the adversarial control process. Specifically, we provide the
following formalization.

Assuming the output mechanical power of a motor is P, measured
in watts (W), the rotational speed is rpm in revolutions per minute.
The work done per revolution in Joule is Work = Force-Distance =
Radius  2mRadius = 1 - 27, where 7 is the torque of the system.
The output power of the motor P is related to its speed rpm in the
following formula:

P=1-rpm-2m1/60, 3)

where P and rpm are directly correlated. Since the energy of
acoustic emanations Ps is also related to the power of the motor
(e.g., by friction, vibration, coil noise), for simplicity, we assume
that Ps is related to P by P = aPs, where « is a constant value to
describe the ratio between the acoustic emanation power and the
motor power. We have aPs = 7 - rpm - 21/60. The formula may
not accurately determine the acoustic energy or the speed but can
serve as an empirical tool in relative estimations. Our experimental
results in later sections also show that the extracted time series
y[n] from side-channel acoustic emanations are highly correlated
with the actual motor speed and movement patterns. Therefore,
we can utilize the extracted and processed features to guide the
attacks. In addition, both power and frequency-related features can
be analyzed to provide useful feedback that can be incorporated into
the adversarial control loop. The details of automatically extracting
and utilizing these features are described in Sections 5 and 6.

4.4.2 Injection of Perturbations. The measurements of MEMS iner-
tial sensors can be interfered with by acoustic signals due to their
susceptibility to acoustic resonance [21, 46]. The high-frequency
acoustic signals injected into the sensors can be converted to low-
frequency in-band signals, such as Direct Current (DC) signals,
by aliasing [51]. Further, this conversion process is imperfect and
can be subject to the disturbance caused by the drifts of sampling
intervals in embedded systems [52].
Assuming the attack signal m(t) is:

m(t) = A-sin(2af ()t + dm), (4)

where A and f(t) are the amplitude and frequency of the attack

signal. ¢, is the initial phase. After being transduced into the sensor,
the injected signal becomes V (¢).

V(t) = Ao - sin(2zf (£)t + ¢o), ®)

where Ap and ¢g are the amplitude and initial phase of V (¢).
While attackers have full knowledge about the signal m(t), they
may not have full knowledge about V(). For instance, the initial
phase ¢ is not certain for attackers after signal transmission and
conversion. Moreover, the frequency of the injected signal after
aliasing is also not fully deterministic. Assuming AT [i] = [i] + FLso
are the sampling intervals. Fs is the ideal sample rate. §[i] is the
drift in the sampling interval. The exact value of §[i] can be affected
by imperfect clock signals or other kinds of software delays or
interrupts in the victim system. Therefore, adversaries are unlikely
to fully predict the values of the exact sampling intervals during
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the control process. ty = 0,t; = AT[1],....t; = Zj‘:l AT[j],..., are

sampling times. The digitized signal V[i] will be

V[i] = Ag - sin(2me(t;)t; + ZnnFSO(Zj.:l S[j]) + o).

(6)

Ideally, the digitized signal would have a frequency of e(¢), as-
suming f(t) = nFsq + e(t)(—%Fs <e< %Fs,n € Z%). However,
due to the drifts in sampling intervals, the digital signal frequency
is also subject to disturbance. We can observe a non-constant term
ZnnFso(ijl 8[j]) in the signal. This is an accumulated term am-
plified by n. It changes over time and brings disturbance to the
converted signal.

Because of drifts in sampling intervals, the induced sensor signals
will oscillate. The values of the signal fluctuate as the phase of
the signal changes. Such fluctuating signals can be interpreted
as noises by inertial sensor-based systems. Thus, we model the
injected signals as perturbations that influence the inputs on the
victim system. Further, the victim control system affected by the
perturbation will make changes in the environment in real-time.
We then leverage the physical feedback side channel to adjust the
perturbation over time to achieve adversarial process control.

4.4.3  Analysis and Control. In our case studies, we observed that
the control systems affected by the injection exhibit an oscillating
pattern in actuation. This is because the injected signal is oscillating
and the changes in sensor data are transmitted to the output of the
victim control system via the transfer function (Eq. 2). The extracted
physical feedback y(¢) that describes Y () can provide necessary
information for controlling the attack process. For instance, the
relative time-varying power and frequency of the actuation under
the perturbation can be analyzed and used by programs to gain
process control.

Based on the physical feedback time series y[n], we can de-
velop our automatic approach, which continuously applies signal
injection techniques to adjust p(t). For example, researchers have
proposed two kinds of attacks to manipulate systems based on in-
ertial measurement units (IMUs). The Switching attack manipulates
the oscillating digitized signal by repetitively switching the out-
of-band attack signal frequency f(¢) [52]. The Side-Swing attack
adjusts the attack signal amplitude A within each oscillation cycle
of the induced perturbation to manipulate the accumulated effect
[52]. Our prototype attack system will selectively apply these signal
injection techniques to continuously adjust p(t) during the attack
in Sections 5 and 6.

Instead of focusing on a specific module (such as the injection),
we focus on a system-level approach utilizing automatic mecha-
nisms guided by physical side-channel feedback time series in the
context of a continuous adversarial control loop.

5 SYSTEM DESIGN AND ATTACK VALIDATION

In this section, we design and implement the prototype attack
system. We discuss the procedure to achieve the external adversarial
control loop (ACL) on inertial sensor-actuator systems and validate
the methodology on a self-balancing scooter.
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Figure 3: The hardware components of the testing system.
The computer can be a desktop/laptop or an embedded device
such as a Raspberry Pi.

5.1 Settings

Our ACL extracts the physical side-channel feedback automati-
cally and utilizes the feedback to adjust the signal injection. The
attack signals are fed to an external digital-to-analog converter
(sound card) that connects to an amplifier. We use a high-output-
resolution (>96kHz) sound card and a tweeter speaker to generate
the attack signals. Additionally, a microphone captures the physical
side-channel acoustic signals emanated by the target system. We
use a 3D-printed [9] parabolic microphone (Fig. 3) to pick up the
signals.

We implement the software modules of our ACL in Python and
run them on a Raspberry Pi to perform signal processing, feedback
extraction, analysis, and attack signal adjusting. We implement the
software signal injector module in C. This allows attack signals
to be generated and continuously adjusted while writing data to
the sound card without introducing extra latency. Such latency can
lead to glitches and discontinuity in the attack signals. The module
directly uses the low-level sound APIs (Linux ALSA [11]) to control
the sound card.

Additionally, the ground truth of the victim system’s motor
speed is measured with a hall effect switch. It is used to provide
quantitative analysis only, and its data is not used for the actual
threat model.

5.2 Adversarial Control Loop Implementation

We characterize here the steps that constitute the ACL process

depicted in Fig. 4 for the case study of achieving adversarial control
of a Megawheels self-balancing scooter.
Capturing physical-domain signals. We capture acoustic signals
emanated by the actuator of the target system. We use the parabolic
microphone as a directional receiver of signals the target scooter
emits.
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Signal Processing and Feedback Extraction. The program first
applies fast Fourier transform (FFT) to get frequency-domain fea-
tures with a window size of 4,096 samples. If this window size is
too small, the spectrum analysis can be less effective. However, if
it is too large, the system reaction time will be slow. We select a
window size of 4,096 samples to allow an update time under 0.1
seconds (0.093s with a recording sample rate of 44.1 kHz).

Fig.5 shows the frequency analysis results of acoustic signals
recorded while the motor of the Megawheels self-balancing scooter
is moving. We can identify that the range of sound frequencies of
the actuator is from 14, 600 Hz (Fj) to 16,900 Hz (Fy,). By utilizing
a Butterworth bandpass filter, we removed the noises in other fre-
quency ranges and observed the relationship between the motor
speed and the frequency-domain features more easily.

Since the strength of frequency components in the identified
range [Fy, Fy,] is highly related to the speed of the motor (Fig.5 right),
we use the sum of the magnitude of all frequency components in
this range as the feedback. The ACL module extracts the feedback
y(t) data stream in time series

yln] =S}k, R(fin - o), ()

where T; ~ 0.093 is the duration of each chunk of signals being
processed, and R(f, t) is the magnitude of the frequency component
f at a time window [t — T, t]. Given a specific time ¢, only the time
series of y[1],...,y[n] withn- T, < t (n € Z") are available during
the attack process.

Additionally, we observe that the actuator generates a part of
electrically and mechanically induced acoustic noises that are not
correlated to its speed. Such noises can lead to small spikes in
the time series of y[n]. We thus effectively mitigate this effect
with a simple weighted moving average filter. In detail, we get
yo[n] = Zlicz() wiy[n — i]. A small window size (e.g., k = 4) works
well to reduce the noise while maintaining the sensitivity.

Then we have yo[n] = 16—8y[n]+%y[n—l]+%y[n—2]+%y[n—3].
A larger value of k could increase the signal smoothness but would
make the feature less sensitive to reflect the actual changes. During



Towards Adversarial Process Control on Inertial Sensor Systems with Physical Feedback Side Channels

(%2} (%2}
(V] (O]
2 | 2
T« ©
220 220
S =
@© @©
— —
(=) (=)
© 10 i 040
- -
v v
(] (]
Q Q
%] %]

60

0 5 10 15 20 0 5 10
Frequency (kHz)

Frequency (kHz)

CPSloTSec *23, November 26, 2023, Copenhagen, Denmark

Stationary (0 rpm)

$ 200

=) >
T 400 Speed £
= Increasing S
£ 600 2
g e
SR A Speed of =
S about 600 rpm kol
*g 1000 o

Speed
& 1200 Decreasingl
: 1400 Stationar =
15 20 0 5 10 15 20

Frequency (kHz)

Figure 5: Left: The spectrogram of the captured acoustic signals (unfiltered) in a segment of 15 seconds while the motor is
rotating with a speed of about 300 rpm. Middle: The spectrogram of signals under the same condition but with Butterworth
band-pass filtering. Right: The spectrogram of the filtered acoustic signals when the motor speed is changing. We gradually
change the motor speed by manually adjusting the actual heading angle of the self-balancing scooter.

the attack, the ACL module automatically processes the signals and
computes the feedback.

Analysis and Manipulation. We observe that the injection in-
duces perturbations in the system input by X’ () = X(t) + p(t)
(Eq. 1), the perturbations will then be transferred to the output of
the system via Y(¢) = G(X(¢) + p(t)) (Eq. 2). Therefore, the func-
tionality of this module is to selectively adjust the attack signals to
change input perturbations p(¢) based on the extracted feedback
y(t) in order to achieve targeted adversarial process control over
the victim system.

We develop an automatic mechanism to adjust the injected per-

turbations, by designing a dynamic threshold setting method and
utilizing the signal injection technique of the Switching attack
[52] to inject phase offsets by repetitively switching the attack
frequency.
Dynamic threshold setting. We develop a dynamic mechanism
for the attack system to set a threshold and perform frequency-
switching operations automatically during the manipulation stage
as follows.

The attack system monitors the value of the most recent peak
(K) in the time series of the side-channel feedback yo[n] and sets
the threshold as Tj, = @K — BK?. Then, it switches the frequency
when the value of yo[n] drops and crosses this threshold. Since
we want the program to switch the attack frequency when the
signal is at a higher level for efficiency, we set a as a value close
to 1.0 (such as 0.95). Selecting a higher threshold can also help
compensate for the slight delay () in the control system and the
signal streaming in the ACL. We set § as 0 (or a minimal value)
to adjust the threshold when yg[n] reaches a large value (such as
when the motor is rotating with the maximum speed).

We also observe a drift of sample rates, which can cause distur-
bance in the signals and accumulate over time (Eq. 6). To mitigate
this effect, our ACL automatically records two intervals between the
last frequency switching operations and uses their ratio to adjust
the center frequency.

In addition, we notice that implementing Switching attacks with
a smaller difference (step size) between the injection frequencies
results in a lower frequency of the induced movements which
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Figure 6: Before the signal injection, the scooter motor is
stationary (0-5 seconds). The signal injection induces oscillat-
ing movements in the system (5-19 seconds). The automatic
Switching process starts at 19 seconds. Our ACL adjusts the
perturbation (attack signals) based on the extracted physical
feedback to accumulate and maintain the physical property
(motor speed). The reference RPM is measured with a hall
effect switch to show the motor’s actual speed and is not used
by the attack system.

can be used to induce larger accumulative effects in the victim
system within a certain amount of time. Therefore, the manipulation
process can start with a larger step size and update by step’ =
y - step,0.8 < y < 1.0 in the adaptation rounds until a minimum
step size is reached. In our experiments, we set the initial step
size as 1.5 Hz, and the program would decrease it until it reaches
a minimum value of 0.85 Hz during the automatic manipulation
process.

Validation. We demonstrate the proof-of-concept attack on the
Megawheels self-balancing scooter without accessing or tampering
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Figure 7: Our prototype testing system. In the victim system
(on the left), a microcontroller controls the actuator based on
the sensor measurements. The attack system (on the right)
manipulates the victim system via the external adversarial
control loop. The two systems are not interconnected with
any communication or control interfaces.

with its internal modules. We place the speakers in proximity to
the scooter. The distance range of the attack can be extended by
using a higher volume and directivity horns [8, 52]. Under acoustic
signal injections at its sensors’ resonance frequency, the scooter
presents an oscillating movement pattern that alternatively turns
the wheel in different directions. This is because the oscillating
signals induced in the sensor are perturbing the system, inducing
shaking and oscillating movements.

Fig.6 illustrates this process. When the acoustic signal is emitted,
the injected perturbations induce oscillating movements in the
motor of the scooter. After the automatic switching process starts,
the ACL controls the attack process based on the time series of
Yyo[n].

During this manipulation process, the attack system automati-
cally extracts the feedback and adjusts the attack signals to turn the
scooter wheel into a target direction and manipulate its speed . As
shown in Fig. 6, from 19 s, the motor keeps rotating in the direction
desired by the attacker and reaches a high speed by the end of the
attack. The induced speed can be further adjusted in automatic
Switching processes by adjusting the injected signal amplitude. The
manipulation is a continuous process because the victim control
system is not controlled with an instant value or event, but requires
continuous control to selectively perturb the time-varying statuses
and apply changes to the environment.

6 PROTOTYPE TESTING SYSTEM

In this section, we develop a prototype to study attacks on inertial
sensor-actuator systems with our ACL approach. We then evaluate
a proof-of-concept continuous adversarial process control over a
prototype motor system. This prototype system can record how
the sensor measurements change in the adversarial control process,
allowing for analyzing and illustrating the quantitative results.

!Demos of the proof-of-concept attacks on a real-world self-balancing
scooter are available at https://www.youtube.com/playlist?list=PL_11Kb3yQ2-
ZIllwC31CqIG5dNzJTXObF_.
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Figure 8: The spectrogram of the captured acoustic signals
before (left) and after (right) filtering while the motor speeds
up and slows down.
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Figure 9: The extracted feedback from physical-domain sig-
nals (top and middle) is correlated with the motor speed of
the victim (bottom).

6.1 Prototype Testing System Design

Fig. 7 shows our experimental setup, including a victim system and
an attack system.

The victim system is composed of a microcontroller (Arduino
Uno) which controls a motor in real-time based on inertial sensor
measurements. The microcontroller sets the motor speed based
on the heading angle measured with an IMU gyroscope sensor
(MPU-9250). Unlike the self-balancing scooter, the actuator is a
brushed-geared DC motor with an encoder driven by the L298N
motor driver.

The attack system includes a microphone, a tweeter speaker,
an audio amplifier, and a high-output-resolution sound card (e.g.,
Sound Blaster Z). The software of the attack system runs on a Linux
desktop computer. It can also run on a Raspberry Pi or laptop. The
distance between the attack system and the victim system is set to
0.6 meters.

6.2 Experimental Evaluation with PFSC

We analyze the PFSC generated by the victim DC motor system. Our
experimental results suggest that the motor speed can be analyzed
from its physical side-channel signal emanations (Fig. 8). To prove
it, we record the actual speed using the motor encoder and show
that the extracted feedback is correlated with the motor speed (Fig.
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Figure 10: Signal spectrum of the motor acoustic emana-
tions in a low speed (left)(about 100 rpm) and a high speed
(right)(about 280 rpm).

9). Our analysis of the motor speed and sound energy in Section
4.4.1 explains this correlation.

We use the same methods as in the self-balancing scooter evalu-
ation to derive the physical side-channel feedback. In real-world
attacks, the frequency range of the motor can be identified using a
few seconds of audio recorded from the motor of the victim system
(Fig. 10). We also observe that using a subset of the motor sound
components, we can derive similar results (Fig. 11 and Fig. 12).

6.3 Attack Evaluation

Under the effect of resonant acoustic signals, the motor of the victim
system accelerates and decelerates in an oscillating pattern. This is
because the perceived heading angle of the system fluctuates under
the perturbation of the injected signal as observed for the scooter
motor.

Fig. 14 shows the internal statuses of the victim system in this
continuous process. We can observe that under the effect of acoustic
resonant signals, the system’s perceived heading angle fluctuates
and falls back after each cycle. Under the interference, the vic-
tim system periodically accelerates and decelerates, and its speed
fluctuates in an oscillating pattern.

The attack system leverages the physical feedback (Fig. 13) au-
tomatically extracted from physical-domain signals to guide the
attack. Then, it adjusts the attack signals in relation to the motor
speed without accessing the internal statuses of the victim system.
After the automatic Side-Swing process starts, the attack system
automatically performs amplitude adjusting of the attack signals
within each cycle of the induced oscillation to selectively increase
or decrease the heading angle.

Specifically, the ACL utilizes the most recent physical feedback
time series before starting the automatic Side-Swing attacks. It
computes the period of the oscillation pg and an average value as a
threshold Zﬁio W in the recent N samples of the time series
(we use N = 100 samples). It then records the most recent time
Ty and direction when the feedback signal crosses the threshold.
After the automatic Side-Swing attack starts, the system will adjust
the amplitudes alternatively at an interval of half of the oscillation
period (%) at specific times: Ty + k% = Torfset(k = 1,2,3,..),
where T fser is the sum of a phase delay and a small real-time
delay in the systems. The phase delay is ‘% between the oscillating
injected signal in the gyroscope and the accumulated heading angle.
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Figure 11: The spectrogram of the captured acoustic signals
using a subset of the motor sound components before (left)
and after (right) filtering, while the motor speeds up and
slows down.
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Figure 12: The extracted feedback from physical-domain
signals is correlated with the motor speed even using a subset
of the motor sound components.

Leveraging the time intervals, the system can adjust the amplitude
of attack signals to drive the motor in the direction desired by the
attacker.

To further demonstrate program-controlled processes in the ACL,
we program the following procedure: The program in the attack
system first controls the motor to speed up twice and maintain the
speed. Then it controls the motor to slow down, and finally speed
up twice and maintain the speed. The attack system automatically
analyzes the extracted feedback and adjusts the attack signals to
complete the procedure (Fig. 14).

7 DISCUSSION

7.1 Limitations

We implemented the proof-of-concept ACL methodology with lim-
ited signal power and off-the-shelves hardware components. Our
proof-of-concept implementation does not address the attacker’s
distance from the victim challenge. However, the usage of the para-
bolic microphone would allow for the execution of our approach
at a further distance. Additionally, motivated attackers can launch
more powerful attacks with more sophisticated equipment such
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Figure 13: The physical side-channel feedback is automati-
cally extracted from acoustic emanations of the victim motor.
The induced oscillating movements (5.5-17 s) in the victim
system perturbed by the signal injection can also be observed
from the time series of the feedback. After the automatic
Side-Swing process starts (after 17 s), the attack system au-
tomatically adjusts the attack signals to control the victim
system.

as long-range acoustic devices [4, 10] and sonars/radars that can
transmit the attack signals over long distances.

We show that it is possible to construct an external adversar-
ial control loop for process control to significantly increase the
attacker’s capabilities, even though the adversarial process control
is not as precise as having access to data from the victim’s inter-
nal control loop in the victim system. This is also due to the fact
that our control mechanism is constructed externally, based on
implicit analog channels instead of explicit digital interfaces that
directly control the system. Because the nature of most actuators
is to transduce electricity into other forms of physical properties,
the actuators will inevitably emit electromagnetic or mechanical
(e.g., acoustic) signals during their operations. This paper focuses
on proving the concept of such an attack scenario. Generally, the
PFSC will exist, but making use of it can be difficult, depending
on the attacker’s capability and available budget to retrieve it (e.g.,
using more sensitive and accurate equipment).

Finally, because the adversarial control loop is built externally
over the original internal control loop (Fig. 1), the adversarial con-
trol loop will almost always exhibit a delay compared to direct dig-
ital control. Adjustments over time may be necessary if high-speed
responses are required. Future research could explore whether in-
corporating more advanced control methods into the adversarial
control loop can mitigate such delay.

7.2 Future Work Directions

In the future, the methodology could be applied to other process
control systems (such as self-balanced platforms and telepresence
control systems that control robotic devices based on the inertial
sensor measurements) that have sensors that are subject to physical
signal injections and actuators that have PFSCs.

By developing our ACL, future research can construct testbeds
that enable automatic security testing of sensor-based control sys-
tems in programmed, continuous processes without connecting to
the internal modules of embedded systems. Additionally, more ro-
bust physical feedback extraction methods can be developed using
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Figure 14: The speed and internal sensor measurements of
the victim system in the process of adversarial control. We
can observe how the induced perturbations in the sensor
(middle) affect the perception (bottom) and the actuation
(top) of the victim control system in a continuous process.
The attack system performs the programmed procedure to
continuously control the motor speed (from 17 s).

a combination of measuring devices in attacks on complex sys-
tems. Further, future works can extend our approach to processes
that continuously control other physical properties such as blood
glucose level [28, 44].

Future works can investigate shielding or obfuscating the side-
channel signal emanations to mitigate/disrupt the physical feedback
side channel. However, it may be challenging to completely shield
the emanations of actuators in the physical world. It might be possi-
ble to obfuscate the side-channel signals by intentionally generating
physical signals with additional signal-emitting devices or conduct-
ing obfuscated/randomized operations with the actuator to mask
the side channel. This, however, will require carefully evaluating
the trade-off between security and performance of the system to
be protected.

7.3 Countermeasures

Low-pass filtering was recommended to mitigate or eliminate out-
of-band injections [37, 51]. However, sensors with low-pass filters
can still be vulnerable to the attacks. For instance, the datasheets of
certain inertial sensors [2, 3] specified the use of analog low-pass
filters, but these sensors were still found vulnerable to attacks [52].
Realizing ideal anti-aliasing filters that eliminate all out-of-band
signals may be non-trivial. For instance, a high-order filter that
removes all signals above the cutoff frequency will cause signals
that change rapidly to ring on for a long time. Moreover, analog
filters lead to an unequal time delay as a function of frequency
[1]. If the phase delay introduced by filters is large, the circuit
performance may not be desirable [24].

Researchers studied sampling-based methods to obfuscate
attack effects with randomized sampling [51] or cancel a frequency
component by adding two samples based on a delay calculated from
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a known frequency [51]. However, it can be challenging to cancel
injected signals because the sensors are usually vulnerable in one or
more frequency ranges instead of a single, previously determined
frequency [46, 51, 52]. Further, these methods did not necessarily
detect and report the attacks.

Recent work studied purely software-based detection meth-
ods [49] including a machine learning method and a sensor fusion
method using the magnetometer and gyroscope. However, false
positives/negatives can occur under environmental movements
or when injected data differ from the assumed patterns. The re-
searchers also noted that attacks that influence more than one
sensor [40] can defeat fusion-based detection methods [49]. An-
other strategy is to implement signal processing techniques, like
filtering or machine learning algorithms, to detect and eliminate
the effects of acoustic interference on the sensor’s output. This can
be combined with redundant sensor arrays to provide more reli-
able and accurate motion tracking in the presence of interference.
However, this approach usually assumes only one sensor is under
attack. Moreover, it remains to be investigated how to detect the
attacks without false alarms that may affect the usability and safety
of the system. For instance, the system may fail to respond to an
emergent or sudden event, such as a crash, if the inertial sensor
data were falsely classified as the result of an attack.

Moreover, shielding can mitigate malicious acoustic or EMI
signals by a finite amount. However, it can be difficult to completely
shield the sensors without causing heat dissipation, cost, size, and
usability issues. Although shielded sensors may still be vulnerable to
attacks [53], isolating the sensor from the surrounding environment
using damping materials or enclosures can help mitigate the effect
of acoustic resonance on MEMS inertial sensors by reducing the
exposure to external noise sources.

Additionally, recent works [54, 61] proposed detection and cor-
rection methods for electromagnetic signal injection attacks on
sensors. These defense methods can work for post-transducer stage
sensor signal injection attacks [20, 27, 28, 30, 36, 37, 53, 57], but
may not apply to transducer-stage attacks such as acoustic attacks
that inject signals via the resonance of the sensing-mass transducer
structure of inertial sensors.

8 RELATED WORK

Acoustic Attacks on Inertial Sensors. Prior works showed that
resonant acoustic attacks can disrupt inertial sensor-based systems
[18, 31, 46, 56]. Accelerometer measurements can be manipulated
by monitoring and adjusting the induced signals in the sensor out-
put [51]. Researchers demonstrated attacks on embedded systems
to control the actuation [52]. However, these attacks on inertial
sensor-actuator systems were typically based on manually tuning
the acoustic signals. Moreover, the researchers investigated auto-
mated attacks with digital sensor data feedback using JavaScript
and mobile apps to manipulate navigation systems (Google Maps)
and VR applications [52].

Physical-Domain Signal Injection Attacks on Sensors. Re-
searchers have utilized different kinds of physical signals such
as electromagnetic, ultrasonic, and light signals in sensor attacks
[19, 26, 58] on smart voice assistants [23, 32, 33, 37, 47, 55, 57, 59, 60].
These attacks explored the physical-level risks of exploiting sensors
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by transmitting determined signals (e.g., recorded voice) modulated
in specific, out-of-band carriers to maliciously trigger an event in
the victim system. Different from triggering instant events, our
work studies the threats in continuous control processes. Many
physical properties, such as temperature, pH levels, and angles,
are controlled in a continuous process rather than an instantly
triggered event.

In comparison to prior works, this paper focuses on adversarial
process control over inertial sensor-actuator systems without digital
sensor data feedback. Our attack system analyzes the time series of
physical feedback coming from the victim system in the form of side-
channel signals, and leverages software-controlled mechanisms to
adjust the adversarial control process. To the best of our knowledge,
this work is the first to 1) construct an external adversarial control
loop that continuously computes the attack signals to control the
process without accessing the internal statuses or digital interfaces
of the victim system, and 2) characterize the physical feedback side
channel as a complementary methodology in out-of-band signal
injection attacks [26] and explore its use on continuous process
control systems.

9 CONCLUSION

This research investigated an external, physical adversarial control
loop methodology for manipulating inertial sensor-actuator sys-
tems in continuous attack processes. Unlike conventional control
systems, the adversarial control loop mechanisms are constructed
externally without connecting to the internal modules and statuses
of the system. In our case studies, we developed an attack system
comprising various parallel modules. By automatically extracting
and utilizing the time series of physical side-channel feedback, the
external attack system can continuously adjust the attack signals
to achieve the desired process control over the victim system.
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