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Abstract—The technology of Unmanned Aerial Vehicles
(UAVs) has sparked a revolution in numerous Internet of Things
(IoT) applications, such as flood monitoring, wildfire monitoring,
coastal area surveillance, intelligent transportation, and classified
military operations, etc. This technology offers several advantages
when used as a flying base station to enhance the communication
metrics of an employed IoT appplication. However, as an inte-
grated technology (UAV-assisted IoT applications), it suffers from
many challenges, and security is one of the foremost concerns.
Considering that, in this paper, we proposed a hybrid lightweight
key exchange authentication model for UAV-assisted IoT appli-
cations to resolve the device-to-device (D2D) authentication and
data privacy issues in these networks. The proposed model
employs five different security parameters named registration,
authentication, authorization, accounting, and cache wash and
update (R3ACWU) in coordination with a hash function. The
network architecture consists of UAVs, IoT devices, and micro
base stations, followed by base stations, authentication servers,
and service providers (SP). In this framework, we introduce a
concept known as ‘dead time’, a specific time period after which
each device’s cache memory is cleared and updated. This practice
not only enhances the security of the devices in use but also
reduces computational and memory overhead by eliminating the
records of devices that haven’t participated in the communication
process within the specified time frame. Results statistics of
our lightweight R3ACWU authentication scheme exhibit notable
improvement corresponded to the present authentication schemes
in terms of comparative parameters.

Index Terms— UAV-assisted IoT applications, device-to-device
authentication, data privacy, R3ACWU protocol, cryptography,
public and private key exchange.

I. INTRODUCTION
WITH the advancement in technologies, Internet of
Things (IoT) has gained significant popularity and
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importance across various applications. In some cases, IoT
devices collect data from inaccessible areas where human
access is impossible [1]. Nevertheless, this technology still
manages to fulfill users’ demands. To enhance the effec-
tiveness of these applications, we propose the integration of
Unmanned Aerial Vehicles (UAVs) as a technological solution.
It is worth noting that such integration has the potential to
significantly improve the productivity and efficiency of IoT
applications used for tasks such as flood monitoring, wildfire
surveillance, coastal area observation, intelligent transporta-
tion, and classified military operations, etc. However, despite
its usefulness in harsh, complex, and inaccessible environ-
ments, this technology poses several challenges, including
security, authentication, network robustness, and durability [2].
Considering the contributions of these networks, ensuring data
privacy and D2D authentication is vital to attain the atten-
tion of consumer market stakeholders. Because an adversary
attempts to tamper with legitimate devices or communication
channels to compromise the system [3], [4]. Considering the
potential consequences of possible attacks, security in these
networks becomes an indispensable part. Therefore, it is cru-
cial to design lightweight, reliable, and robust authentication
schemes to maintain stakeholder trust.

In [5], Tanveer et al. propose an intelligent Authentication
Key Exchange (AKE) protocol in conjunction with encryption
algorithms to tackle the security challenges within the Internet
of Drones (IoD) networks. Zhang et al. [6], continued this
conversation and suggested a gateway-oriented key exchange
protocol utilizing two server architectures for UAV-assisted
IoT applications to resolve the authentication problem. Even
though the idea was good, but, the complex authentication
process followed by a high implementation cost of the pro-
posed model depreciates its use in the real deployment.
Deebak et al. [7], furthermore extend this discussion by
proposing a lightweight privacy-preservation scheme (L-PPS)
for Smart Internet of Drones (S-IoD) to reduce the authen-
tication complexity during the session establishment phase
and improve the validation process. Similarly, Islam et al. [8]
introduced a blockchain-based authentication model designed
to validate UAVs. This innovative approach employs body
sensor hives (BSHs) in conjunction with token shares to
facilitate low-power secure communication among connected
entities. References [9], [10], and [11] provide a comprehen-
sive overview of current research pertaining to UAV security
by setting a trajectory for future study.
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Taking into account the existing literature gap, our main
objective in this study is to create an efficient, lightweight
authentication model for UAV-assisted IoT applications.
To achieve this, we introduce a hybrid key exchange authenti-
cation model that incorporates virtual authentication servers
(VAS) within the primary authentication server (AS). This
approach is designed to streamline the validation process for
legitimate devices while reducing both computational cost
and complexity. To explore, Initially, a UAV and IoT device
registers its private key with the Authentication Server (AS)
via the relevant base station. After that, the AS issues a public
key and directs the device to a specific Virtual Authentication
Server (VAS) for handling its authentication process within the
operational network. Similarly, the Service Provider (Server)
(S Ps) ensures the execution and distribution of various ser-
vices during the communication process. Furthermore, we set
up a collaborative environment of Registration, Authentica-
tion, Authorization, Accounting, and Cache Wash and Update
(R3ACWU) with a “dead time” to validate legitimate devices
in the network.

The main contributions of this work are summarized as
below:

1) The foremost contribution of this study is the devel-
opment of a Lightweight Key Authentication Scheme
for UAV-assisted IoT applications. This scheme aims
to proficiently handle the registration, authentication,
authorization, accounting, and cache wash and update
(R3ACWU) processes for legitimate devices in a com-
munication friendly environment.

2) Moreover, the R3ACWU authentication scheme collab-
orates seamlessly with AS, VAS, and S Pgrgs which leads
to a substantial reduction in authentication overhead and
improve the communication metrics at the endpoint.

3) We employ the Elliptic Curve Diffie-Hellman Problem
Algorithm (ECDHPA) and the Elliptic Curve Discrete
Logarithm Problem Algorithm (ECDLP) in conjunction
with R3ACWU authentication model. This integration
serves to ensure the legitimacy of the participating
devices with a focus on encryption and decision-making
processes to minimize the computation complexity.

4) Finally, we conducted formal and informal security
analyses to confirm the usefulness of the proposed
model against various types of attacks followed by
authentication accuracy, computation complexity, and
communication cost in presence of existing state-of-the-
art techniques.

The structure of the remaining article is as follows:
Section II provides a review of existing authentication
schemes, while in Section III, we outline the threat model.
The evaluation of the proposed R3ACWU authentication
scheme is presented in Section IV, and Section V includes
a comprehensive formal and informal security analysis along
with comparative results. Finally, Section VI provides the
conclusion of the paper.

II. RELATED WORK

In general, the security of UAV-assisted IoT applications
differs from that of conventional IoT applications due to the
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mobility of UAVs. Regardless, researchers have shown a keen
interest in this domain by developing cryptographic methods,
key exchange protocols, and secure routing mechanisms to
ensure data privacy and device-to-device (D2D) authentication
within these networks. In this context, reference [12] intro-
duced a secure data retention scheme based on the Advanced
Encryption Standard (AES) and Blowfish. Tan et al. [13]
introduced a distributed key management and authentica-
tion scheme employing a blockchain-based communication
infrastructure for flying ad hoc networks (FANET). In this
model, FANET participants autonomously to disseminate their
public/private keys via cluster heads in the network to identify
and relocate malicious devices seamlessly. Yahuza et al. [14]
extended this discussion, and proposed a secure lightweight
proven authenticated key agreement (SLPAKA) mechanism
for Internet of Drones (IoD) networks. However, the compli-
cated authentication process of the suggested model generates
network overhead at the client-side, which affects the network
performance in terms of effective communication and mini-
mizes its use in real implementation.

Reference [15] proposes an event-triggered super twisting
algorithm for authenticating UAVs networks. Alladi et al.
[16] present a lightweight mutual authentication model for
UAVs that utilizes Physical Unclonable Functions (PUFs)
in conjunction with ground stations (GS). Sun et al. [17]
proposed a self-characteristic-based authentication model uti-
lizing a watermark framework at both the client-side and
VAUs side. This framework ensures the legitimacy of
interconnected devices followed by data integrity in the
network. A payload-based authentication framework with
coordination of Q-band frequency radiation was proposed by
Paonessa et al. [18], for UAVs networks. To continue this dis-
cussion, a Software-Defined Networking (SDN) authentication
paradigm was proposed in [19], to resolve the security issues
in UAV-embedded cyber-physical systems (CPS). Likewise,
reference [20] suggested a secure data distribution protocol
for an Internet of Vehicle network. However, this scheme
lacks formal security analysis that doubts the effectiveness
of this model against various types of attacks. For the social
Internet of Vehicles network, Gulati et al. [21] proposed a
module-based communication infrastructure to facilitate secure
and reliable data propagation. However, the high computa-
tional and communication costs associated with this model
limit its practical deployment.

In [22], the author proposed an authenticated key agree-
ment (AKA) scheme to resolve the authentication issues in
vehicular networks. In the first part of this model vehicles,
roadside units (RSU), and TA authenticate each other, while
in the second part, key agreement processes were managed to
ensure the legitimate entities authentication process. In [23],
the author proposed a Chaotic Map-Based Authenticated
Key Agreement (CMAKA) scheme for Autonomous Vehi-
cles (AVs) to resolve their authentication issues. Moreover,
they used a physical unclonable function (PUF) to generate
trusted private keys during the validation process to ensure
the legitimate vehicle authentication. In [24], the author
discussed several security challenges of UAV-assisted IoT
applications.
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In [25], a new multi-factor key exchange (T-MFAKE)
authentication scheme was proposed for UAV-assisted IoT
applications utilizing the real communication threshold values
of interconnected devices to ensure the validation, verification,
and legitimacy in the network. Reference [26], presents a wire-
less physical-layer identification (WPLI) technique overview
in the context of both theoretical modeling and experiment
validation by taking into account real operation scenarios.
Although, WPLI is deemed to be a promising technique
to resolve the security issues in a wireless network such
as UAV-assisted IoT applications. However, it is yet not
clear whether the present WPLI approaches can be used in
real-world scenarios or not. In [27], a radio frequency (RF)
based secure data transmission scheme was proposed utilizing
the satellite links with a realistic system. In this scheme,
various wireless communication factors were ignored such
as fidelity, attenuation, latency, and antenna gain, etc, which
can raise questions about the proposed model. Reference [28],
provides a comprehensive assessment of civilian drone secu-
rity, privacy, and safety problems. The author, in particular,
outlined physical and cyber threats that could harm the system,
operation, and environment.

III. THREAT MODEL

In this section, we discuss the threat model for the
R3ACWU authentication prototype. Unlike traditional IoT
applications, UAV-assisted IoT applications are expected for
pervasive and real-time data collection, and task execution.
Consequently, it is reasonable to assume that the Authentica-
tion Server (AS) is the sole fully trusted component within
the network. Conversely, other entities such as UAVs, IoTs,
and various networking components are untrusted due to
their susceptibility to be compromise by outside attacker.
To explore, let’s assume an attacker named AK, interested
to hijack the security of the employed UAV-assisted IoT
application. To successfully exploit a legal device, an AK can
originate fake message requests followed by additional control
commands to gete an unauthorized access to the network
and disrupt its normal functionality. Considering this scenario,
we need to summarize a threat model with possible attacks
assumption such as mentioned below:

1) An Ak has the ability to take full or partial control
of legitimate devices by intercepting legitimate network
traffic and tampering with or replacing authentica-
tion keys. (Forgery attack based on tampered/replaced
authentication Keys).

2) Next, an AK has the ability to use some power
interpretation procedures to identify and extract the
authentication parameters of a UAV, IoT, and other
networking device to compromise it’s security. (Forgery
attacks based on UV;p & S;p).

3) An AK has also the understanding how to employ and
venture offline/online inference key matching attacks to
get access to the network to collect legitimate informa-
tion. (Forgery attack based on previous authentication
keys).

4) An AK has the capabilities to obtain and use random
numbers to calculate the session key of a legitimate
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Fig. 1. Graphical representation of UAV-assisted IoT applications.
TABLE I
SYMBOL AND NOTATIONS DESCRIPTION

Notation symbol Notation symbol description

A; authentication server

VA; i*" virtual authentication server

UV;&S; Number of UAVs and IoT device, where the ¢/
represent the total numbers

SPg service provider

MH(.) One way MDS5 hash function

I, D Bitwise concatenation and XOR operations

AK; % attacker in the network

SKV; ; session key of two UAVs

EL. (ab) Non-singular elliptic curve 2 = 235 + ax +
b x (mod q) , where a,b € Zg4, which is =
{0,1,2,3,4,5........ q—1}

BP Base point in E'L. (a,b)

X.q multiplication point in E L.

BP +q addition point in E L.

PKpri rivate key

PKpup public key

CMSA carrier sense multiple access

PKpri, PKpup Private and public key pairing in VAS

VAS

Tyv, Tv as; Current time stamp of paired UV; and virtual

TUV}. s authentication server

AT rans Transmission delay

[€ random key generator

devices to validate and start communication in the
networks via compromised device. (Forgery attack based
on random keys generation).

IV. PROPOSED METHODOLOGY

In this section, we evaluate the operational phases of our
hybrid lightweight key exchange-based authentication model.
These strategies encompass the processes of legitimate device
registration, verification, authentication, and cache wash and
update. However, before going into the detailed discussion,
first, we want to show the UAV-assisted IoT applications
paradigm in graphical format and show how they work in
the cooperative environment Fig 1. Additionally, we will
provide an overview of the essential elements of the proposed
model and present a table I, that summarizes the symbols and
notations used throughout this work.

A. Preliminaries

Our Lightweight-R3ACWU scheme is practiced and exe-
cuted in collaboration with cryptographic techniques that

Authorized licensed use limited to: University of Maryland Baltimore Cty. Downloaded on January 25,2024 at 18:59:46 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

incorporate encryption, decryption, aggregation, private and
public-key exchange management in an operational network.
To narrow down this, in the consequent sections, we will
examine the footsteps of the considered preliminaries by
following their operational procedure.

1) Bilinear Pairings: Let’s assume a cyclic adoptive graph
(e) with parameters G, whereas G = e : G1 and G2, which is
generated by a prime number (P,), whose order is a prime q.
The multiplicative group of these parameters for prime q can
be written as, e : G1 x G1 = G2, which is further simplified
as below:

1) Bi-linearity: Next, let suppose, there are two random
integers (RI) in e such that a and b, which are generated
by G and simplified with a,b € Z¢.

The given circumstances can be further generalized as,
3, RI(G§ x G} = G5") = (G| x G| = Gp)®

2) As we know, If G x G € GX!| then the pairing of RI
#1,VG) & Gy # 1.

2) Computation Complexity Assumption: In this subsection,
we went through the computation assumption parameters.
Initally, we assumed the variables a,b,c € Z 5 I These variables
are further interlinked with, e 3 G{, G?&ng € G in a cyclic
graph, which is generalized as, e: G{ x G’f € ng = RI
V RI € (S, G). Keeping in view the proposed model, the
following assumption have made to calculate the computation
complexity:

1) Elliptic Curve Diffie-Hellman Problem Algorithm
(ECDHPA): To manage this, let’s consider a problem
in an additive group (G = G{ x Gll’ = ng; ++). Let
assume that there are two group of elements such as 3 P
and Q. Now find an integer n, which € Z Rl while Q=
nP, then there exist another integer which is needed to
be calculated.

2) Elliptic Curve Discrete Logarithm Problem Algorithm
(ECDLP): We take the ECDLP method into considera-
tion in the computation complexity assumption because
it is at the heart of current public-key encryption.

3) Decision Diffie-Hellman Problem Algorithm (DDHPA):
For the considered integers | a,b, ¢ € Z;’I‘ | P, where
the value of n = a,b,c |, AP = P, Py), P to decide
whether ¢ = (a x b x mod) q or not.

4) Computational Diffie-Hellman Problem Algorithm
(CDHPA): For the considered integers: e = a,b € Z;",
where P could be summarized as P = P, Py) and
can be computed as Pgp).

B. Model Implementation Step-Up

In this section, we talk about the initiation process of the
processes of the proposed model. Initially, an AS practices the
following actions to choose the system parameters: Initially,
an AS considers the scenario of an EL. (a,b) of the form
y2 = x> 4+ ax + b % (mod q), over a prime number
Z,=1(0,1,2,3,4,5,6........... ,g—1) with a BP. Similarly,
an AS picks an arbitrary UV; € UV, or §; € S, with random
key € PK,,;i € Z; to calculate PKp,, at point BP such
as PKp,» = BP. PK,,;. Consequently, an UAV, IoT device,

and AS uses MDS5 hash algorithm in terms of one-way hash
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function e.g MH = {0, 1}* to exerts a stochastic number
of data to generate a fixed-length of message-digest such as

MH = {0, 1}1;;’5”’.

C. Registration and Service Provider Server Functions

In this phase, we concentrate on the operational footprints
of AS and service provider how the R3ACWU scheme is
accomplished and executed by an SPg and AS for a UV;
and S; in terms of signature, timestamps, and key matching,
etc. Reference [11], signature model is used in the R3ACWU
scheme to manage the PK,,; and PK,,, keys followed by
timestamps and signature of legitimate devices such as UV;
and S; in AS and SPs. The following steps will be executed
in this process:

Initially, each UV; € UV,, and S; € S, share their identity
(IDyyv;, IDs;) and PKp,; with an AS through a secure
communication channel for registration, where the i term
represents the total number of UAVs and IoTs participating
in the network, such as i = {1,2,3,4,5,...,n}. Upon
registration, an AS initiates dynamic secret identities for a U V;
and S; with timestamp i.e. T.PK ) € Z;‘ in coordination with
VAS and SPgs. After that an AS calculate the BP timestamp
for an UV; and S; such as Tyy, *, Ts, * at BP, where
the authentication parameters for an UV; massage (MSG) is
MSGUV[ = TUV,' @ CSMA & MH.(IDUVI. I TUV[ || Tas).BP
(mod. q) and S; = Ts; @ CSMA @ MH.(I Dg; || Ts, || Tas).BP
(mod. q). Similarly, the authentication parameter of an VAS
with timestamp is simplified as Ty 45 = T.(Ty as) * BP, So the
message of an VAS can be managed as follow; MSGyas, =
Tyas; ©® CSMA © MH.(IDgs; || IDvas; || (Tuv; or Ts;) |l
T4s).BP (mod. q)

Next, the role of S Pg is as follows: An AS sends messages,
MSGyy, = (Tyy, or Ts;) @ CSMA & MH.(I Dyy, or IDg;)
| (Tyy, or Ts,) || Tas)-BP (mod q) and MSGy s, = Tvas, @
CSMA & MH.(IDAS,. || IDVAS,- || (TUV,- or Tgi) || TAs).BP
(mod q) to an SPs via a secure communication channel
for further processing, such as policy implementation and
execution. Upon reception, SPgs updates its memory with
respect to policy implementation and follows these policies
in the next phase to ensure the operation of the R3ACWU
scheme. Algorithm 1 illustrates the collaborative steps of an
AS, VAS, and SPs.

D. Authentication and Key Matching Phase

In this phase, we evaluate the steps taken in the mutual
authentication process between paired U'V;, S;, AS, and S Ps.
Upon key matching, the paired UV; € UV, or S; € S, estab-
lishes a session key to maintain information confidentiality
during communication. Let’s assume that an UV; initiates a
validation request with UV; or S; by generating a random
key Gy = MH.(UVj, | VUi || (Tvy; or Ts;)).BP) for
the communicating UV or §;, including a timestamp (Ty v,
or TS_/) and Ty AS;- With these attributes, an UV; sends a
validation request to UV; or §; in the form of a message,
such as MSGyy, = Tyv, ® CSMA & MH.(I Dy, || (IDUVj
or IDg;) || Tas || Tvas).BP (mod q).
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Algorithm 1 AS, VAS and S Pg Collaborative Steps

Algorithm 2 UAV Authentication Steps

Require: Registration of an UV; or §;
Ensure: Policy Implementation and Execution in S Pg
1: Start

2:  VU; < Initiates registration request with AS

3: AS <« checks MSG(UV[.) or MSG(SI.)

4: AS « Registers (IDUVi or [DS,-) & PKpri

5: Gri <= PKpup

6: Next

7: AS Forward <= (I Dyy; or IDg,) & PKpup

8: (IDyvy; or IDg;) & PKpy, < VAS & SPs
9: SPg < Store & apply RAAACWU polices
10: S Ps < Broadcast (I Dyvy;) or IDs, & PKpyp
11: UV, e UV, or §; € S, < Updates their per-store
12: End

13: return Current information of AS, VAS, and S Pgg

Upon receiving MSGyy, at time TUV,., VAS; and SPgs
collaborate to validate the authentication request from UV; to
UV; or §; by matching their identities, keys, and timestamps.
This validation includes checking if (Tyy; - Tvy,) < Tvas;.
If the authentication parameters of UV; and UV; or §;
match, AS and SPs generate a random secret key (R, ) for
UV;jor S;in Z;; using the current timestamp (7Ty 4s;), SPs,
VASyy; or VASg;, and SPRSVU]. or SPRSsj- Following this,
the management of Ry, for UV; is as follows:

Let’s assume there is a generator, G,;, in an AS that
generates a message for UV; or §; with a random key, such
as RseckU or Rsecks , which is calculated as MH.(PK

I (Tvy, 0r Ts,) |l VASl)BP With this key, it prepares the
message M SGVU, with authentication attributes, including
MSGyy, = MH. (PKpubVU or PKpupg.) | Tvy, || VAS;
I IDyy; | (IDyy; or IDs, Y || SPs).BP (mod. Q-

Similarly, when U V; or S receives the message from UV,
it matches the necessary security parameters in its per-store
register to verify the legitimacy of the requesting UV;. Once
the authentication parameters of M SGyy, match in UV; or
S, communication between UV; or §; and requesting UV;
matches in the network, then communication process begin.

In contrast, an AK initiates an authentication request with
UV, e UV, or §; € S, by sending a message, MSGsx =
Tak ® CSMA @ MH.(IDak |l (Tyv; or Ts;) || AKpri |l
T4s).BP (mod. q).

The AK’s message request is first received by the concerned
AS. Upon reception of MSG 4k, an AS and VAS check the
security parameters of AK, including Tak, IDak, AKpi,
Tys, etc. If the AK’s message parameters do not match in
the pre-store of an AS and, in particular, VAS, based on the
aforementioned metrics, the designated AS and VAS deny the
validation request of an AK and forward the identity of AK in
the network to acknowledge its (malicious) presence to other
legitimate devices.

Upon reception of the alarming message regarding an AK.
All the legitimate UV; and S; update their per-store registers
regarding the parameters of an AK such as (Tygs - Tag*) <
AT to deny its communication request in future. l

Require: Authentication of UAVs in the network.
Ensure: Validation of legitimate UAVs in the network
1: Start
2: VU; < Initiates authentication request
3: VU; send Message <= UV, or §;

4 First

5: MSGyy, « receives by an AS

6: AS & VAS <« Checks MSGyy, Security parameters
7: AS & VAS < Matches M SGyy, Identities

8 such as Tyv, | IDyv, | Tuv; || IDuv; |l Tas

9: If

10: MSGyy, Security parameters <= € AS & VAS
11: Then

12: AS & VAS < Validated UV; with UV; or §;
13: Else

14: MSGyy, Security parameters <= ¢ AS & VAS
15: AS & VAS < Denies MSGyy, request

16: AS & VAS <= Broadcast acknowledgment packet
17: End If

18: UV, e UV, or S; € S, <« Updates their per-store

190  End
20: return Updated information of UV; € UV,, or §; € S,

E. Dynamic Device Adaptation

In this phase, we emphasize how a new UAV or IoT device
can be added to an operational UAV-assisted IoT application
network.

Let’s assume a new UV; or S; wants to participate in
the existing network. For this, the new UV; or §; generates
a registration message (M SG{]DV ew) with an AS. The UV;
or S; message contains information such as MSGyvy,,, =

UV, I CSMA || Tyyin || AS || UV that would
be sent to an AS, herein, for generality we only assumed
UYV;, the process is same for S; as well. Upon reception of
MSGyy,,,, the AS generates a random key for U V., for new
timestamp (Tyy 10 ), where G of UV)D e 2k — Tyyin =

new new
(Tyyip).BP and UV, = Tyyin MH. (UV’D | CSMA |

new new
Tuv,w | Tas I Tas,,g).BP (mod q). Next, the registration
process completes, and AS send a confirmation message
to UV, followed by broadcasting a message in the net-
work, which contains information such as MSG s = U ane%
MH.(Tyyin | CSMA || Tyv,., | UVpk,y | Tasy.s)-BP
(mod. q). Afer reception of this message, all UV; € UV,
update their per-store register to legitimately communicate

with UV, in the future.

F. R3ACWU Scheme Execution Steps

In this section, we explain how our proposed lightweight
authentication model (R3ACWU) executes different steps in
an operational network. After registration and the validation
of legitimate devices, the primary concern of an authentication
scheme is its complexity. To address this issue, the proposed
lightweight authentication model defines a time frame T for
UV; or S; devices to clear and update their cache memory in
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coordination with AS, VAS, and SPgrs. An UV; € UV, or
S; € S, executes the memory clearing after defined interval
of time. This time is defined as MSGASTTF =Trr MH.(UV;
| CSMA || Tasyus Il UVipg,, || Tasyas)-BP (mod. @). Upon
receiving the message M SGASTT o the UV e UV, or S; €8,
devices clear and update their pre-store memory by removing
the information of those legitimate devices with whom they
have not communicated within the 77p time period. This
updated memory of UV; € UV, or §; € S, devices allows
them to process authentication requests quickly since there
is no extraneous information in the memory of legitimate
devices. This ensures the minimal complexity of the proposed
model during the validation process.

V. FORMAL AND INFORMAL SECURITY ANALYSIS

In this section, we discuss both the formal and informal
security analyses to examine the effectiveness of the proposed
model in mitigating various attacks. These analyses (formal
and informal) are presented in separate upcoming subsections.

A. Security Model for Formal Security Proof

In this section, we perform a formal security analysis of
network entities including AS, SP;, UV;, and §; with a
focus on the authentication process. This analysis aims to
demonstrate the security resilience of our scheme against an
adversary (AK), which is generalized with the symbol (¥),
within the given scenario. Each of the Authentication Server
(AS), Virtual Authentication Server (VAS), and SP; stores
the secret keys and authentication parameters of legitimate
devices, denoted as UV; and S;, and summarized as: (UV;p
I UVek,, | Tv, | Si Il VU Il S). Bach of these entities
simultaneously executes ¥ across multiple instances, which
is assumed an oracle with three possible states: accept, reject,
and fault message. Consequently, we summarize and assess
the following three case studies as part of the formal security
analysis.

Case 1: Now, let’s consider an AK with the capability to

query the oracle using the following steps to gain knowledge
of the session keys of legitimate devices.
1. Execution: When AK conducts passive attacks on the device
by initiating a query to access the legitimate authentication
parameters, it follows these steps: First sends a query to the
oracle to obtain the authentication parameters. Upon receiving
a response from the oracle with either MSGyy, or MSGyg,,
AK proceeds to simulate an active attack. In the active attack
scenario, AK sends a M SG 4k to the device for validation.
The oracle’s response to AK’s message depends on the defined
policies. If the message matches the policies, the oracle will
accept and respond; otherwise, it will reject AK’s query.

2. Subsequently, when AK initiates this query with U V; and
S; to acquire their authentication parameters. In this case, these
devices will be in an accept state for the MSG 4k, and will
grant AK access to the secret keys stored within them. At this
point, AK has determined the following scenarios: If M SGyyv,
or S; = 0, AK has successfully obtained the authentication
key of a legitimate device through this query. If MSGyy,
or S; = 1, AK has acquired communication information of a

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS

legitimate device via this query. If MSGyy, or S; =2, AK has
obtained the identity of a legitimate device through this query.
Should all the parameters above match, AK will be capable
of compromising the device.

Device-Test: In this segment, AK examines the stored
security attributes of UVPK and SPK (or MSGVU R MSGQ_K)
to extract the authentlcatlon parameters. If a bit (b) attribute
yields an output of b = 1, AK extracts the authentic session
key. Conversely, if b = 0, then a RI string is generated by
legal devices, which is basically corrupted.

Case 2: (Strong Security Freshness): An instance of U VP K
and S/X (or MSG{f , MSG®) maintains strong security
freshness until one of the followmg situations occurs:

Corrupt Message: When an AK queries MSGyy,, S; with
values (0, 1, 2), indicating a corrupt query for MSGyy,, S;
before the test concludes.

Case 3: (Semantic Safety and Security): This refers to the
ability of an AK to compromise a legitimate device with the
specific attributes of b used in the test case. Given that, the
operation of AK is generalized as AK}/5C = (0,1,2) x (P,

[b = b']) x ¥, where security is preserved of the original
key and message. However, the size of AKM5C exceeds that
of UViPK and SiPK (or MSG{;&_, MSGS’_K) key lengths,
denoted by qSe(ﬁy,* 2%), where g;. and Key; represent the
query bound and length of a secret key, respectively.

1) Formal Security Proof:

Lemma: In an elliptic curve E L, the notation K ey; signifies
the length of a secure key (g - ¥) distributed within the
proposed model. An AK is capable of compromising ¥ within
an upper bound time (Ua,,), as follows:

AKI‘;E” =< 2QMH((Qse+C]ex)2+1) X (tELC + tmsG(Gex + Gse))
1 2%e+‘]12y11-1 +q‘2/U,-d
’2Si )} + 2key
T (QexP+ 5]se) (1)
ro
In equation 1, we symbolize the execution time of hash
queries as gpy, whereas the send query and time cost of a
message are denoted by g, and )75, respectively, within a
cyclic group (CG).

Proof: Under the specified conditions within CG,
we assume the existence of CG;, where CG; (0 <i <4) to
evaluate the security parameters. Let P.,[UV;, S;] represent
the probability of an AK correctly guessing the value of b for
the legitimate device during the test query. The time difference
between P,,[UV;, S;] and P,,([UV;, S;] — 1) is denoted as
(Al). For CG¢: When an oracle operates as a protocol within
CGy according to the considered scenario, we can simplify
an AK’s attack as follows:

+ 2max{qse ——

AKPK
= 2(ProlU Vo, Sol = 1) = 2(Pro[U Vo, S0]
4
~ 2ProlU Vi Sa]) = 2(ProlUVa, S41 = 1) +2x D A
i=1

2)
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For CGi: Within CGy, a specific device maintains a
hashing list. When an AK attempts to compromise the
hash function, it initiates a query using a string (S;-¢) with
MH. Upon receiving this query, a device verifies the tuple
MH[(S;,¢),Sirg] within its security table. If a match is found,
the device responds with MH(S;,¢). Otherwise, it stores the
received string in its updated list and responds to the AK’s
request with a random MHI(S;,¢),S;¢]. Consequently, an AK
would find it highly challenging to distinguish between C G
and CG;.

(Pro[UVl Sl] ro[U VOa SO]) (3)

an AK simulates fake attributes of a device, but the
attributes of the AK, such as (UVip, Sip, VUpk, Tyv,, <

2q5e+d3 547 -
wa i 4 (Q”Jrq“ ), etc.), do not meet the previously

mentioned condition. As a result, an AK cannot distinguish
between CG; and CG»,, which leads to the undermentioned
scenario that:

qse
2P,

For CGs: In this part, an AK replicates the condi-
tions of CG; and successfully obtains two attributes of the
devices such as (UVip, Sip & UVpi, Spi). Subsequently,
suppose the AK proceeds with a corrupt query, denoted as
corrupt(U Vip, Sip & UV, Spi). At this point, the Double
Decisional Hard Problem Assumption (DDHPA) of a device
is triggered, and it verifies the following conditions:

1. Initially, the AK executes a g5, with corrupt(U'V;, §;) to
guess the PK,,; of legitimate devices with a correct choice,
which is denoted as = Ig;

2. Next, the AK proceeds with another corrupt(UV;, S;)
and selects one of the following two cases to crack the
(UVip, Sip), although these guesses do not exist:

a). The AK sends g, queries to the legitimate devices with
guessed ID, each with a probability of 25{,‘; ~ OR ZZ;ED

b). Alternatively, the AK provides its own ID with a
false probability (£). In these cases, the maximum (P,,) is
determined as qse.max(%yl, ﬁ, &).

To extract the precise authentication attributes, an AK needs
to employ the ECDHPA, DDHPA, and CDHPA. By following

these steps, an AK can potentially obtain the following:

A2 = (P,[UVy, $2] — ProlU VY, S1]) <

“4)

1
= (ProlUV3, 831 — Pro[UV2, $2]) < qse.maX(Fyl’

&) +qunu. AK[ DHPA(Z‘ELC + TmsG(Gex + qse))
&)

Following cases 1 and 2, a corrupted device is required
to perform an oracle test to verify an authentication request,
which may be C G4 in order to recognize previous simulations.
Consequently, CG3 can be determined as gy with probabil-
ities x and y for a single session, specifically @ Which
is summarized as below:

2UVip’

Gex)?’

A} = (ProlUVa, S41 = ProlU V3, $31) < (se + Gex)?

x AKPPAPA s (tpr, + Tusc(qex  (6)

In the final stage, we have P,,[U V4, S4] = %, which affirms
that an AK cannot meet the CG conditions. Therefore, this
lemma demonstrates that an AK is incapable of compromising
a legitimate device.

B. Informal Security Analysis

In this section, we conduct the informal security analysis to
verify the resilience of the proposed model against the threat
model attacks. The objective is to showcase its superiority over
existing authentication schemes. To maintain generality in the
model, we have simplified the authentication parameters in the
simulation environment, as follows:

1) Private-Key Generation Step: The UV; € UV,_;
executes the encryption algorithm to generate the cor-
responding identity keys, denoted as UV;p — PK 11) D,
The key generation (G) algorithm, upon receiving a
request from U'V;, performs the following steps:

Upon receiving the UAV request, G computes a random
PK i such that Gy = UV, € Z;“q

UVpri = (Gy/"P) - MH = (UV; — UVip) - MH.
Subsequently, UV sends (UV; — UVyp)- MH to an
AS for further processing.

2) Public-Key Generation Step: Upon receiving the corre-
sponding identities of U Vyp or Syp, then the generator
algorithm follows these steps to generate a public key
of these devices:

The Key generation (G) within AS performs the follow-

ing steps to create a P K, for a UAV private key. G

is executed for UV),; to generate UV € Z,fq such

that UVpup = (Gy'* — UVip — UVpyi) - MH =

(AS;p - UVip - UVpyi » VASip — SPrs)-MH.

Upon completing this step, an AS disseminates the UV,

in the network, and the connected devices update their pre-

store register. This process enhances secure authentication and

communication within an open communication environment.

Consequently, a UV; within the network initiates a success-

ful authentication request when it satisfies the comparison

parameters of (AS;p — UVip — UVp; — VAS;p —
SPrs).MH.

C. Forgery Attack Utilizing Tampered/Replaced Public Key

Let’s assume a scenario where a malicious device with the
identity AK;p and PKp,; aims to impersonate a legitimate
UV; € UV, by initiating an authentication request with it.
Initially, an AK intercepts the legitimate device message to
extract valid authentication parameters, denoted as M S GU v €

])ub’ and U V1 p- Subsequently, the AK; forges the UV pub and
UV}, by replacing it’s authentication parameters. The steps
involved in this process are summarized as follows:

1) Steps: Letan AK intercept the actual message of a legit-
imate device during the communication process between
UV; and UYV; by launching an eavesdropping attack.
The intercepted information is denoted as MSGyy, =
UVip - UVpk,, — Tvy, — UVj[D). Utilizing
the legitimate device authentication parameters, AK
generates a similar validation signature or message with
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several irrelevant pieces of information, such as VAS;p,
ASt, ¢, and Tyy;, etc., to compromise the security of
the device.

2) MSGakg € Z’{/U’_ (PKpup | UV;), where MSGjKi #*
MSG sk,

3) Next, the AK sets the authentication message as
MSGax = MH - (PK, ® UVIP @ CSMA —
Tak ® Tyv; ® AKpri) mod g and sends it to UV;
through the relevant AS.

4) Verification Phase: Upon receiving MSGsx = MH -

(PK,y @UVIP®CSMA — Tag ® AK i) mod g,
the AS performs authentication parameter verification
by comparing it with registered UAV IDs, private keys,
timestamps, VAS timestamps, requesting AK authen-
tication parameters. During the verification process,
it becomes evident that the AK private key, timestamp,
registration BP, as well as VU timestamp and Tay s do
not meet the validation requirements. Consequently, the
AS rejects the authentication request for AK’s forged
public key replacement with legal UAVs and broadcasts
an alarm message containing AK;p, BP, and timestamp
to inform the legitimate device in the network about the
intrusion.

D. Forgery Attack Based on an UAV Previous Public Key

Let’s assume that an AK captures and intercepts a previ-
ously communicated message from a legitimate device that
containing the authentication parameters. This message is
denoted as MSGyy, = UVip — UVpk,,, — Tvu, —
UVJ.ID, where MSGyy, € Z;ub and UV}D. Subsequently,
AK extracts the UVy,; and UV;p of the legal UAV from
this intercepted message to initiate an authentication request
within the network. The step-by-step operation is summarized
as follows:

1) During an eavesdropping attack on an open commu-
nication channel, an AK intercepts a valid public key
from a UAV’s past messages, denoted as MSGyy, €

Z;‘m. and UVyp. It is worth noting that while this
key and message were used by a UAV for authenti-
cation in the past, they are not currently in use by
an UV; for communication with UV;. However, based
on the historical assumptions regarding U V;’s private
key, the authentication parameters within M SGyy, have
been successfully authenticated by relevant authorities,
including AS, ASyas, and UV;.

2) Next, An AK uses a private key, simplified as AK,; €
Zyy; to initiate an authentication request with U'V; in
the network.

3) Forged Public key verification phase: Upon receiving
the message MSGag = MH.(PKI‘,/MZJ <) UVJ.’D )
CSMA || Tax @© AKp,i).BP mod g, which contains the
forged public key information of UV;. The authentica-
tion server (AS) performs the following steps: First, the
it matches the validation parameters provided by AK
with the registered UAV IDs, private keys, timestamps,
VAS timestamps, requesting AK private keys, and the
updated information in its pre-stored table.
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During the validation process, it’s discovered that the
parameters AK;p, AKpri, Tak, AKpup, Tas, and Ty as
are not present in the AS’s pre-stored table. This is
because the timestamp associated with this private key
has already expired in the AS’s records. In the context
of the RBACWU time frame (77F), the captured UAV
private key had not engaged in any communication
with VU;. Therefore, during the update period, it was
removed from the pre-stored table of the AS. As a result,
the AS successfully rejects the validation request from
AK, who attempted to use a forged key of a legitimate
device in the operational network.

E. Forgery Attacks Based on UAV ID

In this scenario, an AK 1is aware of the authentication
parameters (forged identity) of a legitimate device commu-
nicating in the network. By employing the forged UAV ID
and key, AK intends to establish communication with UV;.
The steps involved in this process are summarized as follows:

1) An AK; initiates an eavesdropping attack on the open
communication channel to obtain the key and ID of a
legitimate device. Through in this attack, AK captures
the message of UV, which contains information such
as MSGyy, = UVip || UVpk,, | Tvu, || VU]P).
It should be noted that MSGyy, € Zpyp and UV}, =
MSGUVI. € Zpub and (UV]D || UVpub.

2) Upon capturing MSGyy, an AK generates the same
authentication message with the help of key generator
- . AKII,MD}, € (ZT/U; I (PKpup) | UViD).

3) Next, The AK initiates the authentication requesting
with UV; by sending a message — MSGagx = AK;p
I AK Pk, | Tak |l VUJID), in the network.

4) Upon receiving a message from AK such as MSG sk,
the AS verifies the security parameters by comparing
them with its pre-stored data. Specifically, the AS val-
idates the parameters AKpk ,,,5,.» AKiD: Tak, Tas,
Tvas, B.P, VU;, SPgs, Tspgs, SPip, and T7p. During
the parameter matching process, it is observed that the
authentication parameters of AK, such as T4s, Tyas,
B.P, S Pgs, TSPRS’ SPrp, and Trp, do not match with
the information stored in the AS’s pre-store database.
Consequently, the attempted forged ID attack is effec-
tively thwarted in the proposed model.

F. Comparative Analysis of Forged Attacks

In this section, we evaluated the proposed lightweight
authentication scheme with the existing state-of-the-art
schemes by launching various attacks during the simula-
tion environment based on the aforestated attacks (forgery
attacks) to verify its effectiveness. During comparative analy-
sis, we take into account Tan et al. [13], Sun et al. [17], and
Paonessa et al. [18], schemes to prove the reliability of our
model. Table II and Fig 2, 3, illustrates the result statistics of
the proposed scheme in presence of the competitors schemes.
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TABLE I
INFORMAL SECURITY COMPARATIVE ANALYSIS

Scheme Forgery attacks Forgery attacks Forgery
Name utilizing tam- based on attacks
pered/replaced previous UAVs based on
Public Key Public Key UAV ID
Tan et al. No No No
[13]
Sun et al. No Yes No
[17]
Paonessa et NO No No
al. [18]
Lightweight- Yes Yes Yes
R3ACWU
wmaes UAV ID based Forgery attacks
300 immesm Current Public key based Forgery attacks
@miam Previous Public Key based Forgery attacks|
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Fig. 2. Different kind of forgery attacks detection Efficiency.
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Fig. 3. Comparative schemes attacks detection efficiency analysis.

G. Computation Complexity

Authentication complexity is a crucial factor in assessing the
dependability of any cryptographic or authentication model,
especially when comparing it with the state-of-the-art schemes.
In our analysis, we determined that the authentication com-
plexity of our system is less compared to other schemes.
For Proof: we consider Tpy p for bilinear pairing operations,
Tgrp and Tp,p for encryption and decryption operations,
and Tpup and T)y; for key initiation. The time for point of
operation, transmission, and reception are symbolized with
the notations, Tpp, T1y, and Tgy, respectively. Additionally,
ATyps, ATspgg, and ATUVj is used to represented the time
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Fig. 4. Computation cost Comparative Results Analysis.

for AS, SPgs, and UV;, while the & operator is used for
modular addition operations. To effectively assess computation
complexity, we applied these notations to each comparative
scheme. The findings of the computation complexity analysis
are presented in Table III, and Fig 4, provides a graphical
representation of the comparative results. For computation,
we estimated execution times, considering cryptographic oper-
ations such as Tg,, and Tp,, as approximately equivalent to
M Hx og. Similarly, Tpyup and Tpy;, as well as (AT as, ATspgg.,
and ATyy;), were approximated as Ti(xor). Bilinear pairing
operations (7pr p) and point operations (7pp) were estimated
as approximately equivalent to K Mxog.

H. Communication Cost

In this part, we look at the communication metrics of our
lightweight key authentication strategy to see how reliable
it is in the presence of Tan et al. [13], Sun et al. [17],
and Paonessa et al. [18] approaches. For evaluation, we have
assumed multiple factors along with authentication key and
message length in terms of bit sizes followed by a timestamp,
UAV Identity, bilinear pairing, key matching/handshaking, and
MD hash fixed length message digest.

In Lightweight-R3ACWU, the message M SG; length size
is managed for the aforementioned scenario as (512 + 32) =
544 bits (512 + 128 + 32) = 672 bits, and (512 + 128 +
128 4+ 32) = 800 bits, which leads to an cumulative commu-
nication cost as (544 + 672 + 800) = 2016, wherein M SG;,
the i"" term represent the total number of messages. Similarly,
we have checked the communication cost of the Tan et al.
[13] scheme, which was found about (512 + 512 + 32) =
1076 for an individual message payload with a total cost of
5380 bits for 5 messages, whereas the message payload for
Sun et al. [17], and Paonessa et al. [18], was 694 bits and 672,
consequently.

In Table IV, we illustrate the statistical results for communi-
cation cost of our Lightweight-R3ACWU in presence of rival
schemes.

L. Contention, Congestion and Packet Lost Ratio
Comparative Analysis

In this section, we appraised the offered lightweight
key authentication prototype for contention and congestion,
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TABLE III
COMPUTATION OVERHEAD COMPARATIVE STATISTICAL ANALYSIS
Scheme Name Client side Next Hop Server and Service | Total Cost
Count/Requesting UAV Provider Side
Tan et al. [13] 2MHXOR+4Tk(XOR)+ 2A[HXOR+4Tk(XOR)+ 4MHXOR+4Tk(XOR)+ SJVIHXOR+12 Tk(XOR)
2KMxoRr 2KMxoRr 4KMxoR +8KMxoR
Sun et al. [17] 2MHXOR+3T/€(XOR)+ 3]\/[HXOR+3Tk(XOR)+ 4MHXOR+3TI€(XOR)+ 9]\/IHXOR+9T1€(XOR)+
3KJVIXOR 4KMXOR 4K]\/IXOR llK]\/fXOR
Paonessa et al. [18] ZMHXOR+2Tk(XOR)+ ZMHXOR+3Tk(XOR)+ ZMHXOR+3Tk(XOR)+ 6MHXOR+8Tk(XOR)+
4KMxoRr 4KMxoRr 4KMxoRr 12KMxor
Our Scheme 1MHXOR+2Tk(XOR)+ 2MHXOR+2Tk(XOR)+ 2MHXOR+2Tk(XOR)+ 5MHXOR+6Tk(XOR)+
1KMXOR Q,KMXOR 3KMXOR GK]WXOR
TABLE 1V requests by increasing the number of devices in the network.
LIGHTWEIGHT-RAAACWU  COMMUNICATION  COST COMPARATIVE — Throughout this phase, we have witnessed that the inbound
ANALYSIS authentication requests from legitimate devices were enter-
Scheme Name Total number of | Total CO'ElmuniC)aﬁon tained by an AS consistently, which ensured the efficacy of
messages cost (in bits .
Tan et al. [13] 3 5380 this scheme. , _
Sun et al. [17] 4 3176 After that, we have applied the Trr during the opera-
Paonessa et al. [18] 5 3160 tional network to check, how this property would be helpful
Our scheme 3 2016 in delay-sensitive authentication among legitimate devices.
The validation statistics noted for paring devices in the AS
10000 and VAS showed consistent results, while the competitors’
N authentication model lacks at some stage to maintain such a
£ 8000 delay-sensitive authentication in large networks. The compara-
§ tive analysis was made on the basis of the total authentication
g request, successful authentication, and not respond requests.
?5 6000 Due to the enormous number of authentication requests, the
5 rival schemes somehow were unable to accommodate them,
= . . .
E 4000 as a result, they create contention and congestion as shown in
z I Our Scheme . : : :
3 B Paonessa ef al. [18] Fig 5. In the consequent step, we have verified this quality of
e 2000 B Sun et al. [17] our proposed model by finding the packet lost ratio through
I Tan et al. [13] simulation. Likewise authentication, we have increased net-
: 200 400 00 300 work trafﬁc with tbe passage of time to check the succe'ss'ful
- - packet delivery ratio. Fig 6, demonstrates the results statistics
Average Communication cost in bits (%) .
for this part.
Fig. 5. Contention and congestion results statistics.

Total Number of messages Sent

M Sun et al. [17]
Il Tan et al. [13]

Packet Lost Ratio (%)

Fig. 6. Packet lost ratio results statistics.

because the efficacy of a solid authentication model is greatly
resilient on these two metrics. During analysis, we check
the network traffic, while initiating validation requests among
legal devices. In the next step, we increased the validation

VI. CONCLUSION

In this research, we proposed a lightweight R3ACWU key
exchange authentication scheme for UAV-assisted IoT applica-
tions to handle the authentication challenges in these networks.
In this model, UAVs, IoTs, and other network entities initially
register with an Authentication Server (AS), which generates
public keys for each registered device. Following this, the
AS assigns and directs each registered device to a Virtual
Authentication Server (VAS) and a service provider server.
These servers are responsible for managing the validation and
service allocation process in a secure setting. Furthermore,
we enabled the legitimate devices to periodically wash and
update their cache memory to enhance their processing and
computational efficiency followed by reduced authentication
complexity in an operational environment. Given that, the val-
idation of legitimate devices was ensured in a delay-sensitive
environment with minimal communication and computation
costs. Considering that, the proposed Lightweight-R3ACWU
authentication scheme showed significant results for commu-
nication metrics, due to set functionalities, because most of
the validation requests are entertained during the operational
network. In addition, the ordinary communication of the
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network also showed remarkable results, which are shown
in the comparative analysis section in the presence of rival
schemes.
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