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ABSTRACT

Nanoscale magnetic tunnel junction (MTJ) devices can efficiently convert thermal energy in the environment into random bitstreams for
computational modeling and cryptography. We recently showed that perpendicular MTJs actuated by nanosecond pulses can generate true
random numbers at high data rates. Here, we explore the dependence of probability bias—the deviations from equal probability (50/50) 0/1 bit
outcomes—of such devices on temperature, pulse amplitude, and duration. Our experimental results and device model demonstrate that
operation with nanosecond pulses in the ballistic limit minimizes variation of probability bias with temperature to be far lower than that of
devices operated with longer-duration pulses. Furthermore, operation in the short-pulse limit reduces the bias variation with pulse amplitude
while rendering the device more sensitive to pulse duration. These results are significant for designing true random number generator MTJ
circuits and establishing operating conditions.

Published under an exclusive license by AIP Publishing. https://doi.org/10.1063/5.0186810

Random bits are a resource needed for cryptography,1 hardware
security,2 Monte Carlo simulations,3 and probabilistic computing.4,5

Present-day computations often employ pseudorandom numbers gen-
erated from a seed6,7 or use true random bits produced by relatively
large-scale complementary metal–oxide semiconductor (CMOS) cir-
cuits.8–11 The demand for more efficient true random number genera-
tors (TRNGs) has driven innovation in nanoscale devices that harness
physically derived stochasticity to produce random bits. An exciting
development is the application of nanoscale magnetic tunnel junctions
(MTJs) for this application.12–15 These devices can function as two-
state elements in which one of the magnetic electrodes of the MTJ,
denoted the free layer, fluctuates between up and down magnetization
states by thermal activation over an energy barrier. The MTJ tunnel
magnetoresistance enables reading out the magnetic state electrically.
Several TRNGMTJ device concepts rely on exploiting the natural ther-
mal fluctuations that follow an Arrhenius law.16–19 Their fluctuation
rate is, thus, very (exponentially) sensitive to the temperature, device

geometry, and material parameters. This creates serious obstacles to
applications.

Recently, we have investigated an MTJ device in which a current
pulse generates a random bit, much like a coin flip randomly generates
a heads or tails outcome, and demonstrated that the resulting bit-
streams pass multiple statistical tests for true randomness.20 We
denoted our device a stochastic magnetic actuated random transducer
MTJ (SMART-MTJ), as pulse actuation plays an essential role in the
device’s performance. The advantages of such a device are its speed of
operation (set by the pulse sequences) and that it employs perpendicu-
larly magnetized MTJ (pMTJs) similar to those in present-day com-
mercial spin-transfer magnetic random access memory (MRAM)
devices.21

A further significant advantage of SMART-MTJs is that their
characteristics are far less sensitive to the device parameters and, as we
demonstrate in this article, environment temperature. In the short-
pulse limit, the probabilistic behavior of the SMART device comes
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from the thermal distribution of the initial magnetization state that is
Boltzmann distributed.20,22 Here, we experimentally investigate and
analyze the sensitivity of the probabilistic behavior of medium energy
barrier pMTJs operated at different write pulse conditions by exploring
minor variations in the applied bath temperature, pulse amplitude,
and pulse duration.

The probability bias sensitivity is studied on SMART devices that
are circularly shaped pMTJs with a medium energy barrier height.20

Specifically, the studied pMTJs are 40 nm in diameter with a room-
temperature thermal stability factor D of 26 for the AP! P transition
and 51 for the P ! AP transition, where D ¼ EB=kT , with EB being
the energy barrier, k being the Boltzmann’s constant, and T being the
temperature. Our MTJs have a resistance-area product of ’3X lm2.
The essential components of the SMART device are a composite
CoFeB/W/CoFeB free layer stack and a CoFeB reference layer (RL)
separated by a 1nm-thin MgO tunnel barrier. The reference layer is
also ferromagnetically coupled to a synthetic antiferromagnet layer
structure, which enables zero-field operation. A schematic of the device
concept can be seen in Fig. 1(a), and a more detailed description of the
device layer structure can be found in Refs. 23 and 24.

The switching probability of the SMART device is explored by
repeatedly applying a write–read-reset scheme. In this study, the pulse
conditions for the write pulse amplitude are varied to investigate the
switching probability for pulse durations between 500 ps all the way
up to 100 ls. The state of the junction (either P or AP) is then read
during a 150 ls-long pulse with pulse amplitudes well below the
switching voltage (V< 0.03 V). The reset pulse returns the device to a
known state (e.g., AP state) using a 50 ls-long pulse with amplitudes
well above the switching voltage. The reset and read pulses are pro-
vided from a data acquisition (DAQ) board (National Instruments
PCIe-6353). The write pulses with a pulse duration between 500 ps
and 100ns are provided by an arbitrary waveform generator
(Tektronix AWG 7102), while the 10 and 100 ls-long write pulses are
provided by the same DAQ board. A schematic of the experimental
setup can be found in Fig. 1(a) in Ref. 23.

Figure 1(a) shows the switching probability p of a representative
SMART device25 as a function of the applied write pulse duration s at

a fixed pulse amplitude V ¼ 715mV and an ambient temperature of
T ¼ 300K. Each point in the graph represents NT ¼ 10 000 switching
attempts. As one would expect, at a fixed pulse amplitude, the switch-
ing probability increases monotonically with pulse duration, that is,
longer pulses yield a higher p. Now to operate the SMART device as a
true random number generator, one would need to apply a 1 ns-long
pulse of amplitude V ¼ 715mV to obtain p¼ 0.5 [dashed blue vertical
line in Fig. 1(a)]. The same switching characteristics can be obtained
by varying the pulse amplitude V while keeping the pulse duration
constant at s¼ 1 ns as shown in Fig. 1(b). Higher V results in more
successful reversals and, therefore, a higher p.

To investigate the temperature sensitivity of the switching proba-
bility around p¼ 0.5, we set the bath temperature T to 295, 300, and
305K and repeat the same experiment by applying write pulses with
varying V with s¼ 1ns. We observe a shift of the curve toward lower
pulse amplitudes with increasing T. If we now assume a constant V
with V ¼ V50%, which stands for the pulse amplitude needed to reach
p¼ 0.5 at s¼ 1 ns and T¼ 300K, we can determine the probability
variation with a temperature change of 65K. We find p¼ 0.47 at
T¼ 295K and p¼ 0.53 at T¼ 305K [inset in Fig. 1(b)]. With this, we
can deduce the temperature sensitivity of the switching probability
with temperature dp/dT and find a value of dp=dT ¼ 0:006 K�1 for
the P ! AP transition. We repeat this experiment for numerous pulse
durations over multiple orders of magnitude from s¼ 500 ps to 100 ls.
Figure 2 shows the resulting dp/dT as a function of the applied pulse
duration s. We can clearly observe a preferable operation of the SMART
device in the short-pulse limit (low-ns regime) compared to operating
the same device with longer pulses. Writing the device with low-ns
pulses results, therefore, in a lower temperature sensitivity with
dp=dT � 0:006 K�1 for s¼ 500 ps. In contrast, operating the device in
the thermally assisted spin-transfer switching regime (s � 10 ns)
results in temperature sensitivities of up to dp=dT � 0:04 K�1 for s
¼ 100 ls.

Our experimental results are in accord with our SMART-device
model. In a macrospin model describing the ballistic switching limit, a
linear approximation of the switching probability near p � 0:5 is
given by20

FIG. 1. SMART device characteristics of the P ! AP transition of a 40 nm diameter pMTJ. (a) Switching probability p as a function of the pulse duration s at room temperature
with a pulse amplitude of 715 mV. SMART devices are operated at p � 0:5 and at s¼ 1 ns, indicated by the blue dashed vertical line. The inset shows a schematic of the
device concept, including the main layer structure of the pMTJ with the free layer (FL), the MgO tunnel barrier, and the reference layer (RL). (b) Switching probability p as a
function of the pulse amplitude V at a bath temperature of T ¼ 295, 300, and 305 K with a fixed pulse duration of 1 ns. The inset shows the temperature variation of the switch-
ing probability near p¼ 0.5. Each point in the plots represents 10 000 switching attempts.
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pðVÞ ¼
1

2
þ

s ln 2

sDVc0
ðV � V50%Þ; (1)

where sD is the intrinsic timescale for the dynamics, Vc0 is the switch-
ing threshold bias in the long pulse limit, and V50% is defined as

V50% ¼ Vc0 þ
sDVc0

2s
ln

p
2
D

4 ln 2

� �

: (2)

Assuming a fixed pulse amplitude of V ¼ V50% and

dV50%

dT
¼

sDVc0

2sD

dD

dT
; (3)

we obtain a temperature sensitivity of the switching probability of

dp

dT
¼

ln 2

2T
: (4)

Remarkably, it does not depend on any material parameters, but
only on the temperature itself. At room temperature T¼ 300K, we
then find dp=dT ¼ 0:0016 K�1 from our analytic model, which can be

considered the lower limit for the temperature sensitivity of the proba-
bility in the ballistic switching limit (dashed blue line in Fig. 2). In
addition to our simple analytical model, we also numerically solve the
switching dynamics using a 1D Fokker–Planck equation, which also
considers single-domain or macrospin dynamics.26 Using experimen-
tally obtained material parameters from our device,24 we obtain the
results shown in Fig. 2 as the gray triangles. While the experimental
results are about a factor of two higher than the model, the model does
capture the experimental data trend. It also saturates to the same lower
limit of dp=dT ¼ 0:0016 K�1 for short pules at s � 100 ps, we find in
our analytical model.

In addition to dp/dT, we also investigated the sensitivity of p to
the pulse conditions. Figure 3(a) shows p as a function of the pulse
amplitude V for numerous s for the P ! AP transition. We observe
an increase in the steepness of the transition around p¼ 0.5 for
increasing pulse duration. We extract the slope of the curves dp/dV,
and the result can be seen in Fig. 3(b). We find that p is less sensitive
to variation in V in the ballistic limit compared to pulse durations
probing the long-pulse limit. From Eq. (1), we find

dp

dV
¼

s ln 2

sDVc0
; (5)

where the pulse amplitude variation of p depends on material parame-
ters through sD and Vc0 and is proportional to the applied pulse dura-
tion s. Using experimentally obtained material parameters to
determine sDVc0,

24 we can calculate the expectation from our analyti-
cal model and find that the resulting values for s ¼ 0:5� 5 ns capture
the trend of the experimental data but underestimate the pulse ampli-
tude sensitivity by a factor of 2 to 3 [dashed line in Fig. 3(b)].

The sensitivity to the pulse duration, on the other hand, shows
the opposite trend. Figure 4(a) shows p as a function of the pulse dura-
tion at different V for the P ! AP transition. The different V corre-
spond to V50% for different pulse durations, e.g., a write pulse with
V¼ 335mV and s¼ 10ns results in p¼ 0.5 [see black triangles in
Fig. 4(a)]. We can clearly observe a strong s dependence of p for
increasing V. We again extract the slope of the curves dp=ds around
p¼ 0.5 and this time multiply it by s to obtain the relative change in p
with s, ðdp=dsÞs. The result can be seen in Fig. 4(b) as a function of s.
We find that SMART devices are more sensitive to variations in pulse
duration in the ballistic limit than operating with longer pulses.
Comparing this again to our analytical model for p¼ 0.5 (i.e.,
V ¼ V50%) with Eqs. (1) and (2), we find

FIG. 2. Temperature sensitivity of the switching probability around p¼ 0.5 as a
function of the applied write pulse duration at room temperature. An analysis of the
short-pulse limit and a macrospin Fokker–Planck analysis show that dp=dT has a
limiting value of dp=dT ¼ ln 2=ð2TÞ for pulse durations less than �1 ns.

FIG. 3. Sensitivity of the switching proba-
bility with varying write pulse amplitude
around p¼ 0.5 and at T¼ 300 K. (a)
Switching probability vs pulse amplitude
for different pulse durations of the P
! AP transition at room temperature.
Each point is an average of 10 000 switch-
ing trials. The solid lines show the slope
of the curves around p¼ 0.5. (b)
Extracted dp=dV around p¼ 0.5 for differ-
ent applied pulse durations and both
switching directions. The blue dashed line
represents the expectation from the short-
pulse limit based on Eq. (5).
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dp

ds

� �

s ¼
ln 2

2
ln

p
2
D

4 ln 2

� �

: (6)

We obtain slightly higher values from our analytical model
compared to our experimental data for s ¼ 0:5� 5 ns [dashed lines in
Fig. 4(b)].

The macrospin model captures the experimental data trends for
the variation of p with temperature, voltage, and pulse duration within
an order of magnitude and even better. The remaining discrepancies
likely relate to the coherent reversal mechanism assumed in our single
domain or macrospin model. Our SMART pMTJ devices are expected
to exhibit nucleation of a sub-volume reversed domain and subsequent
domain-wall-mediated reversal due to their device diameter
d¼ 40nm, which is larger than the critical dimension associated with
single domain reversal (dc < 20 nm).27–30

Comparing our findings with other nanomagnetic TRNG devices
for which temperature-dependent data are available, we find much
lower p variation with respect to the temperature for our short pulse-
driven SMART device. Considering experimental results only, Ref. 31
found a temperature variation of p of 0.037K�1 for high-barrier
pMTJs operated with longer pulses compared to our finding of only
0.006K�1 in the ballistic limit. It should be noted that easy-plane low-
barrier magnets are expected to show reduced temperature sensitivity,
but experimental results that explore the effect of temperature have
not been reported thus far.32 With the extracted dp/dT of our SMART
devices, we can now estimate the temperature stability required to
reach a certain precision of the switching probabilities, e.g., we need
dT � 0:3 K to guarantee a dp � 0:2%. While this is obtainable, a less
strict requirement for the temperature stability would be needed if an
exclusive or (XOR) operation is applied to bitstreams.33 While this
adds overhead to the circuit, we have already shown that it may be
necessary for certain applications.20

To conclude, we find that our SMART devices are indeed much
less sensitive to temperature compared to the same devices operated in
the thermally assisted regime. Interestingly, we also find that the theo-
retical lower limit for the temperature sensitivity of the obtained bit-
streams around p � 0:5 is not dependent on any material parameters
but only on the temperature itself. Additionally, we also investigated

the sensitivity to the write pulse conditions and found a favorable
behavior for the pulse amplitude, while we find the opposite behavior
for the pulse duration for our short pulse-driven SMART devices.
These findings are significant for designing TRNG MTJ circuits and
establishing operating conditions. Furthermore, our results reinforce
the potential of SMART devices as robust TRNG, especially in relation
to temperature variations, which is one of the biggest challenges facing
TRNG concepts that rely on thermal fluctuations.
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