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Abstract—In order to secure wireless communications, we
consider the usage of physical-layer security (PLS) mecha-
nisms (i.e. coding for secrecy mechanisms) combined with self-
interference generation. We present a prototype implementation
of a scrambled coding for secrecy mechanism with interference
generation by the legitimate receiver and the cancellation of the
effect of self-interference (SI). Regarding the SI cancellation, two
algorithms were evaluated: least mean square and recursive least
squares. The prototype implementation is performed in real-
world software-defined radio (SDR) devices using GNU-Radio.

Index Terms—Software-defined radio, GNU-Radio, Physical-
layer security, Jamming, Full-duplex, Self-interference cancella-
tion

I. INTRODUCTION

Wireless communications are broadcast in nature. It is
therefore difficult to restrict the communication to an intended
receiver (Bob) while granting secrecy against an illegiti-
mate one (Eve). Although modern cryptography helps to
ensure secrecy in communication, it settles on the premise
of the computational infeasibility of breaking cryptographic
schemes. Information theoretically secure coding schemes,
unfortunately, are currently unknown for real-wold channels.

That said, in the past few years there have been efforts
for PLS to act as a complement of the modern cryptographic
schemes. Wyner’s wiretap channel [1] considers a three-party
communication setup (Alice, Bob and Eve) where the wiretap
channel (Alice and Eve channel) is degraded relative to the
main channel (Alice and Bob channel). Also, Wyner showed
that it is possible to build wiretap codes to achieve reliable
communication to Bob and secrecy against Eve. More prac-
tical coding schemes have been proposed, for instance, Klinc
[2] took advantage of the low-density parity-check (LDPC)
code characteristics along with puncturing to create a coding
scheme to transmit a coded message with punctured bits. In
order to not directly expose the transmitted information, Baldi
[3] proposed the use of scrambling/interleaving techniques
[31, [4]. Following these works, a coding for secrecy scheme
was recently proposed called interleaved/scrambled coding
for secrecy with a hidden key (ICS-HK / SCS-HK) [5], [6].
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Eve’s channel disadvantage with respect to Bob is difficult
to assure at all times, thus leading to the development of
cooperative jamming schemes where there is one helper
transmitting and degrading Eve’s channel. However, this
type of scheme has some drawbacks like synchronization,
willingness of cooperation by the helper and the need of
a trusted relationship. This work addresses these drawbacks
through a solution in which Bob (other than a third party)
acts himself as a jammer, while transmitting in the same
frequency in which he is receiving (i.e. full-duplex), therefore
suffering from self-interference (SI) upon reception [7]. A
SDR testbed implementation, using Ettus Universal Software
Radio Peripheral (USRP) B210 devices, is presented as a
proof of concept where the adapted SCS-HK coding scheme
is combined with full-duplex jamming. Furthermore, two
algorithms of SI cancellation will be evaluated.

The remainder of the paper is organized as follows. In
Section II, concepts of PLS are introduced along with the
mechanisms used on the prototype implementation. In Section
IIT the setup is explained and results presented, and Section
IV concludes the paper.

II. PHYSICAL LAYER SECURITY
A. SCS-HK Adapted Scheme

The ICS-HK and SCS-HK coding schemes [5], [6] rely on
scrambling/interleaving the information with a random key,
followed by encoding them together with an LDPC code.
Some of the bits of the resultant codeword are punctured
before the transmission to guarantee that only the legitimate
receiver having a better channel can correctly recover the
message. The SCS-HK scheme [5] was adapted to use in
this prototype. The modifications were mainly in the type of
scrambler used (additive rather than multiplicative) and how
a packet is found (a simple verification after the header being
decoded through a Reed-Solomon code).

B. Jamming and Cooperative Jamming

In the coding for secrecy schemes it is necessary for Bob
to have some advantage over Eve, often an uncontrollable
factor. Cooperative jamming [8] was considered to overcome
this challenge to help lower the signal to noise ratio (SNR) of
the wiretap channel. It consists in having an external jammer
to help Alice to communicate with Bob using several known
schemes, namely cooperative jamming by Gaussian noise, by
structured codes and by alignment.
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Fig. 1. (a) Conceptual Scheme of SI Cancellation of this work; (b) SDR setup; (c) Jamming Power and EVM comparison of Bob and Eve on LMS and

RLS with 95% confidence intervals.

All these schemes have some disadvantages, for instance:
1) the synchronization, that is, the helper needs to be in
sync with Alice to correctly help Bob to have the necessary
advantage; 2) the willingness of the helper to spend his own
energy in order to emit the jamming signal to make other
communications secure; and 3) there has to be a trusted
relationship between the helper and Bob, because if it stops
jamming, then Eve can retrieve the signal. Using Bob as a
jammer can overcome most of these issues since it helps to
solve the synchronization problem, the issue of the need for
cooperation and it facilitates the removal of interference (the
receiving device knows the characteristics of the interference
being generated).

C. Full-Duplex and Self-Interference

Full-duplex (FD) enables simultaneous uplink and down-
link communication in the same frequency at the same
time [9] which is useful in this context: Bob receives the
transmitted signal and at the same time emits the jamming
signal. The main drawback in FD is the self-interference
that is generated due to the signal created on the transmitter
antenna being fed back into the receiver antenna of the same
device. On top of that, the SI signal has higher gain than the
intended one. Thus, Bob will not only receive the information
signal but also receive the jamming signal (with higher gain)
that is generated resulting in a lower signal to interference
and noise ratio (SINR) of the channel [10].

Furthermore, to successfully retrieve the signal of interest
it is required to reduce the SI signal to decode it correctly,
so the goal of SI cancellation is to predict and model the
distortions and compensate for them at the receiver antennas.

D. Self-Interference Cancellation

There are three different categories of SI cancellation
[9], namely passive suppression, analog cancellation and
finally digital cancellation. Passive suppression is based on
attenuating the SI signal by physically separating somehow
the transmitter antenna and the receiver antenna of the device.
The analog SI cancellation is performed before the signal
goes into the analog-digital converter (ADC) (e.g. by using

a noise canceling integrated circuit, which is not possible
in our prototype). The digital SI cancellation mechanism
works after the signal goes into the ADC and takes advantage
of the knowledge of the interfering signal for the purpose
of canceling it. There are adaptive algorithms like the least
mean square (LMS) and recursive least squares (RLS) which
iteratively adjust the coefficients of the signal in a way to
predict the desired one. This will be the focus of this work:
explore the usage of the adapted SCS-HK scheme (Sec-
tion II-A) along with interference generation (Section II-B) by
the receiver and its cancellation using methods of Section II-C
(using either LMS or RLS). The conceptual scheme of the
implemented prototype is represented in Fig. 1(a).

III. SETUP AND RESULTS

To assess reception quality we will measure the error vector
magnitude (EVM), i.e. the distance between the received
constellation symbols and the ideal ones. A smaller EVM
value, means better approximation to the constellation points,
thus, better possibilities to correctly retrieve the information.

In this work, the usage of both LMS and RLS algorithms
will be evaluated in order to cancel the SI signal. To be as fair
as possible, the SDRs are evenly separated by 50 centimeters,
as indicated in Fig. 1(b). It is important to note that Bob’s
transmit antenna is laying down for better SI cancellation (i.e.
using passive suppression as mentioned in Section II-C). For
better final results, 30 tests for each jamming power were
performed and the mean and 95% confidence interval were
calculated on the EVM data. In all these tests, Alice’s power
is fixed at 20 dBm and Bob’s jamming power is varying
between 20 dBm to 32 dBm (with a 2 dBm step).

All the corresponding EVM (of Bob and Eve with both
algorithms) and jamming power values are presented in
Fig. 1(c). As it is possible to analyze, the LMS algorithm has
lower EVM values than the RLS, thus, the first outperforms
the latter on the SI cancellation enabling better recovering of
Alice’s signal. Furthermore, with better recovery it is possible
to increase the jamming power for the purpose of degrading
as much as possible Eve’s channel with minimal effect on
Bob.
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IV. CONCLUSION

In this paper, we presented an SDR prototype implemen-
tation in GNU Radio of the SCS-HK coding for secrecy
scheme with interference generation by the receiver and its
cancellation using full-duplex mechanisms. The results show
a clear advantage for Bob with respect to an eavesdropper due
to the ability to execute self interference cancellation. Also,
it was shown that the LMS outperforms the RLS algorithm
for the same environment.
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