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Abstract—Semi-quantum cryptography involves at least one
user who is semi-quantum or “classical” in nature. Such a user
can only interact with the quantum channel in a very restricted
way. Many semi-quantum key distribution protocols have been
developed, some with rigorous proofs of security. Here we show
for the first time that quantum random number generation is
possible in the semi-quantum setting. We also develop a rigorous
proof of security, deriving a bound on the random bit generation
rate of the protocol as a function of noise in the channel.
Our protocol and proof may be broadly applicable to other
quantum and semi-quantum cryptographic scenarios where users
are limited in their capabilities.

Index Terms—Quantum Cryptography, Quantum Random
Number Generation, Quantum Information Theory, Security

I. INTRODUCTION

Quantum Random Number Generators (QRNG) are an
important cryptographic tool. By utilizing the physical ran-
domness of a quantum source, such protocols can distill
cryptographically-secure random strings which are, them-
selves, important necessities for other cryptographic primitives
(e.g., encryption, key distillation, and so on). By now there are
many QRNG protocols along with several security models.
Security models range from the extreme device independent
scenario [1], [2], [3], [4] (where all measurement and source
devices are untrusted) to the fully trusted scenario (where all
devices are trusted and completely characterized). An interest-
ing middle-ground is the source independent model whereby
measurement devices are trusted, but source devices may be
offloaded to an untrusted party [5], [6], [7]. Such systems lead
to a good security middle-ground while also providing fast
experimental bit generation rates [8], [9]. For a general review
of QRNG protocols the reader is referred to [10]; for a more
general review on quantum cryptography, including theoretical
and experimental developments, the reader is referred to [11],
[12], [13].

Semi-quantum cryptography was first introduced in [14]
for the key-distribution problem (QKD). In general QKD
protocols, like all other quantum cryptographic protocols,
require parties to be “fully-quantum” or “quantum-capable.”
Namely, they must be able to manipulate quantum bits in
arbitrary ways. Semi-quantum protocols involve at least one
user who has restrictions and is almost classical in nature. This
restricted user is only able to interact with the quantum channel
in a limited, classical, way: the user may measure and send
in a single, publicly known basis (usually the |0), |1) basis)
or to ignore the quantum channel, disconnecting from it, and
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returning all received signals back to the sender undisturbed.
Clearly, if all parties were restricted to these operations,
the entire protocol would be mathematically equivalent to a
classical one. Thus, the restricted party is often called the
“classical user.” The goal of any semi-quantum protocol is
to achieve the same end-result as the original fully-quantum
version (e.g., unconditionally secure key distribution) but using
fewer resources. In a way, they help us to study the “gap”
between classical and quantum protocols and help us answer
the question “how quantum” do protocols need to be to gain
an advantage over its classical counterpart?

Most semi-quantum protocols are restricted to key-
distribution [15], [16], [17], [18], [19], [20], [21], [22], [23],
however there are other primitives that are also available, in
particular secret sharing [24], [25], [26], secure direct commu-
nication [27], [28], [29], [30], [31], private comparison [32],
[33], and identity authentication [34], [35]. Semi-quantum
protocols can also be experimentally feasible [36], [37]. For
a general survey of semi-quantum cryptography, the reader is
referred to [38]. To our knowledge, no semi-quantum random
number generation (SQRNG) protocol is available. We prove
in this paper that QRNG is a viable semi-quantum primitive
by designing the first SQRNG protocol and also deriving a
rigorous information theoretic proof of security for it.

We make several contributions in this work. We develop a
new, and to our knowledge the first, semi-quantum random
number generation protocol allowing a “classical” or semi-
quantum user to generate a cryptographically-secure random
number. This is done using a fully-quantum server as a source
and partial measurement device. However, this server need not
be trusted and, in fact, may be fully controlled by an adversary.
We develop an information theoretic proof of security for our
protocol and derive an asymptotic random-bit generation rate,
as a function of observed noise in the channel connecting
the semi-quantum user to the adversarial server. Since the
server performs quantum state preparation and measurement,
this also gives a partial form of device independence for part
of the protocol. Our proof of security involves reducing the
semi-quantum protocol to an entanglement-based version and
deriving a bound on the quantum entropy of the resulting
system. The protocol and security proof methods may be
important foundational building-blocks for future work in
(semi) quantum cryptography.



II. PRELIMINARIES

In this section we discuss some basic notation and concepts.
Let x € {0,1}", then we define ct;(z) to be the number of
times ¢ € {0,1} appears in the string z. Given a quantum
state |1)) we write [¢)] to mean |¢) (¢|. Given a state pap
acting on some Hilbert space H 4 ® H g, we write p4 to mean
the state resulting from the partial trace over the E system,
namely p4 = trgpag. Similarly for multiple systems.

The von Neumann entropy of a state p4 is defined to be
S(A), = —tr(palogpa) where all logarithms in this paper
are base two unless otherwise specified. Given state pap we
write S(A|E), to mean the conditional von Neumann entropy
defined to be S(A|E), = S(AE), — S(E),.

We will be working with quantum random number genera-
tion (QRNG). For this, a quantum protocol is run whereby Al-
ice and Eve holds two registers - Alice’s register is a classical
system containing her raw random string while Eve’s system
is quantum and arbitrarily entangled. This raw random string
may not be uniform or completely independent of Eve, thus
a further post-processing step is required. Given a classical-
quantum state p4p, we are interested in how much uniform
randomness, independent of F, can be extracted from A. The
process of privacy amplification can be used to extract this
randomness. Namely, if one chooses a random two-universal
hash function sending NN-bit strings to ¢-bit strings, and maps
the A register through this hash, resulting in pp(4)g, then it
was shown in [39] that:

where HS (A|E) is the smooth quantum min entropy [39].
Thus, to ensure that the resulting system is €'-close to a
uniform random string, independent of any adversary system,
one requires a bound on the quantum min entropy. In the
asymptotic scenario (which we consider in this paper), where
|A] = oo and € — 0, and assuming collective attacks whereby
pAE takes a product form (and so pag = a%fEV ), it holds that
~HS(A|E), — S(A|E), (see [40]). From this, it is clear
that:
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Note the similarities to the Devetak-Winter key-rate for QKD
[41]; the only difference is that there is no need to worry about
error correction leakage.

III. THE PROTOCOL

We now introduce our SQRNG protocol. The protocol
consists of a semi-quantum user Alice and a fully quantum
server capable of creating quantum signals and measuring
them in the X basis (see Figure 1). A semi-quantum user
is restricted to performing operations in a single, publicly
known, basis (usually the computational basis {|0),|1)}) or
to ignoring the quantum signal and reflecting it undisturbed.
Formally, the semi-quantum user is restricted to performing
one of the following two operations on every qubit received
from some sender:

~Eve

- N |

Fig. 1. The proposed SQRNG protocol. An untrusted quantum server (Eve)
sends quantum signals to semi-quantum or “classical” Alice. If honest, the
server should send |+). Alice may only measure in the computational Z basis
or reflect the incoming signal. The server, if honest, will measure the returning
signal in the X basis and report the outcome. We prove security assuming
the server is adversarial and does not necessarily prepare the correct state or
perform the correct measurement.
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1) Measure-Resend: the semi-quantum user subjects
the qubit to a Z basis measurement resulting in outcome
r € {0,1}. A qubit in the state |r) is then returned to
the sender.

2) Reflect: the semi-quantum user ignores the qubit and
reflects it, undisturbed, back to the sender.

Since the quantum server is untrusted, we call the server
Eve. Though we will later, in our security analysis, assume
the server is adversarial, for the purposes of this section, we
explain the protocol’s operation assuming an honest server.
The protocol operates over several rounds, a single round
consisting of the following actions:

1) The server prepares the state |+) and sends it to Alice.

2) Alice chooses randomly to Reflect the signal or to
Measure-Resend, (recording the measurement re-
sult).

3) Upon receiving Alice’s qubit, the server makes an X
basis measurement and reports the outcome over a clas-
sical channel (this channel need not be authenticated).

o If Alice chose Reflect, she should expect the
message from the server to be “+” and any other
response will be considered noise and will be later
factored into our security analysis.

o If Alice chose Measure—Resend, she will have a
classical measurement outcome « € {0, 1}. Ideally,
the server’s message will be either “+” or “—”
randomly in this event.

The above quantum portion of the protocol is repeated N
times leading to a raw random string of size n < N. This raw
random string is the result of Alice’s measurements when she
chose Measure-Resend. However, it may not be uniform
(due to adversarial or natural noise) and Eve may have some
side information on it through her quantum ancilla and her
operation as the server (i.e., she need not perform an honest
X basis measurement on step 3). Thus, it is next processed
through privacy amplification, hashing the raw string using a
two-universal hash function. As proven in [42], for QRNG, this
hash function need only be chosen once and thus additional
randomness is not needed on Alice’s part to choose this hash
function.



It is worth discussing how much seed randomness Alice
needs to execute the above protocol. She requires some secret
random string in order to make her operational choices each
round. We may consider the protocol differently, in that Alice
will choose a subset ¢ of size m which indexes those rounds
(out of the N total rounds) that will be used for testing,
namely those rounds where she chooses Reflect. For all
rounds not in ¢ she will choose Measure-Resend. Choosing
this subset requires log (TZX ) bits of seed randomness. This
seed may be replenished by the random string produced after
privacy amplification. However, as we are considering the
asymptotic scenario in this paper, we may choose m to be
arbitrarily small compared to N and, so, as N — oo, it will
hold that %log (fz ) — 0 and so we will not consider this
in our subsequent analysis. In the finite signal scenario, of
course, it would be important.

IV. SECURITY ANALYSIS

We now prove security of our protocol against general
attacks in the asymptotic scenario. The security model used
by our proof assumes the following:

1) The server is adversarial and may produce any arbitrary
quantum state in Step 1 of the protocol. This state may
be entangled with the server’s private ancilla. We assume
the dimension of the quantum state actually sent to Alice
is 2V where N is the number of rounds used by the
protocol (a parameter set by the user Alice). That is, the
server is allowed to perform any general attack in Step
1, however we assume each round consists of an ideal
qubit.

2) The channel connecting the server to Alice is noisy but
not lossy. However, the server, may replace the channel
with a perfect one (as is typically assumed in quantum
cryptographic proofs) and thus any noise detected by
Alice is the result of an adversary. This assumption is
to the benefit of the adversary as any natural channel
noise can only cause more uncertainty for Eve.

3) Alice’s measurement devices are ideal and qubits are
ideal. Thus, we are not considering practical attacks such
as photon tagging attacks [43], [44]

4) On Step 3 of the protocol, the server may perform any
quantum operation on the returning N qubit signal and
her ancilla from Step 1. However, the server must send
a classical message of size IN-bits (a one-bit message
for every round of the protocol). This attack is modeled
as a quantum instrument [45].

5) While there may be third party adversaries, we assume
that they collude with the server. Thus, any third-party
adversary attack may be “absorbed” into the adversarial
server’s attack strategy and we need only prove secu-
rity against adversarial servers. Note that this includes
attacks by third-party adversaries against the unauthen-
ticated classical channel connecting the server to Alice.
This assumption is to the benefit of the adversary.

Note, though we are proving security against general attacks
here, we are not considering practical attacks. While practical

— i

|"' Initial state "'|H

‘ |
| Instrument 14— 4—,

Eve _
/Y Alice
/ —4 ! i ) e
|"'Initial state |—m| CNOT/
A Identity
"._ II
I: instrument':ﬁi¢ J
Eve
— Initial state —.

..

Charlie

Alice

Fig. 2. A high-level overview of our security proof. Top: the actual SQRNG
protocol we prove secure; here Alice can chose to Measure-Resend (“M”)
or Reflect (“R”); Middle: A “purified” version of the protocol where
Alice applies a CNOT gate or the identity gate to each signal; Bottom: the
entanglement based version where Eve creates an initial state and sends part
to Alice (who is now fully quantum can can measure in the X or Z basis)
and part to a trusted server Charlie (C'). Note that in the top two protocols,
Eve has two opportunities to attack: in the initial state creation and in the
final instrument attack; in the entanglement based version, Eve only has one
opportunity to attack, during the state creation. Nonetheless, we prove here
that security of the entanglement based version (bottom) implies security of
the SQRNG protocol (top).

attacks are important, proving security against general attacks
even in the ideal-qubit scenario is challenging in itself and
usually a first step (especially for semi-quantum protocols).
Mirror-style adaptions may be useful here [36], [46]; however,
we consider practical attacks as interesting future work, but
out of scope for this paper. Note, also, that classical attack
strategies are covered in our attack model.

Our proof works in two stages. First, we show how our



protocol can be reduced to an equivalent entanglement based
version. For this we will adapt methods similar to those we
developed in [47] for a particular semi-quantum key distribu-
tion protocol. This entanglement protocol is actually a QRNG
protocol (i.e., a fully-quantum protocol), where the user is
now fully quantum. Nonetheless, we show that security of that
QRNG protocol implies security of the SQRNG version. The
second step proves security of this entanglement based version
(thus proving security of the actual semi-quantum prepare-and-
measure protocol we developed). Note that, while we only con-
sider this particular SQRNG protocol, we suspect our methods
and our proof methodology may be broadly applicable to other
quantum cryptographic protocols, especially those with device
limitations and two-way quantum communication, which are
generally a challenge to prove using standard proof techniques.
See Figure 2.

A. Reduction to an Entanglement Based Protocol

We first show how our SQRNG protocol may be reduced
to an entanglement based version denoted by e-QRNG. Our
reduction is based on methods we developed in [47] for
mediated SOQKD protocols (key-distribution protocols using a
quantum server [20]); we show here that these methods can
be extended to work with our SQRNG protocol.

We first comment that the SQRNG protocol may be “pu-
rified” in the following sense. Instead of Eve preparing each
qubit individually, she prepares a large N-qubit state where
N is the number of rounds used by the protocol, possibly
entangled with her private ancilla. There is no assumption
that this state be a product state. Next, Alice, on receipt
of these qubits, will choose a subset ©. For each : =
1,---,N, if ©; = 0, she will Reflect the i’th signal
(namely perform an identity operation); otherwise she will
Measure—-Resend the qubit. However, instead of actually
performing a destructive measurement at this point, Alice will
simply apply a CNOT gate with the control register being the
i’th qubit sent from the server and the target being a blank
qubit cleared to the |0) state. She may then later measure
this private register in the Z basis. It is clear that this later
measurement will simulate the case where Alice measures the
qubits immediately. Following this operation by Alice (either
the Identity operation or the CNOT operation), the entire signal
of N qubits returns to Eve who performs a quantum instrument
mapping the N qubits and her initial private ancilla to a
classical /NV-bit message space (modeled as a quantum ancilla)
and an updated ancilla from which Eve will attempt to learn as
much as possible about Alice’s measurement results (or, rather,
Alice’s private register which she will subsequently measure).
Quantum instruments may be used to model scenarios where a
quantum state undergoes some quantum operation (including
potential measurements) yielding a classical and quantum state
as output. The classical part represents the message Eve sends
to Alice while the quantum part represents Eve’s ancilla in the
event she chose to send that particular message. In the purified
case, this instrument may be dilated to an isometry (and
subsequently a unitary) operator using standard techniques

[48]. The fact that this purified version is identical to the
standard prepare-and-measure one follows through standard
methods; the advantage to it is that the quantum state remains
a pure state which will be easier to argue about in terms of
security.

Now, we show how this purified SQRNG protocol can be
reduced to an entanglement QRNG, denoted e-QRNG. The
e-QRNG protocol is a fully quantum protocol (not a semi-
quantum one) with three parties: Alice, a Trusted Server (who
may also be Alice), and Eve. Alice will have choices similar to
the SQRNG case, namely Measure-Resend and Reflect
though these operations are different here and, in fact, have no
operational meaning in the e-QRNG protocol. We show later
that, the operation of Reflect in the e-QRNG case (which
is not actually a reflection but a particular measurement) will
“simulate” a true Reflect operation in the SQRNG case;
similarly for the Measure-Resend operation.

The entanglement protocol (e-QRNG) operates as follows:

1) Our quantum source, Eve, prepares an entangled state
IT) ace € Ha ® He @ He. The A and C registers are
each of dimension 2V for user specified N (as before,
N is the number of rounds used by the protocol). The
A system is sent to Alice while the C' register is sent to
the trusted server (who may also be Alice). Eve keeps
the E register private.

2) Alice, on receipt of the state, has two choices for
each round (i.e., each of the N qubits), as in the
SQRNG protocol. We call these two choices here
Measure-Resend and Reflect to keep the notation
consistent with the SQRNG case, however the operations
are different in the e-QRNG case. If Alice chooses
Reflect, she will measure that qubit in the X basis,
and abort the entire protocol if she observes |—). That
is, to simulate a true “reflection” in the semi-quantum
case, A will only continue with the protocol if she
measures and observes |+). We say Alice accepts the
state if she observes |+). Alternatively, if Alice chooses
Measure-Resend, she will measure that particular
qubit in the Z basis.

3) The trusted server, on receipt of the C' system, simply
measures all N qubits in the X basis, and publicly
reports the outcome. Note that in the e-QRNG case, the
server is honest in this measurement and, in fact, this C
register measurement may even be done by Alice. Note
that this may be done before, in parallel to, or after
Alice’s operations in step 2.

We comment that this e-QRNG protocol is highly inefficient
due to the high probability of aborting (regardless of the noise
level). However, this e-QRNG protocol is not one users would
actually run, but rather only used as a theoretical tool to
prove security of the actual SORNG protocol (which only
aborts if the noise level is too high). It is important to note
that the protocol completely aborts if Alice observes |—) on
her Reflect test case. The reason for this is that, as we
show later, an observation of |+) will exactly simulate a true



Reflect in the SQRNG case whereas an observation of |—)
produces a quantum system that cannot exist in the SQRNG
case and, so, should not be analyzed.

Theorem 1. Let £ be an attack against the SQRNG protocol
(which, itself, consists of an initial state description and a
quantum instrument to apply after Alice’s operation) and let
© be Alice’s choice of operation in the SQRNG protocol. Let
[¥(€,©)) Ao be the resulting state of operating the purified
SQRNG protocol under these conditions (where A is Alice’s
register; E is Eve’s private ancilla; and M is the register
storing the classical message sent from the adversarial server
to Alice). Then, there exists a quantum state |7(&)) 4 for
the e-QRNG protocol, depending only on &, such that: (1)
the probability of Alice not aborting, assuming she measures
those qubits in A with ©; = 0, (i.e., she accepts |7))
is non-zero and exactly p, = 1/2°%(®) > 0 for any ©;
(2) conditioning on accepting, let |7(£,©0)) be the resulting
quantum state (which clearly does depend on ©), then it holds
that |7(€,0)) = [¢(€, ©)); and (3) if the SQRNG protocol is
attacked using a collective attack (namely the produced state
is a product state), then the constructed state |7) is also a
product state |7) = |70)®" (the result of a collective attack)
and, furthermore, the probability of observing a |—) on any
individual signal in the e-QRNG case is exactly 1/2.

Proof. Let’s consider the (purified) SQRNG protocol. In this
case, a general attack consists of Eve first preparing an arbi-
trary quantum state |tg) 4 » Which, without loss of generality,

we may write as:
W]O> = Z Qq |a> |Ea) 5
ac{0,1}V

where the |E,) are arbitrary normalized states in Eve’s private
ancilla. The A portion is sent to Alice who chooses © which
dictates whether to Measure-Resend or to Reflect.
Whenever ©; = 1 she will apply a CNOT gate as discussed.
Since her ancilla is initially cleared to a zero state, the result
of this action on |¢)) is easily seen to be:

0---0) 4 ® [tho) — [h) = Z aglaNO,a) 47 |Ea),
ae{0,1}V

where a A © denotes the bit-wise AND operation and the
la A ©) , is Alice’s private ancilla after applying CNOT gates
whenever ©; = 1. The T (Transit) register represents the
quantum state that will return to Eve.

At this point, the T' register will return to Eve’s control
who applies a quantum instrument to the system. As shown
in [20], this is equivalent to applying an isometry U mapping
Eve’s ancilla and the Transit register into a quantum ancilla
for Eve and a Hilbert space spanned by all possible classical
messages that could have been sent (namely, a Hilbert space
of dimension 2% since for every round there are only two
classical messages Eve is allowed to send). After applying the
isometry U to the returning system and Eve’s ancilla from
her initial state preparation, she measures the message Hilbert
space. The measurement outcome determines the message

transcript she sends to Alice while the post measured system
represents her quantum ancilla in the event she had sent that
message using the quantum instrument attack.

Without loss of generality, we may define U’s action on
basis states as follows:

U |CL, Ea> =

>

me{+,—}V

|m7 Fa,7rz>M7E )

where the M register is Eve’s classical message. Note that
U’s action on basis states of the form |a, Ep) for a # b
may be arbitrary as these do not appear in the system under
investigation.

Applying U to the returning state |¢)() yields:

Z Qg laNO) ® Z

ac{0,1}N me{+,—}V

|1/}> = |m7Fa,m>Cl7E 3)

Eve will then measure the M register dictating her message.

We now claim that there is an equivalent attack strategy
against the e-QRNG protocol, producing an identical quantum
system in the event the entanglement based protocol does not
abort. That is, any attack against the SQRNG protocol can be
translated to an equivalent attack against the e-QRNG protocol
and, therefore, if the e-QRNG protocol is secure, the SQRNG
protocol must also be (since e-QRNG can only have more
attacks against it).

Consider, now, the entanglement based protocol. Assume
Eve prepares the initial state:

> aala, Ea)
ace{0,1}V
>

= Z o la), @
ac{0,1}V me{+,— N

|7'>ACE =U

m, Fam)op- 4

The A and C registers are sent to Alice and the trusted server
respectively (as discussed, the trusted server may in fact be
Alice in the e-QRNG protocol case).

We first show the second claim of the theorem namely
that, conditioning on Alice accepting the e-QRNG state, it
agrees with the SQRNG state. For this, we note that we can
decompose the sum over a € {0,1}" in |¢)) (Equation 3) into
two parts: a part where ©; = 0 and a part where ©; = 1. In
particular, we can write a = wg(ag, a1) for some permutation
7 depending on ©. Here, |ag| = cto(©) and |a1| = ct1(O).
The function mg simply maps the first argument into the
appropriate bit-position of a where © is zero; similarly for
the second argument. Thus Equation 3 (the SQRNG case)
becomes:

|¢> = Z Arg(ag,ar) |7T@(0 -+ 0, a1)>®z |m7 F'rr@(ao,al),m> .

aop,a1
&)
Of course the sum above is over all ag € {0,1}°(®) and
a; € {0, l}Ctl(@).



Now, we may similarly decompose the initial state prepared
by Eve in the e-QRNG case (Equation 4) as follows:

Z 0471'0 (ao,a1) |7T® aOval & Z |m mo(ap,a1) >

ap,a1

1
= ﬁ Z Qrg(ag,a1) [me(+™, a1)) Z Im, F‘IT( (ao, a1)>

ap,a1 m

+ |M>AE

1
gWWWFWW

where m = ctg(©), +™ = +--- 4 (m times), and |u) 4 is
some state that has at least one |—) where ©; = 0 in Alice’s
register (and, thus, would lead to the protocol aborting). It is
clear, then, that conditioned on Alice not aborting the e-QRNG
protocol (i.e., accepting the state |7)), the state collapses to
|1}, the same state that would have been produced if the
SQRNG protocol had been run.

It is also clear that, since (¥|t)) = 1 and (p|u) = 0, the
probability of Alice not aborting is strictly positive (and, thus,
we do not condition on a probability zero event). In fact the
probability of not aborting (i.e., accepting) is exactly \/W
proving claim (1) of the theorem.

Finally, to prove claim (3), we note that if Equation 3
were produced by a collective attack, then Equation 4 would
be a product state also and the probability of accepting will
remain ﬁ implying that the probability of accepting any

particular signal is exactly 1/2 completing the proof. O

Theorem 1 implies that any attack against the SQRNG
protocol (whose security we want to prove) can be translated to
an attack against the e-QRNG protocol which: (1) produces the
same quantum system for Alice and Eve conditioned on Alice
accepting the e-QRNG state (thus any entropy computation
will be identical and any observed statistics will also be
identical in the accepting case); and (2) the probability of
accepting is strictly positive and known. Note that, even though
the e-QRNG protocol is highly inefficient, this is not relevant
as we are only interested in bounding the quantum entropy of
the e-QRNG protocol conditioned on a non-abort. This will
translate directly to a bound on the entropy of the SQRNG
protocol (which never aborts, unless Alice determines the
noise is too high - a threshold which we can compute later).
Thus, even though the e-QRNG protocol is highly inefficient,
this does not matter as it is only a theoretical tool for the
security proof and not an actual protocol to run in practice.
Note, also, that there are many more attacks against the e-
QRNG protocol, including attacks which would cause it to
always abort; however analyzing those “denial of service”
attacks are not relevant as they would never appear in the
SQRNG protocol.

B. Secure Bit Rate Analysis

Our goal is to derive an asymptotic bit generation rate for
the SQRNG protocol. Consider a run of the SQRNG proto-
col where Eve employed some (unknown) attack described
by &, and © was Alice’s choice of operations resulting in
state [ sornG). From Theorem 1, there exists an equivalent
quantum state [¢)) produced by the e-QRNG protocol. We
will derive a bit generation rate for this e-QRNG state which
will translate directly to a bit-generation rate for the SQRNG
protocol. Since £ and © were arbitrary, our method will work
for any attack and choice of © for the SQRNG protocol thus
proving the SQRNG protocol secure.

We first assume collective attacks for the SQRNG protocol
(and thus, by condition (3) of Theorem 1 also for the e-QRNG
protocol state); namely, the state |¢)) may be described as a
product state [¢) = | u>®N with the probability of accepting
any particular signal state |u) is 1/2 (i.e., the probability of
Alice observing a |+) in |u) is 1/2) .

Now, let’s consider an individual signal state |u). We may
write this in the most general way as follows:

> 10,040 @ leac) s (6)

a,ce{0,1}

) =

where the |e, ) states are arbitrary (not necessarily normalized
nor orthogonal) states in Eve’s ancilla. Note that, when ¢ = 0
in the summation we actually mean a state of |+) while ¢ = 1
implies |—). Our goal now is to compute a bound on S(A|E),
since this will give us our bit-rate according to Equation 2. Our
bound, of course, must be a function only of those statistics
which may be observed by the users in the event the protocol
does not abort.

First, consider PAC Pr(A =aAnC = c). From Equation
6, this is easily seen to be P! = (eq.cleq,c). Ideally, this
should be 1/4, though we do not assume anything about these
values in our proof only that they may be observed. Next,
consider the Py |qcc = Pr(C = “4" |accept). Changing basis,
we have:

1
= eo,c) + le +— =) (-
) = (D (Ieo.c) |1c>>> )
Since by Theorem 1 we know the probability of accepting (i.e.,
measuring a |+)) is 1/2 for each signal state independently,
the conditional state collapses to:

[10)¢

from which it is clear that P |,.. = (€0,0/€0,0) + (€1,0l€1,0) +
2Re (eg0le1,0). Similarly, we may define P_|,. and find it to
be P_jaec = (€o,1le0,1) + (e1,1]e1,1) + 2Re (e ,1]e1,1). Note
that these probabilities coincide directly with the probability
the server sends the message “+”/“—” conditioned on Alice
choosing Reflect in the SQRNG case.

We are now in a position to compute the bit generation rate.
From Equation 6, the system, conditioning on Alice actually

[+)a ® (leo,0) +le1,0)) + 1) ¢ (leo,1) + ler,1))]



distilling a random bit (namely she measures the A register of
|p) in the Z basis) is easily found to be:

pace = [0],® <Z [c, e07c}> +0],® (Z [Cael,c]> (7

C c

Of course, Eve has access to the C' and and FE registers
(since the trusted server makes its measurement results public);
thus to compute the bit generation rate, we need to bound
S(A|CE). Using Theorem 1 from [49], along with our anal-
ysis above of Eve’s inner-products, we have the following
lower-bound:

AC
S(AICE) > (PAC + pAOY [ h | — =20 | —hA
(Al )7(0,0‘*‘ 1,0) P(foC+Pfoc (Aol
¥
AC AC Pt
P P, “Nh|—=—"—=| —h[\
+( 0,1 T 1,1) ( Péa}chrP{}lc [ 1]>7
where:
L RS = PAS) + 4Re2 (eo clen )
Ae==[1+ 9

AC AC
PO,(: + PO,(:

The inner products needed to compute \. may be determined
from P,|,... For instance, 2Re (eo 0le1,0) = Pijace — P5'§ —
P{§’. This gives us everything we need to compute the
quantum entropy of the e-QRNG state conditioned on the
protocol not aborting. Since the state for the entanglement
based protocol conditioned on not aborting is identical to that
of the SQRNG protocol of the given, but arbitrary, attack
and, furthermore, since all observable statistics in that case
are also identical, the computed bit generation rate applies to
the SQRNG protocol as desired.

The above rate applies to collective attacks against the
SQRNG protocol in the asymptotic scenario. However, for
general attacks, the constructed e-QRNG state may be made
permutation invariant in the usual way [39] and then, de
Finetti style arguments [50] may be used to promote the above
analysis to general attacks.

V. EVALUATION

To evaluate the bit generation rate of our SQRNG protocol,
one only needs to observe those probability values appearing
in the entropy expression Equation 8. For the purposes of this
paper, we simulate observable probability values assuming the
source noise is modeled by a depolarization channel acting
independently on each qubit and that the server is honest.
Note that this assumption is only used in this section to
determine values for those probability values appearing in our
bit generation expression above. That is, this assumption is
only used here for evaluation purposes and is not a required
assumption in our security proof above. Normally, one would
simply observe the actual probability values; however since we
are performing a theoretical analysis and not an experiment,
we must simulate “reasonable” values for these probabilities.

Depolarization channels are the most common ones evaluated
theoretically.

Such a channel takes a qubit quantum state p and maps
itto Dg : p = (1 —2Q)p+ Q - I, where I is the
identity operator (an equally mixed state of |+) and |—)).
Of course, since we have a two-way channel, we will need
to worry about the noise and behavior of the channel in both
directions. For this, we consider two scenarios: independent
channels and dependent ones. The distinction only matters
when Alice chooses to Reflect since, then, it is possible
that noise in the reverse channel depends on noise in the
forward one. When Alice chooses Measure—Resend, the
qubit is measured so any channel dependence is broken. More
formally, we parameterize the noise in the forward and reverse
channels by @. But in the event Alice chooses Reflect, the
joint forward/reverse channel is modeled as a depolarization
channel with parameter ) pr. For independent channels, the
noise in the reverse channel acts independently of the forward
for reflection events and, so, we set Qrr = 2Q(1—Q). In the
case of dependent channels, the noise in the reverse channel
can depend on the forward and so we set Qrr = Q. Note that
this behavior often appears in fiber implementations where any
phase noise picked up in the forward direction is “undone” in
the reverse channel assuming the photon is reflected back [51],
[52].

From this parameterization, we may determine values for
the needed probability values. In particular, we will assume
the state arriving at Alice’s lab is of the form Dg([+]). From
this, it is clear that the probability of Alice measuring either a
|0) or |1) is 1/2. Conditioned on such a measurement, a qubit
returns to the server; the state, then, arriving at the server
will be Dg([a]), where a € {0,1} is Alice’s measurement
outcome. Since we are simulating an honest server in this
section and a noisy channel, the probability that the server
sends the message “+” is also 1/2. Thus, we find P;}CC =1/4
for all a, c.

Next, consider the case of a reflection. In this case, the
state returning to the server is of the form D, ([+]). From
this, we see that P |,.c = (1 — Qrg). Note that P, is
technically defined only for the e-QRNG protocol, however
from Theorem 1 it exactly coincides with the probability that
the (potentially adversarial) server sends the message “+”
conditioned on Alice choosing Reflect in the SQRNG case.
This gives us everything we need to compute Equation 8.
In fact, under these conditions, our entropy bound simplifies
significantly to:

S(AICE) > 1~ h(1 - Qrr). (10)

This can be seen by noting that all P2A¢ are 1/4 and that Ay =
)\1 =1 _QFR since 4R€2 <6070|6170> = (1 _QFR — 1/2)2 and
4Re? (ep1le11) = (—Qrr + 1/2)%. A graph of the resulting
bit generation rate is shown in Figure 3. Rather interestingly,
in the event of a dependent channel, the SQRNG protocol
matches the bit-generation rate of the fully-quantum QRNG
protocol introduced in [5], at least in the asymptotic ideal qubit
scenario.
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Fig. 3. Showing the bit-generation rate of our SQRNG protocol under
depolarization noise. Both the dependent and independent channel cases are
plotted.

VI. CLOSING REMARKS

We developed a novel, and to our knowledge the first,
semi-quantum random number generation protocol. We also
derived a rigorous information theoretic proof of security
for the protocol, by reducing it to an entanglement-based
protocol and deriving a bound on its random bit generation
rate. Our evaluations showed that the bit-generation rate can
match that of other fully-quantum QRNG protocols, at least
in the asymptotic ideal-qubit scenario. Combined with recent
research in semi-quantum key distribution, which shows that
the asymptotic behavior of SQKD protocols can match BB84
[38], our work in this paper shows similarly optimistic results
for the QRNG case.

Many interesting future problems remain open. Of great
importance would be to study SQRNG protocols under more
practical considerations. Here certain practical device attacks
are problematic such as the photon-tagging attack [43], [44].
However, mirror style devices may mitigate this [36]. Adapting
mirror-style devices to the SQRNG case would be an interest-
ing problem. Also of importance would be deriving a bound
on the random bit generation rate in the finite signal setting
(as opposed to the asymptotic case considered here). Our
reduction Theorem 1 applies here, however when analyzing
the finite key scenario, one requires bounds on the quantum
min entropy which is harder to derive. Thus, we leave this as
an open problem, though our reduction in Theorem 1 should
prove a valuable tool in that investigation.
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