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Abstract: This article presents a novel hardware-assisted distributed ledger-based solution for
simultaneous device and data security in smart healthcare. This article presents a novel architecture
that integrates PUF, blockchain, and Tangle for Security-by-Design (SbD) of healthcare cyber±physical
systems (H-CPSs). Healthcare systems around the world have undergone massive technological
transformation and have seen growing adoption with the advancement of Internet-of-Medical Things
(IoMT). The technological transformation of healthcare systems to telemedicine, e-health, connected
health, and remote health is being made possible with the sophisticated integration of IoMT with
machine learning, big data, artificial intelligence (AI), and other technologies. As healthcare systems
are becoming more accessible and advanced, security and privacy have become pivotal for the
smooth integration and functioning of various systems in H-CPSs. In this work, we present a novel
approach that integrates PUF with IOTA Tangle and blockchain and works by storing the PUF
keys of a patient’s Body Area Network (BAN) inside blockchain to access, store, and share globally.
Each patient has a network of smart wearables and a gateway to obtain the physiological sensor
data securely. To facilitate communication among various stakeholders in healthcare systems, IOTA
Tangle’s Masked Authentication Messaging (MAM) communication protocol has been used, which
securely enables patients to communicate, share, and store data on Tangle. The MAM channel works
in the restricted mode in the proposed architecture, which can be accessed using the patient’s gateway
PUF key. Furthermore, the successful verification of PUF enables patients to securely send and
share physiological sensor data from various wearable and implantable medical devices embedded
with PUF. Finally, healthcare system entities like physicians, hospital admin networks, and remote
monitoring systems can securely establish communication with patients using MAM and retrieve
the patient’s BAN PUF keys from the blockchain securely. Our experimental analysis shows that the
proposed approach successfully integrates three security primitives, PUF, blockchain, and Tangle,
providing decentralized access control and security in H-CPS with minimal energy requirements,
data storage, and response time.

Keywords: smart healthcare; healthcare cyber±physical systems (H-CPS); physical unclonable
function (PUF); hardware-assisted security (HAS); masked authentication messaging (MAM); security-
by-design (SbD); blockchain; Tangle

1. Introduction

The application of IoMT has made healthcare systems more advanced by integrating
various technologies like machine learning (ML), big data, and blockchain [1,2]. Smart
e-health service applications are becoming more adaptable through the integration of
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Table 1. Comparison of PUFchain variants.

Research Work Features Security Approach

PUFchain [19]

The PUF-generated keys are securely
stored inside the blockchain for securely
binding the identity of each device inside

the blockchain. The PUF keys stored
inside the blockchain can be retrieved

securely for advanced applications
requiring security for IoT devices.

Proof-of-PUF-Enabled-Authentication
(PoP)±PUF based blockchain.

PUFchain 2.0 [11]

In PUFchain 2.0, for security and privacy
in IoMT, a novel PUF-based blockchain

solution for IoMT device and data
security that has a two-level

authentication mechanism is proposed.
This approach has MAC address-based

verification as an initial stage followed by
the PUF key verification stage.

PUF-based blockchain with MAC
address verification

PUFchain 3.0 [20]

For security and privacy in smart
healthcare, all IoMT devices and their

data are secured through a PUF-assisted
distributed ledger. This approach has

PUF, blockchain, and Tangle for
simultaneous device and data security

in H-CPS.

PUF-based distributed ledger using
MAM and smart contracts

3. Related Works

In this section, we have presented a brief review of related research on various dis-
tributed ledger technology-based cybersecurity solutions in smart healthcare. A compara-
tive analysis of the proposed work PUFchain 3.0 with state-of-the-art research is given in
Table 2.

Integration of hardware-assisted distributed ledger for SbD of CPS has gained promi-
nence for addressing security gaps in various CPS, which include Healthcare CPS, Agricul-
ture CPS, and Transportation CPS. The authors in [21] presented a scalable blockchain inte-
grated distributed ledger solution for IoT applications. Their architecture has a blockchain
running in the backend and a Tangle in the frontend. This approach claims to speed up
the data processing from IoT devices by securely integrating with Tangle, which then
offloads the data storage to blockchain in the cloud. In [22], the authors proposed an IC
supply chain management system using PUF-based blockchain. Their work proposes
a PUF-based chip-tracking system that uses blockchain to securely record and trace the
ownership of a chip. A consensus mechanism for IoT applications is proposed in [23]. Their
work presented a consensus mechanism titled ªPoQDBº, which integrates blockchain with
the CoBweb ledger to facilitate IoT data storage. The proposed work PUFchain 3.0 is an
extension of the initially presented PUFchain [19], which is a novel integration of PUF and
blockchain using a Proof-of-PUF-Enabled-Authentication (PoP) consensus mechanism for
IoT security.

SbD of H-CPS is a focus area for many researchers since privacy and security issues
have direct implications on the patient’s life. A smart, remote patient-monitoring system
using IOTA is presented in [24]. The research proposed and validated an IOTA MAM-
based approach for patient data access control and security. Using IPFS and MAM, their
research validated an approach for patients’ IoT device control and access using a secure
web interface. A blockchain-assisted solution for IoMT device security and access control
is proposed in [25]. The motivation of their work is to provide security between different
entities in healthcare systems. The blockchain-assisted IoMT key exchange mechanism is
presented in [26]. Their work aims to address the single-point failure problem in processing
data securely from IoMT devices. They presented a private consortium blockchain to
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validate the work and proposed a scheme for securely establishing communication between
authenticated IoMT devices. However, their work uses cryptography to secure the keys of
IoMT devices, which can be vulnerable to ML attacks. The authors in [9] proposed a secure
IoMT data sharing scheme using IOTA MAM. Different modes of MAM were used to
publish data onto Tangle, which included sensor and patient data. A PUF-based approach
for the security of low-cost IoT devices in healthcare is proposed in [27], which presents a
microcontroller based PUF that has 99% accuracy. The authors in [28] designed a blockchain-
enabled IoMT device authentication architecture that presents an approach for encrypted
communication and certificate-based identity attestation in IoMT. The detection of IoMT
device malfunctioning and behavior is another efficient approach for device security. The
authors in [29] presented a privacy-preserving IoMT device behavior detection using
blockchain. In the paper, they validated this approach for insulin pumps to monitor
patient’s glucose levels.

For sustainable device and data security in smart healthcare, we proposed a PUF-based
blockchain solution named PUFchain 2.0 [11]. In this work, we validated and presented a
PUF-based blockchain consensus mechanism for simultaneous device and data security.
We observed the potential of hardware-assisted distributed ledgers for security in smart
healthcare. The proposed PUFchain 3.0 work extends the potential of the PUF-based
distributed ledger in smart healthcare by facilitating decentralized security and access
control to IoMT devices and their data in H-CPS. In comparison with the related research,
our work presents an architecture to address both device and data security with minimal
latency and better scalability, thereby facilitating secure access control and security in
smart healthcare.

Table 2. Comparative analysis with state-of-the-art research.

Research Works Application Security Primitive Platform Mechanism

Hellani et al., 2021 [21] IoT (Data) Blockchain and Tangle Edge±Cloud Smart Contracts

Mohanty et al.,
2019 [19] IoT (Device and Data) PUF, blockchain Edge Proof-of-PUF-Enabled-

Authentication

Al-Joboury et al.,
2021 [23] IoT (Data) Blockchain and

Cobweb Cloud IoT M2M Messaging
(MQTT)

Wang et al., 2022 [30] IoMT (Device) Blockchain Edge Smart Contracts

Chaudhary et al.,
2021 [22]

Hardware Supply
Chain PUF, blockchain Edge±Cloud Smart Contracts

Venkata et al., 2022 [11] IoMT (Device) PUF, blockchain Edge
Media Access Control
(MAC) and PUF-based

Authentication

Satra et al., 2023 [14] IoMT (Device) PUF Edge Machine Learning

Fotopoulos et al.,
2020 [28] IoMT (Device) Blockchain - Self- Sovereign Identity

(SSI)

Zheng et al., 2023 [9] IoMT (Data) IOTA Tangle and
blockchain Edge MAM

Proposed PUFchain
3.0 [20]

IoMT (Device and
Data) PUF, Tangle, blockchain Edge±Cloud

Masked Authentication
Messaging, smart

contracts

4. Role of Physical Unclonable Functions as SbD Primitive

4.1. Security-by-Design

SbD, or Privacy-by-Design (PbD), is a system development paradigm for smart elec-
tronics that emphasizes the security of an electronic system at the development stage,
considering the intrinsic properties at the design, manufacturing, testing, and implemen-
tation. The principles and objectives of SbD as explained in Figure 6 mainly envision to
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5. IOTA Tangle: A DAG Blockchain

IOTA Tangle is a DAG-based blockchain that has a Tangle structure. It is a distributed
ledger from IOTA and one of the most suitable DLT-based solutions in IoT applications due
to its miner and feeless functionality. All the transactions in Tangle are part of the directed
acyclic graph (DAG) structure. The major advantage of this structure is that it increases the
transaction validation rate exponentially when compared with the traditional blockchain
structure that has all the transactions aligned sequentially [24]. Every new transaction
on Tangle from a node validates the unconfirmed transactions called ªTipsº to become
part of the structure. Every incoming transaction validates tips using Proof-of-Work, and
therefore increasing the number of incoming transactions substantially increases the rate of
validated transactions. Tips are selected using the ‘Markov Chain Monte Carlo (MCMC)’
random walk algorithm which traverses the DAG and determines the transactions to be
validated [35,36]. Proof-of-Work (PoW) validates a transaction by calculating the nonce
and solving cryptographic puzzles. Once the tips are validated by an incoming transaction,
then these transactions become confirmed in Tangle. PoW in Tangle is computationally
resource efficient in comparison with blockchain’s PoW consensus mechanism [37].

Each transaction node in Tangle has a cumulative weight, which is calculated by
adding its initial weight, and the cumulative weight of all the transactions directly or
indirectly approve it [38,39]. In this DLT, a coordinator is responsible for overall transaction
validation and approval. At present, the IOTA foundation is the coordinator that releases
the milestones defining transaction validation rules. Simply, a coordinator is responsible
for the overall functioning of the transaction validation approval process in Tangle [40].
A milestone is a stage where confirmed transactions become irreversible and final on
Tangle [41].

IOTA MAM is a secure messaging protocol that operates on the IOTA main network
for sending and receiving the encrypted information in Tangle through a channel by signing
the message using the Merkle Hash Tree (MHT) signature algorithm. The message can
be accessed by the receiver using the channel’s address, and whenever a new message
of any length and size is uploaded on Tangle, a channel is created, and the receivers can
immediately access the data using the root of the MHT. MAM operates in three different
communication modes: public, private, and restricted [24].

Each channel mode has a distinct functionality and security level based on the applica-
tion. Each transaction on the MAM channel has a reference to the next transaction address,
which links all the transactions on that channel. However, each MAM mode has a different
way of working to access the new transaction address as illustrated below: [42±44]. MAM
works mainly in three modes: public, private, and restricted. The working flow of MAM in
public, private, and restricted modes is illustrated in Figure 8.

Public mode: In the public channel mode, the Merkle tree root is used as the MAM
transaction address. A MAM channel with an address is generated to secure the information
exchange. The address of the channel will be the root of the Merkle tree. The subsequent
transaction must be submitted to the MAM channel using this fetched root, and anyone
with the channel ID or address can access the channel and receive the messages.

Private mode: In the private mode, the address of a MAM transaction is obtained by
hashing the root of the Merkle root. For applications requiring privacy and confidentiality,
as in the case of health record management, the private mode is suitable and efficient since
only the subscribers with the root can decrypt the messages.

Restricted mode: The restricted mode of MAM works by using a channel authorization
key or side key along with the Merkle root. In this channel mode, along with the root, the side
key is also hashed to obtain the transaction address on the channel. This mode provides
the highest level of security for the transactions on MAM since only subscribers with an
authorization key can access the transactions on the channel.
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7. PUFchain 3.0: Proposed Security-by-Design (SbD) approach for Smart Healthcare

In this section, we briefly illustrate the architectural overview of the proposed SbD
approach and its working in different phases in Section 7.1. The notations used for each of
the components and their associated operations are given in Table 3.

Table 3. Notations.

Notation Description

PMID Pseudo identity of IoMT device
PID PUF module at device
Ci Challenge to IoMT device PUF
Ck Challenge to gateway’s PUF
Ri Response to Ci

IoMTi Patient’s hub
PMED Pseudo identity of patient gateway
PED PUF module at gateway
PUFn PUF modules of all IoMT devices in patient’s hub
Cn Random challenges inputs
Rn Response
Ci Challenge input to IoMT device IoMTi in hub
Ri Extracted response from PUFI of IoMTi in the hub
Rp Response output from patient’s gateway PUF module PED

CXOR XORed output of Ri and Rp

rXOR Response output OF XORed input
rOUT Final key from PUF module PED

⊕ XOR
AK Side key
RK Merkle root
H SHA-256 hash function
HD Hash value during registration
HA Hash value during authentication
AM Fetched new transaction root

7.1. Design and Analysis of Proposed Framework

The proposed work explores the scope of hardware-assisted distributed ledger and
blockchain for robust security in H-CPS. The proposed framework uses blockchain’s smart
contracts, IOTA MAM, and PUF primitives for the security of devices and data in smart
healthcare. In the proposed approach, the PUF-embedded smart sensors in the patient’s
health network or BAN could securely connect to the patient’s gateway that is further
connected to an edge for the secure verification of PUF keys of IoMT devices. Once the
verification is successful, the edge node initiates a MAM channel creation and uses the
patient’s gateway PUF key as the MAM channel side key for that hub. MAM is used to
securely transfer data and upload data on Tangle. Therefore, each patient’s physiological
sensor data could be shared globally among various stakeholders in the H-CPS through a
PUF-based integrity-checking scheme. Blockchain in the proposed framework works on
storing each patient’s PUF-generated device identities in a hub and can only be accessed by
authorized stakeholders globally. This approach reduces the exposure of PUF keys of IoMT
devices and reduces the need to store the PUF keys of all the devices inside a patient’s hub.
MAM can work on the patient’s gateway key to securely access and upload data from these
devices. Blockchain is operated by the stakeholders when a patient’s sensor hub must be
accessed and the devices’ integrity must be verified.

1. Patient’s sensors and gateway registration phase: Initially, all the smart wearable and
implantable medical devices are connected to a patient’s gateway. These devices are
connected to the gateway through various technologies like NFC, ZigBee, and BLE.
All these devices have a PUF-embedded key as their pseudo-identity. The gateway
also has a unique PUF-generated identity which acts as the address for this hub of
devices. When the edge gateway receives an initiation request from the patient’s
gateway, it securely verifies the gateway’s integrity by performing PUF key extraction
and validation. Once the validation is successful, the Tangle transaction validation
process starts. Initially, the edge gateway connects to a public IOTA node for securely
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interfacing with IOTA Tangle. The IOTA node then creates a MAM channel to upload
and share data. In the proposed approach, the MAM channel operates in the restricted
mode, which requires an authorization key for uploading and receiving data onto
Tangle. The patient’s gateway transaction is securely uploaded onto the channel.
Uploaded transactions could be shared among various stakeholders, who can only
access in the restricted mode. The procedural flow of transaction initiation, PUF key
validation, and its metric evaluation process are illustrated in Figure 10. Only after
verifying the PUF reliability, uniqueness, and randomness are the PUF module keys
assigned as pseudo identities to devices.

Patient Hub Patient Gateway Edge Gateway Tangle BlockchainPUF Modules

Extract PUF Key 

Send Physiological sensor 

    data with PUF key

Extract PUF Key  

Upload Patient’s Gateway PUF Key 

           in Tangle using MAM

Send XORed output as a challenge 

to the PUF module at Patient Hub

Extract the PUF Key with   

     XORed Challenge

Send the resultant PUF response 

         as input to Gateway

Upload Patient’s Hub PUF keys in   

              Blockchain

Extract the Final PUF Key Send the Final Authorization Key

Figure 10. Procedural flow of PUFchain 3.0.

The microcontroller connected to the client broadcasts the PUF keys to the edge server
(ES). Algorithms 1 and 2 illustrate the working flow of the device registration phase in
PUFchain 3.0.

2. Patient’s gateway access and control phase In MAM, while validating a transaction,
a new root address is generated, which is the subsequent transaction’s hash. This
is shared only with the intended recipient to successfully upload a new transaction.
Using the side key, the new transaction’s root is obtained by hashing the existing
transaction’s root with the side key [10,43,46]. Once the gateway’s key is verified,
its details are shared on the MAM channel by creating a transaction. The recipient
can be either a server at a hospital, physician, or any other healthcare provider who
can access the channel to receive it only after their PUF pseudo-identity verification.
Figure 11 and Algorithm 3 outline the validation and verification details. Now each
administrative server at any hospital network around the world looking to access the
patient’s sensitive physiological data and access the IoMT devices on patients can
securely connect to the patient’s gateway hub from Tangle. A global blockchain in
the cloud having all the patient’s hub PUF keys can be accessed by the corresponding
hospital network or healthcare provider to obtain the individual device’s PUF key in
a patient’s BAN as explained in Figure 12. The pseudo-PUF identities and challenges
of all the devices are stored inside a blockchain and can be shared globally.
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Algorithm 1: Enrolling a patient’s Body Area Network devices.

1 Each IoMT device in the patient’s Body Area Network (BAN) has an embedded
PUF module

// IoMT Device → PUF PID

2 Each PUF module is tested with random Challenge±Response Pairs (CRPs)
// Cn→ PUFID → Rn

3 Perform PUF key extraction for an IoMT device PID

// PUFID→F (Ci)=Ri
4 Evaluate Figures-of-Merit (FoMs) of PUF module
5 Calculate Diffuseness, Uniqueness, Uniformity, and Reliability
6 if FoM of PID are standard then

7 Assign Ri of PID as pseudo identity of IoMT device PID

// Ri→PID

// Diffuseness is 50%, Reliability is 100%, Uniformity is 50%,

and Uniqueness is 50%

8 The patient’s BAN, consisting of several IoMT devices IoMTn, connects to a
gateway that securely stores the PUF keys of BAN in a secure database .

// PMID→Patient Gateway (PG)

9 The patient’s gateway extracts a new PUF key from a PUF module
// PED→f (Ci)=PMED

10 Broadcast registration request to edge gateway
// PMED→EG

Algorithm 2: Patient’s gateway pseudo identity verification phase.

1 Edge gateway (EG) receives pseudo identity of PG
// Selects a challenge input from CIN dataset

// CIN→CIN2
// PED→EG

2 EG Performs XOR Operation of PMID and PMED

// PXOR→PMID⊕PMED

3 ES sends XOR ed output as challenge input to IoMT Device
// EG→CXOR→PUFID

4 IoMT gives corresponding XOR ed value as challenge input to its associated PUF
module

// PUFID→CXOR→rXOR

5 IoMT sends PUF key as input to EG.
// rXOR→ EG

6 Edge performs PUF key verification for the obtained inputs
// rXOR→PED→ rOUT

7 if rOUT is reliable then

8 Assign rOUT of PED as MAM channel authorization keys
9 Evaluate metrics for all the devices in patient’s hub IoMTi // Diffuseness

is 50%, Reliability is 100%, Uniformity is 50%, and

Uniqueness is 50%
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Algorithm 3: MAM channel and blockchain validation phase.

1 EG initiates MAM channel
2 Assign authorization key
// MAM Channel→AK

// MAM Mode →Restricted(2), Public(0) ,private(1)

3 Choose Restricted Mode (2)
4 Upload Pseudo Identity of patient’s hub and patient’s gateway. // PMID →

Streams v0 (Channel)

5 Choose patient’s gateway key as the channel side key
// PMED→AK

6 Fetch Next root
// MAM Channel →New Root(NR)

7 Perform hash on side key and root
// AM →H(AK,RK)

8 Broadcast new fetched root and new side key AM

// śśśśśśśśEG initiates blockchain transactionśśśśśśś

9 EG initiates a smart contract with different roles: doctor, patient
10 EG uploads the patient’s hub PUF data set

// śśśśśIoMTnśśśś-

// IoMTi1 →H(Ci1,Ri1)

// IoMTi2 →H(Ci2,Ri2)

// IoMTi3 →H(Ci3,Ri3)

// |

// |

// IoMTin →H(Cin,Rin)

11 Deploy smart contract
12 Obtain mined and validated block
13 Broadcast validated block globally to various stakeholders

Receive Data from 

          Patient Gateway

Extracting the Final Authorization Key 

   from the Patient’s Gateway

Compare Hash  

        Values?

Yes

Create new 
Authorization  

Key(AK)

Create MAM Channel  

        Transaction

Fetch New Root NR

 NR=Hash(Root, Authorization Key)

No

Discard  

 Transaction

Compute the hash of 

the Authorization key           

Generate Seed, Address, Root, and Next Root

MAM Mode Selection

Restricted

Upload Transaction on Tangle

Figure 11. Procedural flow of MAM channel creation and transaction initiation.
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Figure 12. Blockchain-based access control.

The patient’s gateway key is verified by the edge gateway, which then initiates a new
transaction on the IOTA MAM channel. After uploading the transaction, it is shared on the
channel, and the intended receiver can access the data in restricted mode. The working and
procedural flow of the uploading transaction on MAM channel creation and its validation
inside a node in the proposed PUFchain 3.0 is presented in Figure 13.

Step 1: The IoMT device’s integrity is verified by performing PUF key extraction from a
set of challenges on the device’s PUFs.

Step 2: The challenge inputs (Ci, Ck) are tested on the PUF modules at both the gateway’s
and device’s PUF modules in the hub.

Step 3: The obtained keys are evaluated by checking the reliability, randomness, Hamming
distance, and other metrics.

Step 4: XOR operation is performed on the obtained PUF keys (PMID, PMED). The XOR
output CXOR is sent as a challenge input to PUF at IoMT.

Step 5: The obtained rXOR key is again tested as input to the PUF module at the gateway.
Step 6: Finally, the obtained key from the gateway is hashed and compared during the

verification process by following all the above steps. The obtained final key rOUT

is hashed. The obtained hash value HA is compared with the initially obtained
hash HD during registration.

Step 7: Once the device authentication is considered successful by the edge gateway, it
then creates a MAM channel to upload the transaction, fetch the address, and
broadcast it to the authenticated client to upload its data.

Step 8: The working mode of MAM is chosen as the restricted mode (2). An authorization
or side key AK is defined to access the channel in restricted mode.

Step 9: The authorization key AK for the MAM channel in the proposed security protocol
is the patient’s gateway pseudo identity rOUT , which is required to store, share,
and access data on IOTA Tangle.

Step 10: Once the new root is fetched, an access link is obtained and broadcasted to all the
working nodes in H-CPS to access the transaction data from Tangle.

Step 11: Finally, the root of the transaction RK and AK of the MAM channel are hashed to
fetch the address (AM) of the new transaction. The new side key is rOUT of the
patient’s BAN gateway.

Step 12: The subsequent transaction address (AM) is used for data transfer from all the
other stakeholders to the intended recipient on the MAM channel, thereby creating
a secure communication channel for the patient±doctor interface in H-CPS.
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vary subject to network traffic. Also, in this work, the PUF keys of IoMT inside BAN are
not shared on the MAM channel but are securely stored in the blockchain, which can be
accessed by authorized entities through smart contracts, thereby reducing the exposure
of smart health devices’ unique PUF-generated identities. Furthermore, the Arbiter and
XOR PUF modules have shown better randomness and reliability in this work as compared
to the hybrid oscillator arbiter PUF in [19]. Achieving approximately 100% reliability
substantiates the potential of PUF-based security for IoMT devices.

Table 8. Security analysis of PUFchain 3.0 in comparison with related works.

Research Works System
Security

Primitives
Hardware
Assisted

Scalable
Hardware
Efficient

Computationally
Efficient

Wang et al.,
2022 [30]

PUF and Fuzzy
extractor-enabled

blockchain
3 Yes Yes No Yes

Chaudhary et al.,
2021 [22]

PUF-based Smart
Contracts 2 Yes Yes No Yes

Satra et al.,
2023 [14] ML-assisted PUF 1 Yes No Yes -

Al-Joboury et al.,
2021 [23] DAG Blockchain 2 No Yes - No

Fotopoulos et al.,
2020 [28]

Blockchain-
assisted SSI 1 No Yes - No

Zheng et al.,
2023 [9] IOTA MAM 1 No Yes - Yes

PUFchain 3.0 [20]
Blockchain-

enabled PUF for
Tangle’s MAM

3 Yes Yes Yes Yes

9.2. Limitations and Challenges

Using public IOTA nodes for validation, publishing, and fetching data on Tangle could
delay and increase transaction validation and publishing times. Using smart contract-based
validation can increase energy consumption and require computational resources. Other
challenges also exist with the integration of PUF, Tangle, and blockchain, such as latency in
transaction validation, network security issues, and blockchain smart contract validation
cost or gas fees. Even though our approach works on the Ganache test net blockchain,
the actual deployment on the main net could incur gas costs. For the deployment of
transactions on Tangle, MAM has been updated to a new protocol called IOTA streams [50]
which is still under the development stage. Furthermore, integrating PUF for hardware
security is a challenging process, as the reliability of PUF can be impacted due to the
aging of the device and its response to environmental factors. Also, various trade-offs
involved in the performance of PUF-embedded devices must be considered such as energy
consumption, area, and speed while deploying PUF on smart health devices.

9.3. Conclusions and Future Research Directions

Hardware-assisted security solutions using blockchain and distributed ledger have
great potential for cybersecurity in smart healthcare. The privacy and integrity of patients’
sensitive medical data are pivotal in the rapidly evolving remote healthcare monitoring
systems facilitated through IoMT devices. Integrating a decentralized hardware±software
SbD approach which emphasizes integrating security based on the design of an electronic
system in H-CPS is the motivation for this work. The proposed work successfully integrates
PUF, blockchain, and IOTA Tangle as a scalable decentralized security primitive that
provides sustainable and simultaneous security in H-CPS. The proposed architecture aims
to leverage the scope of blockchain technology to store the patient’s BAN PUF keys to
avoid the possibility of exposure and adversarial access to these keys. Using Tangle in this
work securely facilitates identity-driven access control and data sharing among various
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stakeholders in H-CPS for processing patients’ critical health data in real time. Furthermore,
PUF enhances and focuses on security at the end device in the BAN hub. The possible
integration of these three could further facilitate a secure interface between doctor and
patient in advanced remote healthcare monitoring systems like telemedicine and e-health.

This work could be extended for sustainable security in autonomous vehicles by em-
bedding PUF inside electronic control units, and it has a blockchain-supported functionality
for data security as well. The proposed PUFchain 3.0 could be extended further to other
areas of IoT-based applications, particularly in the areas of supply chain management and
product tracking in electronics. This includes attaching a PUF-generated cryptographic
identity to each product in the supply chain and tracking its movement securely using
blockchain. The integration of these primitives for IC supply chain management and
Industry 4.0 can also be a direction for future research.
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