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Abstract
In cross-silo federated learning (FL), companies or 

organizations collectively train a shared model while 
keeping the raw data local. The success of cross-silo 
FL relies on client cooperation, effective communica-
tion, and sufficient resource contributions for model 
training. However, several unique challenges make 
client collaboration in cross-silo FL difficult. First, 
as the global model is a public good, clients may 
choose to free ride on the process instead of active-
ly contributing to the training process. Second, mar-
ket competition among clients also discourages their 
collaboration in training, as clients may not want 
their business competitors to obtain a high-quality 
model. Third, repeated interactions among clients 
may further decentivize collaboration, as one can 
free ride on others’ long-term active contributions. 
This article focuses on designing effective econom-
ic mechanisms to address the above challenges. 
Specifically, we propose an incentive mechanism 
to address the public good issue, a revenue-sharing 
mechanism to mitigate business competition, and 
a cooperative strategy to enable clients’ long-term 
collaboration. Our results provide insights into better 
design of collaboration mechanism and communi-
cation in practical cross-silo applications. We further 
discuss some future directions and open issues that 
merit research efforts from the community.

Introduction
Federated learning (FL) is a distributed and priva-
cy-preserving machine learning approach, where 
a group of clients (e.g., learning agents) collabo-
ratively train a shared model without exchanging 
private raw data. Clients perform model training 
using their private data and only need to exchange 
model updates in the form of gradients or param-
eters. This exchange relies heavily on digital com-
munications, where the efficiency and reliability 
of data transmission directly impact the speed and 
accuracy of the learning process. The clients may 
further apply techniques, such as differential pri-
vacy and homomorphic encryption to the shared 
model updates to enhance privacy protection. 
According to the participating clients and training 
scale, one can categorize FL into two main types: 
cross-device FL and cross-silo FL.

Cross-Device FL: The participating clients are 
usually edge devices such as smartphones and 
wearables. Each client is typically constrained by 
limited computation and communication resourc-
es. This limitation not only restricts their ability to 
participate in multiple FL rounds but also poses 
challenges in efficient transmission of model 
updates. Furthermore, a client typically possesses 
a relatively limited quantity of local data. There-
fore, to achieve success in cross-device FL, sub-
stantial participation of edge devices is required, 
which can range up to millions. The model owner 
in cross-device FL is the coordinating central serv-
er (such as Google). 

Cross-Silo FL: The clients are canonically 
companies or organizations (e.g., data centers, 
hospitals, and banks) who own the global model 
themselves. Clients usually have sufficient com-
putation powers and reliable connections (e.g., 
high-speed wired networks) and are anticipated 
to engage in the entire training process [1]. The 
number of clients is small (e.g., ranging from two 
to around a hundred), and each can have a rela-
tively large amount of local data.

Prior related studies focus on cross-device FL, 
and interested readers can find an insightful survey 
in [2]. This article focuses on the relatively under-ex-
plored cross-silo FL. There are numerous examples 
of cross-silo FL in the industry [3]. In the financial 
sector, SwissRe and WeBank engage in joint FL data 
analysis to offer personalized reinsurance services. 
In the healthcare domain, Owkin partners with 
pharmaceutical institutions to develop graph neural 
network models for drug discovery. In the transpor-
tation industry, organizations possessing traffic data 
collectively train a model to forecast road traffic. 
These collaborations require secure and efficient 
exchange of model data over their networks to 
ensure data privacy. This necessitates a communi-
cation framework that can support reliable trans-
mission of large and complex model updates, often 
across different geographic locations.

To obtain a good model in cross-silo FL, clients 
need to provide sufficient resources (e.g., com-
putation capabilities and local data) for model 
training. This calls for effective mechanisms to 
incentivize client contribution and collaboration. 
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Enhanced collaboration also has a potential to 
mitigate the communication bottleneck in cross-si-
lo FL by fostering synchronized learning and 
efficient model exchanges, leading to faster con-
vergence and smaller communication overheads. 
However, several unique challenges in cross-silo 
settings make client collaboration difficult.

Public Good Provision: Since the global model 
is owned and shared by all the clients, it is a pub-
lic good that one can free-ride on. That is, some 
clients may contribute little to model training but 
enjoy the high-quality global model trained by the 
other clients. 	It is challenging to address the free 
rider issue and incentivize clients’ contributions to 
cross-silo FL due to the public good feature. Note 
that while free-riding can also occur in cross-device 
FL, its impact is less significant than in cross-silo set-
tings, as edge devices do not own the global model 
and usually only participate in a few FL rounds. 

Business Competition: Cross-silo clients may 
be business competitors (e.g., banks who com-
pete for the same pool of customers), 	which may 
increase the incentives of free riding. That is, cli-
ents may have concerns that contributing to FL 
could benefit their business competitors. It is chal-
lenging to promote clients’ FL collaboration when 
business competition is present.

Long-Term Collaboration: Cross-silo cli-
ents typically engage in multiple FL processes 
to dynamically adjust the global model to the 
time-varying datasets. While this brings an oppor-
tunity for long-term collaboration, it also leads to 
a possibility where clients may free ride on oth-
ers’ long-term active contributions [4]. Further-
more, how cross-silo clients would behave during 
repeated interactions has not been sufficiently 
modeled and understood, making a sustainable 
long-term collaboration challenging.

In this article, we propose to model and ana-
lyze the above key challenges in cross-silo FL 
through a game-theoretical perspective. Our main 
contributions are as follows:
•	 We point out the public good feature of the 

global model and present an incentive mecha-
nism to address the associated free rider issue. 
We show that our mechanism incentivizes cli-
ents’ contributions to FL model training.

•	 We point out potential business competi-
tion among cross-silo clients and present a 
revenue-sharing mechanism to promote col-
laboration. We show that our mechanism 
alleviates business competition, promotes 
client collaboration, and improves the global 
model accuracy.

•	 We point out the opportunity for long-term 
collaboration and present a cooperative 
strategy to this end. We show that our pro-
posed strategy induces clients to contribute 
sufficient training resources in the long run.

•	  We further identify future research direc-
tions for client collaboration in cross-silo FL.

While prior work in [1] provided an overview 
cross-silo FL, their focus is on identifying the key 
challenges in cross-silo FL and the differences to 
cross-device FL. This article, however, focuses on 
the challenges related to collaboration in cross-si-
lo FL and the corresponding potential solutions.

The remainder of this article is organized as 
follows: We discuss the key challenges and pro-
pose mechanisms to address the public good 

issue, mitigate business competition, and enable 
long-term collaboration in the next sections. Fol-
lowing that, we discuss future research opportu-
nities and conclude. The codes are available at 
https://codeocean.com/capsule/4662633/tree.

Public Good Provision

Global Model as a Public Good
In cross-silo FL, organizations contribute vari-
ous types of resources (e.g., processing capaci-
ty and local data) to cooperatively train a global 
model (e.g., deep neural networks). After train-
ing, each organization can obtain a copy of the 
trained global model and exploit it for its rev-
enue improvement. Unlike conventional types 
of goods, the trained global model involved in 
cross-silo FL can be viewed as a public good and 
has two distinctive features below:
•	 Non-rivalrous: Any organization can “con-

sume” (i.e., have a copy of and exploit) the 
neural network without affecting the con-
sumption of other organizations.

•	 Non-excludable: No organization can forbid 
other organizations who have participated 
in the training process from obtaining and 
exploiting the trained neural network.

Due to the non-rivalrous and non-excludable fea-
tures, free rider issues may occur. That is, an orga-
nization may contribute few resources but enjoy 
the high-accuracy neural network resulting from 
the significant contributions of other organizations.

An Incentive Mechanism for Public Good Provision
To address the free-rider issue due to the public 
good feature, we proposed an incentive mech-
anism in [5]. The main idea is to specify clients’ 
training contributions based on their valuation 
of the global model performance. Based on the 
design, high-valuation clients are more willing to 
contribute and pay to incentivize low-valuation 
clients’ participation. The mechanism overcomes 
the challenge due to the public goods features 
and can achieve three desired economical prop-
erties at Nash equilibrium:
•	 Individual rationality: Each organization can 

receive a non-negative payoff.
•	 Budget balance: No third-party investment is 

needed for maintaining collaboration among 
organizations.

•	 Social efficiency: The sum of all organizations’ 
payoffs is maximized.

Note that it has been proven that there does not 
exist any public goods mechanism that can simul-
taneously achieve the above three properties and 
incentive compatibility (i.e., organizations truthful-
ly report their valuations) [6]. Despite this, with 
our proposed mechanism, it can be proven that 
organizations truthfully report their marginal valu-
ations in an indirect fashion.

Figure 1 illustrates our proposed mechanism, 
which operates in an auction-like fashion and exe-
cutes in four steps below.

Step 1: Each organization first submits a mes-
sage profile (gn, pn) to the central server. Here, 
gn is the number of training rounds that organi-
zation n expects to have. A positive (or negative) 
value of pn indicates the unit monetary transfer 
per training round that organization n expects to 
receive from (or pay for) other organizations.

In cross-silo FL, organizations 
contribute various types of 
resources (e.g., processing 
capacity and local data) to 
cooperatively train a global 

model (e.g., deep neural 
networks). After training, 

each organization can obtain 
a copy of the trained global 
model and exploit it for its 

revenue improvement.
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St e p 2:  U p o n r e c ei vi n g t h e m e s s a g e pr o fil e s, 
t h e c e ntr al s er v er pr o c e s s e s t h e s u b mitt e d pr o-
fil e s. S p e cifi c all y, it d et er mi n e s t h e n u m b er of 
tr ai ni n g r o u n d s b y a v er a gi n g t h e s e v al u e s. T h e n 
t h e s er v er f urt h er c al c ul at es t h e m o n et ar y tr a nsf er 
t o e a c h or g a ni z ati o n.

St e p 3:  T h e c e ntr al s er v er r e pli e s t o t h e or g a-
ni z ati o n s o n t h e n u m b er of tr ai ni n g r o u n d s t h at 
or g a ni z ati o ns n e e d t o p erf or m as w ell as t h e m o n -
et ar y tr a nsf er.

St e p 4:  E a c h or g a ni z ati o n c o m p ut e s it s pr o-
c essi n g c a p a cit y us e d f or tr ai ni n g.

I m p ort a ntl y, i n St e p 2 , t h e m o n et ar y tr a n sf er 
t h at e a c h or g a ni z ati o n n e e d s t o r e c ei v e or p a y 
i s c h o s e n t o b e t h e diff er e n c e b et w e e n t h e u nit 
m o n et ar y tr a nsf ers s u b mitt e d b y t h e n e xt a n d s e c -
o n d n e xt or g a ni z ati o n s ( s e e hi g hli g ht e d p art i n 
Fi g. 1 f or a n e x a m pl e). T hi s m a k e s t h e or g a ni z a -
ti o ns at e q uili bri u m p a y a c c or di n g t o t h eir m ar gi n-
al b e n e fits, w hi c h l e a ds t o s o ci al e ffi ci e n c y.

results
W e f urt h er d e vi s e a di stri b ut e d al g orit h m i n [ 5] 
t h at e n a bl es t h e or g a ni z ati o ns t o gr a d u all y r e a c h 
t h e s y st e m e q uili bri u m wit h o ut k n o wi n g t h e pri-
v at e i nf or m ati o n of ot h er s. T hi s al g orit h m t a k e s 
s e v er al it er ati o ns. I n e a c h it er ati o n, e a c h or g a ni z a -
ti o n gr e e dil y o pti mi z es its o w n p a y o ff wit h r es p e ct 
t o t h e n u m b er of tr ai ni n g r o u n d s, gi v e n t h e ot h-
er s’ m e s s a g e pr ofil e s s u b mitt e d i n t h e pr e vi o u s 
it er ati o n. It u p d at es its s u b mitt e d m o n et ar y tr a ns-
f er t o m oti v at e it s “ n ei g h b ori n g ” or g a ni z ati o n s 
(i n t er m s of or g a ni z ati o n i n di c e s) t o r e d u c e t h e 
di ff er e n c es i n t h eir s u b mitt e d m o n et ar y tr a nsf er i n 
t h e n e xt it er ati o n.

Fi g ur e 2 s h o w s t h e p erf or m a n c e of o ur di s -
tri b ut e d  al g orit h m  wit h  M NI S T  d at a s et,  w hi c h 
c o n v er g e s t o t h e e q uili bri u m of o ur pr o p o s e d 
i n c e nti v e m e c h a ni s m. W e c o n si d er 1 0 or g a ni z a-
ti o ns, w h er e 8 0 p er c e nt of t h eir d at a s a m pl es ar e 
n o n-II D (i n d e p e n d e ntl y a n d i d e nti c all y di stri b ut -
e d). E a c h c ur v e c orr e s p o n d s t o a n or g a ni z ati o n, 
a n d a d ar k er c ol or i n di c at e s a hi g h er u nit utilit y 
of t h e or g a ni z ati o n f or h a vi n g a hi g h- a c c ur a c y 
gl o b al m o d el. I n Fi g. 2, o ur al g orit h m c o n v er g e s 
t o t h e e q uili bri u m ( w hi c h is s o ci all y o pti m al) aft er 
ar o u n d 1 5 0 it er ati o n s. M or e o v er, a p o siti v e ( or 

n e g ati v e) v al u e i n di c at es t h at t h e ass o ci at e d or g a -
ni z ati o n will r e c ei v e p a y m e nt ( or p a y). Wit h t h e 
pr o p o s e d m e c h a ni s m, d e s pit e t h e p u bli c g o o d s 
f e at ur e, a n or g a ni z ati o n wit h a hi g h er v al u ati o n 
(t o w ar d t h e gl o b al m o d el) n e e d s t o p a y m or e 
f or m oti v ati n g ot h er or g a ni z ati o ns t o c oll a b or at e, 
w h er e a s a n or g a ni z ati o n wit h a l o w er v al u ati o n 
will b e p ai d a hi g h er a m o u nt f or its p arti ci p ati o n.

dIscussIon
W e pr o vi d e d a g e n er al a p pr o a c h f or a d dr e s si n g 
t h e p u bli c g o o d i s s u e a m o n g or g a ni z ati o n s i n 
cr o s s- sil o F L. T h e pr o p o s e d i n c e nti v e m e c h a ni s m 
i s n ot o nl y a p pli c a bl e f or i n c e nti vi zi n g t h e or g a-
ni z ati o n s’ c o ntri b uti o n s of t h eir c o m p ut ati o n al 
r e s o ur c e s b ut al s o c a n b e e xt e n d e d t o d e al wit h 
ot h er r e s o ur c e s ( e. g., c o m m u ni c ati o n r e s o ur c e s, 
d at as ets). H o w e v er, t h er e ar e still m a n y i m p ort a nt 
c h all e n g e s t o b e a d dr e s s e d. F or e x a m pl e, si n c e 
or g a ni z ati o n s ar e b u si n e s s e ntiti e s, it i s cr u ci al t o 
i n v esti g at e t h eir p ot e nti al c o aliti o n b e h a vi ors. It is 
als o b e n e fi ci al t o e xt e n d t h e m e c h a nis m f or as y n -
c hr o n o us F L s c e n ari o i n or d er t o c h ar a ct eri z e t h e 
str a g gl er i s s u e a n d d y n a mi c p arti ci p ati o n b e h a v -
i ors of or g a ni z ati o ns. M or e o v er, it is i m p ort a nt t o 
d e v el o p e ffi ci e nt a n d tr a ns p ar e nt c o m m u ni c ati o n 
pr ot o c ols i n cr oss-sil o F L, as it c a n h el p tr a c k c o n -
tri b uti o n s a n d u s a g e, p ot e nti all y miti g ati n g t h e 
fr e e-ri d er pr o bl e m b y pr o vi di n g a cl e ar r e c or d of 
e a c h or g a ni z ati o n’ s p arti ci p ati o n a n d i m p a ct o n 
t h e m o d el tr ai ni n g pr o c ess.

busIness coMP etItIon

busIness coMP etItIon In cross-sIlo fl
B e si d e s t h e p u bli c g o o d i s s u e, t h e p o s si bl e b u si -
n e s s  c o m p etiti o n  m a k e s  t h e  c oll a b or ati o n  i n  
cr o s s- sil o F L e v e n m or e c h all e n gi n g. I n e s s e n c e, 
c o m p a ni e s  or  or g a ni z ati o n s  c o ul d  p ot e nti all y  
a ct a s b ot h c oll a b or at or s i n m o d el tr ai ni n g a n d 
c o m p etit ors i n t h e b usi n ess ar e n a. F or o n e t hi n g, 
c o m p a ni e s c oll a b or ati v el y tr ai n F L m o d el s, wit h 
e a c h g ai ni n g b e n efit s fr o m t h e i m pr o v e d m o d el 
p erf or m a n c e. F or a n ot h er, t h e s e c o m p a ni e s m a y 
al s o e n g a g e i n b u si n e s s c o m p etiti o n b y off eri n g 
m o d el-r el at e d s er vi c e s t o c u st o m er s, r e n d eri n g 
t h e c oll a b or ati o n m or e di ffi c ult. T o b e c o n cr et e, 
c o m p a ni e s  m a y  b e  u n willi n g  t o  u s e  e n o u g h  
d at a d uri n g t h e tr ai ni n g pr o c e s s. T h e r el u ct a n c e 
c o m e s fr o m t h e c o n c er n t h at c o ntri b uti n g m a n y 
d at a c o ul d l e a d t o t h e i m pr o v e m e nt of t h e gl o b al 
m o d el s h ar e d b y ot h er cli e nt s ( w h o ar e b u si n e s s 
ri v als), a n d h e n c e c a n u n d er mi n e t h e c o ntri b uti n g 
cli e nt’s o w n m ar k et c o m p etiti v e n ess.

revenue shArInG to MItIGAte busIness coMP etItIon
T o miti g at e b usi n ess c o m p etiti o n, w e pr o p os e d a 
r e v e n u e- s h ari n g m e c h a ni s m i n [ 7] t h at pr o m ot e s 
cli e nt c oll a b or ati o n. W e st art wit h a d u o p ol y c as e 
w h er e t h er e ar e t w o cli e nts, f or e x a m pl e, W e B a n k 
a n d S wiss R e. Fi g ur e 3 ill ustr at es h o w cli e nts i nt er -
a ct i n t er ms of F L tr ai ni n g c oll a b or ati o n, d u o p ol y 
b u si n e s s c o m p etiti o n, a n d r e v e n u e s h ari n g. T h e 
i nt er a cti o n c o nsists of fi v e st e ps el a b or at e d b el o w.

St e p 1:  T w o cli e nt s d e ci d e w h et h er t o p arti ci-
p at e i n F L, a n d if s o, h o w m u c h l o c al d at a t o us e 
f or m o d el tr ai ni n g. 

St e p 2:  If cli e nts d o n ot p arti ci p at e i n F L, e a c h 
u s e s it s d at a t o tr ai n a l o c al m o d el. If cli e nt s p ar -
ti ci p at e i n F L, e a c h cli e nt f urt h er fi n e-t u n e s t h e 

FIGURE 1. An illustration of our proposed incentive mechanis m with three 
organizations. The mechanis m achieves social efficiency while satisfy-
ing budget balance and individual rationality.
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In essence, co mpanies or 

organizations could poten-

tially act as both collabora-

tors in model training and 

co mpetitors in the business 

arena. For one thing, co mpa-

nies collaboratively train FL 

models, with each gaining 

benefits fro m the i mproved 

model perfor mance. For 

another, these co mpanies 

may also engage in business 

co mpetition by offering 

model-related services to 

custo mers, rendering the col-

laboration more difficult. 
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c o n v er g e d gl o b al m o d el ( e. g., r etr ai n all or p art 
of t h e m o d el p ar a m et ers) a n d o bt ai ns a fi n al l o c al 
m o d el. Fi n e-t u ni n g i s a wi d el y u s e d a n d e ff e cti v e 
s ol uti o n  t o  i m pr o v e  l o c al  m o d el  p erf or m a n c e 
w h e n cli e nts h a v e n o n-II D d at a. 

St e p 3: E a c h cli e nt utili z es its o w n fi n al m o d el 
t o pr o vi d e m o d el-r el at e d s er vi c e ( e. g., di s e a s e 
s cr e e ni n g b y h os pit als). T h e n, e a c h cli e nt d e ci d es 
t h e  u nit  pri c e  it  n e e d s  t o  c h ar g e  if  c u st o m er s 
d e ci d e t o p ur c h as e t h e s er vi c e. 

St e p 4:  Gi v e n t h e cli e nt s’ pr o vi d e d s er vi c e s 
a n d pri c e s, i n di vi d u al c u st o m er s i n t h e m ar k et 
d e ci d e w h et h er t o p ur c h a s e t h e s er vi c e. If s o, 
e a c h c ust o m er f urt h er d e ci d es fr o m w hi c h o n e of 
t h e t w o cli e nts t o p ur c h as e s er vi c e. 

St e p 5:  Cli e nts s h ar e r e v e n u es g e n er at e d fr o m 
s elli n g s er vi c es t o t h e c ust o m ers.
T h e r e v e n u e s h ari n g i n St e p 5  i s t h e k e y t o miti-
g ati n g b u si n e s s c o m p etiti o n a n d pr o m oti n g c ol -
l a b or ati o n, as it c a n b ett er ali g n cli e nts’ c o n fli cti n g 
o bj e cti v e s ari si n g fr o m b u si n e s s c o m p etiti o n. A 
k e y c h all e n g e i n St e p 5  is t o d esi g n a m e c h a nis m 
t h at a p pr o pri at el y r e all o c at es t h e r e v e n u es t o t h e 
c o m p eti n g cli e nts. T o t his e n d, w e pr o p os e a r e v e -
n u e-s h ari n g m e c h a nis m usi n g S h a pl e y- v al u e- b as e d 
c o ntri b uti o n e v al u ati o n. It c o nsists of t w o p h as es.

P h a s e 1:  T h e  cli e nt s ( or a tr u st e d t hir d p art y)  
esti m at e e a c h cli e nt’s a v er a g e m ar gi n al c o ntri b u -
ti o n t o t h e gl o b al m o d el a c c ur a c y b y r u n ni n g a 
s a n d b o x si m ul ati o n.

P h a s e 2:  Assi g n e a c h cli e nt a n i n d e x b as e d o n 
it s e sti m at e d c o ntri b uti o n t o t h e gl o b al m o d el, 
s p e cifi e d b y t h e S h a pl e y v al u e m et h o d. T h e n, 
e a c h cli e nt o bt ai n s a s h ar e ( pr o p orti o n al t o t h e 
i n d e x) of t h e t ot al r e v e n u e.

results
T o d e m o nstr at e t h e e ff e cti v e n ess of o ur pr o p os e d 
r e v e n u e- s h ari n g m e c h a ni s m, w e al s o st u d y t h e 
b e n c h m ar k c a s e w h er e t h er e i s n o r e v e n u e s h ar -
i n g (i. e., a si mil ar pr o c ess i n Fi g. 3 y et wit h St e p 5  
r e m o v e d). W e u s e t h e gl o b al m o d el a c c ur a c y t o 
q u a ntif y t h e e ff e cti v e n ess of o ur pr o p os e d m e c h -
a ni s m. T h e gl o b al m o d el a c c ur a c y h el p s i n di c at e 
h o w m u c h d at a cli e nts c o ntri b ut e t o F L tr ai ni n g.

I n o ur e x p eri m e nts, w e us e t h e CI F A R- 1 0 d at a-
s et a n d t h e t w o cli e nt s h a v e n o n-II D d at a. T h e 
c ust o m ers ar e m o d el e d as a c o nti n u u m a n d t h eir 
v al u ati o n t o w ar d t h e cli e nts’ s er vi c es ar e u nif or m -
l y di stri b ut e d. Fi g ur e 4 c o m p ar e s o ur pr o p o s e d 
r e v e n u e- s h ari n g m e c h a ni s m wit h t h e b e n c h m ar k 
c as e, w h er e t h e x - a xis r e pr es e nts cli e nts’ u nit c ost 
p er d at a s a m pl e us e d f or F L, a n d is ass u m e d t o b e 
t h e s a m e a m o n g t h e t w o cli e nts. W e first o bs er v e 
t h at t h e gl o b al m o d el a c c ur a c y d e cr e a s e s i n t h e 
u nit c ost. Cli e nts wit h a l ar g er c ost will c o ntri b ut e 
l e s s d at a t o F L, l e a di n g t o a w or s e gl o b al m o d el. 
S e c o n d, w e o b s er v e t h at c o m p ar e d t o t h e c a s e 
wit h o ut r e v e n u e s h ari n g, o ur pr o p o s e d m e c h a -
ni s m  si g nifi c a ntl y  i m pr o v e s  t h e  gl o b al  m o d el  
a c c ur a c y. Wit h o ut r e v e n u e s h ari n g, t h e cli e nt s 
p arti ci p at e i n fi er c e m ar k et c o m p etiti o n b y l o w er -
i n g t h eir pri c es t o attr a ct m or e c ust o m ers, l e a di n g 
t o a s m all er cli e nt pr o fit. T hi s i n t ur n s c o n stit ut e s 
a s m all er i n c e nti v e t o c o ntri b ut e d at a f or F L a n d 
h e n c e r es ults i n a w ors e gl o b al m o d el. Wit h pr o p -
er r e v e n u e s h ari n g, h o w e v er, cli e nt s ali g n t h eir 
o bj e cti v e s, a v oi d fi er c e pri c e c o m p etiti o n, a n d 
c oll a b or at e t o tr ai n F L m o d els. T his l e a ds t o a b et -
t er gl o b al m o d el.

dIscussIon
T h e st u d y of b u si n e s s c o m p etiti o n i n t h e c o n -
t e xt  of  cr o s s- sil o  F L  i s  still  i n  it s  i niti al  p h a s e s, 
wit h m a n y criti c al c h all e n g e s u n a d dr e s s e d. F or 
i n st a n c e, t h e st u d y of m or e i ntri c at e c u st o m er 
b e h a vi or s, f or e x a m pl e, m ulti- h o mi n g i n w hi c h a 
c ust o m er p ur c h as es s er vi c es fr o m m ulti pl e cli e nts, 

FIGURE 2. Convergence of the monetary transfer sub mitted by organiza-
tions in message profiles.
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FIGURE 3. An illustration of our revenue-sharing mechanis m to mitigate 
business co mpetition bet ween t wo clients. The revenue-sharing mech-
anis m better aligns clients’ objectives, incentivizes collaboration, and 
i mproves the global model accuracy.
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FIGURE 4. Equilibriu m results of the global model accuracy.
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i s i m p ort a nt a n d i nt er e sti n g. It i s al s o a pr o mi s-
i n g a v e n u e t o c o n si d er t h at cli e nt s pr o vi d e c o m-
pl e m e nt ar y (i n st e a d of s u b stit ut a bl e) s er vi c e s I n 
a d diti o n, o n e m a y e xt e n d t h e m e c h a ni s m t o a n 
oli g o p ol y s c e n ari o wit h m or e t h a n t w o c o m p eti n g 
cli e nt s. N ot e t h at t hi s c a n bri n g c o m m u ni c ati o n 
c h all e n g e s, w hi c h d e m a n d i m pr o v e d s ol uti o n s 
f or d at a s y n c hr o ni z ati o n a n d c o n fli ct r es ol uti o n i n 
m o d el tr ai ni n g a m o n g m ulti pl e cli e nts.

lonG-terM  collAborAtIon
lonG-terM  collAborAtIon In cross-sIlo fl

I n cr o s s- sil o F L, t h e tr ai ni n g pr o c e s s m a y r e q uir e 
cli e nt s’ a cti v e l o n g-t er m p arti ci p ati o n. F or e x a m -
pl e, t h e M E L L O D D Y pr oj e ct s er v es as a l o n g-t er m 
e n d e a v or c h ar a ct eri z e d b y c oll a b or ati o ns a m o n g 
t e n  or g a ni z ati o n s.  [ 8].  O n e  m oti v ati n g  f a ct or  
st e ms fr o m t h e t e m p or al v ari a bilit y of cli e nts’ l o c al 
d at a. F or i n st a n c e, h o s pit al s c o nti n u all y r e c ei v e 
n e w  p ati e nt s  a n d  u p d at e  tr e at m e nt  d at a.  T hi s 
d y n a mi c n at ur e of d at a n ot o nl y r e q uir e s cli e nt s 
t o e n g a g e i n m ulti pl e F L pr o c e s s e s b ut al s o pr e s-
e nts si g ni fi c a nt c o m m u ni c ati o n c h all e n g es. E ns ur -
i n g t h e c o nti n u o us, s e c ur e, a n d e ffi ci e nt e x c h a n g e 
of u p-t o- d at e m o d el u p d at e s a n d d at a i n si g ht s i s 
cr u ci al f or a d a pti n g t h e gl o b al m o d el t o r efl e ct 
t h e e v ol vi n g d at as ets. C o ns e q u e ntl y, cli e nts m ust 
m ai nt ai n r o b ust a n d r eli a bl e c o m m u ni c ati o n c h a n -
n el s t h at c a n h a n dl e t h e fr e q u e nt a n d p ot e nti all y 
l ar g e- s c al e d at a tr a n s mi s si o n s i n h er e nt i n t h e s e 
l o n g-t er m F L c oll a b or ati o ns.

H o w e v er, a s m e nti o n e d e arli er, cli e nt s m a y 
fr e e-ri d e o n t h e gl o b al m o d el. T his is d etri m e nt al, 
a s fr e e ri di n g w o ul d l e a d t o a b a d gl o b al m o d el, 
d e c e nti vi zi n g cli e nts t o f or m l o n g-t er m F L tr ai ni n g 
c oll a b or ati o n.

A rePeAted GA Me-theoretIcAl cooPerAtIve strAteGy
T o pr o m ot e cr o s s- sil o cli e nt s’ l o n g-t er m c oll a b o -
r ati o n, w e n e e d t o u n d erst a n d h o w cli e nts w o ul d 
b e h a v e w h e n t h e y ar e i n v ol v e d i n r e p e at e d i nt er a c -
ti o ns. T o t his e n d, w e m o d el t h e cli e nts’ l o n g-t er m 
i nt er a cti o n s a s a r e p e at e d g a m e c o n si sti n g of a n 
i n fi nit e n u m b er of st a g e g a m es, w h er e e a c h st a g e 
g a m e c orr es p o n ds t o o n e cr oss-sil o F L pr o c ess (s e e 
als o Fi g. 5). I n t h e f oll o wi n g, w e a n al y z e t h e st a g e 
g a m e, a n d t h e n pr o p os e a c o o p er ati v e str at e g y t o 
e n a bl e cli e nts’ c oll a b or ati o n i n t h e r e p e at e d g a m e.

I n t h e st a g e g a m e, e a c h cli e nt str at e gi c all y 
d e ci d e s t h e q u a ntit y of l o c al d at a f or F L tr ai ni n g 

t o o pti mi z e its i n di vi d u al p a y o ff. B y a n al y zi n g t h e 
e q uili bri u m of t his g a m e, w e s h o w t h at cli e nts c a n 
b e c at e g ori z e d i nt o u p t o t hr e e gr o u ps: fr e e ri d ers 
w h o c o ntri b ut e n o d at a, a p arti al c o ntri b ut or (if 
e xi st e nt) w h o c o ntri b ut e s a p orti o n of it s l o c al 
d at a, a n d f ull c o ntri b ut ors w h o c o ntri b ut e all l o c al 
d at a f or m o d el tr ai ni n g.

I n t h e r e p e at e d g a m e, w e a n al y z e t h e e q ui-
li bri u m a n d fi n d t h at t h er e c a n e xi st e q uili bri u m 
w h er e cli e nts c o ntri b ut e littl e t o t h e l o n g-t er m F L 
c oll a b or ati o n. W hil e o ur a p pr o a c h a b o v e m a y b e 
a s ol uti o n t o e a c h st a g e g a m e, it d o e s n ot t a k e 
i nt o  a c c o u nt  t h e  d y n a mi c  i nt er a cti o n s  a m o n g 
or g a ni z ati o n s i n t h e l o n g t er m. T o a d dr e s s t hi s 
iss u e, w e pr es e nt a c o o p er ati v e str at e g y i n [ 9] t o 
mi ni mi z e t h e n u m b er of fr e e ri d ers. T h e k e y i d e a 
i s t o e nf or c e p u ni s h m e nt w h e n e v er cli e nt s d e vi-
at e fr o m t h e c o o p er ati v e str at e g y. F or e x a m pl e, if 
s o m e cli e nt d o es n ot f oll o w t h e a gr e e d c o o p er a -
ti v e str at e g y, t h e ot h er cli e nts w o ul d pl a y p u nis h-
m e nt str at e gi es s o t h at t h e d e vi ati n g cli e nt w o ul d 
b e p u ni s h e d a n d w or s e o ff. W e s h o w t h at at t h e 
s u b g a m e p erf e ct N as h e q uili bri u m ( S P N E) of t h e 
r e p e at e d  g a m e,  s o m e  fr e e  ri d er s  i n  t h e  st a g e 
g a m e will b e c o n v ert e d t o eit h er f ull c o ntri b ut ors 
or p arti al c o ntri b ut ors (s e e Fi g. 5 f or a n e x a m pl e), 
d e m o n str ati n g t h e e ff e cti v e n e s s of o ur pr o p o s e d 
c o o p er ati v e str at e g y.

results
W e pr o p os e a distri b ut e d al g orit h m t h at c o n v er g -
es t o t h e S P N E of t h e r e p e at e d g a m e. T h e s er v er 
fir st c o m p ut e s t h e mi ni m u m n u m b er of fr e e ri d-
er s u n d er t h e s u b g a m e p erf e ct N a s h e q uili bri u m 
( S P N E). T h e n, it d et er mi n es t h e m a xi m u m n u m b er 
of l o c al d at a t h at c o n v ert e d c o ntri b ut ors c a n us e 
vi a s ol vi n g a n o pti mi z ati o n pr o bl e m.

I n o ur e x p eri m e nt s, w e c o n si d er 1 0 0 cli e nt s 
w h os e d at a ar e u nif or ml y r a n d o ml y s a m pl e d fr o m 
M NI S T.  W e  c o n si d er  t w o  b e n c h m ar k s:  a  fr e e 
ri d er d et e cti o n m et h o d c all e d D A G M M [ 1 0], a n d 
a c o ntr a ct- b a s e d m e c h a ni s m [ 1 1]. Fi g ur e 6 pl ot s 
at S P N E, h o w t h e t ot al n u m b er of c o ntri b ut e d 
tr ai ni n g d at a c h a n g e s wit h t h e a v ail a bl e n u m b er 
of d at a D of e a c h cli e nt. Fi g ur e 6 s h o w s t h at o ur 
m et h o d i n d u c e s a l ar g er a m o u nt of t ot al tr ai ni n g 
d at a c o m p ar e d wit h t h e ot h er t w o b e n c h m ar k s. 
T h e k e y r e a s o n i s t h at o ur c o o p er ati v e str at e g y 
h el p s c o n v ert fr e e ri d er s i nt o c o ntri b ut or s i n t h e 
l o n g r u n. W e c a n f urt h er s h o w t h at o ur m et h-
o d i n d u c e s a m u c h s m all er n u m b er of fr e e-ri d -
er s t h a n t h e b e n c h m ar k s w h e n e a c h cli e nt h a s 
e n o u g h l o c al d at a.

dIscussIon
T h e di s c u s si o n of cli e nt’ s l o n g-t er m c o o p er ati o n 
i n  cr o s s- sil o  f e d er at e d  l e ar ni n g  i s  at  it s  i nf a nt  
p h a s e, wit h m a n y i ntri g ui n g f ut ur e c h all e n g e s t o 
b e s ol v e d. O n e i m p ort a nt dir e cti o n i s t o d eri v e 
t h e  c o o p er ati v e  str at e g y  u n d er  t h e  i m p erf e ct  
i nf or m ati o n c as e, i n w hi c h t h e str at e gi es of cli e nts 
(r e g ar di n g d at a c o ntri b uti o n s) ar e u n k n o w n t o 
ot h er s. It i s al s o i nt er e sti n g t o st u d y t h e i n c o m -
pl et e i nf or m ati o n c a s e, i n w hi c h t h e cli e nt i nf or -
m ati o n ( e. g., v al u ati o n t o w ar d t h e gl o b al m o d el 
a c c ur a c y) i s pri v at e t o e a c h cli e nt a n d u n k n o w n 
t o ot h er cli e nts.

future dIrectIons And oPen Issues
T h er e ar e m a n y i nt er esti n g u n a d dr ess e d c h all e n g -

FIGURE 5. An illustration of our cooperative strategy to enable long-ter m collaboration a mong clients. Our strategy 
converts free-riders to contributors and leads to more data contribution at equilibriu m.
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es r e g ar di n g t h e c oll a b or ati o n i n cr oss-sil o F L, a n d 
w e dis c uss s o m e of t h e m b el o w. 

M echAnIsM  desIGn w Ith dAtA QuAlIty
T h er e h a v e b e e n s o m e r e c e nt r es e ar c h e ff orts o n 
m e c h a ni s m d e si g n i n cr o s s- sil o F L. M o st of t h e s e 
st u di e s eit h er f o c u s e d o n t h e i d e al II D d at a s c e -
n ari o or t h e m or e r e alisti c n o n-II D s c e n ari o. H o w -
e v er, t h e i m p ort a nt i s s u e of d at a q u alit y i s u n d er 
e x pl or e d. H er e, d at a q u alit y c orr e s p o n d s t o t h e 
c o n diti o n s of d at a b a s e d o n f a ct or s s u c h a s t h e 
c orr e ct n ess of l a b els.

T o m a k e t h e c oll a b or ati o n m e c h a nis ms us a bl e 
i n pr a cti c al cr o s s- sil o s etti n g s, it i s i m p ort a nt t o 
i n c or p or at e t h e i m p ort a nt f e at ur e of d at a q u ali-
t y. R e c e nt st u di e s ( e. g., [ 1 2]) h a v e t h e or eti c all y 
a n d e m piri c all y q u a nti fi e d h o w d at a q u alit y a ff e cts 
cr o s s- sil o  F L.  T h e  a ut h or s  i n  [ 1 3]  pr e s e nt e d  a n 
al g orit h m t o esti m at e d at a q u alit y d uri n g F L tr ai n -
i n g. T h es e a p pr o a c h es c a n b e i nt e gr at e d i nt o o ur 
m e c h a ni s m s t o b ett er i n c e nti vi z e c o ntri b uti o n i n 
cr oss-sil o F L. W e b eli e v e t h at m or e r es e ar c h e ff orts 
s h o ul d b e gi v e n t o pr a cti c al s c e n ari os i n c or p or at -
i n g b ot h d at a q u alit y a n d d at a n o n-II D n e s s a n d 
h o w t h e y j oi ntl y a ff e ct t h e m e c h a nis m d esi g n.

M Arket entry
M ar k et e ntr y i s a n i m p ort a nt a s p e ct of b u si n e s s 
str at e g y f or m ul ati o n, p arti c ul arl y i n t h e c o nt e xt of 
e m er gi n g t e c h n ol o gi es ( e. g., cr oss-sil o F L). H o w e v er, 
t h e r es e ar c h of m ar k et e ntr y i n cr oss-sil o F L r e m ai ns 
u n d er- e x pl or e d, o ff eri n g pr o misi n g f ut ur e dir e cti o ns 
f or a c a d e mi c a n d c o m m er ci al e n d e a v ors ali k e.

I n pr a cti c e, m ar k et e ntr y i n cr oss-sil o F L i n v ol v es 
u n d erst a n di n g v ari o us f a ct ors t h at c a n i n fl u e n c e t h e 
s u c c ess of a n or g a ni z ati o n. T h es e f a ct ors i n cl u d e, 
b ut ar e n ot li mit e d t o, d at a a v ail a bilit y, m ar k et si z e, 
gr o wt h p ot e nti al, a n d c o m p etiti v e l a n ds c a p e ( e. g., 
[ 1 4]). B y e x a mi ni n g t h e s e f a ct or s, or g a ni z ati o n s 
p arti ci p ati n g i n cr o s s- sil o F L c a n m a k e i nf or m e d 
d e cisi o ns a b o ut w h et h er t o e nt er t h e c o m p etiti v e 
m ar k et, a n d h o w b e st t o p o siti o n t h e m s el v e s f or 
s u c c e s s. W e b eli e v e t h at m or e r e s e ar c h eff ort s 
s h o ul d b e d e v ot e d al o n g t his li n e.

coAlItIon
I n pr a cti c al cr o s s- sil o F L, c o m p a ni e s m a y c h o o s e 
t o f or m c o aliti o n s d u e t o t w o r e a s o n s. C o n si d er 
a s c e n ari o w h er e m ulti pl e b a n ks c o m p et e t o o ff er 
fi n a n c e-r el at e d s er vi c es t o pr os p e cti v e c ust o m ers. 
First, w h e n f a c e d wit h li mit e d d at a r es o ur c es, t h e 
b a n k s c a n e st a bli s h a c o aliti o n a n d j oi ntl y tr ai n a 
m o d el. T hi s c a n yi el d a n e n h a n c e d m o d el, a n d 
i m pr o v e t h e q u alit y of t h eir s er vi c e s ( e. g., [ 1 5]). 
S e c o n d, t h e b a n k s m a y b e str at e gi c i n f or mi n g 
a c o aliti o n t h at m a xi mi z e s t h eir m ar k et c o m p eti -
ti v e n e s s. F or e x a m pl e, s m all er b a n k s c o ul d f or m 
a b u si n e s s c o aliti o n, w hi c h c a n p ot e nti all y o ut -
p erf or m  l ar g er  c o u nt er p art s  a n d  a m plif y  t h eir 
m ar k et i n fl u e n c e. T o o ur b est k n o wl e d g e, t h er e is 
n o pri or w or k al o n g t h e l att er a n d m or e r es e ar c h 
e ff orts ar e n e e d e d.

n Ash bArGAInInG
I n m a n y cr oss-sil o s etti n gs, t h er e m a y n ot b e a n e u-
tr al t hir d p art y ( e. g., g o v er n m e nt) w h o d esi g ns a n d 
e nf or c e s t h e c oll a b or ati o n m e c h a ni s m. I n st e a d, 
c o m p a ni e s or or g a ni z ati o n s i n m a n y c a s e s n e e d 
t o n e g oti at e bi n di n g a gr e e m e nts / c o ntr a cts t h e m-
s el v e s o n h o w t o c o ntri b ut e a n d c oll a b or at e. T o 

o ur b est k n o wl e d g e, t h er e is n o pri or w or k al o n g 
t his i m p ort a nt li n e, w hi c h h o w e v er, c o ul d pr o vi d e 
i nsi g hts i nt o a n d i m pr o v e pr a cti c al cli e nt c oll a b or a-
ti o n. T h e a ut h ors b eli e v e t h at N as h B ar g ai ni n g c a n 
b e a pr o misi n g s ol uti o n t o t his pr o bl e m.

conclusIon
T h e s u c c ess of cr oss-sil o F L r e q uir es cli e nts t o c ol -
l a b or at e a n d c o ntri b ut e s u ffi ci e nt tr ai ni n g r es o ur c-
es f or m o d el tr ai ni n g. T his is c h all e n gi n g, as cli e nts 
t e n d t o fr e e ri d e o n t h e gl o b al m o d el, w hi c h c a n 
b e e s c al at e d w h e n b u si n e s s c o m p etiti o n i s pr e s -
e nt. W e fir st pr o p o s e a n i n c e nti v e m e c h a ni s m 
t o e n c o ur a g e cli e nt s’ c o ntri b uti o n a n d miti g at e 
fr e e ri di n g. N e xt, w e d e vi s e a r e v e n u e- s h ari n g 
m e c h a nis m t o all e vi at e b usi n ess c o m p etiti o n. W e 
f urt h er pr o p o s e a c o o p er ati v e str at e g y t o e n a bl e 
cli e nt s’ l o n g-t er m c oll a b or ati o n. O ur r e s ult s pr o -
vi d e i n si g ht s i nt o t h e d e si g n a n d i m pl e m e nt ati o n 
of c oll a b or ati o n m e c h a nis ms i n pr a cti c al cr oss-sil o 
a p pli c ati o n s. Fi n all y, w e di s c u s s o p e n i s s u e s t h at 
d es er v e f ut ur e st u d y.
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