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ABSTRACT

Cryptocurrency users saw a sharp increase in different types of
crypto wallets in the past decade. However, the emerging multi-
device wallets, even with improved security guarantees over their
single-device counterparts, are yet to receive proportionate adop-
tion. This work presents a data-driven investigation into the per-
ceptions of users towards multi-device wallets, using a survey of
357 crypto-wallet users. Our results revealed two significant groups
among our participants—Newbies and Non-newbies. Our follow-up
qualitative analysis, after educating revealed a gap between the
mental model for these participants and actual security guarantees.
Furthermore, we investigated preferred default settings for crypto-
wallets across our participants over different key-share distribution
settings of multi-device wallets—the threat model considerations
affected user preferences, signifying a need for contextualizing de-
fault settings. We identified concrete, actionable design avenues for
future multi-device wallet developers to improve adoption.
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1 INTRODUCTION

The cryptocurrency boom has seen millions of people adopting dig-
ital assets; the recent economic successes [27, 29, 32] have enthused
a broad population to explore them. With increasing adoption and
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valuation, the attacks on the system have also seen a rise. To combat
these attacks, designers constantly improve the security models
with different architectures and user preferences in mind. However,
the number of users of each popular cryptocurrency wallet! (or
crypto-wallet) such as Coinbase [4, 5] and Binance [1, 3] indicate
higher popularity of wallets that seem (cryptographically) weaker
in the security model they offer. This popularity might be for rea-
sons ranging from people trusting the wallet firms, and opting for
wallets based on popular opinions to different security attitudes.
These variations in knowledge, understanding of security mod-
els, and risk perception may also significantly affect the choice of
wallets.

Recent studies [55, 59, 67, 74, 97] attempted to understand us-
ability and challenges while performing transactions with crypto-
wallets in use. They analyze the wallets using cognitive walk-
through [53] and also study the common misconceptions by the
users regarding the role of wallet firm [97]. The majority of prior
research has concentrated on evaluating the usability and compre-
hension of conventional single-device wallets in use. There has
been a lack of investigation into the emerging (and arguably more
secure [54]) multi-device wallets. Specifically, there has been no
exploration of users’ mental models regarding the security and key
management of multi-device wallets, which can be essential for
comprehending the obstacles impeding their adoption.

To put simply, a single-device wallet is a wallet with secret in-
formation (a secret key) stored in a single location. In contrast, in a
multi-device wallet, the secret information is divided and stored on
multiple devices, including servers hosted by the wallet firm and
the user’s devices. The single device wallets carry significant risk
of key-compromise and loss of keys by the users through misplace-
ment etc. It is estimated that roughly 4 million bitcoins (accounting
for ~20% of all mined bitcoins) were lost [8] through users losing ac-
cess to their keys. On the other hand, storing the keys at exchanges
(single device exchange wallets) creates single points of failure for
large-scale thefts [9, 25, 28]. Roughly $2.6 Billion worth of cryp-
tocurrency has been stolen since 2012 [28] from the exchanges
through hacks. Owing to these increasing risks of key-compromise
attacks [35, 95] and exchange hacks [9, 25, 28] on single-device
wallets, one may expect a greater enthusiasm for the new and
emerging multi-device wallets (e.g., Torus wallet [16], ZenGo [18])
which significantly mitigate these issues. However, in adoption,

1A cryptocurrency wallet is an app that allows cryptocurrency users to store and
retrieve digital assets. They typically involve guarding an associated secret key with
the assets.
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multi-device wallets lag far behind their single-device counterparts.
This raises an important unanswered question: Is there an inherent
gap between users’ security expectations and the guarantees pro-
vided by current multi-device solutions, or are the multi-device wal-
lets just ahead of their time? And, if the users are educated about
the pitfalls of single-device wallets and the security advantages of
the multi-device wallets and even provided a positive nudge, will
the users opt for multi-device wallets (based on security)? Here, we
seek an answer to this question.

Specifically, in this work, we attempt to understand the user’s per-
ception towards multi-device wallets and qualify the gap between
their designed security models of key management and the users’
mental model. The study is also the first to consider distributed
cryptography [12, 48] — specifically, architectures for threshold
and multi-sig signatures and their usability along with user prefer-
ences in wallets. Specifically, we conducted a survey-based study of
357 participants; analyzed their responses qualitatively and quan-
titatively to understand their current usage, choices, and if they
are willing to change them given certain minimum information.
Primarily, we investigate three research questions (RQs):

RQ1: What are the current usage-based groups, their preferences
of wallets, and on what factors are they based? We investigated this
question by asking the participant detailed questions about their
current cryptocurrency wallets, their usage, and the features that
made them choose a particular wallet. We enquire if their choice has
been affected by ratings and reviews of the existing wallets. We also
investigate their familiarity with different wallet types, including
single and multi-device wallets, and their security concerns. Based
on usage and preference responses (self-reported by participants
as presented in Section 5.1.1), we analyze that all the participants
behave as two groups: Newbies and Non-newbies. The newbies are
recent users, while the non-newbies are relatively experienced users
who have been using the wallets longer and invest more savings.
The majority of participants use single-device wallets; however,
more than 80% of the participants are concerned about losing funds
by losing the key at the client device or compromising the secret
key at the servers. At this point in the survey, both groups are not
very familiar with multi-device wallets.

RQ2: Provided essential and sufficient information regarding dif-
ferent wallets are the users willing to shift to multi-device wallets?
If not, why not? We investigated this question by first providing
the users with essential knowledge regarding both single-device
and multi-device wallets and then collecting feedback on the pref-
erences. In particular, we asked the participants to watch two short
videos on single and multi-device wallets. Our videos explain the
basics of both the single-device and multi-device wallets. After the
videos and knowledge check, we collected the preferences and feed-
back if the participants were willing to adopt multi-device wallets.
Slightly less than 40% of all participants were unwilling to shift to
multi-device wallets, though 54.7% of participants mentioned they
were ready to shift.

RQ3: What default key-management and architectural settings
do they prefer for different wallets? We investigated this question by
taking feedback for single and multi-device wallets on the secret
information (key) location preferences under different possible
attacks. We also took feedback regarding the choice of key storage
of wallets under various government characteristics where the
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wallet firm may host servers in locations governed by multiple
laws. These government characteristics significantly impact the
participants’ key-location preferences from the survey. We also
analyze how the participants prefer different settings, including the
number of servers of the wallet firm storing the user keys. 60.8%
of the participants preferred a small number of reputed servers
compared to 34.6% choosing a higher number of servers. We provide
a principled analysis of users’ preferences by obtaining insights
into why the users would or would not select multi-device wallets.

The results and the answers to these questions offer interesting
insights into the users’ preferences and their implications to the
developers. The existence of two definite groups with different
experiences and utility indicates that both groups need to be edu-
cated and convinced by the developers using different approaches.
It has been observed that both the groups, though having different
usage requirements from the wallets, lack high familiarity with
multi-device wallets. They can be educated to acknowledge that
diverse requirements can be met, including ease of usage (typi-
cally by keeping multiple key shares on servers) or a high level
of control (by placing key shares on multiple user devices). This
can be done aside from explaining the security issues associated
with single-device wallets, which multi-device wallets can address.
Our results offer a few interesting insights and novel research di-
rections for the threshold/distributed cryptography research and,
specifically, signature scheme design itself.

Our participants desired far more control over their keys even
while using multi-device wallets; future research can focus on mod-
els achieving the same—wallet architecture models that arise out of
this are significantly different from traditional models adopted by
the community and hence can be an area of study. The researchers
should also consider more general adversary and access structures
for multi-device wallets; however, the current distributed crypto-
graphic systems literature and practice are pretty thin beyond the
standard (T — 1)-out-of-N adversary. The researchers may look
into different weighted threshold structures where few devices are
more trusted than others. The participants also identified a privacy-
accountability trade-off between existing types of multi-device wal-
lets, which presents an exciting research challenge.

Mental model of users: This work attempts to uncover Men-
tal model of users for crypto-currency wallets. Wash et al. [98]
defined a mental model as a “simplified representation of reality
that allows people to interact with the world”. Similarly, by ‘mental
model’, we mean simplified rules of users about the security guaran-
tees of cryptocurrency wallets. This work does not aim to uncover
mental models about how cryptocurrency wallets work—which
might necessitate interviews and drawing tasks (to uncover data
flows). Rather we focus on how users, in their simplified under-
standing, perceive security properties offered by these systems and
the resulting preferences. Previous works [64, 75, 76] leveraged sim-
ilar surveys to uncover mental models. We are now set to classify
crypto-wallets before uncovering users’ mental models.

2 CLASSIFYING WALLETS

All cryptocurrency wallets today use paired secret keys and public
keys [36, 69], where a wallet’s address is derived from its public
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key. However, storing and accessing a secret key is a non-trivial
problem and varies from one class of wallets to another.

Existing classifications of the cryptocurrency wallets. Several
classes [26, 30, 46] of cryptocurrency wallets exist today depend-
ing on different dimensions—hot and cold wallets, custodial and
non-custodial wallets [30, 55] etc. Hot wallets are connected to the
internet, while cold wallets are not. To perform a transaction with a
cold wallet, the secret key needs to be taken from the offline storage
like paper or QR code and employed. In another classification, a
non-custodial wallet refers to a simple model of wallets where the
secret key resides at user device. These wallets are notorious for
loss or misplacement of keys and subsequent loss of funds—~20% of
all mined bitcoin are lost this way [8]. In contrast, custodial wallets
refer to ones where the secret key is not at the user (device) but
at the firm that is offering the wallet. Every time the user makes
a transaction, they authenticate to the firm which performs the
transaction on their behalf. While this safeguards against the loss
of the key at the user, it forces the user to trust the firm operating
the wallet. A popular custodial wallet mechanism is to place the
keys at the cryptocurrency exchanges that offer wallets and trans-
act on behalf of the users. This approach is susceptible to attacks
by hackers on exchanges and affects very large user bases [9, 20—
22, 25, 28, 73]. Thus, it is quite evident that storing the keys at a
single location is a security risk, irrespective of the user (client-side)
or the firm (server-side). A relatively new type of wallet, which
we call multi-device wallet, solves these issues—it distributes the
secret keys into multiple shares [12, 94] and places them at differ-
ent locations. These locations can be a combination of different
firms/servers and devices owned by a single or multiple users.
Need for new security-focused classification. Note that the ex-
isting classifications focus far more on how the wallet is used rather
than the underlying nuanced security models (e.g., how the security
of the keys is guaranteed). While Hot-Cold classification focuses
on wallets’ connection to the internet, Custodial-Non custodial
notion classifies the wallets as whether the key is only with the
user or the remote server. However, in all presented cases, whether
at the user or the server, compromising the single key location
compromises the funds; the multi-device wallets mitigate this se-
curity risk [54]. Understanding this risk by explicitly stating the
security model is essential. If the users appreciate the underlying
security model, they can make informed choices about their wallets.
Hence, to investigate the user risk perception and mental model
regarding the security of wallets which is invariably related to
the key location, we classify all the wallets into single-device and
multi-device wallets.

2.1 Single- and Multi-device wallets

Single-device wallets store the keys at a single location, either on a
client device or a remote server hosting the data of the firm offering
the wallet. If the user loses access to the device, they can not access
any funds associated with the account. The different well-known
single-device wallet types, including paper, desktop/mobile, hard-
ware, and exchange wallets, are presented in Appendix A. These
wallets provide control of the key to a single entity — the user or
the wallet firm. In a multi-device wallet, the secret information is
shared across multiple locations/devices; any subset of a particular
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size or higher of the devices should respond to authorize the trans-
action. These devices are held by one or more entities, including
users and remote servers of the firm.

Security. In a single-device wallet, since the key is in a single
location, it introduces a single point of failure. Loss of keys by
the users and exchange hacks [8, 9, 20-22, 25, 28, 73] show that
these wallets are highly vulnerable. In a multi-device wallet, since
the key is distributed, the attackers need to compromise multiple
devices/servers simultaneously to compromise the keys. Hence
they are less prone to key loss or compromise.

Recently, Eyal [54] has shown that for a wallet, an increase in the
number of associated heterogeneous keys improves security; the
probability of users losing access and adversaries gaining access is
lower for multi-device (multi-key) wallets. Hence, multi-device wal-
lets are more secure than their single-device counterparts. Several
different approaches [37, 54, 68, 81] mitigating the security risks
of the single-device wallets also indicate that multi-device wallets
have been invariably proposed as schemes to achieve better security.
In this study, we investigate the users’ mental model regarding the
security offered by the multi-device wallets and the gap between
the proposed and perceived security.

Trust and Usability. The trust and usability aspects of the wallets
are more nuanced. For single-device wallets, the users need to trust
the single location not to get compromised for the safety of their
funds. For multi-device wallets, users need not trust a single entity
like in exchange wallets since the secret information is distributed.
Naturally, owing to this, they achieve higher replication of the keys.

For an multi-device wallet, when part of the key is placed on the
client device, key-recovery is straightforward in case of device loss
since the other parties can generate new shares. Also, with a good
choice of threshold structure, the keys can be made highly available
[68] similar to the single-device scenario. It should be noted that
depending on the setting multi-device wallets can also provide
complete control of the key to the user like the single-device wallets.
For example, in a scenario when the key is divided into two shares
and one of the shares is placed on the client device, the transaction
does not go through without client authorization, irrespective of
how the second share is shared among multiple servers.

Though the interface of many multi-device wallets (Eg: ZenGo,
Torus) is similar to single-device wallets for making transactions,
multi-device wallets typically have a higher setup time. The us-
ability issues and misconceptions of users regarding wallets [97],
like participants’ confusion regarding transaction and mining fees,
cancellation of transactions, and lack of blockchain transparency
regarding the transaction state is likely to be common between
both single-device and multi-device wallets since they are not de-
pendent on the location of the key. While this work focuses on the
security model of different wallets and the users’ perception, we
uncover interesting mental models regarding usability aspects; the
perceptions of usability affect the preferred settings (see Section 5).

2.2 Subclasses of Multi-device wallets

We further classify the multi-device wallets into two types Multisig
wallets and Threshold wallets. In a multisig (multi-signature) wallet
[23, 31, 51], N different keys are generated and placed on N devices
such that signatures [39, 41, 71] from at least T devices are needed
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Figure 1: Multi-device wallets. (a) Threshold Wallet: Key-
shares of a single key are generated and stored in different
locations. (b) Multisig Wallet: Multiple (different) keys are
stored on different devices (can be different client devices).
A subset of shares or keys — threshold T or more - are re-
quired to sign the transaction in each case.

to authorize the transaction. These keys may be placed on devices
of different users or a single user. For example, multiple keys are
given to different people on the board of a firm such that at least a
subset of them need to provide the signature for the payment to go
through. The set of signatures authorizing the transaction reveals
the access structure (N, T) of the distribution of the keys used.
Both multisig wallet and threshold wallet (depicted in Figure 1)
distribute the secret information among N locations such that any
T or more locations need to respond to authorize the transaction.
We call it the (N, T) access structure.

In a threshold wallet[14, 24], a single key is secret-shared [38, 91]
among N devices out of which T or more provide a partial signature.
The partial signatures are collected and aggregated into a single
(threshold) signature [41, 63] to authorize the transaction. The
signature generated as a threshold signature does not reveal [17, 63]
the underlying access structure among the clients or which parties
have signed. A threshold signature is similar to a single regular
signature, unlike multisig, which is a concatenation of multiple
signatures, so it offers better storage efficiency.

3 RELATED WORK

3.1 Usability and security of crypto-wallets

Many recent studies [10, 55, 59, 67, 96, 97] have focused on usability
issues of cryptocurrency systems. Recently, Mai et al. [79] brought
out the general misconceptions of users in using cryptocurrency
systems regarding keys, anonymity, and fees. They investigate mis-
conceptions about the generation of cryptographic keys, which may
lead to their mishandling and loss of funds. Voskobojnikov et al. [96]
study the risk perceptions of both users and informed non-users
of cryptocurrencies. They discuss several perceived risks, includ-
ing loss of keys by the participants and risk mitigation strategies
for different cryptocurrencies. They observed that some non-users
(non-crypto wallet users) are concerned that governments can trace
the transactions back to them (loss of pseudonymity/anonymity).
In contrast, we consider only participants who have used crypto-
wallets. We aim to understand their preferences, e.g., under different
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government policy and capability scenarios where they can access
or block the secret keys.

Usability. Blockchains and cryptocurrencies suffer from entry bar-
riers and the perception of usability between users and non-users
[59, 67, 96]. Voskobojnikov et al. [97] study the user experience
of wallets by analyzing the (> 45K) ratings of famous cryptocur-
rency wallet applications. They reveal that users have several mis-
conceptions regarding the features and interface, including how
mining and transaction fees are collected, leading to grave errors in
handling the secret keys and currency transfers. They [97] briefly
observed that some of the users preferred access to the secret keys
(like in i0S Apple devices) compared to custodial wallet settings.
Furthermore, some of their participants were also concerned about
losing the device and the secret keys. In contrast, we explore how
participants wish to overcome such concerns if they wish to shift to
multi-device wallets. For the multi-device wallets, we explore and
understand user preferences among the varied settings offered by
multi-device wallets differing in the levels of control, availability,
and security of secret keys. In fact, our user study is the first of its
kind for multi-party computation (MPC) or threshold cryptography.

Krombholz et al. [74] performed a large-scale survey and evalua-
tion of different security practices of Bitcoin users and brought out
the perceptions and flaws in the usage of bitcoin wallets. Halpin
et al. [10] studied the usability problems in using crypto-wallets
while achieving privacy through Tor and VPNs. They identify that
most users find it difficult to set up wallets and integrate with
anonymization tools . Frohlich et al. [55] study the usability of
wallets and security practices by conducting semi-structured in-
terviews of participants and propose a model to map the users by
their exposure to the internet and key management. Abramova
et al. [33] classified all the crypto-wallet users into three groups
cypherpunks, hodlers, and rookies in a survey performed in 2020.
They measured multiple factors, including perceived notions of
self-efficacy, vulnerability, concern, etc, for clustering and observed
specific differences in the preferences of different types of wallets,
measures taken to secure their wallets, etc. However, in this work,
we analyze and observe that the participants behave as two groups -
Newbies and Non-newbies in contrast with the previously observed
three groups. These two groups are identified with self-reported
segregation and have strong correlations among the different re-
sponses to the survey.

Building on this line of research, along with security issues, we
investigated and uncovered different perceived usability aspects and
how they affect the choice of threshold settings in multi-device wal-
lets. For example, some participants preferred lower thresholds in
multi-device wallets for lower transaction (submission) delay.
Security and Privacy issues. Frolich et al. [56] presented a sys-
tematic overview of different threats faced by cryptocurrency users—
accidental, privacy, physical, financial fraud, social, and technical
threats. Among the physical threats, they observe the loss of cryp-
tocurrency as a potential threat. As a possible countermeasure,
they suggested backup mnemonics—divided and stored as sepa-
rate parts on multiple devices. Furthermore, Ghesmati et al. [65]
studied the privacy perceptions of (12 cryptocurrency users and
58 non-cryptocurrency users) about blockchains. They evaluated
user perceptions about anonymity, privacy, and users’ mitigation
measures. They found that privacy concerns for a few of 12 users
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were about exchanges having access to the secret information of
the wallets and also exchange hacks. The authors observed that a
majority of their participants preferred to use privacy coins with
additional tools like CoinJoin, CoinSwap [57, 58, 88, 89]. Our work
builds on and is complementary to these prior works—instead of
threats and privacy-enhancing systems, we focus on (mis) concep-
tions about key management as well as user preferences regarding
key management for better-perceived security of crypto-assets.

3.2 Key management in wallets

While passwords are used by many cryptocurrency wallets [1, 2,
4,11, 15], the underlying cryptosystem authentication is through
public-key cryptography using secret-key, public-key pairs. Usabil-
ity issues of public-key cryptography in encrypted e-mail have
been studied [60, 61, 92] to report that key management by the
end-users is indeed a complex task. To uncover usability issues in
bitcoin key management, Eskandari et al. [53] conducted a cognitive
walk-through of bitcoin applications, uncovered shortcomings, and
provided a framework to evaluate such key management systems.
Vulnerabilities in wallets. Single devices wallets are vulnerable
to several attacks; Vasek et al. [95] study how brain wallets are
prone to offline password guessing attacks. They show that most
brain wallets are vulnerable and can be drained within a day of cre-
ation. Arapinis et al. [35] study the vulnerabilities of the hardware
wallets by modeling their security in the Universal Composability
framework. They analyze a few well-known hardware wallets in
their framework and show that they are vulnerable to payment,
address generation, and chain attacks. Bui et al. [44] study how
computer/desktop wallet applications are vulnerable; even without
privileges, the attacker can impersonate the endpoints of remote
procedure calls (RPC) and transfer funds. While multi-device wal-
lets mitigate the risks of single-device wallets by distributing secret
information among many devices, they still can be vulnerable to
attacks. Aumasson and Shlomovits [24] show ways to attack the
implementations of schemes like threshold-ECDSA [62, 77].

Several works [45, 81, 87] studied the vulnerabilities in single
device wallets and proposed various ways to mitigate them. Instead
of storing the secret key in the memory, Dai et al. [45] suggest
storing the seed of the secret key in a trusted part of the hardware
such that no adversary can access it. Barber et al. [37] propose a
super wallet - sub wallet mechanism where the currency is placed
in the super wallet and transferred to sub wallets in smaller quan-
tities as and when required; Rezaeighaleh and Zou [87] propose
a deterministic sub wallet key generation from the super wallet
seed. Marcedone et al. [81] proposed a two-factor signature genera-
tion mechanism in hardware wallets to be secure against malicious
hardware vendors. He et al. [68] propose a distributed key manage-
ment mechanism for better availability of keys in a multi-device
wallet setting where the key is distributed among multiple servers;
the proposed scheme provides high availability of the keys for the
users. It is evident from the different approaches [37, 54, 68, 81]
that multi-device wallets have been invariably proposed as schemes
to mitigate the security risks of single-device wallets. This work
contributes to understanding how the different users perceive the
security of multi-device wallets and if there is a gap between offered
and perceived security, thereby affecting their adoption.
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Summary: Previous works [10, 53, 55, 59, 67, 74, 79, 96, 97] stud-
ied usability issues and challenges of cryptocurrency systems and
wallets, including misconceptions regarding keys, anonymity, and
fees, among users and non-users. They studied security practices,
brought out perceptions in the usage of bitcoin wallets and clus-
tered users into groups (depending on factors like perceived self-
efficacy, etc.), and provided a framework to evaluate key manage-
ment systems. They also study the different threats cryptocur-
rency users face and their privacy perceptions. Multiple works
[35, 44, 45, 62, 81, 87, 95] study the vulnerabilities of wallets and
some suggest multi-device wallets [37, 54, 68, 81] for mitigation of
the attacks.

This work goes beyond, studying the participants who are al-
ready crypto-wallet users, and their preferences about key man-
agement for the security of their assets. We specifically educate
the users about multi-device wallets and study their preferences
about single-device and multi-device wallets, for different possible
multi-device wallet settings and their reasons for shifting or not
shifting to multi-device wallets. We also study their preferences
under different government policy scenarios.

4 METHODOLOGY

4.1 Survey instrument

Our survey instrument had two parts. We asked questions regard-
ing users’ experiences with different crypto-wallets in part I. In part
11, we probed users’ preferences for two broad classes of wallets—
single-device and multi-device wallets after grounding their under-
standing with videos discussing them. We describe our full survey
instrument in [80, Appendix F] . In our mixed-methods study, sim-
ilar to Owens et al. [83], quantitative approaches uncovered user
behavior, and qualitative methods uncovered mental models.

Part I: Usage characteristics, experiences with current wal-
lets, and factors responsible for choosing a wallet (RQ1). We
start part 1 of our study with a survey by asking which wallets
are used by the participants and what factors impacted this choice.
Specifically, we probed the impact of factors like wallets’ interfaces,
security guarantees, operation in multiple currencies, ease of recov-
ery, and the relative importance of crowdsourced ratings or reviews
from famous personalities on the choice of a particular wallet. Next,
to uncover experiences with their current wallets, we asked if our
participants ever lost a key or password, resulting in the loss of
crypto funds and their most significant security concern regarding
crypto-wallets. We also adopted two sets of questions from earlier
work to understand our participant attitudes better. These ques-
tions measured perceived vulnerability and perceived self-efficacy
regarding safeguarding the funds and secret keys in crypto-wallet
settings [33]. Finally, we asked the participants how familiar they
were with each wallet- paper, exchange, desktop/mobile, threshold,
and multisig wallets. These questions helped us estimate the user
familiarity levels with different wallets presented in the next part
of our study.

Part II: Users’ preference for multi-device wallets and their
default settings (RQ2, RQ3). In the second part, we first educated
the participants about different wallets using two short videos, each
approximately 2 minutes long. The first video? discussed different

2Can be found at https://youtu.be/at50HPYrc48
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single-device wallets and their pros and cons. The second video?
showed how multi-device wallets mitigate the single-device wallets
problems and discussed the two multi-device types —threshold and
multisig wallets. These videos have been designed after an extensive
literature survey [6, 10, 17, 23, 26, 30, 31, 45, 46, 54, 68, 81, 87, 97]
on different types of available wallets. The videos crisply explain
the different types of wallets, their architectures, and the different
devices that can be used to hold the keys for the wallets. Through
the videos, we also explain the security issues of the wallets. For the
multi-device wallets, we further explain the sub-categorization of
multisig and threshold wallets and the privacy differences. We men-
tion how the architectures can vary based on security requirements
while being careful not to bias the users towards any specific archi-
tecture. Finally, we also mention the usability issues that may arise
out of multi-device wallets. We present information that will let the
participants think about and understand the security risks of the
different settings of the wallets. Informing the participants using
the videos helps us bring all participants to a similar understanding
of wallets and helps us analyze their responses more confidently.
To assess whether the participants have indeed watched and under-
stood the content, we ask three knowledge-based questions (with
justifications for their answers) after each video.

We first explain the multi-device wallets (see Section 2.1) and
survey if the participants are willing to shift to them. After inquiring
about the specific reasons for shifting (or not), we study their pre-
ferred settings. After showing the videos, first, we asked about users’
preference of the location for storing the key of an exchange wallet.
This question helps us understand if the users trust the exchange
and any single location among different client devices and remote
servers. We then asked the participants about the vulnerability of
various key storage locations of single-device wallets. Next, we in-
quired if the participants were willing to shift to multi-device wallet
if the developer provided it. We also asked which one they prefer
between threshold and multisig wallets and why.

To understand the participants’ preferred settings for the multi-
device wallets, we asked them to choose among three different set-
tings (see Section 5.3, Figure 4) with a varied number of servers and
threshold values. In this part, we essentially uncover participants’
preferences regarding the reputation of the server hosts and the
total number of servers. Furthermore, we explored the participants’
preference regarding storing the secret keys for single-device wal-
lets in the face of different attack scenarios and preference regard-
ing the distribution of the shared keys among different devices for
multi-device wallets.

Finally, we asked questions to investigate the participants’ pref-
erences regarding the key locations. Specifically, we showed users
scenarios regarding different threat models (e.g., governments view-
ing and blocking access to the information hosted on servers in
their jurisdiction). Then we asked where the participants preferred
to store the key (share) by default among the options provided in
the single device and multi-device wallet settings for these different
threat models. These questions provide information regarding the
desired settings of wallets under various threat models.

Essentially, we first educated the user regarding the advantages
of multi-device wallets and checked if they were willing to shift to

3Can be found at https://youtu.be/4zx91oYQwYY

Easwar Vivek Mangipudi, Udit Desai, Mohsen Minaei, Mainack Mondal, and Aniket Kate

3158

them. If they are not ready to shift even at the cost of security, we
analyzed the reasons. We then studied the preferred settings for the
multi-device wallets, including server setup under various govern-
ment policies. Finally, we also included two questions on usability
asking the participants if the single and multi-device wallets meet
their usability needs and what they expect from these wallets.

4.2 Pilot Studies

Before final deployment, we conducted two pilot studies for our
survey. In the first, we piloted the survey using in-person interviews
with six participants to test the comprehensibility of the questions
and measure the average completion time.

Initially, the survey videos were shown to the participants consec-
utively, followed by four knowledge-check questions. However, dur-
ing the first pilot, participants demonstrated a loss of attention, evi-
dent from the incorrect answers to our follow-up knowledge-check
questions. However, when asked to explain the wrong answers, par-
ticipants reevaluated and desired to change their responses, hinting
at a cognitive overload. We divided the videos into two sections to
address this problem and ask questions about each video separately.
Responses from this first pilot also prompted us to simplify some
questions that asked to rank provided options—we converted them
to equivalent Likert scale questions.

After incorporating the changes, we conducted a second pilot
study using a crowdsourcing platform named Prolific.co, which is
regularly used for academic advertising surveys. We recruited 20
(pre-screened) participants for further feedback. We asked addi-
tional follow-up questions to check the ambiguity of questions and
answers in this pilot. 90% of the participants found no ambiguity
in the survey. Additionally, we asked to explain the answers to
knowledge-check questions to nudge participants to be attentive to
our educational videos on wallets. We also increased the knowledge-
check questions to three per video, totaling six instead of the earlier
four for more stringent checking of the acquired knowledge.

4.3 Recruitment

Our online survey is scalable to a large number of participants
and enables us to uncover interesting user behaviors and attitudes
using statistical analysis. However, one key challenge of our recruit-
ment was to target crypto-wallet users and enthusiasts. To that end,
following the approach of Abramova et al., [33], we recruited par-
ticipants from the crowdsourcing platform Prolific.co. We recruited
participants who have been using single-device and multi-device
wallets; we do not restrict this study to only multi-device wallet
users since we study the preferences of both single-device and
multi-device wallet users and if single-device wallet users are will-
ing to migrate to multi-device wallets. Restricting to only multi-
device wallet users would not have been sufficient for our purpose.

Recruitment from Prolific: For Prolific, we chose participants
from the US, UK?, and Canada. We ensured that they had not taken
our pilot studies. We selected them using a screening survey con-
ducted before the entire survey. This screening survey consisted of
seven questions about the wallets they were using, for how long,
and how frequently they used those wallets (see screening survey

4Over 65% of the participants on Prolific are from the US and UK [13] who speak
English and more than 18 years of age
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instrument in [80, Appendix E] ) . To avoid irrelevant user responses,
we made the question about their current wallet a text entry ques-
tion. We removed all the participants who left the text field blank
or entered an invalid wallet name. We also asked screening survey
participants whether they were interested in a future longer survey.
We deployed the final survey on Prolific.co in multiple batches
of 30 — 50 participants on various days and times over one week.
We did this for the distribution to counter any anomalous time
dependencies due to the effect of events occurring at a specific time
[34]. The median time of completion of the survey was 22 minutes,
and the compensation was 4$ for each participant (indicating an
hourly wage of 10.8$, comparable to prior studies [33]). Further-
more, participant feedback from the pilot study on prolific showed
that 95% of the participants were satisfied with the payment. We
used additional stringent quality control criteria (Section 4.4) to
ensure the quality of responses in our final dataset.

Ethical Considerations. Before starting the survey, we informed
participants about the purpose of the study, its estimated duration,
and the compensation. We further assured the participants that we
would not collect any personally identifiable information. Partic-
ipants could abort and return the survey at any time during the
study. Any identifying information like email ids, Twitter handles,
etc., related to a participant is removed from the collected responses
to preserve the participant’s anonymity. Our study was examined
and approved by the lead author’s Institutional Review Board (IRB).

4.4 Quality Control

To ensure the quality of responses, we randomly added an atten-
tion check question asking them to choose the current month of
the year. Apart from that, we consider responses only from those
participants who have answered our knowledge-based (Yes/No)
questions satisfactorily (to check if they watched our videos). We
consider only those participants who answered at least two out of
three correctly in each subset. When watched at regular speed, the
total length of videos was 4 minutes 35 seconds; hence we also ex-
clude participants who finished the survey in less than 15 minutes,
including watching the study. Since that would have implied they
completed both parts of the study in around 10 minutes or less,
signifying the poor quality of responses (also manually verified via
checking qualitative responses).
Knowledge-test after the videos. Few participants were already
familiar with multi-device wallets (evident from "familiarity"-related
responses); However, to bring all participants to a similar level of
understanding, we developed two educational videos (Section 4.1).
We were careful not to offer any views on the settings of the
different types of wallets. Note that a significant number of partici-
pants preferred single-device wallets (see Section 5.2) over multi-
device wallets even after a positive narrative towards the multi-
device wallets through the videos. Our approach, inspired by [66],
quantized the utility of the videos with a total of six knowledge-test
questions (and accompanying free-text explanations). We establish
the validity of the videos in educating the users by comparing the
knowledge-test responses of multi-device and single-device wallet
users (see [80, Appendix B]).
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4.5 Participant Demographics

A total of 524 participants responded to the survey on Prolific. We
discarded the responses that did not meet the validity criterion and
passed our quality control checks (Section 4.4). Finally, there were
357 valid responses. We present the demographics of our partici-
pants in Appendix Table 4. The samples from crowd platforms tend
to be representative and workers from the platforms tend to reflect
the population’s security and privacy attitudes [86]. Thus, although
we used a best-effort convenience sample from Prolific, we strongly
believe our efforts capture the attitudes of an important part of the
cryptocurrency user community.

In total, 70.3% of the participants identified themselves as male
and 27.6% as female, while four participants preferred not to answer
and two identified as others, indicating a male bias in our sample.
Among the different age groups, the 25 — 34 age group dominated
the total population with 39.6% of the total, followed by the 35 — 44
and 18 — 24 age groups at 33.2% and 13.1%. Thus, our study has a
larger younger population than older (> 35). The participants in
our survey are also more educated than the general US population
[7], with 62.5% of the participants having a Bachelor’s degree or
higher. While one expects the participants from crowdsourcing
platforms like Prolific to be tech-savvy [70], more than half of
the participants (58.9%) of our participants reported that they do
not have any experience in the information technology field. Our
participants are active users of different crypto-wallets, where they
invest 29.56% of their savings on average in cryptocurrencies. See
[80, Appendix Figure 6] for our participants’ crypto-wallet usage
pattern. They follow different social media and reputed personalities
for ratings and reviews in choosing their wallets, as shown in [80,
Appendix Figures 5 and 9] . Overall, a majority of our participants
are young, well-educated, and have invested in cryptocurrencies.

4.6 Analysis Method

Coding free text answers. We coded all the free text answers
and explanations for questions from our survey to segregate and
uncover different perceptions of the participants. Two researchers
have independently coded all the free-text responses using a com-
mon codebook. Across the various questions, the inter-rater agree-
ment - Cohen’s k [82] was in the range 0.7—1, indicating substantial
agreement. The coders met and resolved the disagreements to arrive
at the final codes.

Statistical Analysis. We used statistical hypothesis testing to un-
cover different correlations and identify the significant factors af-
fecting the various preferences of the participants. We used the
Chi-Squared (y?) test [19, 84] for the different responses to all the
questions to uncover correlations between groups of participants
and their preferences. We also used the Mann-Whitney U test [78]
between participant groups to compare their characteristics. For
our tests on the multi-answer questions, we treat each option as
an independent question/answer. Our results for the y? tests have
been presented in Table 1 and for the Mann-Whitney U test are
presented in [80, Appendix Table 2] . We used Mann-Whitney U
(MWU) on Likert-scale responses and the Chi-squared (y?) test
for checking the correlation between user groups and categorical
preferences. Since the data is not from a normal distribution, we use
non-parametric tests. For the analysis of the responses, visually, the
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histograms do not show any characteristics of normal distribution.
Hence we employ only non-parametric tests. For all the tests, the
significance level o was 0.05, which was further adjusted using
Bonferroni multiple-testing correction[90].

5 RESULTS

5.1 Current usage-based groups and factors
affecting users’ choice of wallets - RQ1

We begin by categorizing our participants into two distinct usage-
based groups: Newbie and Non-newbie. We report the usage and
preferences of each group and compare them. We also analyzed the
security-related preferences of these groups.

5.1.1 Two different user groups exist with different familiarity and
usage. We first divided the users into usage-based groups to capture
various behaviors and understand their preferences.

The self-identified categories correlated well with the other in-
dependent survey responses regarding expertise and preferences.
Specifically, we asked the participants to identify themselves among
three types — (i) I use them solely for the interest in technology,
(ii) I use them primarily as an avenue for trade, buying, and selling
cryptocurrencies (iii) I am a newbie, started using them for fear of
missing out the crypto boom.

The pairwise tests between responses from these three categories
(for familiarity with wallets and usages) depicted a lack of statisti-
cally significant difference between the first and second categories
Hence, we group all the participants choosing the first two options
as Non-newbies and the participants self-reporting as newbies under
the Newbies group.

Recall that Abramova et al. [33] categorize participants into three
categories using multiple factors, of which perceived vulnerabil-
ity and self-efficacy are significant. A similar investigation of the
perceived vulnerability and self-efficacy using the same sets of
four questions each, has not resulted in the same clustering. In our
study, the responses to these questions highly correlate to only two
groups, as shown in the extended version [80, Appendix Table 5] .

Initially, we were skeptical about the self-reported groups and
classification based on them. However, these two groups signifi-
cantly correlated with their other independent responses to other
questions, indicated by the low p-values (see Tables 1 and 2, and
the extended version [80, Table 5]). We categorized the users based
on self-identification; however, this division was supported by sta-
tistical tests from other independent survey responses—usage, in-
vestment, and familiarity. Specifically, responses to the questions
which significantly correlated with these two groups are in

Tables 1 and 2 (p-values are with Bonferroni correction). See the
extended version [80, Table 5] for the Mann-Whitney U test results
for perceived vulnerability and self-efficacy.

The key differences occurred in the usage of the crypto-wallets,
the duration, and the purpose of usage viz trading, long-term in-
vestment or for collectibles like NFT. They also differ in their self-
identification as knowledgeable in cryptographic tools, their back-
ground knowledge in information technology (IT), and employ-
ment. The other factor differentiating the two groups is familiarity
with different wallet types. The groups’ perceived vulnerability of

Easwar Vivek Mangipudi, Udit Desai, Mohsen Minaei, Mainack Mondal, and Aniket Kate

3160

their assets and self-efficacy of protecting them are also statistically
significantly different.

We note that, Abramova et al. [33] identified three categories
within participants from Prolific—cypherpunks, hodlers, and rook-
ies. Whereas this work identified two—newbies and non-newbies.
Since there is approximately a three-year gap (including the pan-
demic) between our and earlier work, this difference might hint at a
temporal shift in crypto-wallet user characteristics over time, where
the traders and techies show increasingly similar characteristics in
terms of knowledge, duration, and usage of crypto-wallets.

Our survey also reveals that participants consider ratings to be
important in choosing wallets and the majority of current users are
recent adopters (62.5% of the participants started using them only
in the last three years); Loss of keys either through server compro-
mise or by the user are among the prominent security concerns
of the participants. Social media is a source of knowledge for the
participants regarding crypto-wallets, where Twitter, YouTube, and
Reddit are among the prominent ones. We present all these results
in detail in the extended version [80, Appendix C] .

Table 1: Chi-squared test results for different questions, in-
cluding demographics for Newbies and Non-newbies. The
number of samples is 357. The table only shows the variables
that have significant p-values. df is degrees of freedom.

Variable x? df p-value
Usage-Number of years 51.6278 3 3.5951e-11***
Usage-Trading 13.4790 24.1245e-5"**
Usage-Longterm  invest-  4.0391 1 444.5521e-4*
ment
Usage-NFT Collectibles 8.1084 1 44.0582e-4**

" Wallet - Allows multiple 97753 1 0.0017"*
currencies
Wallet - Ease of storing keys ~ 4.4327, 0.0352*

" Knowledge on cryptomech- 353055 4 4.0201e-07***
anisms
Gender 28.4891 3 2.8671e-06 ***
Employment 16.7803 7 0.0186"
Background in IT 6.5629 2 0.0375*

Significance codes: ***p< 0.001, **p<0.01, *p < 0.05

Table 2: U, p values for the Mann-Whitney U test. In the ta-
ble, we only present the variables that have significant p-
values. The mean values for Newbie and Non-newbie groups
are also presented.

Variable U p-value pu-Newbie p-NonNewbie
Familiarity- Wallet

Custodial 15532.5 1.8956e-06"** 1.19 2.03
Non-custodial 15477.0  2.7011e-06"** 1.11 1.91
Threshold 13261.5 0.0373* 0.64 0.94
MultiSig 13871.2 0.0042** 0.58 0.76

Significance codes: ***p < 0.001, **p <0.01, *p < 0.05
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5.1.2  Most users use single-device wallets. Most of the participants
use single-device wallets, including hardware wallets like Trezor
(see [80, Appendix - Figure 10] ). Coinbase, Metamask and Binance
seem to be popular among the Newbie and Non-newbie groups.
66% of all the participants use Coinbase, whereas 39.3% use Meta-
mask and Binance. The participants could enter up to 3 unlisted
wallets in the ‘Other’ fields. The wallets listed by participants varied
widely, including, Solar wallet, Guarda, Kraken, Robinhood. See
[80, Appendix - Figure 11] for the reasons for choosing the different
wallets and the corresponding number of participants. Among the
various reasons, the one with the highest number of participants is
the ease of use of the interface and the security guarantees offered.
The other major factors are popularity, support for transactions in
multiple currencies and ease of storing keys.

5.1.3 Users are less familiar with multi-device wallets. The self-
reported familiarity with the different wallet terms indicates that
the users are unfamiliar with multi-device wallets. On a Likert scale
of 1-5, with 1 being “Not-familiar at all”, only 1.9% of all the partici-
pants claimed that they are ‘very familiar’ with the threshold wallet
while 49.4% claimed to be “Not-familiar at all”. The corresponding
percentages for multisig wallets are 3.07%, and 48.6%. The means
of familiarity across different wallet types can be found in Table 2.
The mean familiarity across all users for the Threshold wallet in
Newbie group is 0.64 and for the Non-newbie group is 0.94. The
familiarity of the groups with the Multisig wallets is lower at 0.58
and 0.76, respectively. This corroborates with the names of different
wallets reported to be used by the participants where single-device
wallets dominate and shows that the participants are less familiar
with multi-device wallets. While slightly better, the participants
are not too familiar with the terms ‘custodial’ and ‘non-custodial’
wallets, as evident from the mean values. To overcome this lack
of familiarity in the latter part of the survey and to bring all the
participants to a similar level of understanding of multi-device wal-
lets, we designed and presented two short videos explaining the
advantages and disadvantages of single and multi-device wallets.
The videos are followed by two sets of 3 questions each.

Overall, in our survey, we find that users behave in two specific
patterns as Newbies and Non-newbies with different usage, invest-
ment characteristics, familiarity, and risk perception patterns. This
specific behavior of the participants implies that these two groups
need to be approached differently to provide them with services
and address their requirements. However, neither of the groups is
very familiar with the multi-device wallets.

The majority of the participants are recent adopters (< 3 years)
and use wallets for long-term investments and tradings. They con-
sider ratings to be important, with at least 72.5% claiming them to
be important. They majorly use single-device wallets, with Coin-
base, Metamask and Binance being popular among them. Loss of
secret key at the user or through server compromise is one of their
primary concerns. This behavior of participants indicates the ar-
eas to focus on while taking the security models to the users and
convincing them of the risks and advantages.
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Table 3: Reasons from our open coding and % of partic-
ipants for their willingness and non-willingness to shift
from single-device wallet to multi-device wallet.

Reasons %

Single-device wallets are more secure | 38.8%

Not willing | Single-device wallets are simple to use | 24.8%
I do not want to lose control of keys 15.6%

Other reasons 19.8%

- Multi-device wallets are more secure | 79.7%

Willing - - e

Other reasons including availability | 20.29%

5.2 Users’ willingness to shift towards
multi-device wallets - RQ2
5.2.1 The majority of users are willing to shift to multi-device wallets,

but few are not. After learning about multi-device wallets, when
asked which wallet they prefer, 51.6% of all the participants chose
multi-device wallets (see Figure 2a). The majority of participants
wished to shift to them if their current firm offered it; at least
51.1% of each group wanted to shift (see Figure 2b). However, the
remaining — close to 40% of each group were unwilling to use
multi-device wallets even after the nudge through the videos. Ta-
ble 3 shows the percentage of participants, the reason for retaining
single-device wallets, and shifting to multi-device wallets. Believ-
ing that single-device wallets are more secure, simple to use, and
retaining control of the secret key are the main motives across the
users for remaining with single-device wallets. There is no correla-
tion between the Newbie and Non-newbie groups and their choices
of shifting to multi-device wallets (indicated by high p values in
the y? analysis).
Reasons for shifting to multi-device wallets. Most participants
who chose ‘Yes’ opted for it because multi-device wallets offer better
security features like overcoming a single point of failure— P98 ex-
plained “Breaking up the attack surface of a wallet is a good idea. This
alleviates any single device being compromised and losing the wallet.”
79.7% of participants who chose to shift opted multi-device wallets
for better security features (see Table 3). Around 20.2% participants
(of the ones choosing to shift) wanted to shift to multi-device wallets
for reasons including ease of access from any device of their choice,
better availability in case of loss of a device, and ease of recovery.
P140 wrote “Tt gives you more options of access to your wallet and
less chance of compromise” In the case of multi-device wallets, the
other parties can refresh the shares when a device is compromised.
Some participants realized this and shifted to multi-device wallets
for easier key recovery.
Reasons for not shifting to multi-device wallets. Among those
who opted not to shift to multi-device wallets, when asked to ex-
plain, the responses included a few factors — believing wrongly
that the single-device wallets are more secure and preferring the
simplicity to place the trust only on the self to safeguard the keys.
38.8% of the participants who stick to single-device wallets be-
lieve they are more secure than the multi-device wallets. They wrote
“A hardware wallet is secure enough for my individual use.” (P63), ‘T
prefer the single storage location. One location is easier to secure than
multiple ones.”(P107). However, this is a flawed mental model of
security since it is shown [54] that multi-device wallets are more
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Figure 2: (a) Preference among single-device and
multi-device wallets. (b) Willingness to shift to a

multi-device wallet from the employed single-device wallet.

secure than single-device wallets. 15.6% participants wish to use
single-device wallets since they want to hold on to the key them-
selves. Few answered, ‘T want full control of my wallet/key”P(100), ‘T
am happy to be in control of the key as I believe the risk is low”(P51).
Another participant, P57 preferred single-device wallets for their
simplicity; they said T like to keep things simple, easy to access and
without complexities.”.

While we group the participants choosing “single-device wallets
are more secure”’, we note that users point out two related but
separate reasons— “‘perceived sufficient security of single device
wallets” and "perceived insufficient security of multi-device wallets
compared to single device wallets.” In the data, the second reason
is the prominent one. Only four users (1.12%) refused to change to
multi-device wallets due to “perceived sufficient security of single
device wallets”. However, note that in both cases, the mental model
of participants unwilling to shift to multi-device wallets and putting
keys in a single location for perceived better security is due to
misunderstanding the security properties.

In multi-device wallets, devices must interact and aggregate the
signature shares to compute the final signature. This may induce
some delays and also affect availability. The other reasons included
the availability of the keys, trusting themselves, having low funds,
hence feeling that single-device wallet was enough etc. We further
explore the usability perceptions of participants, including ease of
use and if the wallets meet their requirements in [80, Appendix C] .

5.2.2  Users prefer threshold wallets for their privacy. In a threshold
wallet, the threshold signature [41] generated to authenticate a
transaction does not reveal the access structure, i.e., does not reveal
the (N, T) values. In a multisig wallet, the access structure and
T (minimum number of required signatures) are revealed. When
asked to choose among multi-device wallets, 52.02% of the Non-
newbie group and 52.3% of the Newbie group participants chose
the threshold wallet over the multisig wallet as shown in Figure 3.
These participants opted for threshold wallets for their privacy
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Figure 3: Preference among the multi-device wallets types —
threshold and multisig wallets. The majority choose thresh-
old wallets for offered privacy.

properties, like not revealing the access structure. On these lines,
P15 commented, “The fact that the N and T values cannot be found
from the aggregate signature seems to add a layer of security. I would
want that safeguard feature. It would make me feel more secure.”.
Some participants realized not knowing the N and T values makes
it difficult for the adversary to decide on how many devices to
compromise. This provides better security apart from the privacy
offered by the threshold signature.

34.6% of the Non-newbie group and 24.4% of the Newbie group
chose multisig wallets. In a multisig wallet, several signatures are
collected and aggregated by concatenation, whereas, in a threshold
wallet, the threshold signature appears similar to a single device
signature. Hence, the total data needed to represent the threshold
signature is less than the multisig signature, making it more space-
efficient. While this is a technical aspect to grasp, some participants
understand this and have opted for a threshold wallet. P232 com-
mented ‘T think that threshold wallet has lower transaction fees, cost
efficiency is important.”, and P67 wrote “threshold wallet is more
efficient”.

Participants chose multisig wallets for their simplicity and be-
cause it reveals the access structure (N, T). P40 commented “This
way, I can know which devices/people were used to provide signatures,
so I can confirm with those devices/people if any suspicious activities
occur.”. Multisig wallet signature reveals which parties have pro-
vided the signature; if the signature is generated by any collusion,
the colluding parties are revealed in the signature. Some partici-
pants prefer this accountability over not knowing who signed.

After familiarizing themselves through the presented videos,
more than half 54.7% of participants were willing to shift to multi-
device wallets. Among those who wish to use only single-device wal-
lets, 37.5% (wrongly) believe they are more secure. 20.8% of them
choose so because they do not want to lose control over the keys. It
should be noted here that multi-device wallets can indeed provide
control over the keys to users. For example, if one share among
the two total shares of the key is placed on the user’s device, no
entity can access the key and funds without the user’s approval and
authentication. Among the multi-device wallets, the participants
prefer the threshold wallets for the privacy properties they offer. A
smaller set of participants prefer the multisig wallets for the sim-
plicity and accountability they impose. We further investigate the
participants’ attitudes in terms of security by studying the default
security settings they prefer for the different wallets.
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5.3 Preferred default settings for
crypto-wallets - RQ3

5.3.1 In single-device wallets retaining agency over the key is pre-
ferred over the account compromise risk. It is natural to choose a
particular location for a secret key depending on the risk perception
of certain attacks on the system. Hence, to understand the partici-
pants’ risk perception, we investigated their preferred key-storage
location for a single-device wallet under different attack scenarios.
When asked to choose a location of secret key storage under the
specific threat of client-device compromise, the choice of a maxi-
mum number of participants of each group is ‘Paper’, followed by
“Multiple remote servers (each storing the key)”. This shows the
users’ mental model that they seem to trust themselves for holding
the key on paper and keeping it safe.

Storing on multiple remote servers can be expected as one would
expect users to opt for remote servers under the client compromise
scenario. Hosting the key on multiple remote servers increases the
availability of the key while also increasing the risk of being com-
promised. Following this, many participants in both groups opted
for client devices, including hardware token and desktop/mobile
as the preferred location for client storage (see extended version
[Appendix - Figure 12][80]). This indicates that even under vulner-
abilities and client device compromise, many wish to retain control
over the secret key and thereby the agency over the funds. In the
remote server compromise scenario, the three key storage locations
chosen by the highest number of participants are paper, hardware
token, and client desktop/mobile.

5.3.2  For multi-device wallets, users weigh reputation over distribut-
ing the attack surface. To understand the settings that the users
prefer for multi-device wallets, we asked the participants to pick
among three choices — (i) a smaller number of reputed servers,
(ii) a large number of servers with a much lower threshold, (iii) a
large number of servers with a high threshold. Here, the threshold
would refer to the value of T in (N,T) threshold wallet where the
key is distributed among N devices, and any T devices can recon-
struct the signature from partial signatures. A smaller number of
reputed servers would provide higher availability, with very few
servers needing to respond; however, the attacker just needs to
compromise those few servers. In the second option, the servers
are randomly chosen (with a certain criterion) among many servers
across the globe but with a lower threshold. Here the attacker is
not sure which servers to attack even though the threshold is small.
The last option has a higher threshold, indicating that the attacker
must compromise many servers. We deliberately provided options
with numbers starkly showing these differences to bring them to
participants’ attention.

More than 60% of the participants placed their trust in reputation
rather than the inability of attackers to compromise a large num-
ber of servers distributed across the globe. 59.4% of Non-newbies
and 66.2% of Newbies chose a small number of servers ((10, 5) in
Figure 4) hosted by reputed firms. Participants seem to trust the
reputed servers to take good security measures as their reputation
is at stake in case of compromise. P38 wrote, ‘T prefer servers hosted
by well-known reputed firms as they are likely to have stringent secu-
rity measures to stop any breaches.” Few chose a smaller number of
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Figure 4: Preferred settings for (N, T) multi-device wallet. N
is the total number of devices, and T is the minimum num-
ber of devices needed to generate the signature. (10, 5) is with
servers hosted by reputed firms. In other settings, servers
are chosen randomly across the globe.

servers since maintaining and keeping track of a large number of
them can be a complex task.

Among the parties who opted for choices with more servers,

increasing the number of servers for the adversary to attack is
the most quoted reason. P25 said “The more there are, the harder it
will be to be compromised. Being random servers, it is also harder to
track them down”. Another interesting aspect is that reputed firms
can become centers for targeted attacks by adversaries. Given this
one participant, P76 said ‘T would prefer randomly chosen servers
as they are less likely to be targeted than established companies”
while choosing the (100, 50) setting. The participants who chose
a larger number of servers and a low threshold (100, 5) opted for
high availability of keys; even if many servers are down, the secret
information is available to the clients.
Users wish to distribute trust for a fixed total number of de-
vices. When asked if the participants were willing to increase
the value of T (implying distributing the trust among more de-
vices/people) for a fixed N, the majority of them opted for it (see
the extended version [80, Appendix C] for details). . The partici-
pants were allowed to choose the ‘Other’ option followed by a text
response, which we analyzed. Few of them who chose ‘Other’ indi-
cated they did not wish to simply distribute the secret key among
more parties but carefully tailor the threshold for the scenario. The
participants prefer a smaller set of reputed servers, and given a
choice, they prefer to have a higher threshold in the (N,T) structure
of the wallet. This is significant in terms of the choice of default
settings for the wallets.

5.3.3 The government policies affect the preference for share dis-
tribution. Any server hosted in a particular country is subject to
the local government privacy policies. Depending on the policy,
few governments may be able to view or even block access to any
cryptocurrency server data if they wish (here, we assume a setting
where the governments do not share data with each other). Thus,
the location of the hosted server is significant in terms of privacy
and availability of keys to the users. Our survey explores users’
preferences for the location of these servers for different secret-key
distributions among client devices and remote servers. We inves-
tigate these preferences for both single-device and multi-device
wallet scenarios under different government characteristic settings.
For Threshold wallets, the participants were allowed to choose
from (i) sharing the key among servers, (ii) dividing the key in two
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parts (Share; and Sharey), placing one part Share; on the client,
and sharing the second part Share; among all the servers.

Users do not prefer server locations where governments can
block data access. For threshold wallets, when the government
can not view or deny access to data, 52.2% of the participants were
willing to place the shares only among multiple servers. This per-
centage decreases to 31.2% when the government can view and
deny data. When the government can block access, irrespective
of they can view the data, less than 36.5% chose to share among
servers, with at least 67.8% choosing to share between the client
device and the servers.

In the Non-newbie group, more than 51.1% always wanted to
place a share on the client device, which went up to 68.6% when
the government could deny access to the data. Thus government
policies greatly affect the choice of location for the secret and the
majority of users wish to have a share of the key on their devices
when the government can deny access.

In short, in our study, most participants wish to retain control
over the secret key despite its vulnerabilities. They prefer the keys
distributed on a smaller number of servers hosted by reputed firms;
they also like to increase the threshold for a fixed number of servers
to distribute the trust further. The government’s ability to view and
block access to the secret affects their choices of key locations.

6 IMPLICATIONS

Our study offers the following valuable insights for different parties
involved in the cryptocurrency ecosystem.

Need for educating and nudging the users. Our study shows
that participants behave as two specific groups (see Section 5.1.1)
Newbies and Non-newbies. These groups mainly defer in the dura-
tion of usage (Newbies being recent adopters), the amount of invest-
ments they make, their background in Information Technology, and
their usage of the cryptocurrency. However, the participants from
both groups are not too familiar with multi-device wallets. In real-
ity, placing the key shares on multiple devices owned by multiple
users provides an enhanced security feature where a committee or a
group of people need to authorize a transaction; single-device wal-
lets do not achieve this. Furthermore, placing the shares on different
types of user devices (single user) makes it generally difficult for the
adversary to compromise the system since the attacker must adopt
different strategies for each device. However, even after educating
through the videos, about 30% of the participants were unwilling to
shift to multi-device wallets. More surprisingly, about 37% of these
participants who were unwilling to shift to multi-device wallets
believed that single-device wallets are more secure. About 20.5%
of them wanted to stick to single-device wallets because they did
not want to lose control over the keys. This flawed mental model
needs to be addressed by educating the users about the security
features of multi-device wallets. It can also be achieved by nudging
the users towards better practices [49, 93] directly in crypto-wallet
interfaces. This makes it imperative for the developers to educate
and familiarize users with multi-device wallets and the security
models that can be achieved and supported through them.
Customizing education and nudges focusing on security and
availability trade-off's for different user groups. However, user
education needs to be customized for each user group and their
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needs—different settings of multi-device wallets (with different
(N, T) structures and key placements) provide different security
and availability trade-offs. For example, a high N and a low T would
indicate high availability of the keys, whereas a very high T (close
to N) would indicate a higher number of total nodes that need to
be compromised to compromise the key thereby implying better
security. The users should be conveyed that the multi-device wal-
lets indeed support giving control of the keys to the users while
offering the advantage of not having a single key on a single device.
The multiple settings under which this is possible, for example,
keeping shares on multiple user devices, keeping a share on user
devices while further dividing the other set of shares on servers,
or further re-sharing the second share among servers, need to be
explained. This should be done keeping the user preferences and
usage characteristics in mind; the settings can be tuned specifically
to each group’s requirements and usage characteristics. These are
significant because a user investing very little (e.g., newbies) may
not want to go through the usage complexity of having the key
shares on multiple devices and may prefer to distribute the key
among reputed servers and vice-versa. These trade-offs need to
be conveyed to the users by educating them (e.g., through blogs,
videos, and FAQs) and also using nudges in the interface to help
choose a setting that is most aligned with their needs.
Developing new cryptographic schemes for more user con-
trol. Since our participants indicated they want control over their
keys, the researchers and developers may develop secret sharing
schemes where greater weightage is provided to a client device
than a server hosting the key. Such schemes would give the client
greater control of the total key. This would involve complex access
structures with uneven weights. Since no efficient schemes exist for
uneven-weighted distributed key generation, the researchers can
focus on developing efficient protocols to achieve the same. We note
that implications of the user control go beyond the multi-device wal-
lets setting and are also highly relevant for NIST threshold cryptog-
raphy efforts [12]. The different access structures arising from the
user preferences and signature schemes that support them can also
be applied to multi-party computation protocols [52, 99]. For exam-
ple, in the context of NIST’s threshold cryptography initiative, it
will be an interesting research problem to design a secure threshold
ECDSA protocol that maintains the users’ control over the keys in
the wallets. The current threshold ECDSA protocols [50, 62, 63, 77]
cannot securely realize users’ control in the above-described setting
where one of the two shares is re-shared among the servers.
Designing more usable settings in distributed server setup
for multi-device wallets. While choosing a distributed server
setup to host the shared keys, our study can significantly help de-
velopers arrive at a more usable setting. We learn that the majority
of the participants prefer a smaller set of reputed servers in loca-
tions where the governments cannot deny access to the data (see
5.3.3). Among the different share distributions (or access structures),
as chosen by the participants, the developers should consider al-
ways placing a share on the client device to give them control (see
Section 5.3.1). This can be achieved by generating two shares of
the secret key Share; and Shares, placing, say Share; on the client
device, and dividing Share; among multiple servers. Note that the
threshold wallet ZenGo [18] already follows this pattern with only
one server share, while Torus [16] wallet offers no such control
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to the users. While having two shares is a representative example,
multiple share structures, including hierarchical structures among a
subset of shares, are possible. These offer different privacy, security,
and usability characteristics. It is important for the wallet firms to
choose the proper default settings that cover most user preferences—
most users just choose from the default settings [40, 47, 72, 85]. The
users consider the location of the servers (see Section 5.3.3), so the
wallet firms must also allow the users to choose the servers to host
their secret shares.

Multi-device wallet users consider trade-offs of Threshold
vs. Multisig wallets. Finally, Threshold and multisig wallets offer
interesting trade-offs concerning accountability and privacy—our
study shows that multi-device wallet users understand and con-
sider these trade-offs. While many participants prefer the privacy
provided by the threshold wallet, some do not wish to use them
for the exact reason that they do not reveal enough information
(see Section 5.2.2). For example, if a signature is generated under
collusion, the information of who is involved is not revealed in a
threshold signature but is revealed under multi-signatures.

This motivates security researchers toward signature genera-
tion and wallet design to offer the best of both worlds, including
privacy and accountability. [42, 43] Moreover, as participants are
concerned about the space requirements of multi-signatures in wal-
lets (see Section 5.2.2) developing space-efficient multi-signatures
is an interesting issue to consider.

7 CONCLUSION

This study brings out a number of interesting behavioral patterns
and mental models of the current crypto-wallet users. In our study,
the participants behaved in two specific ways, either as Newbies or
Non-newbies. The Newbies are the new entrants and are interested
in the ease of usage of the interface and the popularity of the
wallets. The Non-newbie group has relatively been using the crypto-
wallets for a longer period; they are naturally more familiar with
different wallets. The majority of both groups use single-device
wallets and are not very familiar with multi-device wallets; they
use their wallets for long-term investments and very little as an
alternative to fiat currency. Key compromise is a common threat
for both groups.

When educated and nudged about multi-device wallets that can
mitigate both the issues of client-device or remote server compro-
mise, most participants are willing to shift. Those who are not, have
a false sense of security of single-device wallets. They also wish to
retain complete control of the key. They also like the convenience
of single-device wallets. Among the two types of multi-device wal-
lets, namely threshold and multisig, the majority of users prefer
threshold wallets for their privacy properties over their multisig
counterparts. Under different vulnerabilities, the participants pre-
fer having control over the funds by having a share of the secret
key on their local devices. The preferences of the participants are
also greatly affected by government policies at locations where the
servers containing secret information are hosted. Finally, the study
offers specific insights into the users’ expected multi-device wallet
threat models. This presents some interesting threshold crypto-
graphic research problems for the community to consider.
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DIFFERENT SINGLE DEVICE WALLETS

o Brain wallet: In this, users choose to remember the passphrase
or key associated with the wallet. This wallet is a single de-
vice wallet as the key is in a single location, the brain. If the
user forgets the secret information, they can not access the
funds.

o Paper wallet: The secret key of the wallet is placed on paper,
typically as a QR code etc.

o Desktop/Mobile wallet: The wallet and the corresponding
secret key are placed on the desktop or the mobile device
of the user. The user can access the wallet only from that
particular device. Eg: Electrum

o Exchange wallet: The secret key is placed at the exchange
hosting the wallet. The exchange performs the transactions
on behalf of the user. Eg: Coinbase.com, Binance

o Web wallet: The secret key is stored at the firm offering the
wallet. This wallet is accessed through the web and hence is
not device dependant.

e Hardware wallet: The secret key is stored on a particular
hardware token. The client needs to plugin the hardware
token every time a transaction is made. Eg: Trezor, Ledger
Nano
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