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Abstract 
Biotechnological innovations have vastly improved the capacity to perform large-scale protein 
studies, while the methods we have for identifying and quantifying individual proteins are still 
inadequate to perform protein sequencing at the single-molecule level. Nanopore-inspired systems 
devoted to understanding how single molecules behave have been extensively developed for 
applications in genome sequencing. These nanopore systems are emerging as prominent tools for 
protein identification, detection, and analysis, suggesting realistic prospects in novel protein 
sequencing. This review summarizes recent advances in biological nanopore sensors toward protein 
sequencing, from the identification of individual amino acids to the controlled translocation of 
peptides and proteins, with attention on device and algorithm development and the delineation of 
molecular mechanisms with the aid of simulations. Specifically, the review aims to offer 
recommendations for the advancement of nanopore-based protein sequencing from an engineering 
perspective, highlighting the need for collaborative efforts across multiple disciplines. These efforts 
should include chemical conjugation, protein engineering, molecular simulation, machine learning-
assisted identification, and electronic device fabrication to enable practical implementation in real-
world scenarios. 
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Introduction 

Proteins are the structural elements and machinery in all living cells that are responsible for 
functioning biological architecture and homeostasis.1 Function or dysfunction of proteins largely 
depends on the sequence of amino acids (AAs) making up their primary structure, which is naturally 
synthesized from information encoded in genes. Proteins have natural variability due to differences 
in the start site of translation, resulting in similar proteins with variable lengths. Additional 
complexity can be found in the degree and type of posttranslational modifications (PTMs).2 Thus, 
sequencing of single proteins or small populations of proteins is expected to fundamentally enhance 
the understanding of all living systems. Core to this advancement are new and emerging tools to 
measure the sequence of intact proteins, along with their PTMs.3 The primary structure of proteins 
consists of a linear sequence drawn from 20 proteinogenic AAs with an average volume of about 0.1 
nm3, linked by peptide bonds separated by only 0.38 nm.4 These fundamental building blocks lead to 
macromolecules that fold into secondary and tertiary three-dimensional structures to produce 
biochemically active entities. The advances in nanopore DNA sequencing inform many of the 
methods more recently developed for protein sequencing, but many new challenges emerge. DNA 
and RNA require identification of only four nucleobases. Furthermore, low-abundance DNA/RNA 
molecules can be enzymatically amplified outside the cell, whereas such an amplification mechanism 
is absent for proteins. Thus, the development of highly sensitive, high-throughput protein sequencing 
is a required technological advancement to transform many areas of the biotechnology field.5 

Current technologies for protein sequencing.  

Currently, the only principal methods available for protein sequencing and identification that 
have been put into large-scale practice are Edman degradation and mass spectrometry (MS), or their 
combinations.4,6 Edman degradation consists of cyclic chemical reactions that label, cleave, and 
identify the AA at the terminus of a protein one at a time, allowing the ordered identification of the 
protein’s AA sequence from the N- to the C-terminus using liquid chromatography. However, it is 
limited to the analysis of homogenous protein samples and read lengths typically <50 AAs, which 
falls far below the median protein length in eukarya (419 AAs), bacteria (306 AAs), and archaea (288 
AAs).7,8 Edman degradation also relies on the presence of a free α-amino group at the peptide’s N-
terminus, making accurate detection of PTMs not always possible.9 In addition, each ~45 minute 
degradation cycle makes the total process quite time-consuming. 

MS is a sophisticated tool for identifying proteins based on the mass-to-charge (m/z) ratio of 
fragmented peptides and is the current gold standard for protein sequencing.10 MS utilizes two 
approaches, namely bottom-up and top-down, to infer the primary structure of a protein.4,11 The 
bottom-up approach prevalently used for protein sequencing involves protein extraction from cells or 
tissue, protein digestion with the protease trypsin, ionization of the resulting peptides, separation and 
detection of these ionized peptides, and subsequent mass analysis. The measured masses of the 
peptides function as fingerprints that are later matched with known proteins found in databases using 
search engines such as Mascot or Sequest.12 Recently, Li et al. developed a de novo machine learning 
algorithm for data-independent acquisition MS, which involves restructuring graph-based neural 
networks with features derived from fragment ion peaks, providing an alternative to traditional 
databases or spectral libraries.13 These MS-based proteomics workflows with specialized 
bioinformatics tools can undoubtedly benefit the future framework of single molecule techniques for 
protein sequencing. However, MS has its limitations,14 primarily in regard to its narrow dynamic 
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range (up to 104 or 105) of protein concentrations, which is significantly lower than the desired 
dynamic range for comprehensive proteome analysis (up to 108 or 109).15 Other drawbacks include 
limitations on detection limit, low throughput, insufficient readable peptide length, and low sequence 
coverage. These shortcomings are further magnified when differentiating protein isoforms in which 
identical AAs are rearranged or when detecting protein heterogeneity for unambiguous identification 
of protein variations, such as PTMs (e.g., phosphorylation, acetylation, methylation, glycosylation, 
and ubiquitination, etc.). These slight differences in protein composition provide vital information for 
understanding biological processes and diseases.16 

Emerging single-molecule protein sequencing technologies. 

To address the above challenges, some highly parallel, single-molecule techniques have been 
envisioned in the past decade for next-generation protein analysis and sequencing.17,18 These 
emerging methods use tunneling currents,19,20 fluorescence,21 resistive-pulse nanopores,3,22,23 and 
other nanotechnologies to sequence or identify individual proteins, down to the single-molecule level 
or in single cells.24,25 The precision of these advanced measurement tools have the capacity to create 
many opportunities in biomedical research, with applications ranging from proteomics of single cells 
and bodily fluids to sensing and classifying low-abundance protein biomarkers for disease screening 
and precision diagnostics.21 Among the methods driving this era of advanced nanodevices for single-
molecule recognition was the tunneling current method, as reported by Zwolak and Di Ventra for 
DNA sequencing.26-28 This method was expanded to detect AAs using two metal electrodes separated 
by a nanogap (0.7-2 nm), comparable to the size of typical AA molecules. In 2014, Kawai and 
Taniguchi et al. demonstrated that 12 different AAs and a PTM (phosphotyrosine) could be identified 
by trapping electron tunnelling currents measured as the individual molecules pass through the 
nanoscale gap between electrodes.29 Furthermore, by coating electrodes with a layer of recognition 
molecules (4(5)-(2-mercaptoethyl)-1H-imidazole-2-carboxamide, ICA), Lindsay et al. demonstrated 
the potential of nanogap-based recognition tunnelling for identifying both individual AAs and short 
peptides. This method exhibits the capability of distinguishing between molecular classes, such as 
enantiomers and isobaric isomers.30  

Subsequently, several fluorescence-based methods were proposed and have since shown 
promising proof-of-concepts for single-molecule protein fingerprinting.21,25,31 By combining Edman 
chemistry, single-molecule microscopy, and stable synthetic fluorophore chemistry, Marcotte and 
Anslyn et al. developed a high-throughput fluorosequencing technique to identify protein fragments 
by the millions in parallel.32 This approach involves selective fluorescence labeling of cysteine and 
lysine residues in fragmented proteins, immobilization of the labeled peptides in a single-molecule 
microscope stage perfusion chamber, and subsequent quantification of peptide fluorescence through 
total internal reflection fluorescence (TIRF). Repeated cycles of Edman degradation and imaging can 
reveal the decrease in the intensity of the fluorescent dyes on each molecule in each cycle to 
determine the presence of cysteine and lysine and their positions. A variation on this theme was 
proposed by Joo and Meyer et al., who combined the protease-motor complex, ClpXP, with 
fluorescence resonance energy transfer (FRET) to detect low-abundance proteins.33 These 
fluorescence-based fingerprinting methods are highly attractive for protein sequencing due to their 
scalability and utilization of established techniques, such as Edman chemistry or extensively 
researched proteases. Additionally, these methods incorporate workflows familiar to MS database 
searching. Recently, a dynamic approach for protein sequencing that differs markedly from the above 
approaches has been developed using a semiconductor chip to measure fluorescence intensity, 
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lifetime, and binding kinetics in real-time.25 Peptides are immobilized in nanoscale reaction 
chambers and N-terminal AAs are instantaneously detected with dye-labeled N-terminal AA 
recognizers. Aminopeptidases are used to remove individual N-terminal AAs, exposing subsequent 
AAs for recognition. This direct sequencing technique eliminates the need for the complex chemistry 
and fluidics involved in other methods and allows for the identification of multiple AAs in an 
information-rich manner. 

These innovative approaches have contributed to revolutionizing conventional proteomic 
technologies. However, there are still obstacles in terms of the potential for achieving de novo, full-
length protein sequencing. Tunneling current methods are limited to the analysis of AAs or short 
peptides and lack the experimental basis to control the translocation of polypeptides through the 
nanogap. Fluorescence-based protein identification is impeded by the lack of distinct organic 
fluorophores for detecting the 20 different AAs without substantial signal crosstalk and constraint in 
the chemical repertoire to orthogonally label each of the AAs.34 

Nanopore approaches aimed at protein sequencing.  

The nascent field of nanopore sensing offers promises to revolutionize proteomics with single-
molecule sensitivity and long reads beyond the tunneling current- and fluorescence-based 
approaches.35-40 In a typical nanopore system, two electrolyte-filled flow-cells are separated by a thin 
membrane that hosts a nanoscale pore.41 Under the applied voltage bias served by immersed 
electrodes in the flow-cells, the single molecules are driven through the narrow channel of the 
nanopore and induce characteristic ionic current modulations, which carry information about the 
composition, charge distribution, structure, and sequence of the translocating molecule.42-45  

Nanopores are primarily composed of solid-state materials (i.e., semiconductor-based), 
nanopipettes (i.e., pulled glass capillaries), or biological molecules (e.g., proteinaceous).46,47 Solid-
state nanopores and nanopipettes are microfabricated with inorganic materials that instill a chemical 
robustness, allowing them to be used across a wide range of experimental conditions. To date, many 
approaches based on these devices have been developed for discriminating residue substitutions in a 
single protein molecule,48 decoding proteoforms,49 calling the AA sequence of a protein by using a 
sub-nanometer diameter nanopore,50 sensing folded proteins,51,52 extracting the generic properties 
(e.g., volume, dipole, and shape, etc.) of proteins,53-55 or profiling protein conformations.56 For 
protein sequencing, many simulations and computational assessments with solid-state nanopores 
have been expolored.57-59 The use of sub-nanometer solid-state pores to detect AAs in proteins at 
high speed and throughput is intriguing.60,61 The low capacitance of these pores allows for rapid 
detection, and semiconductor manufacturing enables high throughput. High voltage is crucial for 
precise control over peptide translocation and to minimize diffusion and back-stepping, albeit at the 
cost of decreasing analyte dwell time. Recently, Feng et al. reported the direct experimental 
identification of 16 natural AA by using MoS2 nanopores, which can provide a sub-1 Dalton 
resolution.60 Despite the potential benefits, in terms of genome and proteome sequencing, the large 
sizes of solid-state pores are not particularly beneficial, as sequencing requires a narrow band of 
smaller pores (i.e., diameters < 3 nm), with a degree of precision challenging for even the most 
advanced semiconductor manufacturing techniques that can achieve 2 nm line-rules.62,63 Additionally, 
current solid-state pores lack scalable manufacturing processes and sufficient surface wetting control. 
Although controlled breakdown (CBD) tools are currently under rapid development and active study 
to increase scalability, overcoming all abovementioned challenges remains a critical, yet unfulfilled, 
requirement for the practical implementation of solid-state pore-based platforms in protein analysis.64 
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In contrast, biological nanopores spontaneously assemble and insert into lipid bilayers with a 
precision dictated by the protein structure, which guarantees the small size and the reproducibility of 
the pore.42,65-67 This inherent reproducibility allows precise engineering of the internal pore structure 
to achieve constriction diameters of 1.0 nm to 4.0 nm.68 Both constriction geometry and local charge 
can be modified through established protein engineering tools by introducing functional groups or 
mutations in the primary structure of the protein.69 This fine control has made biological nanopores 
arguably the most promising candidates to drive the next developments in single-molecule 
proteomics.70-72 To date, biological nanopore-based sequencing technology has been established for 
nucleic acids by combining a high-resolution nanopore to obtain electrical signals, a molecular motor 
that controls polymer motion, and robust computer algorithms for deciphering and “calling” bases as 
they transit the sensing region of the pore.73,74 The commercial success of portable nanopore 
sequencers75,76 for single DNA molecules has inspired extensive research and development of single-
molecule techniques for protein sequencing by extending the concepts applied to the relatively 
simple nucleic acids (four unique bases) to proteins (20 unique AAs and countless PTMs).77-80 

Despite some exciting recent advancements, nanopore-based protein sensing is still in its 
infancy, facing tremendous obstacles unique to proteins and proteomics: (1) Discrimination of the 20 
proteinogenic AAs as building blocks of proteins. Firstly, certain AAs display negligible differences 
in volume, measuring as little as 0.001 nm3, and have a narrow maximum volume range of only 
0.06-0.23 nm3.81 Hence, either conferring more specific features on the AAs or improving the spatial 
resolution of biological nanopores is required for accurate detection. Secondly, PTMs alter the 
properties of proteins through the cleavage of peptide bonds and/or the addition of a modifying 
group to one or more AAs, making the identification of AAs more complex.82,83 (2) Identification of 
peptides/proteins. Compared to DNA sequencing through biological nanopores, the analysis and 
sequencing of peptides/proteins pose a greater challenge due to their intricate secondary and tertiary 
structures (folded configurations) and non-uniform charge distributions. These features can 
complicate or prevent the capture and translocation of peptides and proteins across nanopores.84 In 
addition, distinguishing peptides by length or mass can be difficult, given the abundance of peptides 
that share comparable physical properties. (3) Controlling the motion of peptides and proteins. 
Overly fast and uneven translocation of a peptide strand impedes sufficient interaction with the 
nanopore. This makes identification problematic, especially for long polypeptides and rare proteins. 
Enhancing the interaction strength and duration between single molecules and the constricted region 
of the nanopore could greatly improve the signal-to-noise ratio of sensing and reduce the reading 
errors of the nanopore. (4) Signal processing and understanding. Signals from whole proteins or 
protein fragments with the full set of 20 proteinogenic AAs are complex and quite difficult to 
interpret. This necessitates the development of molecular dynamics (MD) simulations that facilitate 
the understanding of these signals. Furthermore, challenges posed by the abundant ionic current data 
call for machine learning techniques to assist the data analysis. 

The last five years have seen significant advances toward addressing the above challenges with 
the development of specifically engineered nanopores to identify individual AAs and peptides, 
advances in signal processing algorithms, and refinement of MD simulations for understanding 
complex signals. Undoubtedly, these important breakthrough studies are reshaping the nanopore field 
from third-generation gene sequencing towards single-molecule proteomics, and perhaps a future of 
multi-omics. Here, we review nanopore protein sequencing from an engineering perspective, with 
emphasis on supporting research in computation, hardware, bioinformatics, and proteomics as a 
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system (Figure 1). Combined, these tools provide a roadmap for future routes to efficient sequencing 
and scaling-up for commercial applications.

Figure 1. Engineering methods surrounding biological nanopore technologies for protein sequencing.
Four most widely used biological nanopores (inner ring) and six peripheral engineering methods for nanopore
sensing (outer ring) with great potential to contribute to protein sequencing are shown. (Created with 
Biorender.com)§

§Certain commercial materials, equipment, and instruments may be identified in this work to describe the 
experiments as completely as possible. In no case does such an identification imply a recommendation or 
endorsement by the National Institute of Standards and Technology, nor does it imply that the materials, 
equipment, or instrument identified are necessarily the best available for the purpose. The authors declare no 
other competing interest.
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1. Sensing individual amino acids  

The primary structure of a protein is defined by the sequence of AAs, which is important for 
determining the protein’s spatial structure and function. Current biological nanopore techniques lack 
sufficient spatiotemporal sensitivity to identify all 20 proteinogenic AAs and diverse PTMs. Over the 
past decade, numerous research efforts have investigated AA sensing and reading using biological 
nanopores with the aid of chemical modifications to nanopore proteins and analytes. 

Derivatization-assisted amino acid identification with an α-hemolysin nanopore.  

The α-hemolysin (α-HL) nanopore has been the most well-studied biological nanopore for 
sensing small molecules, nucleotides, and proteins since it was reported by Menestrina in 1987.85 
Early works by Kasianowicz and Bezrukov demonstrated α-HL to be sensitive to single molecule-
interactions through H+ and D+ association to AA residues inside the pore.86,87 In 1996, single-
stranded DNA was measured while translocating through the pore, sparking a race to realize 
nanopore sequencing.88,89 α-HL is a self-assembling nanopore that has a heptameric, mushroom-like 
pore-forming structure. The narrowest constriction region of the α-HL nanopore is about 1.4 nm, 
located at the connection between the vestibule lumen (2.6-4.6 nm) and a β-barrel transmembrane 
stem (2.0 nm).90 The distinct size, structure, and base pairing interactions of DNA bases contribute to 
the relative ease of sequencing DNA using the α-HL pore. In contrast, structurally complex peptides 
composed of many similar-sized AAs present greater difficulty in achieving high-resolution 
differentiation by α-HL, calling for methods to enhance the pore’s sensing capability. Based on the 
Edman peptide degradation reaction,91,92 a series of N-terminal derivatization were developed to 
assist the identification of individual AAs using the α-HL nanopore.93,94 Liu and Wang et al. 

Figure 2. Discrimination of amino acids with a biological nanopore. Schematic illustration of the 
identification strategies and the corresponding representative results in the dashed box. (a) Nine AAs were 
derivatized with NITC at the N-terminus and then translocated through the α-HL nanopore. Box: mean relative 
current blockade produced by each NITC derivative versus its spatial volume. (b) Single AAs (C, N, and Q) 
traversing across an AeL nanopore. Box: raw current traces. The red star denotes a typical current blockade 
event of C in blue shadow. (c) Detection of Arg (R) peptides with different lengths in an equimolar mixture 
using the AeL nanopore. Box: typical current event of six distinct populations (top) and the corresponding 
histogram (bottom). (d) Recognition of 20 AAs (X) in a cationic carrier of seven Args (R7) by the AeL 
nanopore. Box: mean relative residual current produced by the XR7 probes versus volume of AA (top); 
experimentally determined mean I/I0 value for all 20 XR7 peptides (bottom). (e) Recognition of an AA (X) with 
a bipolar D4XR5 peptide carrier, in which five Arg residues and four Asp (D) residues were chemically linked to 
the target AA. Box: identification of D, M, E, R, L, W, and Y based on the I/I0 values (top); relationship of 
current blockade against volume (bottom). (f) Recognition of am7βCD-CuII complex-functionalized α-HL 
nanopore for AA enantiomers. Box: current traces (left) and the corresponding scatter plots (right) showing the 
interaction of pores with am7βCD, CuII, and either L-Phe (top) or D-Phe (bottom). (g) Depiction of an OmpF 
trimeric protein sensing a single peptide. The enlarged part represents the zig-zag alignment of each AA 
sidechain of N‑Arg-Arg-Gly-Arg-Asp in bulk. Box: typical nanopore-based readouts for Mol-1 and Mol-5. Red 
star points denote enlarged events in the original trace. Data in the boxes are extracted with permission from 
these references: (a): 94, (b): 107, (c): 109,§ (d): 110, (e): 117, (f): 122, (g): 123 and all corresponding schematic 
diagrams are created with Biorender.com. 
§https://creativecommons.org/licenses/by/4.0/  

https://creativecommons.org/licenses/by/4.0/
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employed four derivatization reagents, including ortho-phthalaldehyde (OPA), 2,3-
naphthalenedicarboxaldehyde (NDA), phenyl isothiocyanate (PITC), and 2-naphthylisothiocyanate 
(NITC), to derivatize the N-termini of five representative AAs (Ala, Phe, Tyr, Asp, and His).93 
Compared to bare AAs, which have minimal or no detectable current blockade events through α-HL 
nanopores, the derivatized AAs exhibited a significant increase in the event frequency, particularly 
those modified with NDA and NITC, under the same experimental conditions. NITC proved to be 
the superior derivatization reagent, enabling precise identification of all five of the tested AAs. Using 
derivatized AAs as detection surrogates not only prolonged interactions of analytes with the sensing 
region of the pore,95 but also limited their conformational variations. In a subsequent study using the 
NITC-derivatization method, the authors expanded the analysis to discriminate nine AAs of three 
classifications: nonpolar (G, A, V, and F), polar (S, Y), and charged (H, E, and D) (Figure 2a).94 
They also revealed that the current blockade reading is largely proportional to the spatial excluded 
volume of each derivative. 

While identifying all 20 natural AAs can be considered the first step toward nanopore protein 
sequencing, their ultrasmall volume and molecular weight differences prohibit their full 
discrimination using traditional analyses of ionic current traces (i.e., blockade, dwell time, etc.).96-98 
By revisiting the origin of nanopore current blockades from a theoretical perspective, Long et al. 
have demonstrated that the noncovalent interaction between nanopore and analyte significantly 
influences ion mobility within the nanopore. Understanding this mechanism offers an additional 
strategy for guiding the design of engineered nanopores to achieve high temporal and spatial 
resolution, thereby enhancing the ability to discriminate AAs of similar molecular weight and 
volume.99 

From direct readout to peptide-assisted amino acid discrimination.  

Several protein channels, other than α-HL, with diverse physical and chemical properties have 
been investigated for the use as nanopore sensors of small molecules. Analyte-pore interaction plays 
one of the most important roles in sensitivity and specificity, and different analytes require unique 
nanopore characteristics (pore diameter, morphology, charge distribution, hydrophobicity, etc.) for 
optimal detection and identification. One prominent nanopore that has been explored is aerolysin 
(AeL), a toxin secreted by Aeromonas hydrophila.100 AeL has many interesting features as a 
nanopore sensor, including a more highly charged lumen and smaller diameter (∼1.0 nm) than α-
HL.101-103 The AeL pore was determined to have superior sensitivity for some analytes, established 
by its ability to differentiate poly(ethylene glycol) species, which was speculatively linked to its 
highly charged interior surface.104 Further evidence that the presence of these charges enhance the 
AeL pore’s sensing capability can be drawn from studies using the pore to discriminate oligomers 2 
to 20 bases in length105and distinguish methylated cytosine from cytosine.106 Initial attempts at the 
direct identification of single AAs, without modifications or labelling, involved the analysis of single 
cysteine molecules (0.11 nm3), taking advantage of AeL’s reported sensing capabilities.107 In this 
work, cysteine produced current blockades distinct from both asparagine (Asn, 0.12 nm3) and 
glutamine (Gln, 0.15 nm3), highlighting the importance of considering factors other than volume 
exclusion (e.g., spatial conformation, specific functional groups) for analyzing the characteristic 
interaction between a single AA and the nanopore sensing interface (Figure 2b). While these results 
are encouraging, reading bare AAs directly using a biological nanopore cannot currently achieve the 
recognition of all 20 proteinogenic AAs. 

Recent advancements indicate that expanding single AAs into polypeptides and using 
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polypeptides as carriers have significantly enhanced the identification of individual AAs. The 
sensing zone of the AeL pore is ~2 nm long, about three-four times longer than the reading heads 
used for DNA sequencing, which can slow down the movement of the peptide to aid AA detection.108 
In the 2018 study of Oukhaled et al.,109 arginine (R) peptides of six different lengths, differing by a 
single AA in length (5, 6, 7, 8, 9, and 10 AAs), were discriminated independently or in an equimolar 
mixture with single AA resolution by using a recombinant AeL nanopore, without any physical or 
chemical modifications (Figure 2c). Building upon this work, Oukhaled and Aksimentiev et al.110 
reported an attempt at identifying all 20 proteinogenic AAs by linking each AA residue to a carrier 
peptide comprising seven arginines (R7) to facilitate capture by an AeL nanopore (Figure 2d). The 
net positive charge conferred by the arginine heptapeptide ensured exclusive electrophoretic 
transport of the peptides through the pore in a unidirectional manner. Based on the correlation 
between the molecular volume of each residue and its blockade magnitude, 13 AAs (R, W, F, K, L, N, 
T, P, D, A, C, S, and G) were distinguished in superimposed histograms of the relative residual 
current values, obtained individually. The study also demonstrated the method’s ability to distinguish 
K, H, D, E, and R within an equimolar mixture of the R7-AA peptides, in addition to identifying 
mixtures of species that differed by only one hydroxyl group (F and Y) and of structural isomers (L 
and I). The authors note that overlap in relative residual current distributions prevented identification 
of seven AAs, a problem that is compounded in analyte samples containing mixtures of many species, 
and emphasize the need for further refinement of analytical techniques in order to improve the 
accuracy and reliability of protein analysis. They claim that with the implementation of chemical 
modifications, instrumentation advances, and nanopore engineering, their methodology may achieve 
enhanced identification of AAs, individually and in mixtures, and perhaps further ambitions such as 
parallel protein sequencing. 

In other studies adopting peptide-assisted approaches for AA identification, a channel of 
bacteriophage T7 DNA packaging motor was used as a single pore sensing instrument, in 
combination with enzymatic digestion assays. The T7 motor channel has a relatively large 
constriction region of ~3.9 nm, yet has been purported to distinguish peptides at lower concentrations 
than AeL and to be more flexible in regard to modification with different recognition elements.111 
Clear mappings of five peptides with 8, 9, 10, 11, and 12 arginine (R) residues were achieved112 and 
peptides composed of a mixture of acidic and basic AAs were differentiated113 after digestion with 
protease. These studies demonstrate the possibility of improving the facility of nanopore sensing for 
the discrimination and recognition of AAs with peptide-assisted methods. 

Computational and simulation-based studies in combination with preliminary experiments have 
shown that using macromolecules engineered with oppositely charged groups at either end, together 
with an applied potential difference across the nanopore, creates a means of enhancing the capture 
rate and increasing the residence time of the analyte. These features are attributed to the resulting 
electrostatic “tug-of-war” effect between the charged extrema of the macromolecule and the 
oppositely biased voltage of the pore setup.114,115 Dekker and Joo et al. applied this concept of a 
bipolar peptide as a carrier to resolve various AA chemical modifications in a fingerprinting scheme. 
The chosen peptide, with a negative (10 glutamate) N-terminus and positive (10 arginine) C-terminus, 
was stretched and stalled inside a pore with an applied negative (-90 mV) trans bias. By attaching 
different chemical groups to a single cysteine in the central part of the peptide and measuring their 
effect on the nanopore signals, the research showed clear differentiation between labeled and 
unlabeled peptides and achieved sensitive detection for labels with various physicochemical 
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properties like mass and geometry. These properties were found to correlate with the relative current 
blockade, while label charge and size showed a direct relationship with translocation time.116 Most 
recently, by linking four aspartic acid residues (D) to the N-terminal (negatively charged) and five 
arginine residues (R) to the C-terminal (positively charged) of individual AAs, a bipolar peptide 
probe was formed to enable electrical recognition of nine proteinogenic AAs (D, M, E, R, L, W, Y, N 
and A) using an AeL nanopore, based on their distinct current blockades and dwell times (Figure 
2e).117 Beyond AA recognition, the above studies hold significant implications for various 
biotechnology applications, including the detection of PTMs of peptides/proteins, as elaborated upon 
in the following section. 

Amino acid isomerization sensing.  

Chiral molecules exhibit differences in physiological behavior that directly affect chemical and 
biological activity and make them pharmacologically distinct.95 Chirality, along with other forms of 
stereoisomerism induced by PTMs or asymmetric synthesis, introduces substantial complexity to the 
identification of isomeric AAs and peptides, due to their similar physiochemical properties. For 
example, L- and D-AA isomers possess nearly identical chemical structures, differing only in their 
stereochemistry, making it difficult to differentiate them using conventional analytical techniques. 
Several studies have taken advantage of the high sensing resolution of nanopores to develop ways of 
advancing the ability to discriminate stereoisomers, specifically enantiomers, at the single-molecule 
level.118-121 By taking advantage of a chiral CuII-phenanthroline complex within an α-HL nanopore, 
Bayley et al. were able to differentiate L- and D-AAs (Tyr, Phe, Cys, and Asp) directly with the 
nanopore.119 Kang et al. later introduced a modified strategy to discriminate all enantiomers of 
natural aromatic AAs in 2017, using a metal-organic (CuII-am7βCD) complex-functionalized protein 
nanopore. In this sensing system, the CuII plugging valve played the crucial role of holding the chiral 
AAs in the nanocavity for a sufficient registering time. The interactions between enantiomers of the 
aromatic AAs and the am7βCD-infused nanopore cavity caused distinctive current signatures 
(Figure 2f).122 Although these nanopore-based approaches have demonstrated the possibility of 
sensing chiral molecules by designing a specific chiral environment, they have limitations when it 
comes to identifying chiral AAs in peptides with identical volumes. Chiral isomers differ only by the 
opposite orientation of their sidechains. Consequently, the chirality of an analyte plays a pivotal role 
in determining the orientation of its sidechain during interaction with a nanopore, thereby influencing 
the distinctive single-molecule current pattern utilized for analyte identification. Taking advantage of 
this relationship, Winterhalter and Ying et al. recently employed the bacterial outer-membrane 
channel, OmpF, as a chiral biosensor to track sidechain orientation and identify chiral and positional 
AA isomers within model peptides.123 The narrow, 0.7 nm constriction zone of OmpF is composed of 
a positively charged ladder (K16, R42, R82, and R132) and a negatively charged pocket (D113, E117, 
and D121) on opposite sides (Figure 2g), forming a lateral electrostatic field that provokes sidechain 
reorientation during peptide translocation and consequent, distinct ionic current fluctuations and 
residence time changes. Analysis of these current patterns enables identification of peptides 
containing chiral AAs and positional isomers. 

These studies, among others, have made progress in the recognition of AA isomers, either with 
individual AA molecules or within peptides, through the persistent development of specialized pore 
environments or modifications. Such momentum highlights that continuation of this trend will see 
the types of advancements needed to apply these methodologies to large-scale translational and 
commercial operations. 
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2. Profiling and identifying peptides  

In proteomics research, the objective of accurate and efficient sensing of peptides and proteins 
is a tremendous undertaking, due to the remarkable heterogeneity of these molecules and the 
abundance of dynamic PTMs that underlie their functions. This has sparked the inspiration to 
develop high-throughput single-molecule techniques to identify and sequence proteins that excel in 
the areas where traditional MS methods fall short. Compared to the identification of AAs, which 
focuses primarily on detecting the unique electrical signal generated by each AA passing through the 
pore, investigating peptides or proteins with nanopore technology requires greater consideration of 
additional properties. The mass and length of the analyte, which are much more variable among 
peptides/proteins than simple AAs, may affect how it interacts with the nanopore; larger molecules, 
in particular, may require altered nanopore configurations. Other factors include heterogeneity in the 
distribution of charge in the target peptides or proteins, the occurrence of PTMs, and the techniques 
used for folded structures (such as engineering nanopores to better accommodate the folded 
conformations, employing unfoldases to obtain more linear analyte structures, or using multiple 
pores simultaneously for a more complete representation of analyte morphology and chemical 
nature). Among the early demonstrations of protein sensing using nanopores presented in the early 
2000’s were studies investigating the capability of the α-HL nanopore in transporting and identifying 

Figure 3. Identification of peptides with biological nanopores. Schematic diagrams of the sensing strategies 
and the corresponding representative results in the dashed box. (a) Three types of FraC nanopores with different 
diameters. Box: pH dependence of the Iex% for four peptides using Frac-T2 (top) and the relationship between 
the Iex% and the mass of peptides (bottom). (b) Peptide attachment methodology with nanopore-based cluster 
analysis. Box: low frequency fluctuation (top-left) and high-frequency fluctuation (top-right) resulting from 
peptides and cluster-peptides, respectively; the resulting ligand dynamics exhibits two-state fluctuations that can 
be analyzed to identify the target peptide (middle); linear dependence between the mean current step size and the 
ligand mass (bottom). (c) Peptides are pre-hydrolyzed by protease and measured as they translocate the FraC 
nanopore. Box: lysozyme fingerprinting using a nanopore. (d) Unfolding and cleaving the protein into multiple 
polypeptide fragment types, analyzed with an AeL nanopore. Box: typical current blockade events of polypeptide 
fragments (top); scatter plot of tD versus I/I0 (middle); and histogram of the I/I0 values (bottom). (e) Analyzing 
different polypeptides that have identical length, but different net charges and different charge distributions with 
an AeL nanopore. Box: typical current traces of polypeptides and discrimination of polypeptides through event 
scatter plots. (f) Three electrostatic constricted regions of N226Q/S228K AeL for heterogeneously charged 
peptide sensing. Box: typical current traces of heterogeneously charged peptides obtained with an N226Q/S228K 
AeL nanopore (top); scatter plots between current blockade and duration (bottom). (g) Label-free detection of 
both phosphorylation and O-glycosylation and their discrimination from unmodified peptides using a FraC 
nanopore. Box: typical current trace obtained for a measurement on a mixture of three peptides (top); scatter plot 
and blockade histogram of the mixture (bottom). (h) Discrimination of acetylation-derived positional isomers 
with the R220S variant AeL nanopore. The fragment (H4f.) of the full-length human H4 protein was modified at 
three different positions on lysin AAs. Box: current trace of an experiment recorded using the R220S pore in the 
simultaneous presence of eight different H4f. variants (top); together with the scatter plot (bottom). The error bars 
in a and b represent the standard deviations calculated from at least three independent repeats. Data in the boxes 
are extracted with permission from the references: (a): 132,§ (b): 140, (c): 143,§ (d): 144, (e): 146, (f): 147, (g): 
156, (h): 160, and all corresponding schematic diagrams are created with Biorender.com. 
§https://creativecommons.org/licenses/by/4.0/  

https://creativecommons.org/licenses/by/4.0/
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a repeating peptide sequence, (Gly-Pro-Pro)n.124,125 During this time, the interaction kinetics of the α-
HL nanopore with various peptides were also detailed126 and hydrophobic interaction-induced 
peptide translocation velocities were disclosed.127,128 These works have helped lay a solid foundation 
for the ongoing progress toward reliable differentiation and quantification of proteins, peptides, and 
their PTMs using nanopores over the past two decades. 

Mass and length profiling of peptides.  

The transmembrane region of the Fragaceatoxin C (FraC) nanopore is unique compared to other 
biological nanopores, with eight α-helices that funnel down to a sharp and narrow constriction of 
~1.5 nm at the trans exit of the pore, well-suited for protein-sequencing applications.129-131 Maglia et 
al. modulated several experimental parameters to investigate their effects on the capacity to identify 
peptides and proteins of varied mass and length using the FraC nanopore. By substituting a pair of 
AA residues of the pore for serine at the membrane-FraC interface and adjusting the electrolyte 
environment and several purification conditions, the authors were able to observe the spontaneous 
assembly of FraC nanopores into groups of three dominant pore sizes (1.6 nm, 1.1 nm, and 0.84 nm). 
These engineered FraC nanopores demonstrated the ability to detect peptides with lengths ranging 
from 4 to 22 AAs and to differentiate alanine and glutamate, which differ in molecular weight by 
only 44 Da (Figure 3a). The authors also found that at a specific system pH (3.8), the depth of the 
peptide current blockade scaled with peptide mass, irrespective of the chemical composition of the 
analyte. This provides an efficient single-molecule identification strategy that could potentially be 
useful for sequencing peptides/proteins in real-time, without prior knowledge of the analyte 
identity.132 

Inspired by studies that applied a single molecule nanopore spectrometry (SMNS) method to 
achieve highly resolved mass spectrums of polydisperse polyethylene glycol (PEG) mixtures,133-135 
Reiner et al. sought to expand the SMNS technique to biologically significant peptides. By 
introducing a 2 nm Au25(SG)18 negatively charged cluster136 to the cis side of an α-HL nanopore, the 
resulting peptide analyte-cluster interactions increased both the frequency and residence time of 
peptide current blockades.137 Generally, this effect is caused by the local electrostatic attraction 
between the anionic metallic nanocluster(s) at the cis end of the nanopore and cationic analyte 
entering the pore from the trans end, which slows the analyte’s complete translocation through the 
pore and/or reduces the occurrence of its back-diffusion through its point of entry. This improves the 
accuracy of blockade depth estimates, consequently enhancing the resolution of blockade 
distributions. Several works have reported on using nanopore sensors to characterize metallic 
nanoclusters, taking advantage of the tendency of these clusters to become trapped inside the pore for 
extended periods. This provides the opportunity to, for example, delineate the kinetic activity and 
reordering of ligands on a nanocluster’s surface in real time138 and observe and quantify the 
efficiency of real-time ligand exchange on isolated nanoclusters,139 allowing for the optimization of 
cluster surfaces for varied medical applications. The latter of these studies also illustrates a way of 
adapting the ability to characterize ligand exchange on individual metallic clusters within a nanopore 
for the purpose of sensing small peptides, where the cluster is used to convert the signals from 
heterogeneous peptide exchange to distinctive fluctuations in electrical current. This was later 
expanded upon to better understand what physical and chemical properties of peptides gives rise to 
different types of fluctuations upon peptide-cluster linkage. This research found that the presence of 
a cysteine residue on the peptide was required for its attachment to the nanocluster and that the 
peptide-cluster interaction resulted in either stepwise current transitions or high-frequency one- or 
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two-state fluctuations, depending on the given peptide (Figure 3b).140 The nature of these current 
patters was governed by various factors, such as the peptide’s mass, charge, sequence, length, and 
configuration. Both types of peptide-induced signals could be analyzed to identify peptides in 
mixtures. These studies have laid the investigative groundwork for identifying small, cysteine-
containing peptides by integrating metallic nanoclusters inside a nanopore sensor. 

Some studies have implemented a fingerprinting method whereby nanopore current blockade 
data of enzymatically cleaved protein fragments were converted into spectra. These spectra were 
used to identify the analytes of interest and validate those results with databases of known peptide 
and protein signatures (as are used in MS).141,142 In a work using a G13F-FraC-T1 nanopore to 
directly sample protease-digested proteins, it is shown that the resulting current spectra compare well 
with those obtained by MS. The method is hence deemed viable for reliable protein recognition by 
spectral matching, akin to peptide fingerprinting. The study involves the tryptic digest of 10 different 
proteins, with molecular weights between 12.4 and 66.5 kDa, which generates clustered current 
events from the individual trypsinated peptides as they translocate the nanopore (Figure 3c).143 
Recently, a similar proof-of-concept study was reported by Oukhaled’s group,144,145 demonstrating 
that hydrolyzed polypeptide fragments can be detected and classified at the single-molecule limit 
using an AeL nanopore (Figure 3d). In this work, three native proteins (myoglobin, lysozyme, and 
cytochrome c) with similar molecular mass were treated with the trypsin protease, producing 
polypeptide fragments that were defined and discriminated based on the nanopore’s ionic current and 
then compared to a signal database to successfully identify the original protein. Though protein 
sequencing using nanopore systems remains an ongoing effort, these advancements in nanopore-
based single-molecule fingerprinting represent a meaningful step toward this goal, capitalizing on the 
existing protein databases used with mass spectrometry while offering a comparatively much simpler 
methodology. 

Transport behavior of charged peptides.  

Charge is one of the most important parameters to consider in peptide recognition with 
nanopores.115 Variability in charge distribution along a peptide’s sequence can hinder the ability of 
nanopores to generate a clear and distinct signal. Compared with the consistent and predictable 
current patterns given by uniformly, negatively charged polynucleotides, the presence of charge 
heterogeneity in peptides can lead to irregular interactions with the nanopore, resulting in 
inconsistent or ambiguous current disruptions that complicate signal interpretation. Recent efforts 

have been devoted to controlling the capture and translocation behavior of heterogeneously charged 
peptides and polypeptides with mutant nanopores.146-148 One such work studied the translocation of 
11 identical-length polypeptides with different net charges and charge distributions to better 
understand the mechanism by which trypsin-cleaved polypeptide fragments are captured, and how 
they engender different ionic current drops in the pore.146 The results show that, under relatively high 
ionic strength and high applied voltages, negative, positive, and neutral polypeptides can be driven 
into an AeL pore by the same applied voltage polarity (Figure 3e). Specifically, the relatively high 
ionic strength (4 M vs. 1 M KCl) increases the capture rate of polypeptides, independent of their net 
charge; high voltages (+100 mV vs. +50 mV) favor relatively long residence times of positive and 
neutral polypeptides, but drastically decrease those of negative polypeptides, with a larger reduction 
in residence time for peptides that are more negatively charged. In addition to the experimental 
conditions, the ion selectivity and sensing ability of AeL are mostly controlled by electrostatics and 
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the narrow diameter of the double β-barrel cap.149 Thus, accurate molecular detection of peptides 
may be achieved by engineering single/multi-site mutations of the nanopore. Taking this approach, 
Ying et al. designed a N226Q/S228K mutant AeL nanopore to control the capture and translocation 
of heterogeneously charged peptides by inserting an additional electrostatic constriction, with 
positive charge, between two natural sensing regions of the pore. The presence of positive charges at 
the constriction induced a high electroosmotic flow (EOF) velocity, resulting in a significant increase 
in frequency (up to 8-fold) for heterogeneously charged peptides, with a net charge ranging from +1 
to -3 (Figure 3f).147 

Detection of post-translational modifications (PTMs) of peptides. 

Post-translational modifications, or PTMs, are one of the mechanisms by which the protein pool 
of a cell can be expanded by orders of magnitude for realizing diverse sets of functionalities.150 This 
entails the chemical modification of protein structures by the addition of a functional group to one or 
more AA residues to finely tune the protein’s properties and activity.151 PTMs of proteins constitute 
an essential regulatory mechanism involved in almost all cellular events. Thus, technologies used for 
their detection at the single-molecule level are in high damand.152,153 For example, two major PTMs, 
phosphorylation and glycosylation, are important regulatory processes, but have also been implicated 
in pathogenic pathways of many diseases, such as diabetes, cancer, and Alzheimer’s.154,155 Joo and 
Dekker et al.156 demonstrated a proof-of-principle for the label-free differentiation of both 
phosphorylation and O-glycosylation, and their mutual discrimination from unmodified peptides, 
using a FraC nanopore and a model peptide, modified at a serine site with either of these PTMs 
(Figure 3g). The experiments in this work employ a model system with bespoke peptides, designed 
to be simple, but present an important initial step in demonstrating the feasibility of PTM recognition 
at the single-molecule level using biological nanopore sensors. 

PTMs can alter the translocation speed of peptides, which could affect the ability of the 
nanopore to detect them. For example, phosphorylation can accelerate the traversing speed of a 
negatively charged substrate while significantly enhancing the translocation frequency of a positively 
charged substrate.157 Maglia and Walvoort et al.158 sought to address the issue of rapid translocation 
speeds of proteins with PTMs that prevented their sufficient observation under a range of typical 
experimental conditions. Focusing on natural, hydrophilic (glyco-) peptides generated from the 
proteolytic cleavage of proteins, they found that by using a mutated FraC nanopore (G13F-FraC) 
with an aromatic constriction region and combining high electrolyte concentrations (3 M LiCl) with 
low pH (pH 3), the dwell time of the glycopeptides increased, allowing for their accurate, selective 
detection. To test if these conditions could be generally applied to detect and quantify other PTMs, 
they repeated the experiment in the same environment with rhamnosylated cyclic peptides and 
proteins, again with favorable results.  

Another work achieving prolonged residence time of peptides with PTMs inside a nanopore, 
conducted by Long and Ying et al.,159 focused on tau phosphorylation and attributed its success to 
the design of a T232K/K238Q mutant AeL nanopore. The strengthened electrostatic interaction at the 
T232K site and the high repulsion barrier at the K238Q site worked synergistically to reduce the 
translocation speed of the phosphorylated tau peptide by tens to hundreds of milliseconds, down to 
about 5-70 ms per AA. This was the slowest reported translocation velocity within any nanopore 
studied at the time. The technique was able to overcome the difficulty in studying tau 
phosphorylation, caused by its multiple and adjacent phosphorylation sites within the tau sequence, 
boasting a nearly 100% accuracy in identifying distinct distributions within a mixture of unlabeled 
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pS262-, pT263-, pS262/pT263-, and unphosphorylated tau peptides. The effective nanopore design 
featured in this study offers an encouraging engineering concept that can be implemented in several 
other applications. The strategy is, however, limited to charge-conferring modifications and is 
incapable of differentiating true positional isomers. To address these issues, Behrends and 
Aksimentiev et al. offered a more generalized approach, showing that whole-molecule sensing by an 
engineered AeL nanopore (entrapment of an entire peptide inside the pore) is capable of 
differentiating PTMs solely on the basis of the positions of acetylated and methylated lysine residues. 
To isolate position as the factor underlying peptide differentiation ability, the work analyzed peptide 
sequences, derived from human histone H4 protein, of identical mass (Figure 3h).160 Unlike 
sequencing by stepwise threading, this method detected PTMs and their positions by sensing the 
shape of a fully entrapped peptide, thus eliminating the need for controlled translocation. 
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3. Manipulating the motion of peptides 

Prolonging peptide residence within a nanopore via electroosmotic flow (EOF) enhancement.  

An important area of research within the domain of nanopore-based protein sequencing is the 
development of methods to slow down the high velocities of peptides as they traverse across pores 
(with the majority of transit times estimated to be <1 ms·AA-1).81 Sufficiently long residence within 
the nanopore can allow high signal-to-noise recording of time-series signals for the well-ordering of 
each AA.81,161 As mentioned earlier, using mutant nanopores is an effective way to slow down the 
translocation speed of peptides. Another potentially powerful approach is manipulating the EOF. 
EOF in nanopore systems is the movement of electrolyte fluid through a nanopore in response to an 
applied electric field, which can affect the accuracy and resolution of nanopore-based sensing and 
sequencing. In general, a dipolar peptide can be trapped within a nanopore for a time by controlling 
the balance of the opposite electroosmotic and electrophoretic driving forces. To date, much of the 
nanopore research exploiting EOF has been devoted to controlling the translocation and trapping of 
peptides by: (1) modulating the magnitude and polarity of the applied voltages or the charge 
distribution of the analytes,115,162,163 (2) introducing oppositely charged segments at the N- and C-
termini of polypeptides to create a dipolar feature,114 (3) tuning the solution pH,164 (4) introducing 
electro-osmotic vortices into the inner surface of nanopores,165 (5) immobilizing dihydrofolate 
reductase (DHFR) inside a ClyA biological nanopore,166 and (6) binding guanidinium cations to the 
inner surface of the nanopore.167 

Sequencing by controlled movement of peptides in a nanopore.  

Nanopores have gained substantial recognition in genomics by demonstrating ultralong read 
lengths for DNA and RNA sequencing.80,168,169 In this process, translocating motor enzyme is used to 
ratchet DNA/RNA through the pore in single-nucleotide steps, yielding a base-by-base sequence 
readout. In proteomics, many recent studies that focus on protein fingerprinting or sequencing apply 
a similar principle, using an enzyme motor.170,171 For example, by employing a ClpX protein, a 
proteasome-like complex of Escherichia coli, as an unfoldase,33 different proteins with fully-

Figure 4. Controlling peptide translocation through a biological nanopore. Schematic diagrams of the 
sensing strategies and the corresponding representative results in the dashed boxes. (a) Schematic view of 
peptide sequencing achieved by helicase-driven translocation of DNA-peptide conjugates through the MspA-M2 
nanopore. Box: the sequencing signal of the DNA-peptide conjugate with the changes in the ionic current profile 
corresponding to the stages of the translocation marked in the schematic diagram (left); percentage of 
translocation events in which the polyT signal was detected for peptides of each length (right). (b) Nanopore-
induced phase-shift sequencing strategy to observe the ratcheting motion of peptide-oligonucleotide conjugate 
(POC) with an MspA nanopore. The abasic spacer (X) serves as a signal marker separating the oligonucleotide 
and the peptide. The linker (L) conjugates the two parts. Box：representative trace of N-termini conjugated 
POC (top) and C-termini conjugated POC (bottom). (c) Rereading is facilitated by helicase queueing with a 
MspA nanopore. Box: highly repetitive ion current signal corresponding to numerous rereads of the same 
section of an individual peptide. The expanded plot below shows a region that contains four rewinding events, 
where the trace jumps back to the level of the consensus displayed in shadow. The data in the boxes are 
extracted with permission from the references: (a): 177, (b): 179, (c): 180, and all corresponding schematic 
diagrams are created with Biorender.com. 
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characterized folded domains were shown to be driven through an α-HL nanopore and effectively 
yield distinguishable signals.172 However, these reads are difficult to interpret, in part due to the 
irregular stepping behavior of ClpX and the low spatial sensitivity of the α-HL pore.173,174,175  

The homo-octameric “globlet-like” configuration of the Mycobacterium smegmatis porin A 
(MspA) nanopore features a ~1.2 nm (in diameter) constriction located at the very bottom of the 
channel, which could procure better read lengths of some analytes and particularly high current 
levels, relative to other protein pores.176 Bai et al. selected the MspA nanopore for its unique 
geometry to test the idea of conjugating a target peptide to a single-stranded DNA handle, regulated 
by a DNA helicase, to better control nanopore-based peptide transport through the pore (Figure 
4a).177 Their method was able to thread peptides of up to 17 AAs through the constriction of the 
MspA pore and differentiate AA residues based on their charge and position. It also demonstrated the 
capability of distinguishing between different phosphorylation sites, with the potential to expand its 
application for the detection of other PTMs. However, the blockade current given by the 
translocating peptide was somewhat irregular, failing to produce consistent step-like signals. 
Consequently, the researchers were unable to sequentially discriminate between individual AA 
residues. The authors attributed this observation to the smoothing effect of thermal motion on the 
blockade current generated by different AA residues within an unstrained peptide and suggested that 
engineering the MspA pore to reduce the size of its constriction zone and stretching the peptide chain 
to minimize thermal motion may be solutions to the issue. 

Clear and step-like ionic current blockades have been achieved in nanopore-based nucleic acid 
sequencing.168 For example, a nanopore-induced phase-shift sequencing (NIPSS) procedure was 
recently developed using an engineered MspA pore, in combination with a motor enzyme, to directly 
sequence 2’-deoxy-2’-fluoroarabinonucleic acid, a type of xeno-nucleic acid.178 Inspired by this 
technique, Huang et al. took advantage of the high resolution of NIPSS to directly observe the 
ratcheting motion of a peptide within a nanopore, which had not been accomplished prior. 
Conjugating an oligonucleotide to the N- or the C-terminus of a peptide to form a peptide-
oligonucleotide conjugate (POC) and using a wild-type phi29 DNA polymerase (phi 29 DNAP) as 
the ratcheting enzyme, the study reported the observation of the discrete steps of a peptide’s 
ratcheting motion during a NIPSS measurement (Figure 4b).179 Furthermore, the event patterns 
generated during NIPSS showed a clear sequence-dependence, enabling identification of event 
variations caused by a single AA substitution. The study did, however, face a problem in regard to 
the incompatibility of phi29 DNAP’s enzymatic activity with the peptide segment of the POC, 
resulting in a limited read length, roughly equivalent to the length of ∼14 nucleotides. 

Dekker et al. have recently improved the accuracy of a single-molecule protein sequencer 
through multiple “rereads” of analyte.180 The work used a DNA translocating motor to pull a peptide 
through a MspA nanopore, demonstrating the ability to obtain high-fidelity signals by rereading the 
same peptide molecule multiple times (Figure 4c). Specifically, three negatively charged synthetic 
peptides that differed by a single AA (Asp, Gly, Trp) were conjugated with an 80-nucleotide DNA 
strand to form DNA-peptide conjugates. A Hel308 DNA helicase, capable of half-nucleotide (~0.33 
nm) stepping, was present in the solution and allowed to bind repeatedly to the DNA molecules. An 
individual peptide could thereby be read, pulled back into the MspA nanopore by DNA, and then 
reread with the help of a new helicase, improving read accuracy with each additional read. This 
process generated step-like pattern signals that enabled detection of the three ‘‘mutant’’ peptides, 
with an initial 87% single-read accuracy, that continuously improved with an increasing number of 
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rereads, ultimately resulting in an undetectably low error rate (<1 in 106).181  
Similar to the aforementioned strategies, the application of this method to protein sequencing 

poses two main challenges. First, its efficacy in sequencing natural peptides comprising AAs of 
varying charge and polarity remains uncertain. Second, the maximum number of distinct AAs that 
can be mapped and differentiated on a peptide for sufficient sequencing or identification is unclear. 
Additionally, the peptide sequence tested in Dekker’s strategy was atypical, with near-uniformly 
negatively charged target peptide chains. In a mixture of natural, heterogeneously charged peptides, 
conformational changes of the peptides within the nanopore may cause significant variations in the 
current blockages, a factor that must be properly accounted for to understand protein dynamics.182 

4. Artificial intelligence aided signal processing and recognition. 
Signal processing and artificial intelligence (AI) techniques, especially machine learning, have 

been increasingly utilized in the field of nanopore sensing.183 The development of advanced machine 
learning algorithms has vastly improved the capacity to analyze complex patterns in pore signals, 
efficiently and accurately classify peptide and protein sequences with corresponding confidence 
scores, perform error correction, predict sequences based solely on the observed pore signals, and 
engage in continuous refinement and optimization through iterative model training. These algorithms 
can also rapidly process large amounts of data, enabling real-time analysis and high-throughput 
sequencing. Figure 5a shows a typical flow diagram of the machine learning training process to 
attain the best performing predictive model.118,184-186 Relatively early in the field of machine 
learning-aided protein sequencing, Akeson et al. used a Gaussian Naïve Bayes classifier to recognize 
different variants of proteins using an α-HL nanopore, with the assistance of a ClpXP protease, 
achieving an 86-99% accuracy in the recognition of five of the S2-GT variants under a five-fold 
cross-validation setting.172 A few years later, Aluru et al. investigated the use of molybdenum 
disulfide (MoS2) as a nanopore material, to explore its ability to characterize the ionic current and 
residence time of the 20 proteinogenic AAs using MD simulations and machine learning techniques. 
They showed success in identifying individual AAs with high accuracy and found that, on average, 
the smaller the diameter of the pore, the (much) greater its sensitivity (a 20-fold increase in 
sensitivity for a 1.85 nm, relative to a 2.52 nm diameter MoS2 pore), noting the size of the analyte of 
interest naturally defines the lower limit on pore diameter. They also demonstrated the competency 
of three different predictive machine learning models in predicting AA type, given the ionic current 
and residence time from nanopore analysis. These included logistic regression, k-nearest neighbor, 
and random forest, which displayed a 72.45, 94.55, and 99.6% recognition accuracy, respectively.187 

These promising early results have motivated the continued application and advancement of 
machine learning-based tools in conjunction with simulation within the domain of nanopore research. 
De Angelis and Rocchia et al. have recently detailed a design for a protein construct, designated by 
the authors as an “adaptive biological nanopore”, with a pore structure comparable to a traditional 
nanopore (e.g., α-HL, MspA, etc.) but with a potentially superior sensing mechanism, optimized 
using MD simulation. In this proof-of-concept work, the atomistic interactions between a 
translocating polypeptide and the pore-construct, delineated by the MD simulations, cause a unique 
“reshaping” of the pore, specific to the “shape” of each AA. The definition of “shape” here includes 
the different types of interactions the molecule engages in (i.e., steric, electrostatic). Machine 
learning analysis (support-vector machine and random forest) provides information about each 
morphological transformation of the adaptive nanopore, provoked by the translocation of each 
constitutive AA of the peptide sequence, and helps identify these AAs. The results of this 
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computational approach offer optimism for the ability to detect all 20 AAs when applied in an 
experimental setting, with further refinement of the method.188 
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In recent years, deep learning models, which are usually implemented by deep neural networks, 
have been employed to process and classify nanopore signals.189 For example, a deep learning model 
implemented by long short-term memory (LSTM) networks and multilayer perceptron (MLP) has 
been trained to deal with nanopore current signals and classify polymer sequences.190 Another work 
developed a deep neural network with four fully-connected layers to process ionic current signals of 
nine different single-residue mutants of the thioredoxin model protein collected using α-HL 
nanopores. After performing a series of optimization techniques to enhance the neural network’s 
capability to generalize its training experience (i.e., successfully interpret data not introduced in the 
training and validation sets), the method achieved 100% correct identification of the nine mutants in 
54% of the experiments.191 One study has reported the use of a bi-path network, specifically 
designed to process nanopore signals. Based on the fundamental architecture of residual neural 
networks, the bi-path network follows a two-way architecture and jointly predicts the number of 
pulses, as well as the average translocation amplitude duration.189 

Current studies have leveraged artificial intelligence to facilitate the analysis of nanopore 
signals and have demonstrated promising potential. However, there are still several remaining 
research challenges in the computational domain of nanopore protein sequencing. First, the temporal 
dynamics of nanopore signals have not been sufficiently modeled in current studies. Many studies 
directly apply standard machine learning models, such as support vector machine and random forest, 
to classify the nanopore signals, yet these models cannot effectively exploit the dynamic patterns in 
sequential data. Second, the robustness of machine learning models should be carefully considered 
when dealing with nanopore signals in practice. The features extracted by current machine learning 
models might be incapable of distinguishing AAs in real-world scenarios, due to noise and variability 
in raw signals. Recent methods  to ensure trustworthy machine learning, such as adversarial training, 
could be adopted for nanopore-based AA recognition.192 By leveraging advanced machine learning 
paradigms, such as transfer learning and multi-task learning, multiple relevant tasks could be jointly 
optimized and work synergistically. The success of deep learning in other fields, such as natural 
language processing, protein structure prediction, and image generation, has demonstrated the 
effectiveness of large pre-trained models. Training large deep learning models for nanopore signal 

Figure 5. (a) AI aided signal processing and recognition. Left: Typical flow diagram of the training process. 
Different classes of events including A, B, C, D, E, F, were applied as the input dataset. The time, I/I0, or 
standard deviation of each event were extracted to form a feature matrix. Results in the matrix were further 
randomly split into a training subset for model training and a validation subset for model validation. Right: The 
confusion matrix of classification generated using the best performing model. (b-d) Understanding molecular 
dynamics by simulation. b: All-atom model of a helicase-assisted protein sequencing platform recapitulates 
dependence of the ionic current blockade on peptide sequence and reveals its molecular origin. Images courtesy 
Jingqian Liu (UIUC). c: Multi-scale model of a cut-and-drop experimental system. d: Combining steered MD 
simulation of peptide transport with a steric exclusion model enables precise characterization of atom-scale 
modification on nanopore current. (e-f) Instrumentation of nanopores. e: Schematic representation of nanopore 
sensing instruments. TIA – trans-impedance amplifier, Diff – differential amplifier, LPF – low-pass filter, ADC – 
analogue-to-digital converter, DAC – digital-to-analogue converter. f: Noise power spectral density (PSD) as a 
function of frequency for a typical nanopore. Dominant noise sources at different frequency ranges. The data in 
the boxes are extracted and reproduced with permission from the references: (b): 180, (c):197, (d) 110, (f): 229. 
The schematic diagrams of (a) and (e) are created with Biorender.com. 
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analysis would require collaborative efforts from AI, mathematic modeling, physics, chemistry, and 
engineering communities, with the potential to fundamentally advance the field of nanopore sensing 
in proteomics. 

5. Understanding nanopore transport by molecular dynamics simulation. 

MD simulation of nanopore related translocation193 has emerged as a powerful tool to 
complement experimental development of nanopore sensors for identifying protein structure and 
sequence.84 Atom-by-atom, complete microscopic models of various experimental systems have been 
constructed,180,194-197 typically featuring a single nanopore embedded in either a synthetic or 
biological membrane, a peptide or a protein molecule placed inside or near the nanopore, and 
electrolyte solution. An applied external electric field, directed normal to the membrane, produces an 
ionic current through the nanopore and its magnitude, together with the size of the system, governs 
the transmembrane voltage bias.198 Repeating the simulations for various placements of the target 
peptide in the nanopore, and/or changing the AA sequence of the peptide, produces the dependence 
of the ionic current blockades on peptide conformation and/or sequence (Figure 5b).180 This 
information can be directly compared to experiment to verify results. While the brute-force, all-atom 
MD method has the spatial resolution required to relate the protein sequence to its ionic current 
signature, the duration of processes that can be investigated by this method is presently limited to 
single-digit microseconds, which is often too short to directly observe the transport of a polypeptide 
chain through a nanopore. Although conventional coarse-grained simulations, such as those 
employing the MARTINI force field, can explore the equilibrium properties of multi-protein-
nanopore assemblies (Figure 5c),197 they lack the resolution to relate the protein sequence to the 
nanopore blockade current. To address the time-scale problem, hybrid methods that combine coarse-
grained199 or continuum200 models with all-atom MD or enhanced sampling simulations201 can be 
used to extend simulation time, while retaining a high level of atomic detail for molecules of most 
interest. Some studies (Figure 5d)110 have combined steered MD simulations of polypeptide 
transport through an AeL pore with a steric exclusion model of the ionic current blockades200 to 
resolve subtle differences in the chemical structure of the analyte, such as the type of individual AAs 
attached to a polyarginine carrier110 or the placement of PTMs along a tail of a histone protein.160 
All-atom MD and hybrid simulation methods are imperative for studying biomolecular systems and 
uncovering the molecular mechanisms underlying puzzling experimental observations. Advances in 
computing power and simulation algorithms continue to push the boundaries of what can be achieved 
for these complex systems. For example, atomistic simulations were able to attribute the steady, 
unidirectional transport of proteins in guanidinium chloride solution167 to a strong electro-osmotic 
effect produced by the binding of guanidinium ions to the surface of the nanopore. 

Notwithstanding the ongoing progress in the development of software and hardware, enabling 
ever faster MD simulations, predictive modeling of nanopore blockade signatures in the context of 
protein sequencing remains difficult. The key challenge lies in statistical sampling of protein 
conformations within the nanopore, which typically occur at time-scales inaccessible to the brute-
force approach. Additionally, enhanced sampling simulations have not been developed to operate 
under applied electric field conditions.201 The advent of special purpose computing hardware, such as 
the D.E. Shaw Anton 3,202 offers a promising means of simulating the behavior of complex 
biomolecular systems. With a simulation speed of ~200 microseconds per day, this technology can 
provide adequate statistical sampling of polypeptide conformations directly from a brute-force 
simulation. Another obstacle facing simulation-based protein sequencing is the propensity for errors 
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in results arising from imperfections in the applied molecular force field.184 Fortunately, 
improvements to the force fields are ever ongoing,203 producing more sophisticated and realistic 
models that make the prospect of accurately predicting blockade currents from all-atom simulations 
continuously more feasible. 

6. Device and instrumentation 

Detection and characterization of single biomolecules in bulk solution using biological or solid-
state nanopores are crucially dependent on reliable instrumentation. With careful systems-level 
engineering, from the electrodes to the nanopore setup, bandwidths approaching 10 MHz can be 
achieved.204 Multiple commercially available systems are currently available in the field from 
various companies.135,205-208 Continuous improvements in equipment, refinements in the underlying 
theory, and optimization of experimental setups together further the achievements in single-entity 
recognition and biomedical diagnostics,209-212 establishing nanopore technology as an ever-more 
powerful tool for DNA sequencing and a promising, emerging tool for protein sequencing.109,132,213-

215 However, in regard to complex protein analysis, this early-stage technology still encounters a 
number of hurdles that must be overcome. In addition to obstacles with fabrication, functionalization, 
or folded protein structures,216-219 bottleneck instrumentation issues, such as low signal-to-noise ratio 
(SNR) or lack of suitability for multiplexed screening, can limit the real-world biotechnological 
applications. 

Typical nanopore-based detection and characterization of analyte is relatively straightforward: 
when constant voltage across two chambers is applied, both ions in solution and the molecule of 
interest are driven through the nanoscale pore. The analyte’s occupation of the pore and the resulting 
analyte-pore interactions block the ionic current, causing a single (sub-microsecond) event detectable 
by electronics. A general instrumental setup is universal for different single-entity measurement 
devices, including commercial or custom-made equipment, based on biological or solid-state 
nanopores (Figure 5e).220-226 Typically, the picoampere current is amplified by a trans-impedance 
amplifier (TIA) and converted into an analog voltage signal, which is then digitalized with an 
analog-to-digital converter (ADC). The signal is then modulated via a conditioning circuit that 
includes a low-pass filter to suppress high-frequency noise and other application-specific integrated 
circuitry, thereby increasing the SNR. With the small ionic currents typical of nanopore 
measurements, it is essential to suppress the noise to avoid significant error and increase the 
sensitivity.227,228 The nanopore system exhibits different noise sources that can be depicted as a noise 
power spectral density (PSD) function of frequency (Figure 5f).224,229 The noise PSD rise at low 
frequency is dominated by the ionic friction inside the nanopore.230 The frequency-independent white 
noise231,232 is dominant in the moderate-frequency range. Finally, the noise PSD at high frequencies 
is attributed to dielectric loss or capacitive noise from the chip and the amplifier.233,234 Considerable 
research has been carried out on the origins of the noise in biological and solid-state nanopores and 
various methods have been suggested for improvement.235-240 While the origin of the low-frequency 
(flicker) noise is not yet fully clear, other noise components at higher frequency (Figure 5f) can be 
impacted by instrumentation, especially amplifiers.234 Hence, improvement of the signal-to-noise 
ratio can be achieved by optimizing the membrane capacitance241-243 and reducing the amplifier input 
capacitance with electronic filters. However, such filters limit the bandwidth of the ionic current, 
causing the loss of information when analyzing RNA, DNA, and proteins with very short 
translocation times. It was demonstrated, that the SNR can be improved by suppression of applied 
voltage noise.244 Significant instrumentation upgrades can be achieved by using complementary 
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metal-oxide-semiconductor (CMOS) integration.224 CMOS-amplifier chips allow incorporation of 
fluidics directly on the amplifier, reduced wiring, and extension of the measurement bandwidth into 
the MHz range for nanosecond translocation events with high SNR.245-247 

The emergence of nanopore sensing from a niche curiosity to a potential workhorse for 
sequencing and protein identification has resulted in an explosion of purpose-built systems. No 
longer reliant on repurposed, low-current amplifiers designed for patch clamp measurements, these 
recent systems offer potential for portability and multiplex measurements. The incorporation of 
CMOS-integrated electronics together with high integration microfluidic systems248 enables the 
fabrication of multiplexed, multi-nanopore chips for high-throughput, parallel analysis.246,249 The 
concerted application of such instruments already allows nanopore array sensors with more than 
65,000 electrodes250 and a lower per-sample cost for DNA sequencing.251 

In addition to the variety of instrumental advances that have been discussed here, there has been 
considerable work devoted to the coupling of optical fields with nanopore sensors for improved 
detection and characterization of proteins and peptides. These optical and photonic applications have 
been reviewed extensively.252-255 Optical approaches offer several advantages to purely resistive 
pulse methods. Large scale nanopore arrays can be integrated with optical techniques, which enables 
multiplex detection with little to no crosstalk. By coupling wide-field microscopy with high-speed 
cameras capable of single photon detection, the photonic sensors can operate in a molecular counting 
mode, similar to a resistive pulse detector. This is a major advantage over single pore analysis 
because pore size is directly related to the on-rate of target analyte. Like with resistive pulse sensors, 
increasing sampling rates is necessary for these cameras to produce clear detection and analysis of 
individual molecular transits through the pores. Nevertheless, efforts are proceeding in this area with 
the long-term goal of developing these arrays for early-onset diagnosis, primarily in specialized 
facilities such as large hospitals and dedicated research institutions. 

It is also possible to combine electrical (resistive pulse) and optical methods for single molecule 
detection.256 By coupling nanopore interfaces to optical recording setups via a total internal reflection 
fluorescence microscope (TIRF), a confocal microscope, or a simple nanopipette positioned near a 
wide-field objective, optical signals can be recorded with time-synched ionic current 
measurements.253 The large electromagnetic fields from focused laser illumination affect molecular 
transport through the pore, which can be controlled on the nanoscale through plasmonic 
nanostructures serving to enhance nanopore detection. This gives rise to applications related to the 
detection of a variety of different molecules (e.g., DNA, proteins, and biomarkers). Improvements in 
fabrication techniques are still required to enable <20 nm precision for these arrays. Finally, a 
polymer unfolding step, prior to insertion into the pore, is required to enable protein sequencing. This 
might be achieved with plasmonic-based heating. Plasmonic modifications to nanopore sensing are 
discussed in detail by Garoli and Wang et al.254 and Wanunu and Garoli et al.255 

Plasmonic nanostructures have become a powerful tool for nanopore sensors since their 
introduction in 2015.257 Aligning with other trends in the field, much of the focus has moved towards 
sequencing applications.254,255 Due to the high optical fields produced between closely linked 
plasmonic nanostructures, plasmonic-modified nanopores can enhance single molecule detection via 
FRET and even surface enhanced Raman spectroscopy (SERS). The review by Garoli and 
collegues254 suggests that future work might explore the use of optical, thermal, magnetic, and 
electro-osmotic forces to better control molecular transport through the pores. This can include 
denaturing nucleic acids by melting out base-pair stabilized duplexes or unfolding proteins through 
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carefully controlled temperature impulses.258 Also, the ability to perform SERS on progressively 
transported polymers offers a strong candidate for single molecule analysis, given that SERS spectra 
exhibit limited spectral overlap between molecules and thus avoids the limitations of size-exclusion 
analysis, inherent in nanopore resistive pulses. 

Plasmonic-based systems enable heating protocols, which are most likely present in solid-state 
nanopore systems. There has been some interest in implementing temperature control operations in 
biological nanopore systems to better understand transmembrane transport.259-264 Interestingly, 
plasmonic heating has been demonstrated in conjunction with α-HL via DNA-tethered linkage of 
gold nanoparticles.258 This work demonstrated the possibility of applying heating steps at time scales 
commensurate with intrapore molecular fluctuations. More recent efforts have used infrared laser 
heating to separate the entropy and enthalpy components of the free energy barrier to the escape of 
peptides and neutral polymers (PEG) from the nanopore environment.265 This work could be used to 
help optimize nanopore designs for peptide and proteomic sensing applications. 

7. Challenges and opportunities 

Given the great success in genetic sequencing, nanopore-based single-molecule approaches 
have been one of the most robust potential methods for single-molecule proteomics.266 Protein 
sequencing is an essential aspect of proteomics, serving as a fundamental tool for identifying and 
discovering proteins and characterizing PTMs that are key to understanding their functional 
dynamics. In recent years, biological nanopore-based single-molecule stochastic sensing for protein 
sequencing has been under intense investigation. This review summarizes the recent major advances 
in this field. Starting from the main elements that make up proteins, we present an overview of the 
application of nanopores for individual AA identification and peptide sensing, as well as strategies 
for controlling the movement of peptides through the nanopore. From the engineering perspective, 
we highlight the critical roles of machine learning and molecular simulation in data processing and 
interpretation. Finally, we discuss the design and development prospects of nanopore devices for 
protein sequencing in the real world.  

Significant scientific progress is often met with significant hurdles. First, identifying single AAs 
with a universal method remains challenging. Although recently developed strategies such as 
chemical modification-assisted and peptide-assisted sensing have greatly promoted AA identification 
using nanopores, a feasible scheme capable of accomplishing the ultimate goal of sequencing a 
protein through accurate, individual identification of all component AA molecules is still lacking. 
The task of developing a uniform modification method for different AAs is further complicated by 
the need to incorporate target AAs into pre-designed, charged peptide chains while preserving the 
self-identity of the AAs. Furthermore, due to the diversity of AAs, current blockage measurements 
commonly used for analyte identification are insufficient for protein sequencing;267 more parameters 
from current traces, such as standard variation of the current,268,269 peak shape,270 and the frequency 
in the current recording need to be considered.22,227,228 Evidently, achieving nanopore protein 
sequencing through AA discrimination remains an ongoing endeavor that requires a multidisciplinary 
approach and systematic engineering solutions. 

Second, PTMs add another layer of complexity to nanopore-based protein sequencing. Although 
recent advances suggest that PTM identification could be attainable with nanopore sensing directly, 
or in combination with PTM-specific labeling, current successful results are still limited to 
phosphorylation and glycosylation. Considering the hundreds of various PTMs, significant overlap 
of the signals they produce inside the nanopore is expected to reduce identification accuracy.271 
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Additionally, the molecular mass of some PTMs can substantially surpass that of AAs, preventing 
peptide translocation through the nanopore. Certain enzymes necessary for protein sequencing may 
also affect or change PTMs. 

Third, unfolding proteins into polypeptides and controlling the translocation of peptides through 
nanopores are complicated tasks. To date, the peptides studied for nanopore sequencing have been 
deliberately designed to contain solely negatively charged AA residues, in order for them to be pulled 
into the pore and stretched under an applied potential for readout. In an ideal system, proteins should 
be translocated, in their entirety, as extended polypeptides through a nanopore for sequencing and 
variation mapping.271 As natural peptides have random charge distributions, other mechanisms are 
urgently needed to provide the stable threading and pulling of peptides through the nanopore. 
Recently, a nanopore sensor based on peptide volume recognition that consists of three co-assembled 
proteins was proposed to control the unfolding and threading of individual proteins. The mechanism 
responsible for such control is an archaeal 20S proteasome, built directly into the nanopore. 
Fragmented peptides or intact polypeptides can be read by the nanopore sequentially.197 This 
engineering development suggests that significant improvements in polypeptide translocation are on 
the horizon. Another important aspect regarding the controlled translocation of peptides is the 
effect(s) of transient changes in peptide conformation inside the nanopore, the understanding of 
which is essential to accurately describe folding/unfolding pathways of dynamic proteins.272-275 For 
example, the conformations of small peptides that enable their entry into the nanopore may also lead 
to significant current fluctuations, which are only now beginning to be understood. Due to the short-
lived transitions and sub-nanometer conformation differences involved, the experimental acquisition 
of the transient conformations and dynamics of peptides is largely beyond the ability of current 
instrumentation. Possible strategies to address this issue include improving the instrumentational 
resolution on the microsecond-to-millisecond scale and achieving high-throughput readouts of 
individual peptides in a way that retains their natural dynamic character.182 

Finally, throughput remains a bottleneck, obstructing the full potential for proteome 
sequencing.181 The number of proteins, even in a single cell, is massive (e.g., a simple eukaryotic cell 
has ~40 million proteins).276 The complete proteome contains 16 billion AAs, with an average length 
of 400 AAs in each protein. In addition, translocation event signals from whole proteins or protein 
fragments with the full set of 20 proteinogenic AAs is complex and very difficult to interpret.  

The challenges described here are simply matters of engineering and can be surmounted with 
thoughtful engineering solutions. Clearly, the potential opportunities that can be realized with 
continued efforts to solve these problems are well worth the required resources. The development of 
higher-precision molecular tools will permit the tailoring of a nanopore’s size and shape, beyond 
current engineering capabilities. Such control of the nanopore’s morphology can be used to optimize 
its sensing ability, ensuring measurable changes in the ionic current amplitude above the noise level, 
for individual peptides, proteins, and PTMs. This fine-tuning can be applied to artificial nanopores: 
solid-state nanopores,62,277-279 nanopipets,280-282 chemosynthetic membrane channels,283 and hybrid 
nanopores,284,285 as well as biological nanopores: DNA-based channels,206,286-290 peptide-based 
transmembrane pores,291 helicase nanopores,292 ligand-gated pores,293-295 transmembrane β barrels,296 
voltage-dependent anion channels (VDAC) of the mitochondrion,297,298 etc., as needed, depending on 
the experimental conditions and particular analytes of interest. Additionally, simultaneous sensing 
with a range of different nanopores could lead to a comprehensive understanding of proteome and 
protein isoform diversity.299 Other than a nanopore’s macroscopic morphology, advanced method-
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based functionalization of the nanopore’s inner surfaces can also be implemented. For example, 
chemical modification,300-303 mutations,176,304,305 and combination with aptamer molecules306,307 etc., 
have the potential to provide the required sensitivity, selectivity, and capture efficiency by 
manipulating interactions between proteins/peptides/AAs and nanopores.308-310 All of these advances 
will be complemented with improvements in protein-folding predictions. From the current recording 
and signal analysis perspective, some noteworthy investigations have been performed on current 
noise fluctuations and signal bandwidth,229,230,233 calibration of instrument differences,223 improving 
signal-to-noise ratio (SNR),311 increasing signal specificity,71,312 and introducing more dimensional 
parameters for data analysis,313 etc., which have made significant strides in the nanobiotechnology 
arena.  

On a last note, combining the nanopore-based approach with other methods of protein analysis 
is likely to prove beneficial. Several recent protein fingerprinting methods, based on the readout of a 
subset of residue types, have begun to adopt such an integrative approach towards biomolecule 
sequencing.33,57,59,314,315 For example, the combination of MS and a nanopore ion source was 
developed for sequencing single proteins.316 In this concept, the nanopore electrospray was used to 
guide a protein into a linear configuration by delivering individual AA ions directly into a mass 
spectrometer sequentially; thus, the ions could be efficiently detected using their mass-to-charge 
ratios.317 The field of nanopore-based protein sequencing has been active, dynamic, and filled with 
innovation and opportunity, yet it is still in its early stages with many hurdles left to surmount. 
Through continuous efforts and interdisciplinary collaborations, we can expect to gradually 
overcome the current technical barriers and achieve further optimization of nanopore sensing 
systems, leading to broader applications of the methods outlined in this review. Such progress will 
significantly advance the field of protein research, providing valuable tools and insights for a deeper 
understanding of biological processes. In engineering, any great progress and success stems from the 
intersection and fusion of multiple disciplines. The field of nanopore-based protein sequencing is no 
exception. 
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Vocabulary Section
 Nanopore: a nanoscale-sized pore, or channel, typically on the order of a few nanometers in 

diameter, that allows the passage of molecules or ions through it, often on an individual basis.
 Translocation (in nanopore sensing): the process in which an analyte, such as a biomolecule or 

nanoparticle, passes through a nanopore, which causes changes in the ionic current flowing 
through the pore.

 Current blockade: the temporary interruption or reduction of the ionic current flowing through a 
nanopore when analyte passes through it, which provides a characteristic signal used to gain 
information about the analyte.

 Dwell time: the period during which an analyte remains within the nanopore. It represents the 
duration of the analyte’s interaction with the nanopore before it translocates through or detaches 
from the pore.

 Protein sequencing: the process of determining the precise order of amino acids within a protein 
molecule.

 Post-translational modification (PTM): the chemical or structural modifications that occur on a 
protein molecule after it has been synthesized through the process of translation. PTMs can 
involve a wide range of modifications, diversifying the structure and function of proteins.

 Machine learning: a subset of artificial intelligence that focuses on developing algorithms and 
models that enable computers or machines to learn from and make predictions or decisions 
based on data, without being explicitly programmed. 
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