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ABSTRACT resource providers (RPs). SSO relieves users from the hassle of curat-

Single sign-on (SSO) has provided convenience to users in the
web domain as it can authorize a user to access various resource
providers (RPs) using the identity provider (IdP)’s unified authenti-
cation portal. However, SSO also faces security and privacy chal-
lenges including single-point failure of IdP and identity linkage
and profiling of users. In this paper, we present the initial design
of an alternative SSO solution called VC-SSO that elevates SSO’s
security and privacy while preserving usability. VC-SSO leverages
the recently emerged decentralized identifier (DID) and verifiable
credential (VC) framework in that a user only needs to authenticate
with the IdP once to obtain a VC and then may generate multiple
verifiable presentations (VPs) from the VC to access different RPs.
This is based on the design that each RP has established a smart
contract with the IdP encoding their service agreement which in-
cludes a credential schema specifying the minimal subset of VC
attributes to include in the VP. We hope the proposed VC-SSO
design marks the first step toward a future SSO system that pro-
vides strong reliability and privacy to users under decentralized,
adversarial settings.
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« Security and privacy — Authentication; Privacy-preserving
protocols; Security protocols.

KEYWORDS

Single sign-on, privacy, authentication, verifiable credential

ACM Reference Format:

Athan D. Johnson, Ifteher Alom, and Yang Xiao. 2023. Rethinking Single
Sign-On: A Reliable and Privacy-Preserving Alternative with Verifiable
Credentials. In Proceedings of the 10th ACM Workshop on Moving Target
Defense (MTD °23), November 26, 2023, Copenhagen, Denmark. ACM, New
York, NY, USA, 4 pages. https://doi.org/10.1145/3605760.3623767

1 INTRODUCTION

The single sign-on (SSO) authentication scheme has provided users
with great convenience in accessing various resources on the Web.
It allows a user to authenticate with one identity provider (IdP) in
order to get authorized to use the service or resource from multiple
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ing one set of login credentials for each RP, representing an efficient
and centralized paradigm of access management. For example, one
can sign up for different travel apps with their Google account; a
university student can log into Zoom Meetings or Microsoft Office
apps by authenticating at the university portal. The classical SSO
protocols date back to the late 90s. Since 2014, most popular SSO
services have gradually transitioned to the OpenID Connect (OIDC)
protocol [14] which relies on OAuth 2.0 [7], an authorization frame-
work allowing a web application to access resources hosted by other
web applications on behalf of a user.

Despite the above benefits and wide adoption, recent studies
have shown that SSO is not immune to security, reliability, and pri-
vacy risks. First of all, the fact that SSO relies on a central entity, i.e.,
the IdP, for managing user credentials and providing authentication
service in one place risks a single-point failure [11, 16]. The IdP
has to be online to authenticate users and generate authentication
tokens. Loss of IdP availability can result in failed access to the
RPs under the SSO service. Second, SSO allows a curious IdP to
track a user’s access across different RPs without the user’s explicit
consent. The access data acquired by IdP from RPs along with the
initial registration data provided by the user may help the IdP pro-
file the user, posing a privacy threat [9]. In a high-risk scenario, a
compromised IdP may leak a user’s credentials and authentication
tokens, potentially causing identity theft and unauthorized access
to RPs. From an attacker’s perspective, the reliance on a central
IdP for authentication signifies the attack value. Third, SSO is also
a target for a malicious outsider or a group of colluding RPs. The
attacker may monitor the user’s traffic to the IdP and RP websites
with consequences in privacy violation. For instance, after success-
fully authenticating a user, the IdP sends an authentication token to
the corresponding RP which contains statements such as user iden-
tity, timestamp, expiry, and recipient RP [14]. The colluding RPs
may combine different tokens to generate a user profile, creating
heightened risks of linkage attack [6, 11, 17].

Our Contribution. In this work, we present our vision and ini-
tial design of an alternative SSO mechanism that is robust against
unreliable IdPs and protects user privacy. The scheme, dubbed
VC-SSO, takes advantage of Verifiable Credentials (VCs) and Decen-
tralized Identifiers (DIDs) which are being standardized by the W3C
[18, 19]. VC, in a nutshell, is a digital information piece containing
claims about (or attributes of) a user subject and cryptographically
signed by the credential issuer. DID is the critical identity manage-
ment framework that allows users to curate their own identities
and store credential schemas for VCs. It relies on a Verifiable Data
Registry, such as a blockchain. As for our scheme, instead of rely-
ing on the IdP for authenticating each sign-on, VC-SSO requires
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users to authenticate with the IdP (now the VC Issuer) just once
and obtain a VC specifying the user’s DID and a list of attributes
that qualify the user for a range of RP services. When requesting
access to a target RP, the user generates a Verifiable Presentation
(VP) containing a derived VC and shows it to the RP. To limit the
information leakage to RPs, the derived VC discloses the minimally
required set of attributes of the original VC. The derived VC criti-
cally leverages the Zero-Knowledge Proof (ZKP) technique to show
the validity of the hidden attributes and the user’s knowledge of
the original VC’s signature. The ZKPs are indistinguishable from a
random number and thus make different VPs unlinkable to each
other. Once a VP is verified, a secure channel between the user and
the RP can be established for service provisioning.

To be compatible with the incumbent SSO service model, VC-
SSO should allow users to access different RPs, each may ask for
a different set of attributes to authorize the user. We accommo-
date this leveraging the smart contract capability of the underlying
DID-supported blockchain. The IdP establishes a smart contract
with each RP which encodes the service agreement and a credential
schema specifying which attributes are needed to pass RP autho-
rization. The user may observe the credential schema and generate
the VP accordingly. As a side benefit, the public schema also enables
individual users to control privacy loss in an informed manner.

In summary, we make the following contributions in this paper:

o We identify the security and privacy challenges facing the ex-
isting SSO model, particularly the IdP single point of failure
and privacy risk.

e We introduce VC-SSO, an alternative SSO scheme based on
DID and VC, providing strong guarantees of SSO service
reliability (tolerating IdP downtime) and user privacy.

o We discuss the outstanding issues toward making VC-SSO
as usable as existing SSO schemes.

2 BACKGROUND

2.1 SSO Basics

While there have been various SSO schemes, modern-day SSO
schemes commonly adopt the OpenID Connect protocol (OIDC)
[14] which is built on top of OAuth 2.0 [7]. OAuth (Open Autho-
rization) 2.0 is an authorization protocol standardized by IETF and
designed to allow web application users to access resources from
different RPs using a single set of credentials. It uses access tokens
from an IdP as a means to authorize users to different RPs. OIDC
extends OAuth 2.0 to an authentication protocol. It uses JSON Web
Tokens (JWT) format to supply user data requested by RPs [14],
allowing the latter to verify the identity of the user and to obtain
user profile information. A high-level SSO scheme between a user,
the IdP, and an RP works as follows. The IdP and RP are assumed to
have a pre-established service agreement so that certain users un-
der IdP are eligible for access to the RP. First, the user starts a login
session on RP and provides his identifier or username that specifies
the domain of IdP. Second, RP redirects the user to IdP. The user
passes authentication at IdP which sends back an authentication
token that includes information like user identity, intended RP, to-
ken expiration, and IdP signature [10]. Third, the user provides the
authentication token to RP who then verifies it before approving
the user for service.
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2.2 SSO Security and Privacy Issues

In the SSO paradigm, the IdP is solely responsible for the storage,
maintenance, and verification of user credentials, making IdP a
high-value target and a significant single point of failure [11, 16].
Given that IdP itself operates honestly, it may still suffer from loss
of availability which is nonetheless mandatory for a successful
SSO process. For the SSO protocol, recent studies also show that
the OIDC protocol faces implementation-level flaws including IdP
confusion and malicious endpoints [10].

Compared to the risk of single-point failure, the privacy char-
acteristic of SSO is a relatively newer area of research. Uruena et
al. [17] point out how sensitive user information could be compro-
mised from the URL parameters and HT TP Referrer header and SSO
providers like Facebook Connect could easily track user activity.
Morkonda et al. [12] present an empirical analysis of the privacy
issues in OAuth-based SSO services of four major IdP, Google, Face-
book, Apple, and LinkedIn. Their results highlight that at least one
of the categories of personal data that services require is undeniably
privacy-intrusive. Also, privacy-friendly login options tend to be
listed towards the end. Wang et al. [20] also analyzed the major SSO
and identity providers and reported several vulnerabilities includ-
ing modification of identity and unauthorized access. Meanwhile,
RPs are also potential privacy violators. The colluding RPs may
combine different authentication tokens to generate a user profile,
creating heightened risks of linkage attack [6, 11, 17]. Flaws in
the RP architecture concerning storage, relaying, and validation of
authentication tokens can also expose user credentials and enable
unauthorized access [12, 15]. In general, there is limited scope for
users to control the disclosure policy of their personally identifiable
information (PII) to RPs.

2.3 Existing Solutions

Eyeing the potential exposure of SSO authentication tokens, Zhou
et al. [23] propose a framework, SSOScan, for vulnerability testing
by simulating attacks and monitoring traffic. SPRESSO [4] defines
a protocol that aims to improve user privacy by making sign-in
sessions on one SP indistinguishable from another. Lin et al. [8]
propose a user-controlled SSO mechanism where users can generate
a session key to establish a secure communication window for
accessing different telemedicine providers. UPPRESSO [6] uses
temporary pseudo-identity to access RPs in order to facilitate a
privacy-preserving SSO experience, reducing inter-RP linkability.

Relevant to our work, [9, 22] explored the possibilities of incorpo-
rating self-sovereign identity (SSI) into SSO and federated identity
management. [9] envisions using DID and VC to give more user
control over personal data in the existing OIDC-based SSO where
the IdP is still needed for VC verification in an online fashion. In
comparison, we seek to minimize IdP’s involvement in the authen-
tication (i.e., not required to be always online) in order to address
the availability issue.

3 SYSTEM DESIGN

3.1 Preliminaries: DID, VC, VP

Decentralized Identifiers (DID) are standardized by the W3C as a
means to enable Self Sovereign Identity (SSI) management and to
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establish user control and autonomy over their digital identity [3].
The DID, an identifier string, is user-controlled and curated along
with other verification information including the user’s public key
in a DID document. The DID document is stored on a Verifiable Data
Registry (VDR) which is often fulfilled by a blockchain system. The
blockchain has been widely recognized for its distributed database
and computing capabilities where all transactions occurring in
the network are kept in a verifiable and irreversible manner [21].
Users may curate their DID documents by interacting with the VDR
through blockchain transactions.

A Verifiable Credential (VC) is a set of claims about a subject,
cryptographically signed by an issuer certifying the integrity of the
claims. VCs are reminiscent of the credentials constantly used in
daily lives, such as driver’s licenses, medical insurance cards, etc.
The VCs are stored in digital wallets (also called holders) and can be
presented by the user in full or partial as a Verifiable Presentation
(VP), and can be verified by a verifier by resolving the DIDs and sig-
natures. The notion of SSI thus decouples digital identity schemes
from passwords, centralized registries, identity providers, etc., mak-
ing users the sole owner and controller of his/her identification and
personal attributes in the web [18].

Verifiable Presentation (VP) is a subset of claims from one or
more VC issued by one or more issuers and provides the user with
the freedom of selective disclosure, that is publishing parts of the
claims to verifiers instead of the whole set of claims. A VP is a
tamper-evident presentation encoded in such a way that author-
ship of the data can be trusted after a process of cryptographic
verification. VP may also contain certain data that is synthesized
from the original verifiable credential(s). To release the above prop-
erties, VP incorporates the concept of Zero Knowledge Proof (ZKP)
that realizes the selective disclosure property [19]. We are specif-
ically interested in the commit-and-prove ZKP system (CP-ZPK)
[2, 5, 13] where a cryptographic commitment of a secret is proved
without having the prover opening the secret later.

3.2 System Model

The VC-SSO system comprises five types of entities: issuer, resource
provider (RP), user, digital wallet, and blockchain.

Issuer provides initial authentication and issues VCs to users.
It can be repurposed by an IdP of the SSO model, such as Google,
Facebook, or a university’s IT department. It has corporate agree-
ments with different RPs. For example, a university may purchase
a group subscription to an RP’s web service, specifying that any
university or student may access the service with no extra charge.

RP is an entity that provides web services and resources to users
according to its corporate service agreement with the issuer. It may
ask for a credential schema that specifies the required attributes for
a user to access its resource. It also provides authenticated users
with session tokens to improve the SSO user experience.

User obtains a VC from an issuer and aims to access web re-
sources from different RPs. The VC makes the user the sole con-
troller of his credentials and personal data and at the same time
provides cryptographic proof of the authenticity and integrity of
the credential.

Wallet is a user-trusted application hosted in a user client (e.g.,
web browser) that can store, verify, and generate VPs from VCs.
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Figure 1: VC-SSO High-level Architecture

The wallet also generates a DID that links user identity in the VC to
the blockchain. In this way, the user credentials, personal data, and
access control are managed by the user rather than a third-party
organization. In addition, the wallet also provides a mechanism to
store authentication tokens and generate cryptographic commit-
ments of tokens for quick access in subsequent sessions to RP.

Blockchain serves as the VDR that stores the DID documents
and issuer-RP service agreements as an immutable, persistent ledger.
It provides a platform for VC issuers to manage a list of their trusted
RPs (called Trusted Anchor List (TAL) in SSO terminology). Each
issuer-RP pair co-manages a smart contract to encode their service
agreement that encompasses the credential schema (i.e., a list of
attributes for accessing RP’s services) required by the RP as well as
executing issuer-RP business logic to support SSO.

3.3 Workflow

In our proposed VC-SSO, a typical user access request is processed
in several interactions between the system components. Figure 1
shows the system workflow between Issuer, User/Wallet, RP, and
the blockchain. We assume User has obtained a VC from Issuer who
has an agreed schema requirement with RP which is encoded in a
smart contract. The following procedures are involved to enable
RP access to User:

o User opens the login page of the RP and opts for the VC-SSO
option. RP then initiates a new login request and prompts
the digital wallet to provide identity proof.

o User wallet generates a temporary random DID, submits it
to the blockchain, and checks the required scheme (step (1)).
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o User wallet generates a VP and submits it to the RP (step
(2)). It encapsulates a derived VC containing the temporary
DID, required partial claims per the schema, and a ZKP to
prove the knowledge of the original VC.

o After receiving a VP, RP checks the displayed DID and re-
trieves the DID’s public key from the corresponding DID
document and VP schema from the blockchain (step (3)).

o RP verifies the VP and grants User proper access rights (step
(4)). The success also helps generate an authentication token
and establish a secure channel that is used for delivering the
token and provisioning RP service to the User (step (5)).

e For the next time the User wants to access RP (the previous
secure channel is closed), User presents a commit-and-proof
of the token with ZKP (CP-ZKP) to RP, which will establish
a new secure channel for service (step (6)).

3.4 Security Analysis

Threat Model. We assume users are trustworthy. The issuer fol-
lows the determined protocol but may suffer from downtimes—it
may not always be available for contact by a user or RP. The issuer
is also curious about which RPs a user has accessed. An RP is moti-
vated to provide the correct resource to a user as long as the user
has required verifiable attributes. It however is curious about user
information beyond what is required.

First of all, since the VP presentation and verification process
does not involve the issuer (IdP), the issuer’s downtime does not
affect RP-side user authorization. This addresses the single-point
failure problem from the availability perspective and also the curi-
ous IdP problem. Second, the selective disclosure property of VPs
enabled by the ZPK mechanism minimized the user information
leaked to the RP. User’s knowledge of the hidden attributes is vali-
dated with the ZKP in VP. The ZKPs are also indistinguishable from
a random string and do not provide useful information for linkage
attacks across access sessions to different RPs. A curious outsider
will not know if a specific user has access to certain RPs. Lastly,
the CP-ZKPs of the authentication token are also indistinguishable
from a random string which prevents an outsider from tracking a
user throughout different access sessions to the same RP.

4 CONCLUSION

We proposed a vision and initial design for a Verifiable Creden-
tial (VC)-based single sign-on (SSO) mechanism called VC-SSO.
VC-SSO addresses some of the most critical security and privacy
challenges of existing SSO services, namely the single-point failure
of the identity provider and the privacy risk of identity linkage.
VC-SSO takes advantage of a blockchain-enabled Decentralized
Identifier (DID) platform to store an updatable credential schema
and the Zero-Knowledge Proof (ZPK) technique to allow a user to
generate a Verifiable Presentation (VP) from their original creden-
tial exposing minimum requirement information. In the future, we
plan to implement a fully functioning VC-SSO system in the web
setting. We will leverage Hyperleger Indy as the blockchain plat-
form and BBS+ signatures [1] to efficiently construct the VCs and
ZKPs. We will also explore incorporating a revocation mechanism
to allow the issuer to reign in the SSO process if the user’s access
right should be terminated before the VC’s expiry.
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