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ABSTRACT

Wireless channels are vulnerable to eavesdroppers due to
their broadcast nature. One approach to thwart an eaves-
dropper (Eve) is to decrease her SNR, e.g., by reducing the
signal in her direction. Unfortunately, such methods are vul-
nerable to (1) a highly directional Eve that can increase her
received signal strength and (2) Eve that is close to the re-
ceiver, Bob, or close to the transmitter, Alice. In this paper, we
design and experimentally evaluate Multipath Multicarrier
Misinformation to Adversaries (M3A), a system for Alice
to send data to Bob while simultaneously sending misinfor-
mation to Eve. Our approach does not require knowledge
of Eve’s channel or location and, with multipath channels,
randomly transforms Eve’s symbols even if Eve is located
one wavelength-scale distance from Bob (approximately 10
cm) or if Eve is located between Alice and Bob in their direct
path (Eve is approximately 1/3 closer to Alice). In particular,
our approach is to move each of Eve’s received symbols (over
time and across subcarriers), to an independently random
transformation as compared to Bob, without Alice or Bob
knowing Eve’s location or channel. We realize this by mod-
ulating Alice’s per-subcarrier beamforming weights with
an i.i.d. random binary sequence, as if Alice had a separate
antenna array for each subcarrier, and could randomly turn
antennas in each array on and off. We implement M3A on
a real-time Massive MIMO testbed and show that M3A can
increase Eve’s bit error rate more than two hundredfold
compared to beamforming, even if she is positioned approxi-
mately a wavelength away, whether above, below, or beside
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Bob. Finally, to ensure reliability at Bob, we show that with
M3A, Bob’s bit error rate is approximately an order of mag-
nitude lower than achieved with prior work.
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1 INTRODUCTION

Data confidentiality, restricting data access to intended users
only [1], is often compromised by dedicated adversaries in
wireless networks. Such instances have been identified across
a wide range of real-world deployments: by intercepting sen-
sitive information over-the-air, an eavesdropper Eve may
snoop on conversations from Voice over LTE (VoLTE) [2],
localize and track legitimate users by stealth [3, 4], and hi-
jack health-monitoring Internet-of-Things devices to per-
petrate patient’s mistreatment [5]. While data encryption
has proven useful for mitigating eavesdropping attacks, it
faces several limitations. For example, Eve could initiate a
side-channel attack by exploiting flaws in protocol implemen-
tation, leading to the exposure of the private keys established
between trusting users [2]. Likewise, for wireless networks
with end devices that have restricted processing capabilities
(such as sensor and RFID networks), supporting encryption
and decryption may be prohibitive [1, 6, 7]. Complemen-
tary to the computational hardness offered by encryption at
upper-layers, physical-layer (PHY) security have been also
proposed to thwart eavesdropping by relying on Eve having
a degraded channel compared to Bob [7-9]. Unfortunately,
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such methods can be vulnerable to both Eve’s efforts to en-
hance her signal (e.g., by moving closer to Bob or Alice, or
by increasing her receive beamforming gain), and to Eve’s
improved decoding [10].

In this paper, we design, implement, and experimentally
evaluate Multipath Multicarrier Misinformation to Adver-
saries (M3A). The main goal behind M3A is for Eve to receive
random bits (misinformation) controlled by Alice, rather
than receiving a degraded version of the same information
intended for Bob. Our solution targets misinformation to Eve
even if Eve is in a wavelength-scale distance from Bob or if
Eve is closer to Alice than Bob is, previously impossible sce-
narios to secure. Thus, our approach exploits (and requires)
a rich multipath channel in which channels decorrelate in
space, yet need not change in time. We consider that Alice
will use N; transmit antenna MIMO and multicarrier OFDM
or OFDMA transmission. In M3A, as with every standard
(e.g., [11, 12]), Alice will send known PHY preambles for
Bob’s channel estimation and equalization. We consider that
Eve also knows the standard and preambles, and can observe
this procedure and all communication. In this context, M3A
proactively modifies the waveform of each subcarrier re-
ceived at Eve by altering its amplitude and phase, aiming to
move the data symbols carried by subcarriers to random po-
sitions, with randomness over both subcarriers and time. To
do so, for each subcarrier and each symbol, Alice creates an
independent and identically distributed (i.i.d.) random binary
{0, 1} N;-bit mask, i.e., a bit sequence that is random over
both subcarriers and time. We use the masks to modulate
each antenna’s beamformed symbol so that it has the net ef-
fect of turning a subset of the N; antennas off, yet differently
for each subcarrier. We show that this operation at Alice will
randomize Eve’s symbols. For example, for 16-QAM, Eve is
ideally equally likely to receive any of the 16 symbols for
any symbol transmitted by Alice, and Eve is not aided by
knowledge of the standard or training symbols sent in the
preamble.

What about Bob? How can Bob decode data without distor-
tion and without knowing Alice’s random binary sequence?
Our approach is to keep Bob un-modified and unaware of
Alice’s operations, and for Alice to help Bob without giving
away the “secret” transformation that provides misinforma-
tion at Eve. In particular, we present two novel methods for
Alice to calculate and update each subcarrier’s precoder as a
function of time in a way that trades Alice’s computational
complexity for Bob’s bit error rate (reliability), and neither
of which reveals the secret transformation to Eve, hence
not compromising the ability to send misinformation. The
first is based on the Maximum Ratio Transmission (MRT)
principle and maximizes the reliability at Bob regardless of
computational overhead. The second method is based on the
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principle of Channel Inversion and reduces Alice’s computa-
tional complexity, yet also increases Bob’s bit error rate.

Finally, we build a real-time and end-to-end time-division-
duplex (TDD) network to demonstrate M3A by using a Mas-
sive MIMO (MaMIMO) testbed. Our data communication
results show that, compared to conjugate beamforming (BF),
M3A increases Eve’s Bit Error Rate (BER) up to more than
two hundredfold (with the median approximately as 40x).
Our results further show that the security benefit of M3A
is retained, even when Bob and Eve are separated by a
wavelength-scale distance in both horizontal and vertical
directions, with Eve’s median BER increased by more than
100x. While conveying Eve a stream of misinformation, M3A
ensures Bob closely matches the BER of an unprotected re-
ceiver at various channel conditions, with median BER degra-
dation less than 4x compared to BF.

The remainder of this paper is organized as follows. §2
reviews related work. §3 describes our threat model. §4 in-
troduces the design principles of M3A and its variant. §5
describes M3A’s implementation on the testbed. §6 presents
experimental evaluations. §7 discusses some current limita-
tions. §8 concludes the paper.

2 RELATED WORK

To the best of our knowledge, M3A is the first end-to-end
multicarrier system that can thwart eavesdroppers even if
they are a wavelength-scale distance from Bob or closer to
Alice than Bob. Nonetheless, various prior studies are related
to M3A in terms of both the problem and solution.

Energy Leakage Suppression. One method to increase
Eve’s decoding errors is to reduce her receive energy. While
directional transmission such as adaptive beamforming (e.g.,
in 802.11n/ac) maximizes the SNR towards Bob, it does not
proactively reduce that of Eve. Thus, Eve can compromise the
confidentiality of beamforming via increased receive beam-
forming gain or by moving closer to Bob. References [13-16]
studied optimization-based beamforming to minimize leaked
SNR at Eve. A central premise is that the knowledge of Eve’s
angle position or Channel State Information (CSI), either sta-
tistical or exact, is available to Alice. In contrast, M3A does
not require the CSI or angular position of Eve. Moreover, we
demonstrate that even if Eve is closer to Alice than Bob is to
Alice, Eve still receives random signals.

Directional Modulation Security Schemes. Directional
modulation (DM) is a free-space method that targets to move
constellations randomly in the I-Q plane for angles (direc-
tions) that are away from Bob [17-30]. However, a critical
assumption in this body of work is that the algorithms are
developed based on the narrowband transmission over free-
space with Eve angularly away from Bob. Also, validated
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Figure 1: Threat model of M3A. (a) An ineffective protection:
there exists Eve(s) correctly decoding bits with high proba-
bility; (b) M3A: Eves’ decoding performance degrades while
the bit-stream integrity at Bob is maintained.

experimentally by [18, 19, 25, 27, 29, 30], DM forces high de-
coding errors at Eve only when she is significantly separated
from Bob in angle. Differently, M3A transcends the require-
ment of free-space modeling, operates with OFDM, and is
not confined to physical directivity against eavesdropping.

Antenna Subset Modulation [22] is a DM method to move
Eve’s symbols by turning off random subsets of antennas.
While our use of random binary masks is inspired by [22], in
contrast to our work, common to the DM class, the security
features of [22] are realized only in free-space propagation
with a single-carrier. Moreover, the validation of [22] was
limited to simulations and no over-the-air experiments were
performed.

Non-directional Security Schemes. Multiple works have
recognized the benefit of multipath channel de-correlation in
protecting confidential messages. Efforts have initially been
focused on secret keys generation. E.g., [31] demonstrated
a key rate of 1 bps via the reciprocity of CSI between Alice
and Bob, which got boosted to 3-18 kbps in [32] via coop-
erative jamming. Later, to secure WiFi transmissions, [33]
built an 802.11ac-compliant scheme by sending streams of
Additive Noise (AN). Lastly, [34] secured RFID signals by
broadcasting random waveforms. Without relying on the
directionality, these schemes have shown to be robust at a
wavelength-scale proximity. However, the achieved rates in
[31, 32] are too low to support data traffic. [34] is limited
to analog backscatter communications. Finally, unlike [33],
M3A aims at randomly moving Eve’s constellations without
AN, a key feature since the introduction of tools to guess and
remove random AN [10]. Moreover, [33] does not address
OFDM transmission, a crucial part of our formulation.

3 THREAT MODEL

As shown in Fig.1(a), we consider a situation where the
transmitter Alice has an array of N; transmit chains, and
the intended user (named Bob) has a single receive chain.
Within Alice’s coverage range, there exist single antenna non-
colluding adversaries named Eve, that have the malicious
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intent of eavesdropping on the confidential message bits sent
from Alice to Bob. How adversaries utilize intercepted bits is
beyond our scope.! Each Eve is equipped with a single receive
chain, and may occupy any location with respect to Alice
and Bob. To avoid exposing her presence, Eve doesn’t trans-
mit over-the-air (OTA) signals. Consequently, Alice cannot
detect Eve’s presence. We assume that Eve has the ability to
intercept and then decode the sent baseband signals, because
Eve has prior knowledge about Alice’s signaling scheme (e.g.,
modulation format and parameters, time-frequency window)
and the hardware that satisfies system requirements (e.g.,
sufficient sampling rate, CFO/SFO compensation).

Within the scope of this work, we employ reciprocity-
based channel calibration (see §5.1 for details) for the purpose
of CSIT (CSI at Transmitter) acquisition at Alice without any
channel estimation feedback from Bob. After acquiring the
CSIT, Alice sends physical-layer preambles in the downlink
direction. We assume that the preambles are known, hence
Bob can acquire his CSIR (CSI at Receiver) for the Alice-Bob
channel, and each Eve can acquire the same for an Alice-Eve
channel. Note that the preambles are not being broadcasted
but rather beamformed towards Bob, adapting the concept of
the Demodulation Reference Signal (DM-RS) introduced by
the LTE/NR standard [12, 38]. Finally, we assume Eves are
not colluding and that each Eve performs the same maximum
likelihood decoding strategy as Bob, instead of using data-
driven based counter-mechanisms against M3A. As discussed
in §4.2, this is justified because M3A is a transmitter-side
solution that is transparent to a receiver (i.e., Bob or Eve).

4 M3A DESIGN

In this section, we describe the design of M3A. Leveraging
multiple transmit antennas, depicted in Fig.1(b), M3A achieve
two goals simultaneously: (1) thwart Eves within Alice’s
range from decoding bits with a high probability of success
(§4.1) and (2) maintain reliability at Bob with low BER (§4.2).

4.1 Sending Misinformation to Eve

Here, we describe the baseband realization of M3A to send
misinformation. We begin by presenting the problem setup
and a primer on BF’s vulnerability to eavesdropping.

4.1.1  BF Vulnerability. We consider Alice operating in TDD
mode, with each frame consisting of Ny; downlink transmis-
sion slots, where each slot is occupied by an OFDM symbol.
Letting s(n, k) be the constellation modulated onto the kth
subcarrier in the nth OFDM symbol. With Alice employing
a N; transmit antenna MIMO, we use a length-N; column
vector w,(n, k) to denote the precoder designed for s(n, k). It

IStudies showed that Eve can initiate chosen-ciphertext attacks [35], man-
in-the-middle DoS attack [36], and infer user’s CSI reports from WLAN
[37], irrespective of whether the bits are encrypted or unencrypted.
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follows that the beamformed signal vector x(n, k) intended
for Bob is expressed as:

x(n k) =s(n k) -wg(nk). (1)

Assuming the availability of perfect CSIT, i.e., the error-free
downlink Alice-Bob channel vector h;, (n, k), Alice transmits
s(n, k) to Bob using conjugate BF. Mathematically, it requires
the precoder to be set in form of

Wa(n, k) = a(n, k) - hap(n, k), )

where a(n, k) is a real scalar used to meet the per-antenna
power constraint, reflecting that each transmit radio has
its own independent RF front-end. Specifically, we have
a(n, k) = 1/||hap(n, k)|, with the operator || - || denoting
the infinity norm (the maximum row sum) of a matrix. This
ensures at least one antenna transmits at maximum power,
while the per-terminal transmission energy optimality is
still met [39, 40]. Furthermore, by assuming the per-frame
based CSIT update rate, the channel h,;,(n, k) estimated by
Alice remains constant during n = 1,..., Ny;. Thus, in this
subsection, for h,p,(n, k) and a(n, k), we may drop their de-
pendencies on the symbol index n.

The signal received by Eve in the kth subchannel during
slot n is given by

ye(n, k) = (hae(n, k), x(n, k)> +o(n,k) n

1: .. -’NSl’ (3)

where (-, -) represents the complex inner product operation,
hg.(n, k) is the downlink channel vector, and v(n, k) an addi-
tive noise term. From Eq. (1-3), we define the effective channel
from Alice to Eve as:

B (1, k) = (e (1, K), wa(n, k)
= a(k) - (hae(n, k), hap (k)
= a(k) - (hae (k). hap (K)),

where the last equality is due to the fact that Ny; (effectively
the frame length) is usually engineered to be less than a
coherence interval, so that h,.(n, k) experienced by Eve can
approximately be regarded as constant throughout a frame.
Consequently, the effective channel becomes independent of

4)

slot n. Now based on Eq. (3), Eve’s received preamble signals
can be rewritten as follows:

Ye(1,k) = hzlz(k) -s(L, k) +o0(1,k). (5)

Recalling our threat model, Eve already has knowledge of pre-
amble symbols in the first slot (i.e., s(n, k) for n = 1). There-

fore, she can derive her CSIR for each subchannel hzi:(k) and
perform one-tap equalization to detect the remaining data-
carrying OFDM symbols, starting from n = 2. This suggests
the vulnerability of BF: Eve can eavesdrop up to the limits of
Eve’s receive directivity gains and noise floor, after equalizing
out the effective channel term using her CSIR.
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4.1.2  M3A Precoding. How does M3A provide multicarrier
misinformation? We design Alice’s kth subchannel precoder
applied in slot n to be?

Wa(n, k) = (a(k) - hap(k)) 0 b(n, k), (6)

where b(n, k) is the associated binary mask, an iid. N;-
dimensional random vector containing elements of {0,1}. In
M3A, we still let Alice use Eq. (1) to generate beamformed
signal, except now using w,(n, k). Comparing Eq. (6) and
(2), it can be observed that if, for example, the first element
in b(n, k) is set to zero, it emulates the effect of switching
off the first transmit antenna specifically for subcarrier k in
slot n. For simplicity, we assume a fixed value M; number of
antennas are turned on for each subcarrier, i.e., there exists
M; ones in each b(n, k), and M; needs to be strictly less than
N;. Consequently, the effective Alice-Eve channel is:

hon (1) = (e (1, K), Wa(n, k)
= a(k) - (hae(k),hap (k) 0 b(n,k)) n

which takes random values depending on the realization of
downlink Alice-Bob and Alice-Eve channels, as well as the

. )

1,..., Ng,

random binary mask b(n, k). Evidently, hzf;f(n, k) varies with
respect to slot index n, even when the downlink channels do
not. This implies that Eve sees a random per-symbol fading
channel which is independent to the choice of modulation
order. As a result, using Eve’s CSIR acquired from n = 1
and ignoring a colored noise term, her post-equalized data-
carrying constellations equal to

Se(n k) = [hos (n. k) /He (LK)] - s(n k).n =2,..., Ny, (8)

from which a random transformation is defined from s(n, k)
to Sg(n, k), which leads to misinformation at Eve. Regardless
of signal strength at Eve (including stronger than Bob’s), Eve
still cannot effectively utilize her CSIR to decode constellations
s(n, k) accurately.

4.1.3  Multicarrier Security. How does M3A prevent Eve from
reversing misinformation through knowledge of OFDM param-
eters? In each OFDM symbols, pilot subcarriers are employed
to estimate and correct phase noise [41, 42]. Nonetheless,
in the context of M3A, these pilots’ positions and values
could be exploited by Eve as well to eliminate the random
transformation in Eq. (8). To elaborate on this vulnerability,
consider a pilot indexed by j and an adjacent data subcar-
rier at j + 1. Referring back to Eq. (7), because of potentially
strong subchannel correlation, the two channels hg.(n, j)
and hg. (n, j + 1) exhibit high similarity when they lie within
the coherence bandwidth, and so do the estimated quantities
hay(n, j) and hgp(n, j + 1).3 Next, suppose two subcarriers

2The operation a o b denotes element-wise product of two vectors.
3 Adjacent subcarriers may even share the same CSIT (e.g., 802.11ac, band
AMC in LTE) to reduce traffic overhead.
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both choose the same set of antennas, i.e., the generated
binary masks b(n, j) = b(n,j + 1); consequently, the two
effective channels hzfef(n, Jj) and h;if(n, J + 1) experienced at
Eve would be as well similar. This offers Eve a chance to com-
pare received and expected pilot subcarriers, thereby reversing
the per-symbol fading effect imposed by M3A.

Instead, leveraging multiple digital basebands, M3A gen-
erates binary masks independently across subcarriers, thereby
emulating that antennas have been chosen independently for
each subcarrier. This mitigates Eve making inferences across
subcarriers within the coherence bandwidth. Notably, achiev-
ing subcarrier-independent switching is not feasible using
physical switches, as they typically function as a post-IFFT
module.

4.1.4  Wavelength Proximity Protection. How does M3A thwart
Eves located at wavelength-scale distances to Bob? Additional

to the use of random binary masking, in order to confuse

Eve located only a wavelength-scale distance from Bob, it

requires to have h,p(n, k) and hg.(n, k) to be statistically in-
dependent. Otherwise, due to the strong correlation between

hoe(n, k) and hgp(n, k), even the per-symbol fading induced

by random antenna switching deteriorates into a coherent

beamformed transmission at Eve. Fortunately, due to the rich

multipath characteristics, a typical indoor environment can

provide sufficient degree of channel de-correlation in unit

of wavelength [31, 43]. Spatial channel de-correlation in rich

multipath propagation environments is the key property for
confusing Eve, even if she is a wavelength-scale distance away
from Bob, or even in front of Bob. Such scenarios cannot be

secured by our method in free-space.

Finally, can Alice also use non-binary masks to confuse
Eve? Not only is the binary mask simpler, but more impor-
tantly, it allows M3A conjugate beamforming towards Bob.
In cases where a random subset of antennas is selected and
non-binary masks are used, Alice may assign a small (large)
beam weight toward a strong (weak) channel. This could
significantly degrade Bob’s SNR, hence his decoding perfor-
marnce.

4.2 Reliability at Bob

The next goal of M3A is to let Bob detect s(n, k) reliably even
when Eve receives misinformation. Similar to Eq. (8), Bob’s
post-equalized data-carrying constellations is:

Ss(n k) = [hSs (n k) /RS (1LK)] - s(n k). n =2, Ny. (9)

We claim that the fading term (the ratio) in Eq. (9) possesses
the following properties: (P1) it does not equal 1 even under
perfect CSIT and a fixed sized antenna subset, hence must
be equalized out for any n, k; (P2) it varies with respect to
symbol index n, hence Bob cannot effectively equalize via
the observed preamble; (P3) it is unknown a priori, hence
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needs real-time computing. Indeed, similar to Eq. (6), the raw
effective Alice-Bob channel can be evaluated as:

K (1, k) = (Rap (n, k), Wa(n, k)

= a(k) - (hap(k), hap (k) 0 b(n, k)) (10)
= a(k) - hap (k) o b(n,K)|I> n=1,...,Ny.
Combining with Eq. (9), we obtain
2
Sp(n,k) = Iy (k) o b(n, Kl -s(n,k) n=2,...,Ny,

llhas (k) o b(1, k)|

from which we see (P1) holds due to different channel gains
across transmit-receive (Tx-Rx) antenna pairs by multipath
effect (measured SNR difference across Tx-Rx pairs can reach
up to 40 dB [40]); (P2) holds due to randomly chosen b(n, k)
per-symbol time; and (P3) holds due to randomly realized
h,, (k). Also, letting Bob compute the fading term directly
will require exchanging binary mask b(n, k) with Bob at the
PHY layer, which causes significant overhead (e.g., by adopt-
ing a mask-then-data alternating pattern), not to mention
the need for an authenticated and confidential channel to
ensure Eve doesn’t intercept it.

Instead, M3A keeps Bob’s OFDM reception pipeline un-
modified, and lets Alice help Bob pre-cancel the fading term
without giving away the secret transformation to Eve. Below,
we present two novel methods to calculate and update each
precoder w,(n, k) using the real-time PHY layer metrics that
are available only at Alice. Specifically, those metrics are used

ff
to adjust hzb(n, k) perceived at Bob, such that it becomes
time-invariant within a frame.

4.2.1 MRT-based Technique. M3A dynamically changes the
precoder values on a per-symbol basis. Analogous to MRT,
Alice uses metrics hyp (k) and b(n, k) to scale the transmitted
signals on each transmit antenna proportional to conjugate
channel h,;, (k)*, where operator * denotes the complex con-

jugate operation. First, Alice calculates hzf;f(n, k) for each slot
nvia Eq. (10) based on the frame’s CSIT and the masks b(n, k).
Second, for each n, Alice normalizes the precoder w,(n, k) in

Eq. (6) by h:;f(n, k), in order to average out different effective
channel gains. Third, this normalized precoder is multiplied
with the minimum effective channel attained among all slots.
The reason of doing so is to avoid clipping that may other-
wise occur at each transmit radio. We name the first step as
a procedure called hf’ Calculation, and the second plus third
step the Inter-Symbol Normalization. Together, they can be
represented as:

W (k) = Wa(n k) - (min gy (n.6) [y (n.K))
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from which we re-derive the effective Alice-Eve channel as:

hon ()™ = (hae(n, k), W7 (n, k)
= a(k) - (min K (n. k) /By (n, k))
- (hae(K), hap (k) 0 b(n, k)),

in which the secret transformation imposed at Eve, i.e., the
ratio term [h;f(n, k)m’t/hZf(L k)mrt], is not exposed and
still vary in both frequency and time. Hence, it does not
compromise Alice’s goal to send misinformation and is in-
dependent to the modulation order of s(n, k). In §4.2.3, we
further show that the Alice-Bob effective channel is indeed
a constant within a frame.

(11)

4.2.2  Channel Inversion Technique. Since the number of sub-
carriers and data slots (symbols) within each TDD frame can

be large, the computational cost of the " Calculation and
Inter-Symbol Normalization can likewise be high. To this
end, we propose a variant called M3A)., where the subscript
stands for low complexity. For each transmit antenna, the
idea is to inject less (more) energy along a stronger (weaker)
signal path. Using this technique, the amplitude of the su-
perimposed waveform at Bob is kept constant across slots
(and its phase value also remains constant due to the perfect
CSIT assumption), irrespective of the random antenna se-
lection. M3A|, realizes this procedure at digital baseband by
performing Per-Antenna Normalization, defined as follows.
For subcarrier k, denote the estimated Alice-Bob channel
vector by hu,(k) = [ho,...,hn,—1]. Without loss of gen-
erality, suppose the channel gains are ordered, such that
|ho| = |h1| = - -+ > |hn,-1|. First, per-antenna normalization
calculates a scaling vector e(k) = [1/|ho|?, ..., 1/|hn,-1/%],
and then performs

RS, (k) = e(k) o hap(K),

which is followed by the second step called the Per-Subcarrier
Normalization (across all antennas), by multiplying a scalar
ate(k) = 1/||hicb(k)||oo = |hn,-1|, so that the per-antenna
power constraint is met. Finally, the kth precoder in M3Aj,
is obtained from Eq. (6), which yields

W (n, k) = (' (k) - B (k) o b(n k). (13)
Now based on Eq. (7) and Eq. (13), the resultant Alice-Eve
effective channel is expressed as:
hon (1K)’ = (e (n, k), Wi (n, k)
= (k) - (oo (k), hap (k) 0 c(k) 0 b(n, k),

from which Eve still observes a per-symbol fading, and hence
she still cannot detect data symbols of each subchannel co-
herently via estimated CSIR. In addition, we show that M3A.
also ensures the Alice-Bob effective channel to be constant
with respect to slot index n (§4.2.3).

(12)

(14)
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Figure 2: Data-processing flowchart of M3A and M3A;., where
the block S$2-VAS represents the mechanism per-Symbol per-
Subcarrier Virtual Antenna Switching,.

We contrast the two techniques in Fig.2. First, Alice calcu-
lates the CSIT based on received uplink pilot and a channel
calibration matrix, as discussed in §3. Next, Alice chooses a
complexity mode to use. For M3A}, it sequentially does per-
antenna normalization, per-subcarrier normalization, and
per-symbol per-subcarrier virtual switching (i.e., element-
wise multiplying the already-normalized vector with a binary

mask) before sending precoded data. The 1" calculation and
inter-symbol normalization are required only for M3A, how-
ever the per-antenna normalization is no longer required.
Both techniques cancel unwanted per-symbol fading at Bob
adaptively by using real physical channel measurement.

4.2.3  Reliability Comparison. We compare the reliability
performance between M3A and M3A. formally in the propo-
sition below and provide its proof in Appendix A.

ProrosiTiON. Consider vector hgp(k) = [ho,. .., hn,—1],
ordered such that |hy| > |hy| > -+ > |hn,—1|. In a TDD
frame containing Ny; downlink slots, Alice lets each subcarrier
virtually selects M; out of N; antennas, resulting in the raw

effective channel hZJZ(n, k) for each slot n. Both M3A and M3A.
yield a time-invariant effective Alice-Bob channel, particularly

o in M3Ay, we have % ()l = M,|hn, 1 ;

a diversity gain of M; can be achieved.

We observe that both techniques realize time-invariant
effective channel, independent to the modulation order of
s(n, k). Next, in the case of M3A|., we observe that Bob’s SNR
suffers whenever the gain of the weakest Tx-Rx pair |hn,—1]
falls into a deep fade. This stems from emulating channel
inversion, by which significantly more transmit power is
needed when channel quality is poor; subjected to limited
power budgets, the resultant SNR at Bob may become insuf-
ficient. On the other hand, M3A provides greater resilience
against multipath fading, due to its higher diversity gain
through M;-antenna conjugate BF. We empirically validate
and compare their performance in §6.1.

4.2.4 Computational Complexity. As depicted in Fig.2, for
both schemes, virtual antenna switching and per-subcarrier
normalization are two common modules. Given N;; TDD
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Figure 3: (a). An overview of software implementation, running on a multi-antenna transmitter (receiver side is un-modified
and not shown); (b). Indoor testbed setup, including two user nodes (UE) and one base-station (BS); (c). A complete TDD frame

that contains five types of timeslot (idle slots not shown).

slots per frame and N, subcarriers in total, virtual antenna
switching first generates N = Ny; X N;. random binary vec-
tors, and does N X N; multiplications. Per-subcarrier nor-
malization first finds the minimum of length-N; array N
times, and N X N; divisions subsequently. Per-antenna nor-
malization is required only by M3A|, leading to N; X N
multiplications, and N; X N divisions. In addition, M3A re-

quires " calculation, during which there are N inner prod-
uct operations performed. This translates into and N; X N
multiplications plus (N; — 1) X N summations. Next, inter-
symbol normalization stage requires finding the minimum
for N, different length-Nj; arrays, and N X N; multiplica-
tions plus N X N; divisions. Put together, in each TDD frame,
we see that M3A requires additional N X N; multiplications,
(N; — 1) X N summations, and Ny, times size-N; array min-
imum searching.

5 TESTBED AND IMPLEMENTATION

We implement M3A on a commercial software-defined radio
(SDR) testbed; the software of M3A closely emulates the
PHY layer of the NR standard. Together, they demonstrate
the feasibility of applying M3A on multi-antenna systems
compliant with NR/LTE or 802.11.

5.1 Hardware

Our key methodology is to leverage multiple independent
transmit chains for emulating antenna switching. By putting
element(s) of Alice’s precoding vector to zero, the associated
antenna(s) can be effectively turned off. We use RENEW
MaMIMO platform [44] to conduct our experiments in a lab
environment, as shown in Fig. 3(b), which includes two user
nodes (UE) and one base-station (BS). The BS consists of four
main components: a remote radio head (RRH), a hub unit
(HUB), a reference node (REF), and a multi-core server (SVR).

Each UE is equipped with an Iris SDR module?, capable of
supporting two RF chains. Irises can further be daisy chained
in a LEGO-like fashion to form a linear antenna array. Our

4Commercially available from Skylark Wireless [45].
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RRH features four daisy chains, each consisting of eight Iris
modules. The four chains (linear arrays) are connected in
parallel to the HUB, which distributes clock and time trigger
synchronization signals to enable coherent beamforming
transmissions [46]. We reserved RRH’s top array to perform
our experiments and activated a single RF-chain per Iris
module. We let each radio provides up to -3 dBm of transmit
power. Finally, we let all communications run on a CBRS
channel centered at 3.6 GHz, which is unoccupied with other
commercial wireless devices in range. The BS and two UEs
are configured to be Alice, Bob, and Eve respectively.

In this work, we operate the platform under TDD mode.
By the principle of channel reciprocity, the uplink and down-
link channels are equal for a given pair of nodes, except for
the response induced by their respective RF hardware [47].
The REF, as shown in Fig. 3(b), is treated as a standalone BS
radio for completing a procedure named reciprocity calibra-
tion, which enables the BS to calibrate out such hardware
effect. The outcome is a channel calibration matrix, which is
calculated at the BS. Once receiving an UE’s uplink pilot, the
downlink CSIT can be computed readily through a simple
multiplication (between the calibration matrix and received
pilot) without any channel estimation feedback from the UE.
This way, the cost of channel estimation is reduced greatly.

5.2 Implementation and Software

Fig. 3(a) shows the transmitter-side of M3A, with signal pro-
cessing blocks implemented using Agora—a complete soft-
ware realization of real-time MaMIMO baseband [48]. We
highlight the Precoder Calculation module, which is where
the M3A’s precoding is implemented. For each subcarrier,
DoBeamweight takes the uplink CSI and the calibration vec-
tor as input and generates the single-user beamforming
beamweight array subf weight with the size of N;-by-1. Then,
DoM3A takes subf weight as input and create Ny; (which
is 3 in our implementation) updated beamweight arrays
M3A_weight(y33) based on the M3A algorithm. Next, Do-
Precode computes Ny; precoded data vectors precoded ;23
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based on raw I-Q data samples and the M3A_weight; 3 3).
This procedure is repeated for all subcarriers. After the IFFT
operation, the SVR sends time-domain samples to the RRH
via a front-haul link. Currently, due to the limited UE’s
streaming rate and front-haul capacity, our tests are restricted
to a transmission bandwidth of 5 MHz; specifically, we adopt
15 kHz subcarrier spacing, FFT size of 512, and 7.68 MHz
sampling frequency, a typical downlink configuration in LTE
[38]. Operational parameters such as amplifier gains, modu-
lation order, and the number of subcarriers, are configured
using JSON files. Finally, we use the C++ logging library
spdlog [49] to record real-time PHY layer statistics (SNR,
BER, etc.,) and store them in CSV files.

It is worth mentioning that Bob is completely un-modified,
because M3A is transparent to Bob’s side, as explained in
§4.2. M3A follows the IFFT signal construction pipeline, and
makes online precoding updates efficiently without the need
of any real-time optimization. Furthermore, as the switching
process is implemented entirely in digital baseband, M3A
does not require any hardware modification at Alice either.

6 OVER-THE-AIR EVALUATION

In this section, we perform OTA measurements to evaluate
the reliability and security performance of M3A in compari-
son to conjugate beamforming as a baseline.

6.1 Reliability at Bob

Research Question. As previously discussed, to adaptively
cancel per-symbol fading is a critical factor for retaining the
reliability at Bob. Here, we experimentally investigate the
overall system reliability with four following transmission
schemes: (1)conjugate beamforming (BF), (2)M3A, (3)M3A|,
and (4)FASM. Note that the Free-space Antenna Subset Mod-
ulation (FASM) is our digital multicarrier implementation
of [22] that switched antennas physically (see §2). There is
no fading cancellation in FASM. Here, we solely consider
Alice and Bob to study the reliability at Bob, and defer the
analysis of Eve to §6.2. We adopt Bob’s BER as the metric for
system’s reliability.

Setup. Alice adopts a TDD-based transmission protocol,
as illustrated in Fig. 3(c). Among three time slots reserved
for downlink beamforming transmission, the first D slot is
occupied by a pilot symbol for letting Bob compute the CSIR,
and each of the rest twos is occupied by an 512-subcarrier
OFDM symbol, with 285 data subcarriers modulated using
randomly generated 16-QAM constellations. LDPC decoding
has been turned off on receivers, in order to investigate the
error rate of raw received bits.

Using BF, Alice employs all eight vertically-polarized omni-
directional antennas in RRH’s top array, shown in Fig. 3(b). In
contrast, she only employs five randomly selected antennas
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in the other schemes. To fairly compare eight transmit an-
tennas with five, we increase the antennas’ transmit gain in
five-antenna cases until the SNR at Bob matches the BF. Com-
pensating this known effect will help us to isolate additional
factors that can potentially lead to reliability discrepancies
of M3A schemes.

We vary Bob’s location in order to investigate reliability
for different Alice-Bob channels. As depicted in Fig. 5, we
move Bob sequentially from location 1 to 20 (indicated by
circles) and at each location, we measure average BER at
Bob based on 5,000 TDD frames transmitted by Alice over-
the-air. This lab room consists of multiple objects, namely
chairs, tables, and numerous other objects which create a
natural multipath environment. There is an obstacle near
location 20, deteriorating signal strength between Alice and
Bob there. We use a fixed MCS (Modulation and Coding
Schemes) during our experiments, in order to decouple the
impact from MCS selection criteria.

BER Performance at Different Locations for Bob. Fig.
4(a) depicts Bob’s average BER as a function of user locations.
First, the BER variation across locations 1-19 (i.e., no obstacle
nearby) for M3Aj. and FASM are significantly greater than
that of BF and M3A; observing closely at Fig. 4(a), average
BER values associated with M3Aj. and FASM can be up to
around 0.08 and 0.04, significantly greater than that of BF and
M3A which both stay within 0.005. Thus, M3A and BF are
much better adapted to diverse channel conditions as long
as there is no LOS blockage. Second, at location 20, notice
that Bob’s decoding ability degrades drastically due to the
presence of obstacle regardless of which scheme used. There,
the BER maxima, in order of BF, M3A, M3A., and FASM,
are 26.3, 59.5, 43.2, and 7.03 times greater than their medians
across all locations. Third, at each location measured, either
M3A|. or FASM yields the worst reliability performance.
Specifically, there are 15 locations at which FASM vyields
the highest BER, followed by M3A|.

BER Degradation Compared to Beamforming. Next,
to directly compare against the baseline, at each location x
we define the BER degradation metric under scheme s to be

BERgo; (, 5)

. 15
BERpp (x, BF) (1)

y(x,s) =
We then aggregate all the BER measurements and report a
Cumulative Distribution Function (CDF) plot of BER degra-
dation in Figure 4(b). In addition, the median and 95-th per-
centile data are summarized in Table 1. Together, they reveal
the following: (i) M3A yields similar BER values as the base-
line, as attested with CDF curve of y(x, M3A) being tightly
concentrated around its median which is, according to Table
1, less than three. Here, the degradation roots in a lumped
effect caused by non-ideal SNR compensation and experi-
mentation uncertainties. (i) A comparison between median
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Figure 4: Reliability evaluation results at Bob using different approaches.
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Figure 5: Test topology for indoor experimental evaluations.

[ Scheme | Median | 95-th percentile |

are separated from the ground truth by large distances: they
are moving diagonally towards/away from the ground truth
symbol. This is because Bob fails to equalize artificial fading
of effective channel; during this frame, the number of incor-
rectly decoded constellations by FASM equals 53 whereas
M3A is of three. Hence, the per-symbol fading can signifi-
cantly compromise the reliability of FASM in practical indoor

scenario.
Receive SNR Degradation at Bob with M3Aj.. On the

other hand, M3A., by design, avoids per-symbol fading at
Bob. To reveal the reason behind M3A.’s high BER degrada-
tion, recall that the Alice-Bob link is limited by the weakest
channel gain among all Tx-Rx antenna pairs (§4.2.3). Towards

M3A 2.98 1.36
M3AL 4.09 66.2
FASM 22.6 933

Table 1: Median and 95-th percentile BER degradation using

different schemes.

this end, we report the average SNR values at Bob in addition
to his BERs in Table 2; the three sampled locations corre-
spond to high, medium, and low BER at Bob with the use of
M3A|.. Within each TDD frame, Bob’s SNR is measured from
preamble OFDM symbol; subsequently, for each location, the
average SNR is taken across all 5,000 such frames. Indeed,

BER degradation of M3A|. and M3A indicates that the relia-
bility penalty for M3A|. is modest, barring outliers leading
y(x, M3A).) to be greater than 66. (iii) M3A attains a signifi-
cantly lower 95-th percentile BER degradation than others.
In particular, M3A provides more than an order of magnitude
BER reduction when channel condition is not favorable for
FASM and/or M3Ay.

Distorted Constellations at Bob with FASM. To under-
stand the underlying reason for performance degradation of
FASM over M3A, we closely examine the received constel-
lations at Bob. In this separate experiment, for the ease of
illustration, we let Alice repeatedly transmits only a single
16-QAM symbol. We randomly select and analyze one out
of 5000 frames that were transmitted to location 19, where
FASM yields a greater BER than M3A. Fig. 4(c) depicts Bob’s
post-equalized constellations under M3A and FASM. Notably,
there is a substantial amount of constellations by FASM that

Location | Average SNR (dB) | Average BER (%)
ID at Bob at Bob
20 13.0 11.1
19 16.1 6.70
18 24.8 0.16
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Table 2: At three sampled locations, with M3A,., Bob’s aver-
age BER and SNR values.

Table 2 illustrates the increase of BER with decreasing SNR;
particularly, from location 19 to 18, Bob’s BER dropped by
42X, owing to added eight dB of SNR. Summarizing, sub-
jected to per-antenna power constraint, the resultant SNR
at Bob may not be sufficient. On the other hand, with M3A
obtaining a higher diversity, the Alice-Bob link SNRs are
seen to be improved.

Discussion. Granted, from reliability’s perspective, there
exists locations at which it is of trivial matter as to which
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scheme to employ. For example, consider location 4, where
three BER degradation values are upperbounded by 1.14. At
such locations, the channel gain difference between each
Tx-Rx antenna pair is expected to be at a less extent, which
explains why FASM is on par with M3A. Also, the reliabil-
ity gap between M3A|. and M3A tends to be closed, once
the weakest channel gain is sufficiently strong. Nonetheless,
considering that Bob can locate arbitrarily and to ensure his
reliability, we opted to employ M3A at Alice to confuse Eve.

Findings: Despite virtually switching antennas to confuse
Eve, M3A and M3A;. median BER at Bob is within a factor of
2.98 and 4.09 compared to 8-antenna beamforming, provided
that Alice appropriately increases her transmit gain. In contrast,
FASM performs quite poorly in the multipath environment,
with median BER 22.6 times higher than beamforming. M3A
outperforms M3A;. and FASM in adapting to varying channel
conditions, with 95-th percentile value being 13 and 19 times
lower, respectively. The central condition to maintain high
reliability at Bob is Alice-Bob link being free of unpredictable
gain changes and not in a deep fade.

6.2 Security Performance Comparison

Research Question. So far, we have evaluated our system’s
reliability to serve intended user Bob under multipath chan-
nel conditions. Now, we empirically evaluate the resilience
of constructed Alice-Bob link against passive eavesdropping.
We adopt Eve’s BER values as a metric. Here, our experiments
address two issues: (i). How effective is BF in protecting infor-
mation bits from being decoded by Eve in a practical indoor
deployment? (ii). How well does M3A impose higher BER at
randomly located Eves, compared to BF as the baseline?

Setup. To compare the security performance against the
baseline, at each location x, we propose the BER Gain metric
under scheme s as follows:

BEREve (x> 3)

_ 16
BEREe (x, BF) (16)

n(x,s) =

so that a greater BER improvement is characterized by a
higher 5(x, s). We now introduce Eve into our system, which
is implemented using the same hardware as Bob, and is con-
figured using following steps. First, to ensure Eve’s reception
time covers the signals of interest, she synchronizes her
frame time boundaries with Alice’s frame by detecting a
broadcasted beacon sequence (within the B slot in Fig. 3(c)),
by which she then captures the signals belonging to down-
link transmission slots (the D slots). Second, to ensure Eve’s
reception frequency window covers the spectrum occupied
by the signals of interest, the carrier frequency and sampling
rate are both set to be the same as Bob’s, so that Eve can
adjust the filtering response as needed. Finally, to equalize
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the channel effect, Eve finds her CSIR per subcarrier by com-
paring the received downlink pilot symbol carried by the
first D slot to the expected one (§4.1.2).

During this experiment, Eve directs her antenna broadside
towards Alice for enhancing the signal reception®. We record
Eve’s BER values while changing her location from 1 to 20
sequentially, in order to evaluate M3A’s resilience across
various locations. Meanwhile, Bob is fixed at location 8 for
our measurement convenience. When Eve arrives at location
8, Bob and Eve’s enclosures physically touch each other,
meaning they cannot be placed any closer to one another.
There, the resultant antenna spacing is measured to be 10.4
cm, equivalent to 1.24 units of carrier wavelength.

Vulnerability of Beamforming. The results when Al-
ice employs BF are illustrated in Fig. 6(a), where the x-axis
shows location IDs sorted in ascending order of receive SNR.
Eve’s respective values of average BER and SNR are on the
left and right side of the y-axis, and the BER achieved at
Bob is found to be 3.10x10™*. We observe that BF provides
a modest level of security, since Eve’s BER is higher than
Bob’s at every location measured. This is because BF can
actively focus transmit energy at Bob’s antenna, lowering
receive SNR elsewhere. Nevertheless, numerous locations
exist where an eavesdropper can correctly decode the vast
majority of information bits: Eve’s BER remains around 10~
to 1072 for ten out of 20 locations. The reason is that BF in
practice still suffers from the generation of strong sidelobes:
on our testbed, an outdoor field showed that sidelobe levels
can only be 10-20 dB lower than the mainlobe. When this
effect is combined with multipath, the result is high SNR at
locations that can either be close to, or far away from Bob.
Notably, observe that Eve’s BER is largely decreasing with
respect to her SNR, according to Fig. 6(a). Thus, for BF, Eve’s
decoding ability is effectively determined by her receive SNR,
yielding insufficiency of applying BF as a standalone defense
against eavesdropping in an indoor environment. For in-
stance, by exploiting a higher gain antenna, Eve is able to
acquire moderate to high SNR more easily.

Security Improvement by M3A. Next, we aim to ex-
plore how much BER gain M3A can achieve in comparison
with BF. Fig. 6(b) shows the empirical results when Alice
employs M3A, from which we make three key observations.
First, the irregular variation of BER as SNR increases indi-
cates that Eve’s BER is no longer a function of SNR only.
Recall that M3A leverages a fundamentally different mecha-
nism to thwart eavesdropping: rather than suppressing signal
strength escaping through the sidelobe, M3A moves Eve’s
symbols to random locations that do not match those of
the training symbols sent by Alice at the beginning of the
frame. Second, when Alice uses M3A rather than BF, Eve

SDual-polarized receive antennas provides 6 dBi of gain.
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(a) Eve’s BER and SNR under BF.
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Figure 6: Comparison of Eve’s average BER versus locations sorted in ascending order of SNR, when Alice employs different
approaches. In 6(b), Eve’s BER is in linear scale to better visualize its irregular variation.

experiences higher BER at every location measured while
maintaining reliability at Bob (whose BER is 8.00 x 107%). In
particular, with M3A, the minimum, median, and maximum
BER at Eve are 3.17%, 34.1%, and 43.6% respectively. Third,
inline with the intended user Bob, at four eavesdropping lo-
cations 3 (Eve is approximately 1/3 closer to Alice), 8, 13, and
18, Fig. 6(b) indicates that M3A provides much better secu-
rity than the baseline, evidenced by BER gain values ranging
from 32.5 to 233.3. In contrast, free-space DM schemes are
known to be incapable of thwarting any Eve located along
the same direction as Bob (e.g., [22, 26, 27, 29]). Remarkably,
at location 8, where Bob and Eve are separated by only 1.24
wavelengths, M3A still yields a BER gain of (8, M3A) = 133.
To further ensure that Eve’s high BER at location 8 is not due
to her hardware discrepancies relative to Bob’s, we perform
a separate experiment by swapping the two nodes’ positions
and interchanging their role as being Bob or Eve. A pair of
similar BER was observed.

We aggregate all BER measurements and present a CDF
plot of BER gains in Fig. 6(c). Notice that the median is ap-
proximately 40X, with achieved BER gain values up to over
200x. Additionally, compared with prior designs that only in-
troduce phase noise (e.g., [21, 29]), M3A achieves BER greater
than 33.3% © at 11 out of 20 locations.

Findings: When using conjugate beamforming, an eaves-
dropper located angularly away from Bob can still decode
signals with high probability due to compound effects from
sidelobe leakages and multipath propagation. In contrast, M3A
thwarts Eve to have a median BER of 34.1% across all tested
locations, providing a median BER gain greater than 40X com-
pared to conjugate beamforming.

5The BER of Gray-coded 16-QAM with uniformly distributed phase noise.
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6.3 Eavesdropper Proximity in
Wavelength-Scale

Research Question. In §6.2, we observed one location where
the passive eavesdropper Eve is still thwarted, even being
separated by only 1.24 units of carrier wavelength away
from intended user Bob. In this section, we further explore
whether the robustness of M3A’s security performance is in-
deed achieved in three-dimension, against the effect of Eve’s
multiple positions to Bob in wavelength-scale.

Setup. Reusing the same transmitter and receiver setup
in §6.2, and to quantify the effect of Eve’s proximity on
M3A, we fix Bob at the same location 8. Verifying Eve’s
proximity effect at other locations is left as a future work.
Next, we introduce a new set of spatial locations by varying
Eve’s distances to Bob. As shown in Fig. 8, for both left
and right direction (+ x-axis), the distance ranges from 1.244
(which is the closest we can physically get) to 101. Whereas in
forward and backward direction, the closest antenna distance
between Bob and Eve becomes approximately 3.804 due to
the different physical constraint. We stack Eve vertically
above and below Bob’s position using a tripod, and test the
separation distances from 1.14A up to 8.

Results. Fig. 7(a) depicts the mean and single standard
deviation of Eve’s BER at various locations in horizontal
plane, when Alice employs BF. As similarly observed in §6.2,
Eve decodes overheard signal from the BF transmission with
relatively low BER values. In particular, there are only three
out of 22 test locations where Eve has an BER above 1%. Ad-
ditionally, Eve’s BER varies quite unpredictably with respect
to distances. For example, along right direction (+x-axis),
moving Eve from 44 to 31 incurs a more than two orders
of magnitude rise in BER due to 14.5 dB SNR drop at Eve.
In this scenario, though Alice-Eve distance remains similar,
the energy-focusing transmission combined with multipath
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Figure 9: CDF of BER gains achieved by M3A across all loca-
tions in horizontal plane and vertical plane.

channel are strong enough to occasionally null out Eve’s
SNR. Nonetheless, according to the BER statistics at other
locations in Fig. 7(a), such nulling is accompanied by a highly
irregular spatial response that can be quite favorable to Eve.
On the other hand, results of Fig. 7(b) shows that M3A consis-
tently outperforms BF regardless of eavesdropper’s proximity
by imposing higher absolute BER values. Specifically, we
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aggregate the measurements across all location IDs and pro-
vide a CDF plot of BER gains in Fig. 9(a). Compared to the
baseline, along four different directions, the median BER
gain achieved is approximately 80x (left, right), 110X (front),
and 190X (behind) respectively.

In Fig. 7(c), we plot the mean and single standard deviation
of BER at Eve in vertical plane when Alice uses BF. Still, we
observe that BF performs poorly in securing transmission in
vertical direction: the BER values of all 12 locations ranged
from an order of 107 to 1072. The root cause is that Eve can
still receive pilot and data symbols with sufficiently high
SNR, thereby decoding bits correctly.

With Alice using M3A, the improved BER results can be
seen in Fig. 7(d): M3A consistently outperforms BF regardless of
eavesdropper’s proximity, as well as in vertical direction. This is
because a linear MIMO array in complex multipath channel
environment (e.g., WiFi or LTE femtocell) will leverage every
reflection in the topology to ensure maximum constructive
interference at Bob in a three-dimensional space. Even with
the same coordinate in horizontal plane, channels h,p (1, k)
and hge (n, k) can still be de-correlated when being separated
vertically. Thus, Alice may construct a wavelength-scale
security zone in vertical direction with the help of M3A. Note
that “vertical Eves” cannot be thwarted if linear array Alice
uses beamsteering-based directional modulation techniques.
Lastly, we aggregate measurements across all location IDs
and a CDF plot of BER gain is shown in Fig. 9(b). It can be
observed that along the +z-axis tested, the median BER gain
is about 100x (above) and 150x (below) respectively.

Findings: M3A still achieves better security performance
than conjugate beamforming at wavelength-scale proximity
distances. This is attained through the combination of the
rich multipath propagation and the effect of random antenna
switching. Furthermore, across all three dimensions, M3A pro-
vides approximately two orders of magnitude median BER
gains both horizontally and vertically (115X, and 125X).
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7 DISCUSSION AND FUTURE WORK

In this section, we discuss extensions of M3A beyond the
threat model described in §3.

Uplink Transmission Security. M3A secures only down-
link traffic. This limitation stems from the design principle
of M3A, which relies on the transmitter having multiple
transmit antennas to modulate the signals. Consequently, to
secure uplink transmission via M3A, Bob would require mul-
tiple antennas (contrary to the single-antenna assumption
we have in this work). The specific design and implementa-
tion of M3A for the uplink would require further research
and development.

Distributed MIMO Attack. M3A has been designed
and evaluated against single-antenna uncooperative Eves.
While Eve having a phased array alone cannot reverse scram-
bled amplitudes and phases through beamforming gain, dis-
tributed MIMO eavesdropping has been identified as a means
to reduce an adversary’s BER [27, 34, 50]. E.g., [27] and [50]
have proposed decoders based on two-layer neural networks
or compressive sensing. Notably, their complexity and cost
increases, as they require carefully designed eavesdropping
locations, a large number of distributed chains (>10), and
offline time-domain synchronization. The potential threat
posed by MIMO Eve to the security of M3A remains an open
topic for future study.

Multi-user Downlink with Multiple Bobs. Currently,
M3A does not cover the multi-user MIMO case (i.e., mul-
tiple spatial streams to multiple Bobs). However, M3A can
leverage MIMO-OFDMA to transmit multiple secure streams
to different Bobs concurrently based on the availability of
Bobs’ CSIT, the independence of binary masks in the time-
frequency domain, and the orthogonality among subcarriers.
We leave the OTA verification of this feature to future work.

8 CONCLUSION

We present our design, implementation, and evaluation of
M3A, a multi-antenna multicarrier system against wireless
eavesdropping at the wavelength scale. M3A achieves a
security-reliability co-design using a novel digital baseband
algorithm, exploiting rich multipath channels. Our experi-
mental results show M3A not only moves the transmitted
symbols to increase decoding errors at Eves, but also retains
reliability at Bob.

APPENDIX A

Here, we re-state the proposition and provide a proof.

ProrosITION. Consider vector hgp(k) = [ho, ..., An,—1],
ordered such that |hy| > |hy| = -+ = |hN,-1]. In a TDD
frame containing Ng; downlink slots, Alice lets each subcarrier
virtually selects My out of Ny antennas, resulting in the raw
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effective channel hzz(n, k) for each slot n. Both M3A and M3A;,
yield a time-invariant effective Alice-Bob channel, particularly

e in M3Aj, we have hZ]Z(k)lc = M¢lhn, - l;

,,,,,

a diversity gain of M, can be achieved.

Proor. In M3Aj, denote A as the set that contains indices
of the M; active antennas. Similar to Eq. (14), the effective
Alice-Bob channel in each slot is derived as:

—~lc

B (k) = (Rap(n, k), W' (n, k)
= a’(k) - (hap (k). hap (k) 0 b(n, k) o c(k))

1
S (k) D il /1l = My,
ieA

(17)

where (1) is by the construction of &’ (k) and ¢(k) introduced
in Eq.(12).
In M3A, similar to Eq. (11), hzi:(n, k)mrt can be written as:

By (n k)™
(,min, Koy (n.0) /oy (n. ) - el
 (hav (k). hap (k) 0 b(n,k))

2 oy (k) [y (1)) - By ()

(hap(n, k), Wy (n,k))

(18)
min
n=1,...,Ng

eff
in h k
p 0 P (1),
where (2) is by the relation defined in Eq. (10). This shows the
effective Alice-Bob channel in M3A is timeo—invariant. Next, to
show the diversity gain of M3A, letting A = {aq, . .., am,—1}

i
be the set of active antenna indices that leads to min,, hzb (n, k)
in the given frame. By Eq. (10), we obtain

. eff _ : ) 2
min gy (nk) = min (a(k) - lhas (k) 0 b(n. b))
_ . : 2
=ak)- min_(Iha(k) o b(n O)I)

1
= g (al® + -+ hay, ).

(19)
from which a diversity gain of M; can be achieved. m]
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