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Abstract—The interference from active to passive users is a
well-recognized challenge in millimeter-wave (mmWave) com-
munications. We propose a method that enables to limit the
interference on passive users (whose presence may not be detected
since they do not transmit) with a small penalty to the throughput
of active users. Our approach abstracts away (in a simple, yet
informative way) the physical layer component and it leverages
the directivity of mmWave links and the available network
path diversity. We provide linear programming formulations,
lower bounds on active users rates, numerical evaluations, and
we establish a connection with the problem of (information
theoretically) secure communication over mmWave networks.

I. INTRODUCTION

The fact that active users can destructively interfere with

the operation of passive users is a well-recognized challenge

in millimeter-wave (mmWave) communications. MmWave in-

frastructure is increasingly deployed to support a large variety

of active user applications, such as virtual reality communi-

cations, wearable devices, vehicular networks, and 5G com-

munication systems [1]–[4]. However, the same spectrum is

shared by a number of passive users (i.e., users that do not

transmit and can be significantly impacted) such as the Global

Positioning System (GPS), passive remote sensing systems,

and satellites that study Earth exploration, weather monitoring,

and radio-astronomy [5]–[9]. In this paper, we propose and

evaluate an approach that aims to provide suitable guidelines

on how to support a resilient coexistence between passive and

active users over mmWave networks.

Supporting the coexistence of passive and active users is

a challenging task, for good reasons: by definition, passive

users do not transmit and hence, their presence may not be

detected. Moreover, they may be mobile and intermittent,

changing their location and their time periods of operation.

The question we ask in this paper is, can we guarantee a certain

amount of interference-free operation to passive users, while

not significantly impacting the performance (communication

rates) of active users?

Our main observation is that, perhaps this is possible over

mmWave networks that provide sufficient path diversity. In

particular, we propose to constrain each active user to only
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transmit for up to a desired fraction of time ¹ over each

link. Due to the directivity of mmWave communications, this

translates to that, with very high probability, each passive

user will enjoy interference-free operation for a (1 − ¹) time

fraction. It is not difficult to see that if the capacity of a

mmWave network is C, then we can certainly achieve the rate

¹C with this operation. The interesting part is that, provided

that there exists sufficient path diversity over the network, it

may be possible to achieve much higher rates by appropriately

designing scheduling and routing schemes. For instance, our

numerical evaluations indicate that for ¹ = 0.2 over randomly

generated networks, we can almost always achieve 85% of the

unrestricted (oblivious to passive users) network capacity.

Technically, we build on the 1-2-1 network model that offers

a simple yet informative model for mmWave networks [10]–

[12]. The model abstracts away the physical layer compo-

nent and it focuses on capturing an inherent and dominant

characteristic of mmWave communications, that is, directiv-

ity: mmWave requires beamforming with narrow beams to

compensate for the high path loss incurred by isotropic trans-

missions. Thus, both the mmWave transmitter and receiver

use antenna arrays to electronically steer and direct their

beams towards each other. This activates the communication

link between them, which is termed as a 1-2-1 link [10]. In

particular, [10] proved that the capacity of a Gaussian noise

1-2-1 network can be approximated to within a constant (i.e.,

only depends on the number of network nodes) additive gap

and its optimal beam schedule can be computed in polynomial

time. We leverage the results in [10] to develop efficient

transmission and scheduling mechanisms that offer suitable

guidelines on supporting the coexistence with passive users in

mmWave networks. We analyze the impact of passive users

on the approximate network capacity and provide guarantees

on the achieved rate. Our main contributions are as follows:

• For arbitrary mmWave networks, we formulate a Linear

Program (LP) to find the maximum rate that can be

achieved while limiting the interference at every node.

We show that the LP efficiently (i.e., in polynomial time

in the network size) finds a beam schedule that supports

passive users to desired thresholds.

• For arbitrary mmWave networks, we derive lower bounds

on the active user rates. We also derive lower bounds on

the necessary and sufficient number of paths that achieve

a target rate while supporting passive users in arbitrary
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mmWave networks with unit capacity links. We provide

numerical evaluations over randomly generated networks

for unequal link capacities.

• We identify a connection between the passive user prob-

lem and the (information theoretically) secure commu-

nication problem. For arbitrary mmWave networks with

unit capacity links, we prove a reduction between these

two problems and provide guarantees on the achieved

rates in both problems.

Related Work. A multitude of works in the literature study

scheduling and routing in wireless networks by exploring

multi-path diversity [13]–[16]. However, these works do not

consider passive users and thus, their proposed approaches

do not provide interference mitigation between passive and

active users. Several works study passive users in passive

remote sensing systems and for satellites that study Earth

exploration and radio-astronomy [17]–[20]. They study the

characterization of these wireless systems and propose routing

algorithms or interference mitigation techniques to support

passive users. However, these works focus on traditional

wireless networks and they do not consider the scheduling

constraints of mmWave communications. There exist studies

that focus on scheduling and routing in multi-hop mmWave

networks [21]–[27]. However, these works do not consider

passive users. Closer to our work, there exist studies that

focus on passive users in directional communication networks,

such as mmWave and Terahertz (THz) networks. These works

study possible interference scenarios and propose interference

mitigation techniques such as employing highly directive and

electrically steerable antennas [5], using spread spectrum tech-

niques [8], or sharing the spectrum between active and passive

users [6], [7], [9]. However, these works do not propose

routing algorithms for path selection and rate allocation, and

they do not provide information-theoretical guarantees on the

active user rates. Differently, in our work we leverage the

directivity of mmWave links and path diversity to develop

efficient scheduling mechanisms that support passive users,

and derive theoretical guarantees on the active user rates.

Paper Organization. Section II provides background on

the 1-2-1 network model. Section III presents the proposed

scheduling mechanisms that support passive users, and it

provides lower bounds on the active user rates and numerical

evaluations. Section IV introduces a connection between the

passive user problem and the (information theoretically) secure

communication problem. Section V concludes the paper.

II. SYSTEM MODEL AND BACKGROUND

Notation. [a : b] is the set of integers from a to b > a;

| · | denotes the cardinality for sets and the absolute value for

scalars; 1P is the indicator function.

We consider an N -relay Gaussian noise Full-Duplex (FD)

1-2-1 network where N relays assist the communication

between the source node (node 0) and the destination node

(node N + 1). At any particular time, each relay can simulta-

neously transmit and receive by using a single transmit beam

and a single receive beam. Thus, at any particular instance, a

relay node can transmit to at most one node and it can receive

from at most one node. The source (respectively, destination)

can transmit to (respectively, receive from) M other nodes

i.e., on M outgoing links (respectively, on M incoming links)

simultaneously. Formally, in a Gaussian FD 1-2-1 network, the

received signal at node j ∈ [1 :N+1] can be written as,

Yj =
∑

i∈[0:N ]\{j}

hji1{i∈Sj,r,j∈Si,t}Xi + Zj , (1)

where: (i) Xi is the channel input at node i ∈ [0 : N ] with

power constraint E
[

|Xi|
2
]

≤ P ; (ii) hji ∈ C is the complex

channel coefficient1 from node i to node j; (iii) Si,t and Sj,r

represent the node(s) towards which node i is beamforming

its transmissions and the node(s) towards which node j is

pointing its receive beam(s); and (iv) Zj indicates the additive

white Gaussian noise at node j; noises across the network are

independent and identically distributed as CN (0, 1).
Remark 1: Although 1-2-1 networks capture the essence

of mmWave communications and enable to derive useful in-

sights on near-optimal information flow algorithms, the model

makes a number of simplifying assumptions that include: 1)

not considering the overhead of channel knowledge and of

beam-steering2, and 2) assuming no interference among com-

munication links (a reasonable assumption for relays spaced

further apart than the beam width). However, in [29] the

authors relaxed this last assumption and considered networks

where nodes are equipped with imperfect beams that have

side-lobe leakage. They showed that even with imperfect

side-lobe attenuation, the 1-2-1 model is a viable approxima-

tion when certain operational conditions on the beamforming

pattern are satisfied. Thus, for networks satisfying the condi-

tions introduced in [29], the results naturally extend.

We next discuss some known capacity results for Gaussian

FD 1-2-1 networks for the case M = 1.

Capacity of Gaussian FD 1-2-1 networks. In [10], it was

shown that the capacity of a Gaussian FD 1-2-1 network

in (1) can be approximated to within an additive gap that

only depends on the number of nodes in the network. In

particular, the following LP was proposed to compute the

unicast approximate capacity and its optimal schedule,

P1 : C = max
xp,p∈P

∑

p∈P

xpCp

(P1a) xp ≥ 0, ∀p∈P,

(P1b)
∑

p∈Pi

xpf
p

p.nx(i),i≤1, ∀i∈ [0 :N ],

(P1c)
∑

p∈Pi

xpf
p

i,p.pr(i)≤1, ∀i∈ [1 :N+1],

(2)

where: (i) C is the approximate capacity; (ii) P is the collection

of all paths connecting the source to the destination; (iii) Cp is

the capacity of path p; (iv) Pi ⊆ P is the set of paths that pass

1The channel coefficients are assumed to be constant for the whole
transmission duration and known by the network.

2Following beam alignment, the channel time variations are reduced signif-
icantly [28] and hence, the channel state changes much slower than the rate
of communication.
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through node i where i ∈ [0 :N+1]; (v) p.nx(i) (respectively,

p.pr(i)) is the node that follows (respectively, precedes) node

i in path p; (vi) xp is the fraction of time that path p is used;

and (vii) fp
j,i is the optimal activation time for the link of

capacity ℓji when path p is operated, i.e., fp
j,i = Cp/ℓji. Here,

ℓji denotes the capacity of the link going from node i to node

j where (i, j) ∈ [0 :N ]× [1 :N+1].
Although the number of variables in the LP P1 (particularly,

the number of paths) can be exponential in the number of

nodes, this LP can indeed be solved in polynomial time

through the following equivalent LP as proved in [10]. We

refer readers to [10] for a more detailed description.

P2 : C = max
¼,F

N
∑

j=0

F(N+1)j ,

(P2a) 0 ≤ Fji ≤ ¼jiℓji, ∀(i, j)∈[0 :N ]×[1:N+1],

(P2b)
∑

j∈[1:N+1]\{i}

Fji =
∑

k∈[0:N ]\{i}

Fik, ∀i ∈ [1:N ],

(P2c)
∑

j∈[1:N+1]\{i}

¼ji ≤ 1, ∀i ∈ [0:N ],

(3)

(P2d)
∑

i∈[0:N ]\{j}

¼ji ≤ 1, ∀j ∈ [1:N + 1],

(P2e) ¼ji ≥ 0, ∀(i, j)∈[0 :N ]×[1 :N+1],

where: (i) Fji denotes the amount of information flowing from

node i to node j; and (ii) ¼ji denotes the fraction of time

for which the link from node i to node j is active, which

determines the schedule used to align the antenna beams.

Remark 2: In the LP P1 (equivalently, in the LP P2), the

beam scheduling allows to share traffic across multiple paths,

both over space and time without considering the interference

on passive users. Our goal is to identify which paths to use and

how to schedule them so as to limit passive user interference

with a small penalty on the throughput of the active users.

III. SCHEDULING MECHANISMS FOR PASSIVE USERS

In this section, we aim to build scheduling mechanisms

that support the coexistence of active and passive users over

arbitrary mmWave networks.

We assume that every node i ∈ [0 : N ] in the network

is allowed to actively transmit over each network link (i, j)
for at most 0 ≤ ¹ji ≤ 1 fraction of time where j ∈ [1 :
N+1]. That is, each link can be used for at most a certain

fraction of time. These thresholds on the link activation times

can be selected depending on the application of interest, side

knowledge on passive users and their requirements, or they

can be selected subject to the constraint that the active user

rates are not significantly affected (by using our analysis over

a specific network). To account for these thresholds, we add

the constraint in (4) to the LP P2 in (3). This ensures that the

activation time of each link is below a certain threshold, i.e.,

the optimal beam schedule can limit the interference on the

passive users.

¼ji ≤ ¹ji, ∀(i, j)∈[0 :N ]×[1 :N+1], (4)

where ¹ji denotes the threshold on the activation time ¼ji of

the link going from node i to node j.

Remark 3: The LP P2 in (3) with the constraint in (4) has

a polynomial number of variables and constraints; hence, an

off-the-shelf LP solver can solve it in polynomial time. By

taking the same steps as in [10], we can show that there is a

polynomial-time mapping between the optimal solution of the

LP P2 in (3) with the additional constraint in (4) and a feasible

beam schedule. Thus, the LP P2 in (3) with the constraint

in (4) efficiently finds a feasible beam schedule that supports

passive users while maximizing the rate of active users.

A. Lower Bounds on the Passive Capacity

Although the LP P2 in (3) with the constraint in (4) can be

solved efficiently, it does not provide a closed-form expression

for the 1-2-1 passive capacity C, i.e., the supremum of all

rates achieved under the passive users constraint in (4). With

the goal of further investigating the 1-2-1 passive capacity, we

here provide a few closed-form lower bounds on it. We start

by noting that a simple lower bound on C is given by

C ≥ ¹̂C, (5)

where: (i) C denotes the approximate capacity found by

solving the LP P2 in (3) without the constraint in (4); and

(ii) ¹̂=min¹∈Θ ¹, where Θ= {¹ji | (i, j)∈[0 :N ]×[1 :N+1]}
denotes the set of threshold values on the activation times of

the network links. Indeed, we can achieve ¹̂C by multiplying

every link activation time and link flow in the optimal solution

of the LP P2 in (3) (without the constraint in (4)) by ¹̂. Since

this solution satisfies the constraints in the LP P2 and the

passive users constraint in (4), it is a lower bound on C.

We now derive a tighter bound on the 1-2-1 passive capacity

C than the one in (5). Let {¼⋆, F ⋆} denote an optimal solution

of the LP P2 in (3) (without the constraint in (4)). We let Θ̃
denote the set of threshold values on the activation times of the

links that are activated by the optimal solution {¼⋆, F ⋆}, i.e.,

Θ̃=
{

¹ji | ¼
⋆
ji > 0, (i, j)∈[0 :N ]×[1 :N+1]

}

. We also let Λ
denote the set of activation times of the links that are selected

by {¼⋆, F ⋆}, i.e., Λ=
{

¼⋆
ji | (i, j)∈[0 :N ]×[1 :N+1]

}

. Then,

the following lower bound on C holds,

C ≥
¹̃

¼̃
C, (6)

where ¹̃=min¹∈Θ̃ ¹ and ¼̃=max¼∈Λ ¼. We can achieve the

bound in (6) by multiplying every element in {¼⋆, F ⋆} by

¹̃/¼̃. This solution satisfies the constraints in the LP P2 in (3)

and the passive users constraint in (4). Since ¼̃ ≤ 1 and ¹̂ ≤ ¹̃,

it follows that (6) is a tighter lower bound on C than (5).

We also note that (6) is a lower bound on C only if ¹̃ < ¼̃.

Otherwise, the passive capacity C is equal to C.

Since the LP P1 in (2) and the LP P2 in (3) are equivalent

LPs (as proved in [10]), we can use an optimal solution of

the LP P1 to derive a tighter bound on C. We let P⋆ denote

the set of active paths in the optimal solution of the LP P1
(without considering passive users) and x⋆

p denote the optimal
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Fig. 1. A network example with N = 5 relay nodes.

activation time of the path p ∈ P⋆. We also let Ep denote the

set of links in path p ∈ P⋆. The following proposition (proof is

delegated to [30, Appendix A]) presents a tighter lower bound

on C than (5) and (6) by leveraging the paths in P⋆.

Proposition 1: For an N -relay Gaussian FD 1-2-1 network

with an arbitrary topology, the 1-2-1 passive capacity C can

be lower bounded as follows,

C ≥
∑

p∈P⋆

min

(

x⋆
p,

¹̃px
⋆
p

¼̃p

)

Cp, (7)

where ¹̃p=min(i,j)∈Ep
¹ji and ¼̃p=max(i,j)∈Ep

¼⋆
ji.

Remark 4: By using the definition of C in (2), the lower

bound in (6) can be written as,

¹̃

¼̃
C =

∑

p∈P⋆

¹̃

¼̃
x⋆
pCp. (8)

Since ¹̃p ≥ ¹̃ and ¼̃p ≤ ¼̃, this readily implies that ¹̃/¼̃ in (6)

is smaller than or equal to ¹̃p/¼̃p ∀p ∈ P⋆. Thus, the bound

in (7) is a tighter bound than the one in (6).

Proposition 1 shows that the paths activated by an optimal

solution of the LP P1 in (2) can be leveraged to achieve the

lower bound in (7). In the example below, we highlight that we

can indeed achieve a higher rate than the lower bound in (7)

by distributing the traffic across a larger number of paths.

Example 1. Consider the network with N = 5 relay nodes in

Fig. 1. There exist 5 paths connecting the source (node 0) to

the destination (node 6), namely pi : 0 → i → 6, ∀i ∈ [1 : 5].
We consider unit capacity links except for the links in p1. The

link capacities in p1 are equal to 2. We assume M = 1 and

¹ji = 0.2 ∀(i, j)∈[0 :N ]×[1 :N+1]. The optimal solution of

the LP P1 in (2) (without the constraint in (4)) activates only

path p1 to achieve the approximate capacity C = 2. We can

reduce the activation time of p1 to 0.2 in order to satisfy the

constraint in (4), and this would achieve the rate 0.4, which

is equal to the lower bound in Proposition 1. However, if we

perform equal time sharing across all 5 paths, each path is

activated for 0.2 fraction of time, and the constraint in (4) is

still satisfied. This solution achieves a rate equal to 1.2. □

Example 1 shows that we can leverage the path diversity

in a network to achieve a higher rate than the lower bound in

Proposition 1. A question that naturally arises is: how many

paths would be sufficient to achieve a certain target rate while

limiting the interference on the passive users? Or, are there

any intrinsic properties of the paths that should be leveraged?

Fig. 2. Achieved percentage of the approximate capacity.

B. Number of Paths for Target Rates

Here, we provide an answer to the aforementioned ques-

tions. Towards this end, we let He (respectively, Hv) de-

note the maximum number of edge-disjoint (respectively,

vertex-disjoint) paths connecting the source to the destination

in the network. Theorem 1 (proof is delegated to [30, Ap-

pendix B]) provides lower bounds on He and Hv that ensure

target rates for the active users.

Theorem 1: Consider an N -relay Gaussian FD 1-2-1 net-

work with an arbitrary topology and unit capacity links, and

let ¹ be the threshold on the activation times of the links in

the network. Then, the LP P2 in (3) (without the passive users

constraint in (4)) outputs C̄, and the following holds:

• For M = 1: The rate ¹cC can be achieved if and only if

He ≥
¹c
¹
C, (9)

where 0 ≤ ¹c ≤ 1, and C = 1.

• For M > 1: The rate ¹cC can be achieved whenever

Hv ≥
¹c
¹
C, (10)

where 0 ≤ ¹c ≤ 1, and C = min (M,Hv).
Remark 5: Theorem 1 can be directly extended to the case

in which there exists a threshold ¹ji on the activation time of

the link going from node i to node j, ∀(i, j)∈[0 :N ]×[1 :N+1].
To this end, we can simply replace ¹ in (9) and (10) with the

minimum threshold value ¹̂ which was defined in (5), and find

lower bounds on the number of paths to use for target rates.

The lower bounds in Theorem 1 were derived for networks

with unit capacity links. We next numerically evaluate the

1-2-1 passive capacity C and He for networks with unequal

link capacities. Towards this end, we randomly generated a

network with N = 10 relay nodes and performed 1000 trials

over this network. In each trial, we generated a different set

of link capacities from the Gaussian distribution with mean

1 and variance 0.1. We assumed that M = 1 and we set the

threshold on the link activation times equal to ¹ = 0.2. In

Fig. 2, we plotted the achieved percentage of the approximate

capacity C over 1000 trials while satisfying the constraint

in (4). From Fig. 2, we note that, on average, the passive

capacity C is approximately 85% of C. This shows that,
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Fig. 3. Maximum number of edge-disjoint paths.

although the activation times of the links in the network can

be at most 0.2, our LP formulation finds a schedule that,

in every trial, achieves a rate much higher than the naive

lower bound in (5) equal to 0.2C. Thus, we decrease the

penalty on the active users throughput. In Fig. 3, we show

the maximum number of edge-disjoint paths activated by an

optimal solution of the LP P2 in (3) with the constraint in (4).

Although we consider unequal link capacities, the maximum

number of active edge-disjoint paths varies closely around the

bound in (9) for ¹c = 1. Our evaluation shows that if the

link capacities have a small variance, the lower bound in (9)

still gives a reasonable estimate on the required number of

edge-disjoint paths to achieve C (or the target rate ¹cC).

IV. CONNECTION TO SECURE COMMUNICATION

In this section, we present a connection between the passive

user problem investigated in Section III, and the (information

theoretically) secure communication problem. In particular, we

show a reduction between these two problems and provide

guarantees on the achieved rates.

In the (information theoretically) secure communication

problem over 1-2-1 networks [31], an arbitrary 1-2-1 network

with unit capacity links is considered, where a passive eaves-

dropper wiretaps any K links of the network. The authors

showed that the source can securely communicate with the

destination at high rates by leveraging directivity and multipath

diversity in mmWave networks. Particularly, the source can

vary which paths it operates over time and this is possible

thanks to the fact that we may have several possible choices

of paths to achieve the unsecure capacity. Thus, in the secure

communication problem over 1-2-1 networks, the traffic is

distributed across multiple paths to achieve a high secure

rate. This is similar to the passive user problem where we

again distribute the traffic across multiple paths to ensure that

the activation time of each link in the network is below a

certain threshold. Thus, we here aim to perform a reduction

between the passive user problem and the secure communi-

cation problem. Particularly, we leverage a high-performing

(e.g., sometimes capacity achieving) scheme for one problem

and see what rate it can guarantee for the other.

In the secure communication problem, we consider the case

where a passive eavesdropper can wiretap any K links of the

network. In the passive user problem, recall that ¹ji is the

threshold on the activation time of the link going from node i
to node j, ∀(i, j)∈[0 :N ]×[1 :N+1] (see (4)). We let He denote

the maximum number of edge-disjoint paths connecting the

source to the destination, and we denote the corresponding set

of edge-disjoint paths by p[1:He] ⊆ P . Similarly, we let Hv be

the maximum number of vertex-disjoint paths connecting the

source to the destination, and we denote the corresponding set

of vertex-disjoint paths by p[1:Hv ] ⊆ P . Theorem 2 (proof is

delegated to [30, Appendix C]) formally presents our results.

Theorem 2: Consider an N -relay Gaussian FD 1-2-1 net-

work with an arbitrary topology and unit capacity links.

Let He (respectively, Hv) denote the maximum number of

edge-disjoint (respectively, vertex-disjoint) paths connecting

the source to the destination. Then, the following holds:

• By using the paths activated by an optimal passive user

scheme and the corresponding path activation times, we can

guarantee a secure rate R such that,

R = C−max
b∈B

∑

(i,j)∈b

¹ji, (11)

where C denotes the 1-2-1 passive capacity and B is the set

of all combinations of K links.

• By leveraging the paths activated by a secure communication

scheme and the corresponding path activation times, we can

guarantee a rate R in the passive user problem such that,

R =







∑

p∈p[1:He]
min

(

1
He

, ¹p

)

if M = 1,
∑

p∈p[1:Hv ]
min

(

M
Hv

, ¹p

)

if M > 1,
(12)

where ¹p=min(i,j)∈Ep
¹ji.

We now show that the connection presented in Theorem 2 is

useful as there exist scenarios in which the same set of paths

characterize both the passive and secure capacities. Toward

this end, we consider the case M = 1 and for the passive user

problem, we assume that ¹ is the threshold on the activation

times of the links in the network. For M = 1, an optimal

passive user scheme is found by solving the LP P2 in (3) with

the constraint in (4). As we showed in [30, Appendix B], there

exists an optimal solution that activates the maximum number

of edge-disjoint paths. In [31], an optimal secure scheme

that achieves the secure capacity also activates the maximum

number of edge-disjoint paths. Thus, the set of edge-disjoint

paths p[1:He] characterize both the passive capacity and the

secure capacity. For example, consider the network in Fig. 1

with unitary link capacities and ¹ = 0.2. There exist He = 5
edge-disjoint paths in the network. An optimal solution for

the passive user problem activates all five paths such that the

activation time of each path is equal to 0.2 and the passive

capacity is C = 1. This is equal to the rate R in (12). The

optimal secure scheme in [31] also activates all five paths such

that the activation time of each path is equal to 0.2 and the

secure capacity is equal to 1 − K/He = 1 − 0.2K. This is

equal to the rate R in (11). Thus, there exist scenarios where

the lower bounds in Theorem 2 are tight and exactly equal to

the capacity. In the general case where each link (i, j) has a
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different threshold ¹ji, the set of edge-disjoint paths p[1:He]

and equal time sharing across these paths with activation time

1/He characterize both the passive capacity and the secure

capacity if 1/He ≤ ¹̂, where ¹̂ is defined in (5). In the above

discussion, we have considered the case M = 1; however, it

is possible to extend the analysis when M > 1, i.e., also for

this case there are scenarios in which the same set of paths

characterize both the passive and the secure capacities.

V. CONCLUSIONS

We have proposed and evaluated an approach to support

resilient coexistence of passive and active users in mmWave

networks. Our aim was to guarantee a certain amount of

interference-free operation to passive users while not signifi-

cantly impacting the rates of the active users. We formulated

an LP to find the maximum rate that can be achieved in

arbitrary mmWave networks while limiting the interference

at every node. We derived lower bounds on the rates of the

active users and on the number of paths that can achieve a

target rate, while supporting passive users. We numerically

evaluated our results, which showcase the effectiveness of our

approach, e.g., 85% of the unrestricted (oblivious to passive

users) network capacity can be achieved even when ¹ = 0.2.

Finally, we established a connection between the passive

user problem and the problem of (information theoretically)

secure communication in mmWave networks. In particular,

we performed a reduction between the two problems, and we

showed that there are scenarios in which the same set of paths

can characterize both the passive and the secure capacities.

We have assumed that the channel coefficients are constant

for the whole transmission duration. A research direction

worth of further investigation consists of extending the results

of this paper to scenarios when the channels experience fading.
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