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ABSTRACT thirty transactions per secondd, 1§, compared to centralized pay-
Payment channel networks are a promising solution to the scal- ment systems, such as Visa Inc., which, at a conservative estimate,
ability challenge of blockchains and are designed for signi cantlyin-  €an support up to 1700 transactions per secoBfl For addressing
creased transaction throughput compared to the layer one blockchain.this, Layer-2 protocols, such as payment channels have been pro-
Since payment channel networks are essentially decentralized peer- Posed as a workaroundl, 36 45 44, where several thousands of
to-peer networks, routing transactions is a fundamental challenge. transactions can be processed with minimal blockchain writes and
Payment channel networks have some unigue security and privacy with no changes required to the blockchain's underlying consensus
requirements that make path nding challenging, for instance, net- mechanism (unlike other approaches such as sharding and alter-
work topology is not publicly known, and sender/receiver privacy ~ nate consensus mechanisn22 28 29, 37, 41)). Payment channels
should be preserved, in addition to providing atomicity guaran- also help enablenicrotransactionswhich allow users to send small
tees for payments. In this paper, we present an e cient privacy- amounts of money, e.g., 10 Bitcoin, but without incurring high
preserving routing protocol, SPRITE, for payment channel net- Plockchain transaction fees [30].

works that supports concurrent transactions. By nding paths of- Overview of payment channels : Two parties, Alice and Bob

ine and processing transactions online, SPRITE can process trans- 0P€n & payment channel by depositing a certain amount of cryp-
actions in just two rounds, which is more e cient compared to  tocurrency into an address on a blockchain controlled by both
prior work. We evaluate SPRITE's performance using Lightning Parties’ signing keys. Say, Alice depos@&oins, and Bob deposits
Network data and prove its security using the Universal Compos- ~ €0ins. Alice and Bob can conduct several transactions by ex-
ability framework. In contrast to the current cutting-edge methods ~ ¢hanging authenticated messages, thus changing the distribution
that achieve rapid transactions, our approach signi cantly reduces Of the coins in the channel, but without writing anything to the
the message complexity of the system by 3 orders of magnitude blockchain. The net worth of the channel remai®, ~ coins. At a

while maintaining similar latencies. mutually agreed-upon time, they can close the channel by writing
a blockchain transaction that commits the nal, authenticated dis-
CCS CONCEPTS tribution of the coins to the blockchain. The coins are paid to Alice

and Bob per the nal transaction. To facilitate transactions between
two parties that may not have a payment channel currently open
between them, decentralized payment channel networks (PCNs)
that enable transitive payments have been proposad B5 39 47,
KEYWORDS where two unconnected users can send/receive payments if there
Privacy preserving protocols, Payment channel networks, Secure exists a path comprising of several users with payment channels
path nding between them.
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17 pages. https://doi.org/10.1145/3634737.3644995 ing increasingly common, e.g., in 2021, another popular PCN, Ripple,
had 15 million unique p2p transactions annually, with a maximum
1 INTRODUCTION path length of 43 hops4, 7]. Routing protocols which help discover

Researchers have been devising e cient techniques to make cryp- payment paths_between sender and receiver are at the core c_>f P(_:Ns.
tocurrency transactions more scalable, e.g., Bitcoin currently pro- There could exist several paths between a sender and receiver in a

cesses around seven transactions per second, and Ethereum around”CN With di ering channel balances. Each hop on a path incurs a
routing fee, hence longer paths cost more.
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the nodes, but routing payments changes nodes’ available link bal-
ances. In network routing, bandwidth capacities and router/switch
identities are usually not considered private information, whereas,
in PCNs, transaction amounts and node identities need to be kept
private from all other nodes in the network. Transmission range and
physical distance between devices are factors in network routing,
but not in PCNs. PCNs reside entirely at the application layer, unlike
network protocols in communication networks. Hence network
routing protocols cannot be trivially ported.

Maximum flow algorithms such as Ford-Fulkerson [23] or Goldberg-

Tarjan [24] would require either source routing or an external cen-
tralized, trusted entity to compute routes, besides having a high
path computation overhead of O(|V||E|?) and O(|V|?) respectively,
in a graph G(V, E). While distributed versions of shortest path al-
gorithms such as Dijkstra’s algorithm exist [11, 12], they incur a
computational complexity of O(|V|%) + O(|V|]), which makes their
scalability to large PCNs challenging.

Robust, scalable, decentralized PCN routing protocols hold the
promise of making cryptocurrency transactions faster, hence, de-
signing secure and efficient PCN routing protocols is a challenging
research problem of practical significance. Such protocols can be
used for on-demand pathfinding and routing in other decentral-
ized networks, particularly edge networks, which have high node
turnover rates.

Table 1: Routing Protocols in PCNs

PCN Routing proto- | Privacy of | Decen- Atomi-
cols nodes tralized city

FSTR [33]

Eckey et al. [20]
Auto tune [26]
Kadry et al. [27]
MPCN-RP [17]
SilentWhispers [34]
SpeedyMurmurs [47]
BIANC [39]
Coinexpress [53]
Vein [25]

Spider [49]

Flash [52]
Robustpay [55]
Robustpay+ [56]
Webflow [54]
SPRITE

< 3] >3] 3| x| 3] < | < x| x| x| x| %
NN R R R R R RN R R R S R RN
AN ENENENE S ENEN I ENEN R A RN

Related Work: Several early PCN routing protocols were central-
ized where routing relied on trusted entities [34, 38, 51]. Some
protocols did not support concurrency [34], while others chose
paths without knowing whether the chosen path can satisfy a
minimum asking amount [47]. Some routing protocols do source
routing [35, 49] where a sender constructs the entire path from
itself to the receiver, while many protocols do not consider secu-
rity and privacy aspects [17, 20, 21, 25-27, 55-57]. We provide a
comparison of other relevant PCN routing protocols with SPRITE
in Table 1, where our comparison metrics are informed by our
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security/privacy goals. The protocol in [39], while satisfying our
three comparison metrics, has a very high communication over-
head, where every transaction requires blockchain writes, which
defeats the idea of off-chain PCNs. Real-world PCNs such as Light-
ning Network (LN) [13, 31] implement a gossiping routing protocol,
where each node gossips with its peers to build a local map of the
network. This has issues such as nodes not being able to validate
information given by peers, and often not finding the shortest path.
Our Contributions: In this paper, we design a decentralized rout-
ing protocol for PCNs, SPRITE, which helps reduce trust assump-
tions, takes into account network dynamics, and preserves key
security/privacy goals, while supporting concurrent transactions
with short paths. We formally prove the security of SPRITE in the
Universal Composability framework. We experimentally evaluate
the performance of SPRITE using Lightning Network datasets and
compare its performance with two other state-of-the-art schemes,
on several network topologies. Our analysis shows that SPRITE
performs significantly better over a wide array of quantitative and
qualitative metrics while improving security and privacy.

Outline: In Section 2, we define our system and threat models,
in Section 3, we give an overview of the workflow of SPRITE. In
Section 4, we describe the protocols that constitute SPRITE. In
Section 5, we give the security analysis of SPRITE. In Section 6, we
describe our experiments, and in Section 7 we conclude the paper.

2 SPRITE SYSTEM MODEL

In this section, we discuss the basics of a PCN, the parties involved
in SPRITE and system parameters.

A PCN fundamentally can be conceptualized as a graph with
users representing vertices and edges representing the payment
channels between users. Figure 1 shows four parties and three
two-party channels. The crossed-out number next to each party’s
name denotes that party’s original balance in the channel, while the
number above it denotes the new balance. The directionality of the
arrows denotes the direction in which a payment can be processed.

25 45 5 75 75 35

56 20 38 50 ETV T
George Alice Bob Ron

Figure 1: George sending 25 coins to Ron via two intermedi-
aries Alice and Bob in a PCN.

2.1 Parties

1) Routing nodes: In SPRITE some nodes with high number of
connections will serve as publicly identifiable routing nodes (RN), in
exchange for a fee, and denote the set of RNs by RN. RNs are already
in use in real-world PCNs, such as Lightning Network as liquidity
providers [32], we leverage them for routing. In SPRITE, RNs help
facilitate transactions: broadly, we segment the path between the
sender and the receiver, with each segment checkpointed by an RN.
If RN and RN, are the RN closest to sender and receiver respec-
tively, the payment from sender to receiver will progress as: sender
— RN; - RN; — ... > RN, — RN, — receiver. The sender need
only tell RN; the identity of the destination RN, RN will find the
shortest path to RN}, who will, in turn, be contacted by the receiver.
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Consequently, node disconnections/failures or malicious activities
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2.2 Setup

on a segment are addressed and mitigated locally on each segmenty\yhen a node joins the PCN, it establishes payment channels with

and the rest of the path stays una ected. Nodes volunteer to be
RNs, andRNs are nancially incentivized to help route transactions.
RNs periodically broadcast messages about the available liquidity
on their links to nodes within a radius, hopMa.

SPRITHIoes not require any special security assumptions on
which entities can choose to HeNs, and accounts for maliciol8Ns
in the system (discussed further in Section 2.4 and Section 5). In a
given transactionRNs involved do not know the identities oAlice,
Bob, or any other nodes on the path (except intermedi&iss or
their immediate neighborsRNs do not have a privileged position
from a monitoring standpoint, exce®Ns and RNa will know that
somebody in theihopMaxgy radius is the sender/receiver, respec-
tively. Additionally, intermediateRNs will neither know the identi-
ties of, nor the distances tBNs and RNa for a given transaction.
AliceandBobare free to choose thRNs and RN per transaction
based on thdRNs available in their respectiveutingTabls. If an
Alicedoes not receive a broadcast message fromRh(indicating
that she is outside ththopMavg) radius of allRNs in the system),
she would need to connect either directly toRN by forming a
new payment channel or connect to another node in the network
which is within hopMaxgy 1 hops of somé&rN.SinceRNs are
economically incentivized to facilitate transactions, we assurids
will be online, butSPRITE functioning will not be impacted by
any speci ¢ RN(s) going o ine.

2)Perimeter nodes: Perimeter nodes are nodes that are located
closer to the boundary of aRNs broadcast area where the area
is determined by radiusiopMavgy. The idea of using perimeter
nodes is to enabl®Ns that are spaced across the network to be able
to communicate, without having to establish direct connections
with each other. TwoRNs that are far apart and want to route a
transaction just need to nd a common perimeter node in their local
routing tables, and can route payments using that node. Since we
want to preserve the perimeter nodes' privacy froRNs, inSPRITE
perimeter nodes are only identi ed by nonces they generate. The
perimeter nodes will send a unique nonce to aR\that they re-
ceive a broadcast message from. If tRdk receive the same nonce,
then they know they can reach each other through the perimeter
node that sent the nonceRNs with overlapping neighborhoods
may have several common perimeter nodes.

3) Regular nodes: Any node that is not a routing node or a

other nodes who o er to connect with it or accept its connection

o er. A node needs to connect to at least one other node to be
part of the PCN. Nodes only reveal their identities to peers that
they share a channel with. In this paper, we refer to peers sharing
a channel as neighbors. Every node's identity is represented by
a keypair denoted by VKg Sk, of which VKg is revealed to its
neighbors RNs will need to make their identities, i.e., veri cation
keys, known to all nodes in the PCN, so nodes can use them for
routing transactions.

Cryptographic Primitives : A sequential aggregate signatise
cryptographic primitive in which a series of users sign a message,
where the nal signature is computed sequentially by each user who
adds her signature on her message. We use sequential aggregate
signatures #3 (de ned in Appendix 8.1) to maintain the privacy

of non-RN nodes in the network (no need for publicly registered
signing keypair) while still allowing for authentication of broadcast
messages during the bootstrap phase. Furthermore, this helps from
an e ciency perspective, since only one nal signature needs to be
veri ed rather than a series of signatures.

2.3 System Parameters

Transactions in a PCN might on occasion fail, e.g., due to abrupt
node disconnections and insu cient liquidity along a path, thus
necessitating retries. We set the number of times a transaction can
be retried after a failure as a system-wide parametaaxRetries
We also assume that each no8enaintains a local state where

it stores the number of times each transaction is retried, speci -
cally, it maintains an arithmetic counter for each transactidrilg),
retry'txidg 2 Z:-,8 2 Z: . If retry’txidg == maxRetries any new
messages about that transaction will be rejected so the transac-
tion can be tried on other paths. After transactidridg has been
completed, times out, or is revokerktrytxidg is deleted.

Hops: We de ne ve parameters used iS8PRITEnopMaxgy, hopMax
pathStretchhopCount andhopBand hopMaxgy is the maximum
number of hops arRNs broadcast message travels, hence de ning
the RNs neighborhoodhopBandis used for determining the dis-
tance of perimeter nodes. For example, if néieanRN, hopMag

is set to 20 hops antopBandis set to 3, then all nodes that are
at 18, 19, and 20 hops away from naflact as perimeter nodes.

perimeter node is a regular node. We assume all nodes are rational hopMaxgy and hopBand are set individually by RNs. hopMax is a
and will act in their best economic interests. We assume the sender dynamic parameter that denotes the maximum number of hops a
and receiver in a transaction can exchange messages out-of-band transaction can travel in a given segment. It is set by the sender for
with each other, but payments are routed through nodes on the a given segment based on the estimatezpCountin the sender's
PCN. We use the terms users and nodes interchangeably. routingTable pathStretch set by the sender, denotes an absolute
4)Blockchain : SPRITEan work with any permission-less blockchainpper bound orhopMaxand is intended to be used only in case of
and does not rely on blockchain-speci ¢ constructs such as hash routing problems that call for transaction retries within a segment.
time lock contracts (HTLCs) used in the Bitcoin blockchain, or smart hopCountat a given node denotes the number of hops traveled by
contracts which are supported only by Turing complete blockchains, a message up until that node.
such as Ethereum. The blockchain is only used for opening/closing Timers : Transactions irSPRITHBave two phasesioldandpay, and
payment channels, thus avoiding excessive write/validator fees.  their corresponding segment-speci ¢ timer€4'txid andC4txid,
are maintained by each node participating in a given transaction
designated byxid. These are internal countdown timers that are
maintained by each node locally and are used by the nodes individ-
ually to determine when they should timeout the given transaction
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and retry on a different path. Since each segment in the hold phase
terminates at an RN, timer te; is cleared by nodes in a segment
after a successful hold phase when the receiving downstream RN
responds with an acknowledgment message for the transaction.
Else, nodes will retry the transaction’s hold phase on another path
in the given segment after te; expires. Timer tey is cleared by all
nodes in a transaction segment after a successful pay phase when
they receive an acknowledgment that the payment has concluded
successfully in their segment. Else, if te; expires, then the trans-
action is retried for hold and pay phases in the given segment. In
SPRITE, we consider te; and te; to be system parameters set based
on current network statistics and dynamics.

Fees: Similar to prior works, we assume RNs get paid a fixed amount
periodically, contributed to by other nodes, and do not impose
routing fees for transactions.! An economic analysis of routing fee
models and optimal routing fee design is an orthogonal problem.

2.4 Threat Model and Security/Privacy Goals

Adversary actions: An adversary can adaptively corrupt any sub-
set of users, including regular nodes, perimeter nodes and RN,
upon which the corrupted nodes’ channels will be controlled by
the adversary. The adversary can cause the corrupted users to be-
have in arbitrarily malicious ways, including misrouting payments
and/or disseminating false information. We do not consider any
node dropping/ignoring routing requests as malicious behavior,
since that just means the node does not wish to participate in a
given transaction, and an alternate path has to be found.
Adversary goals: An adversary wants to know nodes’ identities
that are not its immediate neighbors, including sender/receiver
identities, and/or make people lose money;, i.e., violate the atomicity
of transactions.

Privacy-preservation: No node, not even RNs, know the identities
of the sender, receiver, or any non-RN intermediaries for routing
transactions, thus preserving sender/receiver privacy. SPRITE does
not require the topology of the network to be known by any par-
ticipating node in the system, as is standard in topology-hiding
PCNs.2 We assume the adversary cannot corrupt all PCN users.
Security/Privacy goals:

1) Privacy of nodes: Nodes should not know the identities of any
nodes beyond their neighbors and RNs, nor garner any information
(number of channels or balances) about other nodes.

2) Transaction privacy: No node should know the identities of
the sender, receiver or the intermediaries in a transaction, unless
it shares a channel with them. It should also not know amounts
transferred in transaction paths it is not a part of.

3) Atomicity: Either a payment goes through in its entirety or
not at all, i.e., either all link weights along a transaction path get
updated by the transaction amount or none at all. In other words, no

In real-world PCNs such as LN, routing nodes currently get paid the same as other
nodes, although there are proposals to update the fee structure [8-10].

In LN, although edited snippets of the topology are made available for research
purposes [19], one cannot extract the full network topology, as nodes’ channel balances
are not made public. Further, each payment channel funding transaction is a Pay-to-
Witness-Script-Hash (P2WSH) address, and the nature of the script (a 2-of-2 multisig)
will only be revealed once the funding transaction output is spent. Even if this were
known/guessed, not all 2-of-2 multisig scripts on the Bitcoin blockchain correspond to
payment channels. Finally, signing/verification keys are rotated by nodes for every
channel (see [13]).
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honest party should lose credits because of the malicious behavior
of other parties in the network.
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Figure 2: Example of SPRITE protocol

3 WORKFLOW OF SPRITE

In this section, we provide an example run-through of the SPRITE
protocol using Figure 2 where Alice is the sender and Bob is the
receiver for a transaction. For presentation clarity, we do not pic-
torially depict multiple intermediary nodes between each of the
parties in Figure 2. The bootstrap phase is used by RNs in the sys-
tem to broadcast update messages that help nodes in their vicinity
build routing tables. At the end of the broadcast phase, each node
in the network will have a local routing table that indicates which
RN are reachable and through which of the node’s neighbors. The
nodes’ routing tables also have estimates about the hop count and
liquidity available to the corresponding RNs. The bootstrap phase
also allows RN to obtain information about what RNs are in their
adjacent neighborhoods, the perimeter nodes that connect them,
and how to reach RN that are not in the adjacent neighborhoods.

When a transaction needs to occur, Alice and Bob coordinate out-
of-band to confirm their closest reachable RNs (Charlie for Alice
and Denise for Bob). From their routing table estimates, Alice and
Bob decide the transaction amount based on the estimated liquid-
ity available between Alice-Charlie and Denise-Bob, according to
Alice’s and Bob’s corresponding routing tables. Alice sends a hold;
message to Charlie via one of her neighbors and this message is
passed on by each node along the path including Mikaela, until it
reaches Charlie (Figure 2, Steps 1-2 on Alice-Charlie segment). Si-
multaneously, Bob sends a hold, message towards Denise through
Hu (Figure 2, Steps 1-2 on Bob-Denise segment). Along the path,
all nodes create pair-wise multisig hold contracts with their neigh-
bors to reserve the transaction amount and set some local variables
including hold phase timer (te;) and pay phase timer (tez).

When the messages reach Charlie and Denise, they reply with
holdACK messages so that all nodes receiving the holdACK message
clear their local te; timers and will no longer timeout and retry
another path (Figure 2, Steps 3-4 in Alice-Charlie segment and Bob-
Denise segment). Additionally, Charlie updates Alice’s message so
that it can be routed within the network through any intermediate
RNs (Rajiv in this case) and is finally received by Denise (Figure 2,
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Steps 3-5 oiCharlie-Rajiv and Rajivbenisesegments). The mes-
sage is updated by each perimeter node (Larry) &id(Rajiv) on
the path to facilitate forwarding the message towarBgnise

All nodes on theAlice to Denisepath also set corresponding
C4 andC4 timers (Figure 2, Steps 3-4 Dharlie-Rajiv segment
and Step 5 in RajiBenisesegment) which are cleared when the
correspondindRNin that segment is reached (Figure 2, Steps 5-6 in
Charlie-Rajiv segment and Step 6 in Raji¥enisesegment). In Fig-
ure 2, all nodes betwee@harlieand RN Rajiv, including perimeter
node Larry will clear theirC4 timers after they receive &oldACK
from Rajiv (Figure 2, Steps 6-8 @harlie-Rajiv segment) and nodes
between Rajiv andenisewill clear their timers whenholdACK
from Deniseis received (Figure 2, Steps 6 on Rdjlenisesegment).
When Denisereceives the twdioldy andholds messages, she sends
BobaproceedPayessage (Figure 2, Steps 6-7Bwh-Deniseseg-
ment). On receivingproceedPayBob creates gpay message and
sends it towardDenise(Steps 8-9 oBob-Denisesegment), which
is then forwarded toward€harliethrough intermediateRNs (Steps
10-12 ornCharlie-Rajiv and RajivDenisesegment), and nally to
Alice (Steps 13-14 oAlice-Charlie segment).

EachRN on the path replies with gpayACKmessage when it
receives gpay message and thus clearing timé for all nodes
receiving thepayACKmessagel§enisés payACKrepresented by
Steps 10-11 oBob-Denisesegment, Rajiv'payACKrepresented
by Step 11 on RajiBenisesegment, andCharlies payACKrep-
resented by Steps 13-14 @harlie-Rajiv segment). FinallyAlice
sends out her owrpayACKwhen she receives thpay message
(Steps 15-16 oAlice-Charlie segment), clearing th€4 timers for
nodes in the last segment, thus concluding the transaction.

4 CONSTRUCTION OFSPRITE

In the current Lightning Network, most new nodes connect to
highly connected nodes in the network. This leads to a high concen-
tration of nodes connected directly or with low hopcounts to well-
connected nodesRNs). This setup does not provide sender/receiver
privacy from the highly connected nodes and there is the danger
of highly connected nodes' link balances getting depleted quickly.
Furthermore, if anyRNs get disconnected or go o ine, many other
nodes would get disconnected from the network. In a network sim-
ilar to Lightning, whereRNnodes are closely located in terms of
hop count, anRN-to-RN broadcast algorithm, which we refer to as
R2RB (Algorithm 9) and de ne in Appendix 8.2, would work well.

However, if a PCN is built from the ground up with transaction
security and node privacy as the focus, it is easy to assert that nodes
would not necessarily always set up payment channels directly with
well-known nodes RNs) in the network since this would make the
RN their next-hop neighbor and thus leak their identity as well
as all their transactions' details. In a truly distributed network,
new nodes would join other nodes in the periphery that they trust
and not justRNs. In a system wher&Ns are located further apart,
R2RBsu ers from high message complexity due to long distances
for RN-Updatdroadcast messages. We developed Algorithms 1, 2,
henceforth referred to aR2NB which reduces the distance eaBiN
broadcasts to during th&etupphase, thus reducing the message
complexity and adding to the e ciency of our scheme. Theld
andpay phases remain the same for both approaches.
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In practice, the rst bootstrap phase in a given PCN will in-
volve tuning of thehopMavgy parameter by theRNs to get an
optimal overlap of perimeter nodes between neighboriRfs. The
hopMaxg parameter is only used during the bootstrap phase of
SPRITEand helps in limiting the number of broadcast messages
from eachRN it is not used during a transaction. When new nodes
join the network, they will receive their neighborg'outingTabls
regardless of their distance from any givé&Nand thus will join
the neighborhood of the RN(s) that their neighbors occupy.

4.1 Bootstrap phase

This phase is described in Algorithm 1 and Algorithm 2. In the
bootstrap phase thBNs rst broadcast messages in the PCN within
hopMax; hops, advertising their available liquidity. The goal is
to make nodes withirhopMax,, aware that they can reach the
respective RN, and help them construct their local routing tables.
RNbroadcast to bootstrap neighborhood (Algorithm 1):  In
Algorithm 1, Lines 2-5, eacRN: sets up the public parameters
of an aggregate signature schen®®. and creates an aggregate
signature keypair for itselftsk evk. °. This is so all nodes in the
RNs neighborhood can set up pseudonymous keypairs to hide their
identity while propagating messages. It then composes an update
message - , to be sentto all its neighbors. The messagecontains
: 's available liquidity in the outgoing directiongurrMaxg, liquidity
in the incoming directioncurrMax,, and its real identity VK. . It
also setshopCountto be zero and sets theopBand Perimeter
nodes will be the farthest nodes fromin the band de ned by
nodes lying betweemopMax; hops and fopMax;  hopBand
hops from: . EachRN: can set itshopBandindependentlyRN:
timestamps and signs the message using the signing key tied
into its real identity, and produces a signatur?. It then again
signsf 0 and<. using its aggregate signature signing key and
creates an aggregate signatufe, which is sent ta 's neighbors.
In Line 6, each nodBwithin hopMax; receives a set of mes-
sagesg< ¢ """« and a set of veri cation keysvk. «” " "wk¢® and
a single aggregate signatufey which represents the aggregate sig-
nature of all nodes along the path frolRN: to nodeQ Node8will
then verify the signature, perform other checks (Lines 6-10), and
update the values ofurrMaxg andcurrMax; in its local routing ta-
ble (Line 12). If nod8is a non-perimeter and nofRN node, it then
composes a nelRN-Updatenessage to forward to its neighbors.
It increments thehopCountby one, computes the new values of
currMaxg, currMax, based on its local channel balances, appends
its message to the message list and generates an aggregate signature
on the appended list. It then sends the updafeN-Updatenessage
to its neighbors (Lines 19-22).
If node8happens to be a perimeter node (Lines 13-16) based on
the hopCountof the received message, it generates a noNoace.
It creates arRN-UpdateReptyple that includesNonce, updated
values ofcurrMaxg, currMax,, andhopCount and sends it to it's
previous node toward®N. All perimeter nodes also forward the
RN-Updatenessage until it reaches the node(shaipMax; hops,
who will send a reply but not broadcast the message further.
When nodes receive aRN-UpdateReplyple, they act di er-
ently depending on whether they are aRN or a regular node.
If the receiving node is afiRN, then the message has traveled to
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Algorithm 1: R2NB Bootstrap broadcast fronkRN to
perimeter nodes

Algorithm 1: R2NB Bootstrap broadcast fronRN to
perimeter nodes (continued)

1 Each nod@initializes a tableroutingTablg containing
columns:treachable RNs, next hop neighb®currMaxzs
currMaxae hopCount ).

2 for eachRNe: 2 RN do

3 . doesASSetupl-°! ?? andruns

ASKeyGeri??. °11 gk evk. °.

4 Create a tuple<. = 1RN-Update??. , VK , currMaxg,

currMaxa, hopCount= 0, hopBand, hopMax , ts)

for each neighboi9 92 »1""¥where; is the total
number of neighbors of . Createf ©  SigrtSK «<. ©
and sek 0 = 1< «f % Create signature

f.  ASSigrisk e?e?e?2e<00,

5 return " = 11< 00s1yk. 0uf. 0 to each neighbo

6 for each nod8in the network on receiving an RN-Update

message from neighb®do

7 On receiving" =11 Og TegPelvk. o " "wkPe f o°, 8

parsesi<. «f% <D and RN-Update??. , VK ,

currMaxg, currMax,, hopCount, hopBand,

hopMaxy ,ts) <..

g | if (Verifyl<.sVK «f001 (0

(ASVerifyl1< 0o " "o gPetyk. o " "ykPef P | (P

then

9 | Return?.

10 8checks that hopCount value in all messages

1< 0" e 40 are incremented by 1 in each message. If

not, return?.

11 8runs ASKeyGeri??. ° 1 1 skgvke.

12 8updates its locatoutingTabldor RN: and neighbor9

by updating the expiry timeg = currTime, 4,

currMaxg, and currMa,.

13 if (hopMaxy hopBandY hopCoun)” (hopCount

hopMax; )) then

14 Create a nonce Nonge sfO-1g-.

15 Create return messag%ﬂ by updating contents of

< gas<AJ=1RN-UpdateReply, , currMax;,

currMax,, hopCount,, , ,Noncg) where

hopCount= hopCount, 1,

currMaxg = <8='currMaxgelw 9.8, and

currMax, = <8='currMaxs*lwsg.§.

16 8creates signaturég  ASSigniskg g 1< O
nnn .@0. 1Vk: o MY ngo' <A8Q’ BSendS" : EES :0.
" g <ABQ). 1vk. « " " "wk g vkgPe fg° back to
neighborQ

the perimeter nodes and back. The receiviRty will store the re-
ply information sent by the perimeter nodes in iRNroutingTable
indexed by theNoncevalue sent by the perimeter node (Line
27-29). On the other hand, if the node receiviRi\-UpdateReply
is a nonRN node, then it updates its local routing table again
with the received information ¢urrMaxg, etc.), adds the perimeter
node's nonce to its local routing table, computes new values of

17 if hopCount hopMaxy then

18 | Return?.
19 for each neighbdddo
20 8creates< g by updating contents of g as

hopCount= hopCount, 1,
currMaxg = <8=lcurrMaxgelwg.8, and
currMaxy = <8=tcurrMaxy*Iwg.§.

21 8creates signaturég  ASSigriskg fgr 1< e 77 7e
< 900 1Vk: oY ngo. <80- .

22 8sets" =11< 0e” " egp<gPelyk, o "wkevke®s f
andreturn " to neighborB

23 for each nod®in the network on receiving an
RN-UpdateReply message from neighlolor

24 Onreceiving" =

1< Do e mecfootyk. o evkg " "wksOe 50,
25 | if (ASVerifyti< 0”7 " e<foelyk. «” " "yks0ef50 | (P

then
26 | return?.
27 if 9is theRN: then
?
28 if thopMax;  hopBand
2
ji< Qo< e<figj2 * hopMax, ©then
29 | Add *Noncee>+s « « ° to RNroutingTable
30 else
31 Add Nonceg and neighbor> to routingTable
32 Update contents 0fA2 as<AJ = *RN-UpdateReply

, currMaxg, currMax,, hopCount,, , ,Nonce)
where hopCount= hopCount 1,

currMaxg = <8=lcurrMaxgelw 9.2, and
currMax, = <8=lcurrMaxsslws.¢.

3 9creates signaturég  AS'Sigriske f>e 1< Oe 777
<A%e 1k, + 7" " yks 00 <pD.
34 Forward messagél = 1< Oe 777 <fle <Ae1vk. ¢

evkse vk f ° to neighbor from who
RN-Updatenessage aof with timestampts was
received.

currMaxg, currMax,, decrementsiopCount and sends the signed
message to the neighbor from whom it received the correspond-
ing RN-UpdatéLines 31-34). Heréis the system-wide parameter
for depicting the time duration after which a record is considered
expired/stale in nodeg'outingTable In case nod&had received
the same message tuple with a lowleopCountearlier, it drops the
message to avoid loops. A possible optimization is nodes updating
currMaxg, currMaxy only once, instead of twice, i.e., on receipt of
the RN-Updateuple (Line 20) and not again after receipt of the
RN-UpdateReptyple (Line 32). New nodes joining the PCN get
routingTable from their neighbors as soon as they join and will
participate in RN-Updatdroadcasts in the next time epoch. No
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Algorithm 2: RNs exchanging nonces

Algorithm 4: Bob RNa hold segment

1 Each RN 2 RN creates a table with rows (Nonge 9
* « ¢ ), where9is the neighborRNg receivedNonce: from.
Let Ng be the set of all nonces obtained by RN

2 Each RNYthen picksU sZ-, picks3 2 Z. , and creates set
Rg=fAr882 »"3/ sf01g-g,3 = jRg. RNsthen
sets#g= Ng[R s

3 RNgsendsNgto all RNg 2 RN nRNs.

4 EachRNgcomputesNgg  Ng\ Ngfor all RNg 2 RN nRNg,
and builds itsRNroutingTabléocally.

re-calculation or broadcasts happen when new nodes join the net-
work. For highly dynamic networks, the epoch value can be tuned
or lowered so that theRN-Updatdroadcast messages account for
signi cant changes in the topology. The cost of tHeN-Updatéoot-

1 Bob generates lch\ = o gy 'tokenadxid®.

2 Boblooks up hisroutingTableand picks a tuple
(RNaenode 2 ), with
?. = thopCountcurrMaxgecurrMaxas G° where
currMaxa  a and setshopMax= hopCount, pathStretch
Bobcreates a tuple
(holde RNas + Ry, @xide g,\k-hopMax,digesIC‘_ﬂ,Cé)
and sends it to node

3 for Each nodenpde) in the networkdo

4 | Follow Algorithm 5

Determining C4 and C4 values: After Algorithm 2, RNs help
senders determin€ 4 andC4 values for their transactions. A low

value forC4 andC4 could result in premature timeout of a trans-

strap phase is similar across epochs and depends on the current action when waiting a little longer would have resulted in the

size of the network during the broadcast.

Algorithm 3: AliceeRNs - - RNa hold segments

1 Alice picks RN and Bob picks RN Bobsets
preimage sfOr1g- anddigest= preimage, and shares
digestwith Alice.

2 Leta be the amount of credit&\lice wishes to send to Rpl
Alice pickstokenpreimagg;q sfO-1g-,
txid = !preimaggiq°, and sendsxid to Bob.

3 Alice does RN, = o gy, ‘tokenatxid® and

RNs = % mg't RNy@XIde RN

4 Alicelooks up herroutingTableand picks a tuple
(RNe*node « 2 ), with
?. = thopCountcurrMaxgecurrMaxae G° where
currMaxg  a and setshopMax= hopCount, pathStretch
Alicecreates a tupleholosRNs*+ Rng* 8 tXide RN,
hopMax,digestC4, C4) and sends it to node

s for Each nodenpde) in the networldo

6 | Follow Algorithm 5

RNs exchanging nonces (Algorithm 2) : After the PCN is
bootstrapped, th&RNs need to setup their locaRNroutingTabke
which will help them nd other RNs. At the end of Algorithm 1,
eachRN8would have receivedRN-UpdateReptyples of the form
INonce ¢ ¢ » « » ° from its neighbors, wher& is a perimeter node
within 8s hopMax, radius.RN8will receive several tuples con-
taining nonces, we represent the set of unique nonces Brateives
by Ng (Line 1).RN8then pads the sellg with random strings and
generates a larger s&sg (Line 2). This is to ensure that other RNs
cannot guess the size dfg, thus preserving privacySPRITEot
only hides the identity of the perimeter nodes against RINs in the

transaction completing successfullg4 andC4 also shouldn't be
so large that the liquidity in the network is locked up despite there
being no viable paths via the involvel@Ns. The value o4 can be

Algorithm 5:  Subroutine for every node folhnoldand pay
phase
Each node (nodg:
Case 1.0n receivingholds messageG2 fBe 4, <B6=
(holdzr .»+ RN o* @ctxide Rrpn,.*hopMax,digestC4, C4),
callshold'<B@ de ned in Algorithm 8.
Case 2on receivingholdRejegf messageB6 =
(holdRejeg . , VKRN ., 8, txid) along with routingTable
update, call$ioldRejeékB@ de ned in Algorithm 8.
Case 3on receivingholdACks messageB6 =
(holdACkge CeiN, ,) along withroutingTableupdate, calls
holdACK<B@ de ned in Algorithm 8.
Case 4that did not receive énoldACks tuple for a
transactiontxid, and current timej C4, calls
holdACKTimeouf de ned in Algorithm 8.
Case 50n receivingpay messag&B6 = pay preimagea,
txid®, callspay!msd de ned in Algorithm 8.
Case 6on receivingpayACKmessageB6 = 1payACke » ©,
callspayACK<B® de ned in Algorithm 8.
Case 7that did not receive gayACKtuple for a
transactiontxid, and current timej C4, calls
payACKTimeouf de ned in Algorithm 8.

set by the sender based on a sampling of communication times with
its next-hop neighbors. For setting the value 68, eachRN can
estimate the communication time to its neighboriigNs, based on
an estimate of number of hops per neighborhood and its estimated
C4; this can be built into the routing protocol with little overhead.

system using the randomly generated nonces by perimeter nodes, This information can be broadcasted IRNs in their neighborhood

but also hides theaumberof perimeter nodes eacRN has within
its hopMax,; radius. AlIRNs then exchange their nonce sets and
eachRN nds the intersection of its set with otheRNs' sets (Line 4).

(as part of the routing messages). When a sender sets the transac-
tion's C4, they can use the aggregate statistic©4 values they
receive from theirRN, e.g., 3 times the aggregafsd. We assume a

If even the nonce values need to be hidden for any reason, we can certain amount of trial and error in nding the right multiplier on

use more involved protocols such as private set intersection [42].

the part of the sender.
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4.2 Hold phase Algorithm 6: RN operations irholdand pay phase.

This is the rst phase of transaction processing. In this phase, all ; if hold phas¢hen

nodes along a path from Alice to Bob will reserve or hold"the , if =>34 == RNgthen

amount Alice wishes to send to Bob. For ease of discussion, we 4 RNg on receiving boldeRNge + g adxide Rpg®
divide the path into three segmentgélice RNs, RNs RNy, and hopMaxdigestC4,C4) tuple from a neighbor, does
Bob RNa. Since theAlice-RNs hold segment (Algorithm 3) and < RN ( me® RN®Where

Bob-RNa hold segment (Algorithm 4) are self-explanatory, due to <R\ = M RNgeatxide RO

space constraints, we describe them in the full version [40]. 4 RNg looks upRNroutingTabléo nd a path
Hold phase and Pay phase functions for intermediate nodes (RN RN 7¢”"RN°to RNa.

(Algorithm 5) : This algorithm depicts the functions called by dif- ¢ RN creates hoiq = (+ RNy & tXid, RN)

ferent nodes, i.e., regular/perimeter nodes aRdtls, when they 6 for RNgin fRN+"""RN 1*RN gdo

receive di erent messages during@PRITHEransaction (full details
of the functions are in Appendix 8.2, Algorithm 8.) Let us now
discuss when/why these functions are called by various nodes.
The hold function is called by a node on receivingleldx or
holds message. The node checks its routing table and decides which
neighbor thehold message needs to be forwarded to in order to
route it to the targetRN in the message. If no viable paths are
available then the current node would forwardeldRejeanessage
to the neighbor from which it received thloldmessage originally.
If a node in the network receives bBoldRejeatnessage then it uses
the holdRejedunction to process the message and make a decision
about whether it should retry on other available paths or forward
the holdRejeanessage back in the direction of the sender.
holdACKand payACKfunctions are called by nodes in the net-
work on receivingholdACKor payACK messages, respectively.
These functions involve the veri cation of the received acknowl-
edgment messages and forwarding them toward the sender on
the transaction path. If a node in the network does not receive
a holdACKor payACKmessage during théold and pay phases,
respectively, and the timers expir€§ for holdphase andC4 for
pay phase), then the respective nodes call the timeout functions,
holdACKTimeoufor holdphase angpbayACKTimeoutfor payphase.
Hold phase and Pay phase RNs' actions (Algorithm 6) : We
now discuss how theRNs handle operations in the hold phase,
described in Algorithm 6. We recollect th&Ngis the rst RNin the
path, andRNa is the last one. WheiRNs receives dholds message
from Alice, it retrieves the veri cation key oRNy (Line 3) RNsthen
constructs an onion consisting of successive encryptions for all the

RNz does< pgig = 1% RN® asxide
% RrNg < h0|dDo
RNsthen sendstfoldsr.e+ R *astxide <pgis
hopMax,digestC4,C4), to its'neighbor towards
according toRNroutingTabléor selected path to
with hopMax = hopCount of the path.
RNg doesC= itxide holds & frpn,
Sigrtskrnge C, sendstholdACKs Ceg\,° along
with local routingTableo neighbor that sentolds.
Ise if =>34 == RNathen
11 if message is hgithen
12 When RM receives theéholds message, then the
Alice  RNasegment is complete. R{\loes
C=ttxideholds &P fry,  Sigriskrn,e C,
sendstholdACKg Ce &\, °© along with local
routingTabldo neighbor that sentolds.

@

else

14 When RM receives theéholdy message, then the
RNa Bobsegmentis complete. Ri$ends
C= ttxideholdye efefry, — Sigrtskrn,C,
sendstholdACKs Cef&p,° along with local
routingTableo neighbor that sentiolda.

15 else if nodgs = RNg#8RNg 2 >RN *RN 1" " RN Y4
then

16 RNs on receiving the tupleffolds»RNs» + Rrpg*a©
txide <po|r hopMaxdigesiC4,C4) parses

<hold = *% RN;* RN SELS

RNs, fRN+"""RN g betweenRNs and RNa, with RNa being the <hold = W RN; T RN (gt RN

innermost layer of the onion. Rilsends the onion to its next-hop 7 RNsthen sendstfolds .« + R ;* @txid® <poiee

neighbor along the path t&kN (Line 3-8). Note that the intended hopMax,digestC4,C4) to its neighbor towards

recipient is the perimeter node common BNsandRN (sinceRNs according toRNroutingTabléor selected path to

is not within hopMaxdistance ofRN ). RNs also sends a signed with hopMax = hopCount of the path.

holdACKmessage to Alice whom it received theldsmessage from 18 RN doesC= ttxid+holde & fry,  Signtskri* C,

(Line 9). This is done to give the sender assurance R has sendstholdACKe C-\,® along with local

received her message, but without requiring any blockchain writes. routingTableto neighbor that senholds.

If malicious nodes dropoldACKmessages, Alice will re-send the 19 if pay phasehen _

holds tuple after a timeout. 20 RNson recelvm_gpaytuple, setC= 1pay txide VKrne &,
The honest intermediaries along the path will recognize thaids doesfry  Signtskane C.

message with the samid as a duplicate and will re-send the old, 2¢ | RNsthen createpayACKtuple as'payACk Ce&n° to

storedholdACKmessage along a di erent path. WheRNa receives neighbor it had receivegay tuple from.

the holds tuple, she sends holdACKtuple to Alice. SimilarlyRNa
also sends a signeldoldACKmessage back to Bob (Line 11-14). ]
When an intermediatRNthat is part of the onion created bRNs it needs to forward the message to, and sends the signed tuple to

receivesholds, it peels o its layer, nds the identity of the nextRN the perimeter node it knows can reach the destinatiBiN (it nds
this information from itsRNroutingTablg(Line 15-18).
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Algorithm 7:

1 At the end ofholdphase (befor€4 expiry time) if RNy has
received aholds tuple and aholda tuple with matching
token a, andtxid values, creates a message,
< = !proceedPatxid- &, creates signaturéproceedray
Sigrt( rn,* <° sends a tupléproceedPayxids as
f proceedpaytowardsBobthrough Bob RNy segment.

2 On receiving the messagdgoband Alice communicate out
of band andBob sends*proceedPagkide as fyroceedrsy
tuple to Alice.

3 Bobcreates a tuplépaypreimagea+xid® and forwards it
to its neighbor=>34 with txid towards RM.

4 for Each node>34 on txid path on receiving pay message
msgdo

5 | nodecallspay'msg de ned in Algorithm 8.

6 for Each node>34 on txid path on receiving payACK
messagmsgdo

7 \ nodes callspayACK<B® de ned in Algorithm 8.

g for Each node>34 on txid path that did not receive a
payACK tuple and current time C4 do

9 \ nodes callspayACKTimeouP de ned in Algorithm 8.

Initialization of the pay phase.

Since PCNs are highly dynamic, there might be a situation during
a transaction that arRNs on the path betweefRNs and RNa cannot
nd a path to the nextRNg 1, even after themaxRetriemumber of
retries. Neither the intermediat®Ns nor any other nonRNnodes
on the path can deviate from the origin&N path de ned by the
onion created byRNs. The intermediate nodes on each segment
between twoRNs do not know the next segment's targ&N. In
this case, the transaction needs to be failed all the way badR g
and then retried on a di erent path (di erent intermediaté&kNs)
from RNsto RNa.

4.3 Pay phase

Algorithm 7 : Thepay phase is initialized byRNa after it receives
the holds andholda tuples originating from Alice and Bob respec-
tively. Speci cally,RNa decrypts ry, contained inholds and lgl\h
contained inholdy, and compares thiokencontained in both of
them. If thetokenis the same, that signi es t&RNa that some nodes
Alice and Bob are sender and receiver in the transaction identi ed
by txid, since only the two of them knowoken RNa then sends a
signedproceedPatyiple to Bob, which signals the start of the pay
phase. Bob forwardRNa's proceedPayple to Alice to let her know
the pay phase has started (Line 2).RiNa does not receivéokenin
eitherholds or holdy, it sends anultisigt'4Ee s RNae ¢ ¢ txide ° to

its neighbor in the transaction path.
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5 SECURITY ANALYSIS

We now discuss some potential attacks 8PRITEand mitigation
strategies, and then brie y discuss the formal analysis. We also
give a phase-wise analysis of malicious activities in each of the
bootstrapping, hold, and pay phases®PRITHn Appendix 8.3.

5.1 Potential Attacks and Mitigation

Transaction malleability attack : A maliciousRNscolluding with

a receiver Bob andRNa might change the transaction amoumat
to aC In the Alice-RNs segment, the amount will ba, the change
occurs in the segments after that, all the way up uribh.

Case 1Let us assuma®j aandX=1:a° a°. Atthe end of this
attack, Alice has paid Boa coins andRNs has paid BolX coins.
None of the honest intermediaries will lose money: they get paid as
many coins (by their successor) as they have paid along the path to
their predecessor. The only entity losing moneyR\s since it will
not get paid theXamount and will only get paida coins, tied to the
tuple it received Case 2Letal Y a. If Bob,RNs, andRN, are all
malicious, Bob will get pai&®and RNg will get paid the di erence
(X=a aY tied to the tuple received from Alice witla coins, but
since they were both collaborating malicious entities, this does not
a ect honest intermediaries. If Bob is honest, then Bob will get
paida, but RNs will send a lower amount®to RNy, thus making
maliciousRNa lose money. In both cases the adversaries end up
losing money but none of the honest nodes get less coins than what
they paid, hence we do not consider these to be successful attacks
on SPRITE.

Transaction forgery attack : We assume no honest users in the
system will share their signing keys related ®PRITEvith other
users. This avoids any situations where an adversary can commu-
nicate on a channel created between two neighbors on behalf of
one of them (e.gAliceeBob! Craig, where Alice and Bob share

a channel and Bob is malicious), or the adversary can sign con-
tracts on behalf of an honegtlice without Alice's knowledge (e.g.,
Bob! Alice! Craig, where Bob is malicious). If any user's keys
are leaked then that user will generate a new set of keys and notify
all her neighbors about the new keys. One could use forward-secure
signatures [14] for invalidating the old leaked keys.
Sybil/Counting-based attack : An adversary could intercept net-
work communications over time, isolatingolds messages, and
associating messages sharing the satixid and digest The ad-
versary will try to identify the sender/receiver in a transaction by
isolating messages with the highesopMaxor lowest timer values.

Counting number of hops based dropMaxdoes not reveal the
identity of sender/receiver since ea¢Nresets thehopMaxvalue
for each segment. ThBopMaxvalue is decremented by each node
and is an estimate of the expectdopCountto the target routing
helper in the current segment, and tells how far the current message
should go before being dropped. This does not leak to a node in
the network information about how far the sender of the current

In the pay phase Bob's preceding neighbor along the path pays received message was from it (intermediate nodes do not know

Bob rst. Following this, each node pays its successor rst, then

which segment they are a part of). Sin€af andC4 are system

gets paid back by its predecessor. Since nodes need some form ofparameters and are included in the hold messages, all nodes in the

acknowledgment that thgpay phase has gone through successfully,
RNs that initiated the current segment send signedyACKtuples
to the nodes in their segment (Algorithm 6, Lines 20, 21).

network will receive the same value @4 andC4. On receiving
the hold message, each node locally computes its timeout values
C4'txid andC4'txid, and does not forward the local values further.
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Sender refusing to pay : Whenever there are timeouts in the hold
phase for a speci c segment, the send@Nfor that segment will
retry the hold phase on a di erent path. If there are timeouts in
the pay phase the nodes that timed out in that speci ¢ segment,
will publish their hold and pay contracts on a public repository
or blockchain. Since the hold and pay contracts are signed with
pseudonymous identities, this does not leak information about
nodes to the public, but neighbors know each others' identities and
if anode does not post a pay contract associated with a hold contract
then this identi es the malicious activity to the whole network. Any
honest neighbors will then avoid the malicious node for subsequent
retries and transactions. If the sender is the malicious node, then
all nodes on the path need to discard the hold and pay contracts
and roll back the transaction since the sender has been identi ed
as malicious and the sender-BNegment will not be retried.

5.2 Formal Security Analysis

We analyze the security 0BPRITEN the Universal Composabil-
ity framework [15. To this end, we de ne an ideal functionality,
FspriTE consisting of three functionalitiesFsetup. Fhold, andFpay.
We use two helper functionalities froml[, FsjgandFsmt, to model
ideal functionalities for digital signatures and secure/authenticated
channels, respectively.

Fsetupmodels the broadcast phase where nodes register and es-
tablish payment channels an@dNs register and make known their
veri cation key to other nodes in the network. It also provides
functionality for broadcasting messages suchRN-Updateind
RN-UpdateRepli#hoig provides interfaces for creatinglaolds mes-
sage from sender anoldy message from receiveRN-speci ¢ hold
phase functionalities, and the pairwise contrauultisig function-
ality. Fpay provides interfaces speci c to thpay phase, creation
and veri cation of apay message, pairwise contracts creation and
signing in pay phase, etc. We assume that all functionalities in
Fsprite ave access to a global clock from which they can obtain
the current time. We give the proof of the following theorem along
with the functionalities in the full version [40].

Theorem 5.1. LetFspritebe an ideal functionality faBPRITE et
A be a probabilistic polynomial-time (PPT) adversargRRRI TEand
letS be an ideal-world PPT simulator #4prite SPRITEJC-realizes
Fsprite for any PPT distinguishing environment

6 EXPERIMENTAL ANALYSIS

6.1 Experimental Setup

We comparedR2RBand R2NBwith BIANC[39 and Speedy Mur-
murs [4§ (referred to asSMin this section), across two topology
types, ten topologies eacls(]. The rsttopology, referred to ad.T,
was taken from the publicly available Lightning gossip datasgt [
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the maximum allowed amount for a single transaction as the link
weight as this value should correlate to a realistic channel capacity.
We compare the performance B1AnC, SM, andR2RBon LT. R2NB

is not applicable to LT due to the closely located RN nodes.

We constructed a second privacy-preserving network topology
(PPNT) as described in Section 4, to evalu&2RBR2NB BIANC,
andSM We start by taking theRNs in LT and start adding nodes to
the PCN where the initial few nodes set up payment channels with
RNs but subsequent nodes joining the network connect to other
regular nodes, thus forming layers around tiRNs. We add nodes
until eachRN has a diameter of about 7 hops and a neighborhood
of roughly 800 nodes. The perimeter nodes of each neighborhood
are randomly connected to perimeter nodes belonging to otR&t
neighborhoodsPPNThad 7978 nodes and 25302 channels. The link
weights used in this topology are similar toT. We categorized the
link weights from LT into two groups, the rst group contained
channels with at least one highly connected nod@N), and the
second group was made up of links between two regular nodes. The
link weights were then randomly sampled from these two groups
and assigned to the links in PPNT based on the channel type.

We randomly chose senders and receivers with at least 3 and
8 hops between them fdr T & PPNTrespectively. Although pub-
licly available data for the Lightning network claims an average
of 22 transactions per day]] signi cantly lower than 10 trans-
actions/second, we set a transaction rate at 10 transaction/second.
This high rate was used to assess the scalabilits&®RITEIn SM,
each transaction gets split into 10 uniform sub-transactions, one
for each RN (referred to as landmarks in SM).

We implementedR2RBR2NB SMandBIANC, and deployed the
generated topologies in theB3 simulator B] for our experiments.
The results were averaged over 10 runs wiRFPN Tfor a total of 100
transactions. The simulations were run on a Desktop class machine
with Intel(R) Core(TM) i7-10700 @ 3.8 GHz CPU and 64 GB of RAM.
The metrics for comparison are: path stretch (ratio of the hop-count
of a completed transaction to the optimal hop-count), end-to-end
transaction processing time (latency), transaction success rate, set
up costs during Bootstrap phase (message complexity and duration),
and the overall message complexity of the entire simulation.

6.2 Experimental Results

LT Topology results: Figure 3a shows the growth of the message
complexity within LT over time.BIAnCinundates the network with
broadcasts for each transaction and given the interconnected nature
of LT this results in a dramatic increase in message complexity,
growing at a rate roughly 100 times that &M SM, while having
only a fraction of the number of messages compare®tanC, still
grows at a much faster rate thaR2RB This is attributable to the
splitting of each transaction and the acknowledgments sent back

from May 31, 2022. The network has 15833 nodes and 156072 chanen the payment path in the routing phase.

nels. We removed any nodes that did not have any outgoing con-
nections along with 80% of the nodes which had one incoming
or outgoing connection (these nodes are not involved in routing),

Figure 3b shows the growth of latency with respect to hop-count.
BIANC has a higher latency compared ®2RBand SM This is
attributed toBIAnC having three phases as opposed to twoSi

leaving 8995 nodes and 129724 channels in LT. We designated theandR2RBNote that given its sub-optimalityBlAnC never chooses

top 10 highly connected nodes &\s for evaluatingR2RBand
BIANC, and to act as landmarks iBM As channel capacity is not
present in the gossip messages from the Lightning data, we choose

a 3-hop sender-receiver patBMand R2RBhave similar latencies.
We model cryptographic operations for bofR2RBand BIANC, but
not for SM(they didn't have any). We also do not model the delay
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Figure 3: Results for simulations in the Lightning Topology (LT).

imposed by blockchain operations for BIAnC. The hop-counts of
transactions in LT range between 3-10 hops, with BIAnC, SM, and
R2RB having average hop-counts of 7, 5, and 6, respectively. The
hop-counts for SM represent the highest across the hop-counts of
all the split transactions.

Figure 3c shows the cumulative distribution function (CDF) of
latencies for all transactions. Both R2RB and SM outperform BIAnC
significantly, which had an average latency of 113.5 ms, while SM
and R2RB had average latencies of 79.6 ms and 95.3 ms, respectively.
The additional delay in BIAnC is on account of the extra broadcast-
based Find phase. R2RB is able to perform almost as well as SM
in terms of real-world delays while providing significantly more
security and privacy guarantees. It also has a significantly higher
transaction success rate at 97.17% compared to SM’s 81.3%. R2RB
outperforms SM in terms of success rate due to our in-network retry
mechanism, as well as routingTable updates that are propagated
within the network for each holdACK and holdReject message. In LT
9.864% of transactions required a retry attempt for R2RB. Due to the
design of BIANnC, the sender can only send the maximum available
credits on the fastest path to the receiver, hence, only 69.06% of
transactions sent the full amount of required credits. For practical
applications, these transactions can be repeated by splitting the
larger ones into sub-transactions, similar to SM.

Figure 3d shows the total number of messages required to boot-
strap the network with routing information while Figure 3e shows
the duration of the phase. BIAnC is excluded from this comparison
as it does not have a Bootstrap phase. SM requires more messages

for its bootstrapping phase in LT than R2RB but takes about 10 ms
less than R2RB to complete this phase.

The path stretch of transactions is shown in Figure 3f; it should
be noted that BIAnC always finds the most optimal path in terms of
hop-count due to its broadcast-based pathfinding mechanism. The
path stretch for SM was calculated by taking the average amount
of hops taken by each sub-transaction and comparing that against
the optimal path (obtained from Dijkstra’s algorithm) between
the sender and the receiver. For R2RB and BIAnC, the number
of hops taken by a transaction were compared against the total
hops in the corresponding optimal paths between the sender &
RN, RN & RN, and RN, & the receiver. SM incurs the worst
path stretch with a median of 1.075, while R2RB has a median
path stretch of 1.0. The variation in path stretch for transactions
in R2RB is due to the routingTable of nodes becoming stale as the
simulation progresses with new transactions. The routing tables
can remain fresh by issuing periodic broadcasts from RNs, similar
to the Bootstrap phase, to update the routingTable of nodes. The
higher path stretch in SM can be attributed to its embedded prefix
routing and splitting of transactions among different paths.
PPNT Topology results: All four schemes show linear growth
in the number of messages as seen in Figure 4a. With R2RB and
R2NB the number of messages is the lowest and continues to grow
linearly at these low values. As with LT, BIAnC’s Find phase results
in thousand times more messages than R2RB and R2NB while SM
results in a ten times higher number of messages in comparison.

Figure 4b shows the growth of latency with respect to hop-
count. Both R2RB and R2NB have a slightly larger latency for each
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Figure 4: Results for simulations in the Privacy Preserving Network Topology (PPNT).

transaction of a given hop-count when compared to SM due to the
cryptographic operations between pairs of nodes on the path.

Figure 4c shows a CDF where it can be observed that for the
majority of transactions, R2RB and R2NB have lower latencies
than BIAnC and SM while maintaining transaction success rates
of 97.01% and 96.02%. SM on the other hand, has a success rate of
76.08%. Roughly five percent of transactions in SPRITE (R2RB and
R2NB) have higher latencies than those found in BIAnC and SM
due to SPRITE’s in-network retries that would otherwise fail.

The number of messages and the duration of the Bootstrap phase
were averaged over ten runs; results shown in Figure 4d and 4e.
In contrast to LT, SM has high number of messages, with an aver-
age of around 348k messages when compared to R2RB with 190k
messages and R2NB with 88k messages respectively. The high com-
plexity of R2RB and SM is due to the more distributed nature of the
PPNT network, where the landmarks (RNs in SPRITE) have a much
lower degree than LT. In SM, this results in more nodes receiving
multiple messages for each landmark advertisement compared to
LT. Transactions in SM take the least amount of time, while R2RB
takes the most, but similar to LT the difference is negligible.

The transaction path stretch in Figure 4f shows that BIAnC is the
most efficient in terms of transaction path length. This is because
it finds the most optimal path in terms of hop-count due to its
broadcast-based pathfinding mechanism. This optimal path stretch
does come at the cost of higher overhead and much higher latencies.

The median path stretch value for SM is 1.45 and is significantly
higher than R2RB and R2NB with respective values of 1.07 and
1.15. Due to the distributed topology, the prefix-based embedding

system in SM does not identify the shortest path when landmarks
are far from the sender or receiver. R2NB’s inefficiency is due to
the unknown distance of chosen perimeter node to the next RN.

7 CONCLUSION

In this paper, we present SPRITE, a secure, privacy-preserving, and
efficient routing protocol for payment channel networks. SPRITE
can support concurrent transactions and takes just two rounds of
communication for pathfinding and routing transactions, which is
the most optimal till date. One direction for future work is investi-
gating the design of economic models for estimating and optimizing
routing fees for both, regular nodes and routing nodes in a PCN.
Another direction for future work is to mechanically verify the
proof of security of SPRITE (and potentially other PCN protocols)
using interactive theorem provers such as EasyUC [16].
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8 APPENDIX

8.1 ASFunction De nitions
Definition 1. (Sequential Aggregate Signatu#3)[ LetGy, G2
be prime-order cyclic groups of stzesuch thab 2 G1,6 2 Gy, and
4:G1 G! G.
AS'Setug1: °: Given a security parameterthis algorithm
selects arando@2 Z» and output®? 1 ?:G12G2* G , 4+
Be - 8 L0where- =6Cande = &°,
ASKeyGeri??°: This algorithm selects a randem sZ-,

compute§ 6 and setskas~andpk as. .
ASSigntskefe 1< 107" "o 0o lpk e " " "pka% <° proceeds as fol-
lows:

If A= 0, thenf 1 6e-©

If Ai Obut ASVerify! tpkqe”” "pkale fo 1< 107" " e 400 =

0, then it halts;

If < =0, then it halts;

If for some92 f1e """ed\pkg = pk, then it halts.
If the algorithm did not halt, then it parsek as~ and f
asif 1+f2°, select€ sZ» and computeg®=1f %fP
1 Qaf, £ 5o teventually outputs®.
ASVerifyllpkse " " " Pkl 1< 1o " " " e a0 f O parse$ asif o f°
andpkgas€g, for 9= 1+ """« fand checks whethif < 1g,
and4if («£ ."3; ® = 41f o8 are both satis ed. In the positive
case, it output$, andO otherwise.

8.2 Algorithms

Subroutine for intermediate node (Algorithm 8):  This algo-
rithm details the functions called by nodes in the network during
hold and pay phases discussed in Algorithm Bold function is
called by di erent nodes when they receivetwlds or holda tuple.

away from the destination time out last. If a node receives multiple
copies of eholds message (wher@ 2 fBe §corresponding to sender
and receiver respectively) associated with the saxid, it ignores
subsequent messages. When a node cannot nd any viable path
to a destination (even after retries), it send$ialdRejeanessage
back to its predecessor from whom it received thelds message.

It also sends a copy of its currembutingTableso the predecessor
can update its owrroutingTable

The holdRejediunction is called by a node in the network on
receiving aholdRejeanessage. Nodes in the network could choose
to retry on other paths uptanaxRetriedimit (lines 18-19) or choose
to forward holdRejeanessage back towards the sender if path is un-
available to a targeRN(line 23). IfAliceor Bobreceive éholdReject
that means that there is no viable path from their neighborfRiNg
(for Alice) or RN (for Bob), hence they need to retry the transac-
tion with di erent neighbors and possibly newRNs (line 21). The
way RNs handleholds, holdRejeanessages is slightly di erent; we
discusRNs' actions in these phases separately in Algorithm 6. The
holdACKfunction is called by a node on receivingldACKs mes-
sage. When the targd®Nin a given segment receivestelds tuple,
and is willing to process the transaction, it sends back@dACK
tuple containing its signature to the neighboring node it received
the holds tuple from.

When a node receives BoldACKg tuple, it deletes its timer
C4, and forwards thenoldACKg to its predecessor. Ultimately, the
sender should receive theoldACKg tuple, which will tell her that
the holds messages along that segment were successful, and reached
the destinationRN. If a node does not receivetoldACKtuple until
C4 expires, it calls theholdACKTimeoufunction, which retries the
transaction if possible, else it drops the transaction and sends a
holdRejegftuple towards the sender (line 28). If any node including
anRNreceives aoldtuple on a di erent path, after it has already
forwarded aholdACKtowardsAliceon another path, then it should
replay theholdACKtuple on the new path and send laoldReject
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message on the previous path. This accounts for a malicious node on
any path not forwardingholdACKtuples downstream thus timing
out nodes preceding it, and prompting the formation of another
path to the targetRN. Due to space constraints, we discuss the pay
phase actions in the full version [40].

Algorithm 8: Subroutine for every node fonoldandpay
phase

def hold (hol@s .+ Rn..* @stxide RN, .®hopMax digest,

C4,CH

1 if §(.,nodey, ?9) in routingTable with
?9 = thopCountcurrMaxgecurrMaxae G° where
lthopCount hopMa¥ * tlcurrMaxg a°_1tlwgg
a® M lcurrTime @G°°°then
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17
18

19

20

21

def holdReject (holdRejgct , VKRN, ., &, txid)
Update localoutingTablewith new info received.
if (9 (., nodey, ?9) with 29 = thopCount currMaxg®
currMaxae @° wherethopCount hopMax¥
IAACAxH Y maxRetrie8 A 11currMaxg  a°_
lllwgg a® " lcurrTime @G°°°then
Updateholds tuple hopMax= hopMax 1 and
forward tuple to node. Callmultisig(? ,holds, 8 9
lwggatxid,ts). SetA4CAxH = A4CAxY | 1.
else if (node == Alice”§ (RNgnodey,?g)) _
(nodes == Bob” § (RNa,noden,?g)) where
?9= thopCountcurrMaxgscurrMaxae G° and
currMaxg athen
\ Choose neva®and restart Algorithm 3 and 4.

2 Create tuple ffoldRejegp .+ RrnN..catxid) and
send withroutingTablego neighbor that sentolds. 2 | else _ _
3 Call multisig(4E,?, 8 9 Iwgga, txid, ts) and delete 23 Forward tuple foldRejegp.*+ Rrn,.*a¢xid) along

A4CAxY, digestixid, segTargéixid = RN o,
C4'txid, andC4txid.
4 return

Nonce 2 (holds Noncer + Ry, .® @stxide RN, .®
hopMaxdigestC4, C4) tuple belongs tnodes then
6 LookuproutingTablédor tuple (RN o, nodey, ?9)
with ?9 = thopCount currMaxg® currMaxae @°
wherethopCount hopMax¥ ~ 11 currMaxg
a°_1llwgg a°“currTime @G°°° updateholds
tuple to (holds* RN o, + RN, .® @stXide RN..®
hopMax digest C# C#) with hopMax= hopCount
and forward to node. SetA4CAxitl = 0,
digestxid = digestsegTargéixid = RN: o,
C4'txid = currTime, 1 C4 hopCoun®, and
C4txid = currTime, C4. Callmultisig(? ,holds, 8
9 lwgga,txid,ts).
7 Update@ = currTime, 4 andcurrMaxg = currMaxg
afor ?gin routingTablereturn
8 else if =>34 == RN: o then

(&)
=

24

25
26

27

28

with local routingTableao neighbor that sentiolds.
Call multisig(4E,?, 8 9 lwgga,txid,ts) and delete
A4CAxY, digestxid, C4txid, andC4'txid.
ef holdACK (holdACK* Cen. )
Update locatoutingTablewith new info received.
ParseC= ttxideholdz* &. Verifylvkrn, . fRN .0 C T 1,
RN: o == segTargétixid, and delete timeC4 for txid.
nodes then forwards theholdACKg tuple with
routingTableo neighbor that senholds.
def holdACKTimeou?
nodes callsmultisig('4E,?, 8 9 Ilwgga,txid,ts) to node
that it had sentholds tuple to, and retries sentolds to
other neighbors for target for txid. If no such
neighbors exist, creatholdRejegttuple, call
multisig(4E,?, 8 >, lwgx a, txid, ts), and send along
with routingTableo node. that sentholds message.
DeleteA4CAxitl, digesttxid, segTargéixid = RN: o,
C4'txid, andC4'txid.

[oX

def paytpay preimagea, txid®
?

9 | Follow Alg. 6. 20 | if lpreimage < digestxid then
10 | else 30 | return 2.
1 Updateholds tuple hopMax= hopMax 1 and s | if nodeis anRNthen
forward tuple to node,. 32 | Follow Alg. 6.
12 if Y =Nonce o then 33 if nodegis Alicethen
13 SetA4CAxH = 0,digestxid = digest 34 CreateC= tpay txide preimagg;q° &, setpayACK=

segTargéixid = RN o, C4'txid =
currTime, * C4 * hopCount, hopMax; °°,
andC4txid = currTime, C4.

35

1payACke C?° and send to neighbor that semay
tuple.return
Forwardpaytuple to next neighbor nodeon txid path

14 else along with multisig!? ,pay, 8 >, lwgs, a,txid ts).
15 SetA4CAxH = 0,digestxid = digest
segTargéixid = RN: o,
C4xid = currTime, * C4 hopCount, and We recall thatR2REdi ers from R2NBin the distance eacRN
C4txid = currTime, C4. has to broadcast thRN-Updatenessage which is depicted in Fig-
16 Callmultisig(? ,holds, 8 9 Iwgga,txid.ts). Update ure 5. This distance is larger iR2RBbecause of the absence of

@ =cunrTime, 4and currMax = currMaxs  a

. - perimeter nodes in the network. The broadcasted messages from
for ?gin routingTable

eachRNtravel a certain number of hops away from thN, allowing

nodes in the given area to route transactions to the corresponding
R2RB Bootstrap protocol (Algorithm 9) describes the oper- RN Due to the larger broadcast area, neighboriRis will receive

ations during the bootstrap phase of the R2RB protocol. each other's broadcast messages and be able to route transactions
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Algorithm 10: Multisig Exchange
Input : >2 f?+'4EgC2 fholds j holdaj payg, 9( o+ o,
(0 .t L, lwg., atxid ts
1 if >=="4E then
2 9and: discard currently stored contracts fdkid and
delete5 Fy. 'txid and 5 F g "txid.
return
if C== paythen
9and: setlwg. = 5Fg."txid andlw.g = 5F g’txid.
return
if C== holdsthen
| Set5Fg. =lwg. a Set5Fg=Iw.q, a
if C== holdathen
10 | Set5Fy. =Ilwg., a Set5Fg =Iw.g a.
11 9sendd o Sigrt , feontract= (wg:,lw.g , 5Fg:,
5Fg),txid, digestts) to: .
12 : sendd . Sign . *contract= (wg:,w.g ,5Fg:,
5Fg),txid , digestts) to 9

5
13 if Verify, tcontrackf.® ~ 1lthen

© o N o ua b~ w

14 9stores’f g f. scontracP, 5F ¢"txid = 5F g and
5Fg."txid = 5Fg..

15 if Verify, ‘contracefg® ? lthen

16 . stores'f gof. econtrac®, 5F g'txid = 5F g and
5Fgy."txid = 5Fg..

17 if C== holdsthen

18 9updates the currMag = <8=15 Fq.scurrMaxg® for all
paths going through .: updates the
currMaxa = <8=15 F. gecurrMaxa? for all paths going
through 9

19 if C== holdathen

20 9updates the currMax = <8=15 Fg.ecurrMaxa? for all
paths going through .: updates the
currMaxg = <8=5 k. gecurrMaxg® for all paths going
through 9

own links, that is malicious behavior. Due to privacy concerns,
nodes' link weights cannot, of course, be veri ed by anyone, but
overreporting will eventually cause transaction failure (since there
was no actual liquidity) and result in revoked hold/pay contracts
with penalties for the misbehaving node. In any case, no node will
lose money. Th&Sscheme helps verify that theurrMaxvalues do
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message discarded). In atingopCouns would not be in the best
interest of the malicious node(s) because honest nodes could have
alternative shorter paths to the intended target node.

Concerning perimeter nodes, two situations could ari€ase 0
A regular node pretends to be a perimeter node by overreporting its
hopCount In this case, that node's nonce will not gure in the set
intersection of twoRNs since the node was not actually a perimeter
node. The node cannot do anything furtheZase 1A perimeter
node underreports its hopcount or drops a message. We do not
consider this malicious behavior, since it just means that the node
does not wish to participate in transactions. Since tR&l-Update
messages are broadcastBiNs will get replies from other perimeter
nodes. Even if aRNdoes not pad its nonce list with random nonces
(Algorithm 2, Line 2), it will not leak the identity of its perimeter
nodes to otheRNs, although it will reveal the number of perimeter
nodes that RN has paths to.

Hold phase: If an honest node along a path does not receive
holdACKor holdRejeatnessages for a given transaction before the
expiry of its timerC4, the transaction will time out and will have to
be retried. Malicious nodes can try to change the message type (the

rst eld), but unknown message types will get dropped by honest
nodes along a path. Malicious nodes might also try to change the
Y parameter denoting the identity of the nex®N or perimeter
node to forward messages to (Algorithm 5, Case 1, 2). The message
will be held at the misdirecte@RN/perimeter node which could also
be potentially malicious. But eventually, theold phase for that
segment will timeout, and théaold contracts will be rolled back.
Other parameters such d®pMax digestbeing modi ed, or gpz o
being re-encrypted (Algorithm 5, Case 1) will result in ttheld
messages being misdirected, but theld phase times out, and we
will not get to the pay phase.

A maliciousRNs cannot misroute a hold message tuple tolahﬁ
instead of the sender's select®&Np, e.g., by creating an incorrect
onion. This is becausBobs holda will be senttoRNy, and sinceRl\ﬁ
never received it, the misrouted transaction will eventually time out,
and any signed contracts will be rolled back. Similarly, no malicious
node, includingRNs can increase/decrease the transaction amount
a to an arbitrary value, because: 1) since the receiver knows the
correct amount, the hold will eventually timeout at the last hop
and fail. 2) All honest nodes along the path will have to commit
to paying the amount in the hold phase. Any honest nodes which
receive gpay message with a transaction amount di erent from the
original hold message will refuse to proceed with thpay phase,
hence timing out the transaction and causing a rollback of contracts.

The one thing that a maliciou®Ns could potentially do is in-

not increase in the series of aggregated messages to help identify crease the path length tBNa by several moreRNs than is required.

malicious nodes in the network as well. A malicious node cannot
increase theeurrMaxg, currMaxa value signed by thé&kNas part of

The transaction will eventually reacRNy via a longer path in the
RNs RN segments. Potential solutions include the sender speci-

the rst aggregated message because the rst message is signed by fying a maximum number of layers in the onion encryption RiNs,

the RN using its publicly veri able signing key.

based on periodic network statistics released by fRiss. We leave

The other potential source of malicious behavior is nodes un- incorporating such mechanisms int8PRITEs future work.

derreporting or overreportinghopCountvalues. First note that the
hopCountis contained in every message<(% """ «<?, Line 7 in
Algorithm 1) that is aggregated in the signature. Any honest node
along a path can verify that thédopCountcontained within every
message is incremented by one, starting witl? = 0 (thus reduc-
ing hopCouns would be immediately detected, and tRiN-Update

Pay phase If a node intentionally misroutes the pay tuple or
does not forward it, resulting in the pay tuple not reaching the target
node on timeC4 timer will expire, causing nodes to time out and
rollback their pay contracts. In case of any other malicious activity,
the hold contract signed in the previous phase can be enforced.
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